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Teacher's Introduction

This companion has been written specifically for the Level 3 BTEC IT qualification {first teaching from
September 2016}, The theory notes and practice guestions cover the essential knowledge and
understanding prescribed in the BTEC Unit 1 specification.

About Unit 1: Information Technology Systems

Unit 1 (12068 {s gssessed using a 2-hour {90-maork) written examination, which is set and marked by
Pearson. There are two opportunities for assessment each year — in lanvary ond in June,

Unit 1 is a mandatory unit in the Extended Certificafe (360G Foundation Diploma 510G Diplomeg (720 GLH)
and Extended Diplome {1080 GLHL,

Each of the six Learning Aims (1-6) is given its own section in the
resource. These are as follows:

Always check the exam board

website for new information,

(@) A: Digital devices in IT systems

~ " inchuding changes to the
{2} B: Transmitting data

specification and sample
(3) C: Operating online assessment material.

(@) D: Protecting data and information
(5) E:impact of IT systems
(&) F:Issues

Within each section there are student notes covering the specification content and structure. These
notes include descriptions of theory, supported with examples, diagrams and images where appropriate.

Cuestions are interspersed throughout the guide to test and develop understanding. Suggested answers
are included at the back of the resource.

NB The intention of the suggested answers s {0 save the teacher time, rather than to offer a comprehensive set of
definite answers. In some cases, there are equally valid giternative answers to those that have been given.

Muarch 2022

A web page containing ail the links listed in this resource is conveniently provided on ZigZag Education's
website at zeed.uk/11526

You may find this helpful for accessing the websites rather than typing in each URL,
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A: Digital devices in IT systems

@ Types of digital devices, their functions and uses

Types of peripherals and accessibility devices

® The types, uses and roles of operating systems

(& The types, uses and roles of utility and application software
® The uses of emerging technologies

The factors in choosing an IT system

TVs, games consoles, etc. Each has a very different use, ranging from work, 1e451,&

some have moere than one function - you can use a laptep to do your schoolwaors
video call. Some are fixed with permanently wired power and Ethernet; others ai

handheld, run on batteries and are wirelessly networked.

Digital devices
Below is a selection of the devices that make up 17T systems.

Muitifunction devices

A multifunction device has different functions {capabilities) built in. Good examp
include a mobile phone (which can serve as a satnav, a camera, a web-browsing:
etc), and a printer with a flatbed scanner, such as the one shown in the picture..

This is a very basic device which can be connected to a PC to print and scan. It ¢
be used without a PC, as a photocopier, You might also be able to insert a flash

card or USB thumb drive to print documents and photos directly from the

printer. In the past, you typically had a separate scanner and printer - two Earge§
davicas whereby you would scan on one and print from the gther. The beauty of
the multifunction device is that it is space-saving, time-saving and easy to use.
ice may need to.

However, if one part breaks, such as the scanner, the whole,
be replaced.

If you take a look online, you'll find and wonderful
muitifunction devices, su th a built-in coffeemaker, or a more
practical light s

A laptop or Y

Personal computers

S R

is really a multifunction device as well because it is 5o versz§

The ‘BC as we know it was first introduced in 1981 - that's just over 40 years a{

IBM took a bunch of off-the-shelf components and wrote a special BICS, and cof
it with an operating system called DOS. Competing manufacturers tried to emu ;
machine as closely as possible so that the same software could run on their ¢
the IBM machine (and yes, there were lawsuits involved over the recreation or p
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Over the years, vastly more powerful machines have been developed, and these
systems and application programs. :

P(Cs are still the workhorses of offices, and are used in many homes. Nowadays,
the desktop PC - have made inroads into the PC market for their flexibility, 'E'he§
and having small hard disks has been dispelled, and the prices have dramaticaliy

Laptop: a portable computer with a (touch)screen, touchpad and keyboard and
Thunderbolt ports. Provides much of the functionality of a desktop computer b
Wi-Fi built in as standard. Often used in homes and businesses.

55

g and high-perfg
e screen. Some ai
d usually are connectec

Beskiop computer: the traditional computer. Powerful proce
a base unit and peripherals such as a keyboard, mg
screen. They must be connected to pow
resources (printers and files) usin.

Mobile devi Zob

Smartphonefa mobile telephone with a relatively small screen running an operz§
i0S. The user typically uses a touchscreen and an onscreen keyboard, rather tha
Smartphenes are used for calls, texts, emails and other communications. Social *
connect to the Internet over Wi-Fi and mobile data network, E

Small tablet: a thin, portable device that is larger than a smartphone - usually
cellular access. Small tablets are used for tight web browsing and email, gamingé
not using desktop applications. :

Large tablet: larger and more powerful hardware than a smaller tablet, making §
circumstances.

Smartwatch: used as a timepiece {sirnilar to g traditional watch that is worn on
phone to display messages and notifications. May have a fitness tracker built in.:

Fitness tracker: measures heart rate, number of steps taken, etc. Can be a standg;

Servers
Servers are very powerful computers with lots of RAM (memaory), fast

processors and lots of disk space {(normally lots of separate disks
joined together, called a redundant array of independent disks, or
‘RAIDY, where if one disk fails the server carries on working). They
‘serve up’ information to the ‘client’ computers - the on

COPYRIGHT
PROTECTED

Servers are k pt inside special secure rooms within a business,
usually mounted in racks or cabinets, Some servers are located in
Internet-connacted data centres which host web pages and file

ag
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storage in the cloud. When you first set up a server, you need to
configure the server with specific roles,
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Alarge organisation will usually run several servers, each for a different purpose. S

e  Domain controller that manages usernames and passwords, client PCs, an
large network)

+ Dedicated file server - stores users’ persconat files and shared drives

e  Print server — manages shared printers :

e Web server - hosts web pages and provides them to the client’s web brow A
inctude a DNS server, which converts a web address into the 1P address of
server caches the web pages from the public Internet that have been requ
This speeds up the page load times as the page is stored locally. '

#  Email server - stores and distributes email

if you decide to work in IT, you’'ll be working with |

Entertainment systems ;
€re are various types of enteﬂainmemé
system. Perhaps one of the most obviousé
examples is a PC or laptop that you use
stream video from either YouTube or a
service such as Netflix, or music from
Spotify. Sometimes a computer is used
within a home cinema system.

Specific entertainment systems include: E
Smart TVs: televisions with extra services — such as streaming apps and web ac
usually built in). :

Games consoles: producad by companies such as Sony, Micresoft and Nintendo,
atso be used for streaming TV, films, music and web access to a television set. |
desktop PCs (but usually with a more attractive case design). Some consoles sti
allow playback of BVDs, Blu-ray disks and CDs. A games console is usually e:ontrc§
a game pad. 5

Srart speakers: although Amazon's Echo, Google's 'Home’ range and Appie’s Ho;
entertainment purposes, such as controlling other home devices or using the we
frequent use is probably as music players. '

Still and video cameras
Consumer digital cameras have been around since the mj
replaced film cameras for all but a few film enthug
can record both still and moving images;

90s and have
“nodern cameras

uilt into their smartphones for most
: wifor recording short video clips. The cameras in
astly improved in recent years in terms of quality
"féatures, and many will shoot 1080p HD video.

Most people will use the
day-to-day Dhg
smartphoné_
(megapixels‘u

Simple point-and-shoot digital cameras can record still and moving images,
usually to a memory card. The images are retrieved by plugging the memory
card or camera into the PC, or across a wireless network.

Professionals and photography enthusiasts will use more expensive digital
single lens reflex (DSLR) cameras for the increased quality, optical zoom and
high video quality.

Level 3 BYEC T — Unit 1 Learner Companion Page 4 of 122
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Specialised video cameras are available for shooting in ultra HD {(4I and 38IQ, w
shots, perhaps 10,000 frames per second. You can see some impressive slow-m
lightning and glass breaking. Most TV programmes and feature-length films ar

if vou've ever watched the film Steve Jobs, released in 2015 {(age rated 15}, you
guality changes throughout the film. This is because the film was filmed using 1
digital. You can really notice the increase in sharpness of the scenes that were s}
part set in 1998 contrasted with the graininess of the early scenes shot on 16 m
acceptable quality for a feature-length Tilm).

We also have ‘webcams’ built into our laptops and tablets, and front-facing car
make video calls (and maybe take the odd selfie...). Ot ples of video car
cameras, dashcams and helmet cams.

Navigation systems
A navigation system pi

Jcation on a map, often using
the global g : (GPS) that calculates our location -
semetimes JaaEgRin a few centimetres - using a network of 31
satellites. It uses this information to calculate a route for us to vehicles, in
take - to drive in a car, to cycle, or even to pilot a ship. We enter

an intended destination, and the device works out the best route ]
and an estimated arrival time (or at least it should...). The device,
mounted at the corner of the windscreen or built into the
dashboard, reads out driving instructions, and can be quickly
glanced at when driving.

A satnav is either a stand-alone device that has a built-in map, or
the device itself is built into the console of a car’s dashboard.
Many smartphones also use a GPS built in, but the maps app on
phones usually downloads the base map in real time using the
cellular network, and can show traffic updates and even change
the route if there is an accident or a hold-up.

Walkers, outdoor enthusiasts and geocachers often use stand-alone GPS receiveé
phone signal can be patchy in remote areas. f

Navigation systems have revolutionised the way we fravel - no more time was A
of driving instructions — but we are quickly losing the map skills that could ke
phone signal is lost.

Data captur4

input devices™o collect data and store the data for later retrieval,
or data transmission in real time. The systermns could be as

commonplace as a barcode or QR code reader in sales or stock control systems
ordering system, or specialist devices that measure earth tremors or the height ¢

Lommunications devices and systems
Communications devices include all manner of telephone handsets and the netvy
underpins computer systems, the Intermnet and telephone networks. :

Level 3 BYEC T — Unit 1 Learner Companion Page S5 of 122
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The functions of digital devices :
The devices we've just talked about, and others, can be used in a wide variety o

Education and training
Anyone at school or university in 2020-2021 will have first-hand experience ¢
education and training - that will include you! Here are just a few of the uses of
s Use of smartboards and data projectors and tablets in the classroom
¢  Electronic resources, Internet research, online learning platforms and videcé

e Upload and download of files to a VLE (virtual learning environment), inciu*%‘?

and coursework submission
¢«  Video courses/tutorials
e  Taking exams online

Personal
Ask yourself — what equ
laptop? Do yelll

; nd apps do you use in your free time
hat with friends, stream video, or play games oni

Social
Again, you prabably use smartphones, tablets and laptops fitted with cameras
friends online, and maybe even the webcams built into some TVs and games cog
devices 10 access social media, upload photos and set your status,

Retail :

Alot of technology is used in retail - you'll see some of it as a customer, and t

Examples include: :

»  Online websites and sales platforms {(using web servers, network infrastru
persgnal devices)

e Stock control systems that monitor stock levels and order more from the
tracked using barcodes and handheld scanners, or RFID tags (that are fast
e  Checkout equipment - tills or self-service checkouts - uses barcode read
receipt printers ;
¢  Electronic payment systems used to make card transactions with your baﬂké
¢  Database systems that record all transactional data

Organisations

Organisations use a wide variety of equipment to build up their IT system and
laptops, mobile devices, printers, scanners and servers are almost guaranteed.
internal communications between the staff, and external to allow communicatic

be virtualised. A lot of companies are now reaping the benefits of using the clou%;:
managing applications, although on-premises servers are still popular. :

Level 3 BYEC T — Unit 1 Learner Companion Page 6 of 122
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Creative tasks
Creative tasks could include editing photos, graphic design, animating film clips§
or developing games. Designers use a wide range of cameras and scanning equif
and storage. Companies that adit video will have fast networks and servers. Appf
run expensive software suites from Adobe and other companies, although PC véE

1. Whyis a laptop really a multifunction device?

2. Give an example of one type of entertainment
use it for.

<
Q
=
-

o
o
3
&
Y]
=

o
8

3. Why might navigati i On a smartphone provide a better e
specialised satr

0 ways that technology has changed retail.

5. Give an example of a device that is usually only used within businesses,
\\ than in the home.

COPYRIGHT
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A2 Peripheral devices and media

Devices attached to a computer are often called peripherals. They are often ptud
specialist ‘ports for displays and older legacy connections. Take a look at the pg
alongside USB, you might see USB €, HDMI, a 3.5 mm headphone socket and k
input and output, or increase the storage space available to the system,

Peripheral devices

input devices
input devices are used to send data to the device.

For example:
¢  Keyboards are used to enter data into a
in order for a letter, number or sv
¢  Mice, trackballs, trackpac!
pens and styl '

e A barcode scanner or camera reads barcodes and QR codes.
»  Awebcam for video calling.
¢ A microphone for voice control or input.

Output devices
Cutput devices provide visual, printed or audio output,

For exampla:

¢  The screen {display) to show output from the operating system,
applications and media such as images and video. Some users connect
a second display.

s  Speakers or headphones/earbuds to provide audio from the operating syst

e« A printer to produce ‘hard copy’ output on paper.

e A 3D printer to print’ objects. Most would use plastic filament, but some ¢a

Remember that some peripheral devices are both input and output devices,

For example:

e« A multifunction printer provides output (printed documents) and accepts
input from the scanner.

» A smart speaker provides audio output but also uses a microphone to
allow voice control input.

e A touchscreen outputs the video dlsplay hut
your taps and swipes.

« A games controller ac
feedback guch

es input from

i1i the buttons but provides tactile

Level 3 BYEC T — Unit 1 Learner Companion Page 8 of 122
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Storage devices

We'll cover the actual storage media in a moment, but here's 3 quick

rundown of the actual storage devices used in conjunction with the media:

e  Aswell as internal hard drives, you can get external hard drives. Many
hard drives can be purchased as external units that plug in via USB ~ :
great for {arge file transfers, storage and backups. Docks (sometimes called
plug in internal drives to temporarily copy data to and from drives, and to f

e  Card readers - allow a variety of flash storage cards to be accessed over US
of card, such as SD cards and CompactFlash used in digital cameras. :

#  USB flash drives (aka thumb drives or pen drives) contain flash memaory ¢

Manual data ‘processing is where data is typed into a system and processed \
by the user; for example, you could type data into a spreadshest and create :
a graph, manually adding and configuring the titie and axes labels,

With automatic data progessing, you would still manually input the data, but
the data is automatically processed so a chart or report is automatically
generated. Another example would be the sale of a software downioad. The
customer would manually select the product and enter their payment and
contact details into their website. The system could then automatically
generate and send an email that contains 2 download link and product kay,
with a VAT receipt attached as a PDF.

Accessibility devices

Many different accessibitity devices
are available to allow people with
disabilities or medical conditions to
successtully operate a computer,
Why not take a look at the
equipment that Stephen Hawking used

controls can b
tracking with limited mobili
&itén come with settings tha
¢s and magnification or adjustab

For people who find typing ¢r using a né
keyboards, sideways mice and trackbatis

More specialist equipment includes specialist keyboards with different buttons,
feet, or a sip-and-puff device that allows controt by the mouth. Uptical characte
a blind or partially sighted user to have paper documents read aloud. ‘

Level 3 BYEC T — Unit 1 Learner Companion Page 9 of 122
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Storage media within an IT system
Below are the common types of storage media that are stiil in use.

Each has a specific purpose and must be specifically chosen for the environmen
will be used for. For example, a solid-state drive wouldn’t be used for archiving
is too small and expensive. A mechanical drive might be used instead. But you v‘lE
use a mechanical drive in a rugged environment where it is likely to be dropped:
because it is not as durable as a solid-state drive.

Magnetic storage A
Magnetic storage uses a metallic oxide media such as iron, which may be ‘dopec§
cobalt. A magnetic write head aligns crystals of the oxid g depending on:
can then read back the recorded data.

There are two modern uses of ma

uminium (or sometimes glass ar
with the oxide. The read-write head hovers
just abg it doesn’t touch) the surface. Cheaper consumer
computers still use mechanical drives because they are cheaper than
solid-state drives, and many servers still use large mechanical drives A
for their cheapness and large capacity {they spin much faster than the ones§
in desktops are larger (3.57 while laptop versions are smaller (2.57). You cag'
e.g. housed in a plastic case and plugged in by USE. They are available in \
terabytes of storage. :

1. Mechanical hard 4

2. Tape - computers used to use reels of plastic tape coated with the oxide fc
everyday storage. But now the tape is housed inside cartridges, and only &
used for backups. Although hard drive and cloud-based backups have
reduced the need for tape, tape is still used and new tapes are still being
developed, offering greater capacity and faster speeds in the same small
cartridges. Unlike disks, the heads actually touch the tape, so the heads
occasionally reguire cleaning to remove a build-up of oxide particles.

3. There are other forms of magnetic media available, such as floppy disks wit
save icon for most software packages if you've never seen one) and larger 2
today, apart from in legacy systems. :

{Optical storage
These include the shiny silver plastic disks such as CI}
DVDs (digital versatile disks) and Blu-ray :

different time, for a different purpo

t disks),
¢leased at a

: Ce the name ‘optical’. Their use has
rapidly decy JHi yeérs (replaced with digital downloads and
streaming), $3@Ost consumer computers and laptops no longer have an
optical drive fitted as standard.

The disks are read

Most commercially produced disks are printed at a factory and are called ROMs
contents cannot be modified.

Home users can purchase writable {and rewritable) media such as CR-R and DVE;
different ways that the data can be written to by the laser for DVDs, but most dry
types of disk). These disks are typically less durable than factory-printed version;

Level 3 BYEC T — Unit 1 Learner Companion Page 10 of 122
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Each type has a different capacity:

e (D - upto 700 MB or 80 minutes audio

»  DVD (single layer) - 4.7 GB / {dual layer} - 8.5 GE {often calied DVD 9)
e  Blu-ray (single layer) - 25 GB / {dual layer) - 50 GB

A DVD drive can typically read (Ds, and a Blu-ray drive can typically read DVDs (
onty read (Ds, and a DVD drive cannot read Blu-ray.

Each type also has different uses:
e Commercial PC software and games were once scld mostly on CDs (and late
became larger and DVD drives became commoaon), but now they are mostly
e  {smputer games for consoles can still be purcha k (used to be €D
Blu-ray) in addition to digital downloa re’ set up by the ma
¢  Music was typically sold on CD. when CDs replaced vinyl ar
music is streamed or

Over the yea"‘s, individuals have sometimes used optical media to perform backu
their data, but this has largely been replaced with hard disk or cloud-based alterr:q}:

Solid-state storage :
High-end modern devices, and many portable devices, use flash memory - the :
no moving parts, hence ‘solid state’. This memuory retains the data when switc
{non-volatile} and can be used in place of a mechanical drive.

There are many modern uses of flash memory;

1. Hard drives - a much faster replacement for mechanical drives

2. Storage in portable devices (phones and tablets), and devices such as the
Raspberry Pi - either built-in or using a removable card (e.g. 5D or micro

3. Sterage in cameras and other monitoring eguipment {e.g. 5D and other si

4. USB flash drives {pen drives or thumb drives) - used for data transfer or s
between devices

As you can see, there are lots of potential uses for these types of storage in ev
e Using mechanical or solid-state hard drives as the main primary storage it
»  Backing up data to tape or cloud {businesses} or to an external drive (hou
¢ Lsing an external drive to store large files such as many years” warth of d
#  Sharing files with your family using the cloud

#  Saving your schoolwork on the cloud, or transfer,
e  Lising an SD card or a MicroSD card i
e  Watching a filmon a DVD or [ '

ittt COPYRIGHT
f PROTECTED
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Cloud storage

Amazon Web Services),

»  Working offline with automatic synching when you reconnect {e.g. a featurs§
with OneDrive storage). f

X ith friends and family (e.g. sending files using Dropbox). A
e«  Businesses don’t have to rely on onsite servers, making their files more acce{:s

Cloud storage is data that is stored on a server.
somewhere else and is available to access via
Internet. Server farms, also called data centres:
owned by largs companies such as Google and%
Microsoft.

You need to create an account and setup au
the data. Providers usually give each usera s
typicatly 2-15 GB ~ but if you want more spa
annual fee which you can change as needed.
viewed in a web browser crisynched’ through
Anything that yo!
and anvythisg

the cloud is download

udes your phone automatically backing up pt\

3

partially sighted.

Explain why automatic data processing is cost-effective,

3. Give two examples of an accessibility device that would be useful to sog

4. Explsin one type of media that would be suitable for a backup media.

\j' Explain why solid-state storage has benefits over magnetic media.

1. Give an example of a device that functions as both an input device an
explain why it falls into both categories.
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A3 Computer software in an IT system

When you first turn on a computer or a taptop, the first thing that runs is either §
low-tevel software that resides in a chip on the motherboard, wakes up the harc;
the operating system. A BIOS is found on older computers, whereas an EUFl 0 E
sophisticated, supports graphics and mice, and includes security features.

Types of operating system (05) :
Today the most common operating systemn on desktop/laptop computers by far
Windows (currently Windows 11), followed by macOS. There’s no doubt that you§
be farniliar with using either or both of these. By the tim ead this, Window;}a
will have been launched. 5

Linux is a free alternative and ha ng with computer enthusiast
{distributions) are geared t¢ 8 o consumers with a GUI, it has a repu

with more freggant

a virtual machine or as a live boot (a live boot
doesn’t install £o your hard drive) - both can be booted in a virtual
machine manager such as VirtualBox, If you've got a Raspberry Pi,
you'll probably be using a version of Linux.

On the phone and tablet side, Android (from Google) and 105/iPad(s
{Apple} are the two dominant players. Interestingly, Apple uses a
dedicated OS5 for its various types of device, such as iPad0S for tablets
and tv0S for Apple TV,

There is significant overlap in the design and core feature seis
between competing platforms, and over the years there have been
lawsuits over these similarities. I you are familiar with using one, you
witl pick up the other fairly quickly.

A key difference between these systems is the types of software.

Software is typically written for a specific operating system and is 5
then ported over to anocther. Some software or apps may only be written for one§
system, especially if the software is written by either Apple or Microsoft, or by a
very small developer. :

Real-time
Real-time operating systems constantly input, proces
instantaneously, otherwise the system will faj:
and ticketing systems, as well as th

ut information ¢
include airtine controt:
ems for the aircraft itself.

Single-user singl ,
lication at a time. These are often used in embedded
. ®only one function, and simple devices such as non-

smartphones Older computers running command-line operating systems such ag
DOS {disk operating system) could only run one application at a time, and it was§
difficult to copy and paste information between different applications. 5

Single-user multitasking :
Windows is a good example of this type of 05 - only one user can be logged in at
time, but lots of different applications can be run simultaneously. Windows was
for this reason - applications could run in separate ‘windows’ and you could swit
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copy information between each window. The earliest versions of Windows were §
of the command line, DOS, rather than being fully fledged operating systems {un
you use a tablet to both play music and search the web at the same time, your devi

Muiti-user
As the name suggests, more than one user ¢an use the computer at the same

time, Servers and mainframe computers run such operating systems, with each
user sharing the processor and system resources. By default, two users can ;
simuitanecusly connect to a Windows server through remote deskiop in order tc
use the graphical desktop environment (covered later), but more users can be :
allowed to use the server if additional licences are purchase

The role of the operating system
The operating system is one of thg,
software, and provides f,

nt parts of a computer - it Ente;;;;

MNetworkir @i
The operatir; em is responsible for negotiating and managing connections fl“f‘
networked devices and the Internet. The QS also allows applications to access th6§
10 a network, you may need to provide certain details, which are remembered by Z
usernames and passwords, or network settings (speed or duplexing) if these can
the network has no security, only the network name ($SID) will need 1o be selec

o

A

Security

Cur devices contain lots of data that hackers
want to steal, and are targets for malware
{see Section D). Therefore, it is essential that :
they are protected. oow

; Find 2 setting

Most operating systems include a firewall i)
{usuatly incoming) to block intrusions. Some -
also have built-in antivirus software, such as
Windows Defender Antivirus. Both firewalls
and antivirus are covered in a later section.

&£
The operating system is also capable of .
managing the permissions of files and drives - | © «
the network administrator will be able to allow é
or derny access to certain files or folders to
different users, and decide whether users can i
edit and delete files, or just view their contents. [ &8

N _— ' ; COPYRIGHT
S : mory management PROTECTED

< Performance

CcPU
1% 125 GHz Mem

_ Operating systems manage the
wose | (RAM). When the RAM becomes
] borrowed and used in place of;

i e | | memory’, and the memery cont
L ] | RAM and hard drive using a ‘sw
£ seconds

i
Eihernet i stower than RAM because of 9

Ethernet

8 B0 woktes especially if slower mechanic

ag

GPUO
It HO Grapt. _ system to run slowly, el e
) In use {Compressec] Avzilable  Speed 2403 MHz e TR - :
6.6 GB (20.7 MB) 9.2 GB Setsud 2of2 i EdUCGtIQﬂ
GPU 1 Foro factor. DIMM .
D et B o In Windows, you can use the 'R
Prgaisoot  N-sasedoc to see fow much RAM is curr

763 MB 577 MB

{4 Fewer detaits | () Gpen Resource Moniter
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Multitasking

Multitasking is an interesting concept. The processor is shared between '
gach running application. Each application gets a short amount of alt
processing time before the next application gets a turn. This switching s
happens 5o quickly that all of the applications appear to run at once.

In the old days, if one application crashed, the whole system would lock up, an
reboot the system. This is because computers used ‘cooperative multitasking

releasing ifs control of the processor — if that program crashed, it couldn’t relea
‘pre-emptive multitasking’ — each program is given a set processor tirme and is
program crashes, all other programs keep running.

Interrupts are sent to the processor from hardy
massage needs to be displayed. Int :
constant data stream to th

wtware either when pro
edch time you press a key on t

Device driy

All peripher‘ . keyboard, mouse, game controller, printer, scanner, II:
webcam, speakers, displays, external drives, are managed by the operating § ,
system; for example, the recording and storing of input and providing it te | 4
the appropriate program, or sending the necessary output to the monitor, @

printer, etc.

Each device uses a special piece of software called a driver to allow it to comma%
{to send and receive data). Some drivers are built into the 03, while others are pi
third party, such as a printer manufacturer. Often drivers are written for one or 8
separate drivers for the 32 and 64 bit versions. You will find different drivers for§
Linux distros. 5

The operating system will usually have drivers for basic devices such as keyboars
add devices newer than the 05, or to unlock all of the features, specific drivers r
example is a printer. Sometimes when you connect a printer to Windows, the 0%
Windows Update if one is available there. When you send a file from a word pro
driver converts the documents into a format that the printer can understand.

Operating system user interfaces

Computers and devices provide very different user interfaces depending on thei
base. The user interface is what is shown on the screen for us 10 interact with.

Graphical user interface (GUI)

The GUI is what we mainly use today on PCs and laptops.
Windows and macOS have been GUI-based since th
first developed in the 1980s. However, ea
Windows required you to boot into.
DOS before you could open::

We are all familiar with the desktop metaphor ~ the early
designers of the GUI looked around their offices and decided
1o digitise what they saw. What's in an office? Well, your desk
that you can put paper on and work an paper - 50 we got the
desktop where you could store files and see open
applications such as word processors. Then there’s a waste paper bin - 50 we ga)
filing cabinets, so we got a file explorer... etc. Some early deskiops even had in}
you would receive and send mail! :
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Glils are designed to be navigated using a keyboard and mouse {although modeé
touchscreen as well). They employ an interface called WIMP - windows, icons, 1
much more intuitive and friendly compared to the CLI (see below} because you ¢
and press buttons rather than typing commands, and you can easily copy and paf

Command line

Many early computers used a basic command-line interface
{CL1}. Instead of pictures and icons, only text is displayed on
the screen, mainly because of the hardware limitations of
early devices. Some of the earliest devices had no screen at
all - the text output was printed on paper one line at a time.

The usar had to learn and remember many different
commands to perform basic tasks, such as ¢
folders (often called directories) and
letter was typed incorrectly, thit:

and clder phones, iPods and MP3 players. The options can be selected by buttons, sf'

Adapted
An adapted interface can change depending on the device that you use, screen §
For example, if you rotate a smartphone 90°, the screen changes from portrait ta
and position of the menu bar. If you plug a second screen into a laptop, the desl{
screen, or you may switch between a deskiop and a mobile interface. 5

Some applications c¢an adjust if you change the window size. Take a look at how t

{(ffice or another package as you shrink and expand the window size, Or take a 10

news website changes as you shrink the size of the browser — eventually the page§

Adapted systems may also allow customisation of the operating system to suit i;:
fonts, colours and text sizes {o be set by the user so that everyone can access th

Yoice

In contrast to a graphical interface, increasing numbers of devices are capable of rg
spoken word. Smart speakers operate nearty exclusively in this way, and many devé
of voice interface, using a virtual assistant such as Apple’s Sirt or Amazon's Alexa ¢

Factors affecting the operating system

Choice
Most people use a GUI at all times (unless they're occ
cashpoint, or an older device with an embedded -,
onscreen help functions when you

+he'GUI is much easies
uttons. f

Most home users will use
machine, USLi s
a free upgry
new versiony

he operating system that was preinstal
1 trie PC, or macOS on Apple-branded hardware. Ne
ndows 10 was offered free to all Windows 7 and Windows
1acOS are released periodically. Some PC enthusiasts might reg

distribution of Linux, or dual-boot two or more operating systems {selecting whig

will run ‘guest’ operating systems as a virtual machine in order to test new code§

Some businesses run specific versions of an operating system. In secure environ
versions will take place before rollout. :

Most users will also use a multitasking O3 as a result of running Windows or ma

within limited embedded systems.
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Performance :
GUIs need many more computing resources than a CLi - faster processors, more
graphics cards. They take longer to boot up than a very lightweight CLL '

While most consumers no langer use a CLI, they are stilt widely used by computs
powerful and quick way of performing tasks {you just type a few words rather thy
windows and buttons) and for network administration. Additional letters after t :
to perform extra functions {called switches). If you're interested in taking a look
in the command followed by /2 and you'll see a detailed help file with all of the.
both PowerShell and the oider Command Prompt).

You ¢an access a CLI in Windows (PowerShell and Command Prompt} and throu
macOS. Most of the commands are similar betwee with a few sub
ipconfig, whereas thisis i fconfiginLi

{optimisation). These tasks generally run in the background. While their functic '
system, third-party versions are usually available. Examples include disk clean
formatters and compression tools, backup software, disk repair and

sacurity software (antivirus and firewalls).

Choice and performance

While some users may be content to let the OS take care of itself (for
example, automatically defragmenting the systemn and updating inbuilt
antimalware and running scans), some users may decide to download or purchasg;
examnple, offers a basic free antivirus package. But to unlock extra protection, a A
good antivirus package is required when you are handling confidential and pers
antivirus packages could significantly reduce the performance of an underpowesn
however, any drop in performance is likely to be negligible, :

Free versions of software are extremely limited, sometimes lacking basic functi&f&
disk cloning software are particularly festure-light. :

Application software

Purpose and features
Application software is any standardised software that we !
cur computer. The software is usually purchased o
paid for (proprietary) or free (open source)

son a daily basis t -
from the Inter

Examples include the Micros
browsers such as G

r a free office suite, and web
raphic designers might use Abode
op, or specialist video creation software such

Large software packages are feature-rich; thousands of tasks and options are a
and Adobe products. At university, one of my courses involved learning the basic
lecturer said, ‘We probably know how to use 10-20 % of the features, We'll Oi’il‘y%
that 5 % we could do rather a lot with the software! It can be fun to explore the§
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example, vou could play around with the different effects in a simple
package such as Paint.net. If you haven't got access to Photoshop, you

could try out GIMP (https://www.gimp.org/). Go to 2zed.uk/11526 |

Most users will be content with the standard ‘off-the-shelf software
that's immediately available. All they have to do is purchase a licence
and install it, usually from a download delivered instantly.

{hoice and performance :
Sometimes, the standard off-the-shelf software woi't do - the situation is too ur
regularly change or customise software; for example, in a bank or transportatior
solution is required - a very expensive option that could months to create
software team must be on hand to create, test ; . the software, and, of ¢¢
throughout its life. They will have t matiuals and documentation on &

An advantage of usin e is the level of support and information
Microsoft p S and published resources to teach users to effecti
there are th s of forum pages and troubleshooting guides from Microsaft

as Spicework; Stéck Overflow and BleepingComputer, to name just a few that
witl provide email and telephone support, but you may need to pay for this.

There are lots of different options for software licensing. You and | might run softw
or three devices in our households, and the software might only be licensed for pe
might be able to install software on two devices but use only one device at atime

A business or an enterprise might use a volume licensing system - managing O
licences for hundreds or thousands of machines, often from a web interface, pa
or device, Volume licensing can be easy to manage and is scalable, meaning th
licences as staffing changes, or add or remove features as required.

%

The more complicated or bespoke the system, the more training that users will &
the basic features of standard software. '
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Open-source and proprietary operating systems ;
All software has a licence that you must agree to in order to install it. That's the
say they've read and accepted without reading it. They can be very dry and 1eng‘§
impenetrable to the average user.

The licence states what you can and can’t do with the software in terms of instal
or commercial use, whether you can copy or resell the software, reverse-engine

Open-source
Open-source software is free to use and modify. You can Open-source — i
usually use it personally or commercially on any number of software in which
devices. You can sell your modifications, provided and redistribute
source code is provided for others to look at

R

Proprietary

Microsoft Windaws examples of proprietary

reverse-enginee

not given the source code to modify. There will be tight restrictions on the num
and often whether you can use the software commercially. When you buy the so
you might have different pricing options for personal and business use. Sometir
licences are Tairly generic and just say the number of installations permitted by }
version that you purchased. :

Features of user interfaces

The user interface is important because that's what we look at all day. Sometim
programs, but the one with the right features and most intuitive interface will ug

Software that has a clean, consistent and helpful interface is often the easiest tq
mobile apps are generally a simplified version of the deskiop versions — they h
the smaller screen size.

Microsoft has changed some of the icons in Windows 10 over the years to be mc§
between its Office applications are very consistent -~ this makes it easy to switcéﬁéﬁ
the introduction of the Settings menu in Windows 10, while the older Control Pa

same functionality available on both systems, which look ve
towards the Settings menu in preference.

ifferent. Over tm
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File types and formats

We store gur files using various extensions that determine the type and
structure of the file. Below are some common file types.

images
There are a number of different file formats used for storing image data

depending on its use, and the types supported by a computer can vary
depending on the software instalied on it

Some of the most common image file formats are described below:
e« TIFF - Tagged Image File Format (TIFF) is commonly used within the
printing and publishing industry, and typicall

animations. However, GiF only supports up to 256 distinct colours and usesﬁ
outside this palette. :

Yideo

A number of different video formats are used across the internet to
allow users to watch video content. The format used usually
depends on a range of factors such as the type of video, viewing
platform and expectation of quality.

e  AVE - Audio Video Interleave (AVI) is a container format
developed by Microsoft to play both video and audio.
Advantages include its compatibility across a wide range of A
devices and internet browsers, eliminating the need for specialist hardwareé

Additionally, it preduces high audio fidelity and supports audio and video s

&  MPEG4 - Moving images Picture Expert Group 4 (MPEG4) is a widely used f
designed to transmit audiovisual data, and can also combine the use of texi

One of the main advantages of using MPEG4
widely supported across websi g
used for sharing and upll

uces high--qualitﬁz
pplications, leading it ta be
ge over the Web.

Video (WMV) is a video compression farmat origina§
s main advantages are that it supports the compression of tag
ty, and also results in small file sizes. f

However, it does have compatibility issues with other computer platforms s;E

s MOV - Apple QuickTime Movie (MOV) is a high-quality video format that's ¢
and Apple platforms. it can be used to store audio, video, effects and text {3
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Application software
Where do you begin with looking at file formats for application software? There

A good place might be to take a ook at the save options in a package such as Mig
need to send your documenits to others who use different software packages, wh

R SR
Excel Macro-Enabled
Excel Binary Workboo
Excel §7-2002 Workbo
Data (*xmil)
le File Web Page
Neb Page (% hirm;* ht
Excel Ternplate (%%t
Excel Macro-Enakled
Excel 97-2003 Templa
L NN | Text (Tab defimited) {
Al sacro-Enabled Document . docnt) Unicode Text {*.tet}
Word 97-2003 Docurnent (*.doc) FML Spreadsheet 200
[|Word Template {*.dok] hicrosoft Bxcel 50095
{Word Macre-Enabled Template [*.dotm]} C5Y (Cormma delirnit

Wiord §7-2003 Template (*.dot) Formatted Text (Spac
POF (* pdf) Text (Macintosh) (*b
| KPS Docurnent (Yxps) Text (M5-DA%S] F.xt)

| Single File Web Page (*.mht; " mhtmil) CRY (Macintosh] (*.cs
Wek Page (*.htrm;*. html} C5Y [(M5-0O5] &oosv)
Web Page, Filtered (*.htr® hiteol) DIF (Data Interchange
Rich Text Forrat (*.rtf) SYLE (Symbolic Link)
Plain Text (*.txt} Excel Add-In [*.xfam)
Word XML Document (Faxml) Excel §7-2003 Add-In
Word 2303 $BAL Bocument (Mxml} PEF (*.pdf)

Strict Cpen XML Document (*.doc) HP5 Document ["xps)
DpenDocument Text (*.odt) Strict Open XML Spre;
Works & - @ Docurment {*.wps) CpenDocument Spre

Here you can see a huge range of different file formats (extensions} ~ some ne
worry about the *. which just means any file name before the extension. Some
xlsx are essentially proprietary to Microsoft. The X is short for XML, a markup 1&
the internal workings of the files, If you're really interested in how a Word docun
file and change the file extension to .zip - you'll see a complex folder structur
used in the document,

Of course, the actual program is saved as a *.exe file such as WINWORD EXE. Thi
you €an run it (execute it). Some older DOS programs mi created as .bat (&
On the Mac, programs (applications) are sensikl ' ;

COPYRIGHT
PROTECTED
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Selecting file b
Software p i ¢ s LibreOffice and OpenOffice, may be able to read d
degree of sUNa®5"— often formatting and styles change. However, the agpen fo
better compatibility between different software. CSV files are often used to ex
different seftware packages. Saving plain text removes the formatting.

ag

Education

If you're a Mac user, you may be familiar with the .pages and .numbers extensi
those using Microsoft Gffice though!

PDF (Portable Document Format) is 2 great way of sharing documents exactly
can create versions where you can add signatures and signing, but they genera
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The issue of file compatibility is one reason why businesses tend fo use standa A
moving between companies should be relatively familiar with the software).

Sometimes, however, there are issues with opening files created in different very
example, opening files created in a newer version within an clder version. Some§
older versions, Sometimes we need 1o save a file in an older format, but some fc
in the newer version will be lost. E

1. Give an example of a type of operating system that would be unsuitable%
daily office tasks, and explain why. 5

2. Explain why a computer is essentially unusable without an operating s :

3. What is the difference between utility software and application software

4, Explain why open-source software is more versatile than closed-sourc

5. Which type of image file is used by consumer-grade cameras? Explain
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A4 Emerging technologies

Affecting the performance of IT systems

{t’s hard to believe how much technology has impacted and transformed
cur everyday lives, from the way we work, communicate and entertain
curselves, to our economies. The first computers only started to come into
homes and businesses during the 1980s, and even the Internet didn’t take
off in homes until the late 1990s. The Internet has become pervasive.
Social media and video-sharing sites have given us vast insights into other
cultures. Want to try a recipe from somewhere else? Sure, and at least we
can find out how much flour is in a ‘cup’, or the weight of a ‘stick’ of butter.

Here are some inventions that have, or will, Liter the world.

Autonomous robots

Unlike industrial rob iply repeat set instructions over and
over, autony a degree of intelligence, are able to
detect chan o he|r environment and often have wheels or legs to

move themselves around, and may sense people and objects and move
out of their path to avoid collision. They may be used in industrial
settings where the product differs slightly, such as picking items from
shelves or storage, in cleaning (e.g. robotic vacuum cleaners), in space
and in military applications such as unmanned vehicles,

Aummmws vehicles

Setf-driving cars have been the stuff
they are now a reality. You've beent
different shapes for a while - howm
completed where it asks you to ident
traffic lights and even palm trees? Be
have been proposed since the 1920s,
controtled or run on special tracks. T
the Carnegie Mellon University. Since
: started developing commercial produ
now most car manufacturers are developing such vehicles, with increasing amo
in recent years. Testing self-driving cars has been legalised in a few specific st
there is a human on board who can immediately take over if there’s a problem.
have human control at times; a truly automatous vehicte wouldnt even have a

There are lots of ethical and moral questions over the use of driveriess cars, w

Virtual reality (VR}

Since the 19905, there have bee
¥R to the mass market; for exam

released in 1995. The simplest &
and cheapest form is to use a

smartphane mounted inside a E
cardboard or plastic head mount
that uses lenses to focus your
vision on the screen and uses
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little more than the movement of your head for control. Over the last decade, m
developed such as the Oculus Rift, HTC Vive and PlayStation VR, which use a po
for the image processing, and usually some sort of handheld controller in additi

You are probably more familiar with the social and gaming uses of VR; you may
on YouTube designed to be watched on VR headsets.

VR is used in many industrial applications, such as training (e.q. military parach
simulations, or by surgeons to practise operations in a safe environment withot
others), in health treatments, sports training and also in teaching, usually with

{One of the drawbacks of VR is the high cost - for both the headset and the con
gaming PC needed to drive it.

Augmented reality (AR)

Augmented reality is taking a li
and overlaying d|g|tal o
you could ugg

iie rea[ world

) Tadi'a smartphone or tablet to
craate the iy hen add digital elements on top.
One of the M tamous uses is in the game Pokémon Go.
Retailars have also produced AR apps, such as KEA - you
can place virtual furniture into your home to help you
decide what would look good, as well as clothing and
cosmetic campanies, allowing vou to see how you lock wearing different clothe
and make-up. Other uses include childrer’s games and colouring books, 1t is als
possible to use AR for promotion, such as providing irmages that start a video
playing in place of the image.

Other AR systems project words and images onto a see-through helmet, visor or§
‘heads-up display’ view used in many video games). This second concept has see§
{Google Glass), and other companies have developed or are developing apphcam;
for fighter pilots, for the battlefield, and consumer uses such as ski goggles.

We have only just scratched the surface of VR and AR here - the future possibiki%%
marny new ideas will evolve as the technology further develops.

Artificial intelligence (Al)

Artificial intelligence (Al is an attempt to mimic thinking, problem-solving and
decision-making by a computer as if it were a human, The Al is giver a large

dataset in order to process decisions. Early examples of Al include simple '
chatbots and chess-playing computers. We use Al when talking to smart speakersf
getting recommendations from Spotify, and using the help furctions of some ‘
websites — they look online or at a database to co e best answers.

from people (automation), w inesses money. They can also wo

available in all time &n paired with robots, taking away dangerou
used in me 'such as screening for cancers and diseases with a
helped give

However, disadvantages include that employees need to retrain or learn new s
technical jobs; this can even be true in the creative industries, which were thou
from automation. Where humans are replaced with Al, the personal connection i
high development cost. Hawking often spoke about the advantages and dangers
horror sci-fi films of Al taking over humans are a bit far-fetched, but we do need.
future Al applications.
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Machine learning (ML)}

Machine learning (ML) is essentially a subset of Al ML uses algorithms (sets of
recognising and ‘learning’ new patterns in data. We give the algorithm sample
those pictures of traffic lights and trees we train driverless cars with), and over
gets better at recognising them. This way the algorithm is capable of recognisi
them, avoiding pedestrians and trees, etc,

Another exampte of machine tearning is the YouTube algorithm - its goal is to in
videos that it thinks we want to waich, and promoting certain channels and indi
learn to recognise human speech and learn which emails are spam in order to s

One step further is deep learning, which uses neural networ! connections th

the human brain.

internet-enabled hardware and the Internet of Things {loT)

The Internet of Things (I0T) has grown rapidly in recent years, The
definition of loT is very broad - it includes a very wide range of
smart devices that are connected to, and accessible over, the

o \v-v
internet, and can often be controlled through a smartphone app | TS \¢
The number of [oT devices is likely to skyrocket with the advent of } \\\ij\
the 5G mobile network. Devices are often wirelessly connectedto | (N ' >
home Wi-Fi or by other wireless methods, and include many 5 \§\\\
devices such as kitchen appliances, smart speakers, doorbetls and |} N\l"
locks, baby monitors, electricity meters, colour-changing light

e
bulbs, medical devices, smoke alarms, motion-activated cameras,

and smartwatches and fitness trackers, etc.

.

There are many benefits to smart devices; for example, convenience,

can speak to the deljv
detect movyiai

and are a target for hackers (it has been shown that some cameras and baby mon
hackers a live video feed of strangers” houses, and listen to children’s conversatic
implement standards to improve safety, but this is a challenge because so many m
and end users can simply buy online and have goods shipped directly from countr;
devices send data ‘nome’ to the parent company, which could be focated on the
simply walking down the street may be seen and recorded by dozens of cameras, |
These devices can be tricky to set up securely, and many users won't take precau
guest network or regularly updating the firmware {e.q. patches to fix wesknesses
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Personal use of IT systems
Which uses of emerging technologies are you most looking forward to using?

Perhaps it’s exploring new worlds in VR, or purchasing your first driverless car lr

As you progress through this course, jot down new technologies that you come &

from them the most - businesses, or individuals like yourself?

IT systems in organisations 5
A fundamental change in business could be the use of VR in training and simul
learning to automate production processes in more efficient ways. in some case

machines, while the more laborious or boring tasks further stoplanted by machis
new technologies could be very high. '

1. Using an example, explain what an autonomous robot is.
2. Explain one ethical implication of using autonomous/driverless cars.
3. Give one use of VR in business and one in entertainment.

4, Explain why driverless cars need reference material to learn from.

K\Sh Explain why there are security concerns over the o7,
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AS Choosing IT systems

Here's a fun task for you ~ ask your parents and gra
growing up or working their first jobs with no access;
computers or the internet, or using horrendously obs:
standards. | have grandparents who were typists w
letters and orders on manual typewriters. One or tw<§
corrected by a special type of correction fluid or shee
mistakes, they'd have to retype the whole letter on

nisation was vital.
- T wa

abroad to this ay.) The UK has largely transitioned its economy away ‘from ma
and knowledge industries, helped by advances in technology.

Maost offices have fully computerised, with employees
spending nearly their entire day sitting at a desk and
looking at a screen {often two screens, or even threel),
Computers have helped with efficiency - beforehand,
changes were harder to make ~ agreeing a contract
with a client could take months as changes had to be
manually retyped and agreed upon, sometimes cutting
documents with actual scissors and using glue to stick
paragraphs and pages together — that's why we still use
the term ‘cut and paste’. Nowadays, those changes can
be typed straight into the document, which can be
emailed back and forth. Email has now generally
replaced the fax machine, which was a britliant
invention in its day.

Uses and benefits:
¥ All werd processing, documents, information systems and messaging syst
Templates can be used for frequently used documents, and paragraphs of
between documents rather than retyping.
+  Mistakes and typos can be easily corrected.
v Planning, diary keeping and scheduling can
meetings can be easier to sche :
¥ Information can be sh

y managed and sha E

“Cheaply including email and Voil.

v

o \

v Cheap commumcatlons with customers - less printing and postage fees
Disadvantages:

% The whole office can be ground to 2 halt by a power cut, Loss of server or
updates, data Lloss or corruption, or malware/ransomware attacks {see Sec
% Some staff will complain of repetitive strain injuries (RSl and eyesight dete
equipment and staring at a screen for hours at a time. '
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£ Computer equipment can cost 3 company thousands, if not millions, of pou
especially large enterprises with thousands of PCs to manage and upgrade &

*  [ata storage devices and mobile devices can get lost or misplaced, and da
encrypied or remote wipe can't be implemented.

x  Sometimes there is too much information - users in large companies may
emails each day; many won't be relevant to them.

When we design the new system, there is a lot to think about.

User experience
#»  Ease of use — simply, how easy the system is to use. Is i
quickly pick up the new system without lots of trz

intuitive? Can uset

User needs

An [T system in a large business will be used by hundreds or thousands of diffe
roles and specific needs that must be met 1T isn't limited to just an office ~ th
required in warehouses, manufacturing facilities, labs, control rooms and work
hardware and software needs such as 3D printers, barcode scanners and specia
may be predominantly Windows-based, but the design department may use App
Some staff may require a powerful workstation, others g laptop to take to frequ€§

Some businesses use schemes such as choose your own device - staff can choos,e§
needs and experience level, usually from a predefined list. An example might be
phone and an iPhone, :

Specifications

When planning a system, we will also need to choose the new hardware and |
infrastructure, and know the specifications - for example, we might specify the
processor or amount of RAM needed in client machines, the requirements of &
new servers, or the speed and cabling types used in the network set-up.

Compatibility
Hardware — how much of the hardware will be retained? Will new hardware
work with the old hardware?

COPYRIGHT
L the new software run. PROTECTED

«Hri'the integrating operating system
the operating system is upgraded? ¥
to the cloud? If bespoke software n

“““““““““““ will be spent ensuring that all of th

f interface is appropriate.

Existing files must also be compatib
new system - otherwise, years’ worthy
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Connectivity Connectivity — the methods used

Whether the existing network or Internet and capability of devices to be used
connection can handie new requirements, e.q. with a network (e.g. Ethernet ports,
using cloud storage and computing; whether it Wi-Fi adapter), or cable (e.g. a USB
needs 1o be replaced or upgraded with fibre or printer or mouse)

Cat 6 or higher cabling, whether there are

enough wireless access points, and whether there are enough network sockets
around the building, etc. The actual ports and wireless standards on the devices
witl nead 1o be specified and compatible.

{ost and efficiency
New IT systems can cost millions of pounds to implement.i:.ii large enterprise.
system operates well, and saves time (and, therefq

might i ¥ the planning, purchasing, installation, testing and training tim
e  Testing - the new system will need to be tested before it is rolied out acrog
large organisation. Initially only a few users might have access to the new ©
system ~ they can find problems and bugs which can be fixed before the s :
is rolled out to everyone, :
e  Migration ~ some staff may be reluctant to change, and all staff and mana A
must be consulted and asked for their opinions because it's vital that they
with the changes, can see the benefits and are willing to change. if the nevé
old one, they might need a lot of training, possibly by the software compar
staff may even leave. Sometimes the old system will run alongside the new;

Productivity 3
There is nothing more frustrating to the user than sitting at a freezing computer:
system, waiting for it to respond, or a crash that means that the last hour's Work§
been lost because the autosave function wasn’t working. A fast and responsive &
system allows staff to stay productive. The new system should be as easy {0 use§
the old one, if not easier.

Security :
No system will be totally secure. The IT team needs to ensure that the new syster
possible and meets all of the company’s security policies and standards. Some cony
invite hackers to attempt to hack into their systems in order to find and resclve w
called penetration testing, or ‘pen testing’ for short. New software must be check
and security updates and patches installed quickly after. Large netwaorks v
software that monitors the security of all of it ure that everything i

1. Give'®0 advantages of using IT systems in our everyday lives.
2. Give two disadvantages of using IT systems in our everyday lives.
3. Explain what is meant by the user experience of a computer system.

4, Why do additions or changes to a computer system require consideration

5. Explain two aspects of implementing a computer system.

-
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: Transmitting data

@ The different methods of connecting to wired and wireless connections
® The different types of network
® Why we choose different fypes of network

@ Why different networks vary in performance

.

B1 Connectivity

A stand-alone computer has limited use
printing documents and ho <
data between devices,

ay, the average famity com
ying games that arrived on & CD. Flo,

dwhen we started to connect to the Internet - you could no
download files. Early networks were hopelessly stow by today:
enough to stream video, :

Wireless and wired connections

There are many technologies that we use 1o connect out to the public Internet, &
networks in our homes and businesses. The most common methods are describe

Most desktop and laptop devices have either an Ethernet adapter built into the f
network interface card. Most Llaptops, tablets, smartphones, smart TVs and gamé
receivers built in. In a Laptop, the wireless card is connected to the motherboard
around the edges of the screen under the bezel. Some desktop machines also ha
but vou can easily add one via USB if it doesn’t. :

Wireless
Wi-Fi {802.11 standards}

There are several different wireless technologies that use the 802.11 standards.

A Wi-Fi router takes the incoming cable Internet (Copper, coax or fibre)
into the home or business and broadcasts a wireless signal that you
can connect your devices to. There are many devices that you can
connect to Wi-Fi — phones, tablets, laptops, some desktops (all if you

include a wireless card or USB adapter), TVs and a wh of loT Wi-Fi
{Internet of Things) devices, including colour-2dj: ulbs devices
You might be surprised to learn -Fi’ is meaningless - some pe

stands for ‘wireless fideli

access points may be installed to ensure that the complete building has coverag
can support only a limited number of users with optimal performance. As you mg
device automatically disconnects and reconnects to the next access point. Wi-Fii

areas, including cafés, allowing greater work flexibility - from working off-site &y

Bo00s)

informal meetings in the café itself.

Over time, Wi-Fi has improved in terms of speed and range. Most modern device'
technologies. Some networks can offer both frequencies in the 2.4 GHz and 5 GE
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However, Wi-Fi networks can perform poorly, especiatly when the router is surra}z

there are competing networks that overlap on the same ‘channel. You may ruotic§
certain parts of your home. :

Wi-Fi is great because it allows a lot of flexibility on where you
work - very valuable in businesses where you can move around
the building and attend meetings. Your device may even be
switched to the different access points. But Wi-Fi isn't as reliable
or usually as fast as a wired connection. Wi-Fi can also pose a
security risk because it is accessible from outside the building -
so make sure that you have changed the network and router’s
login password. Some companies don't allow staff to
connect company devices for business us
security concerns.

itself. Somet} "you might also ‘tether’ to another device which shares your phs
wireless devices such as a laptop, or through the USB connection. '

You are limited to the monthly data allowance that is set in your phone contract
- you might use the data very quickly if this is your only source of Internet
access. You are also limited by the network signal strength where you live, whict
could be patchy in rural areas or even in densely packed cities. ‘

4G {fowrth generation} is the current standard for mobile Internet used in

smartphones and some tablets. it is provided by cell towers used by telephone :
providers, 1t is currently being gradually replaced with 5G (fifth generation), which
will offer greater coverage and much faster speeds (up 1o 1C Gbps), much lower :
latency, and less interference in urban areas because of the higher-freguency '
signals. But you will need to buy a new phone 10 get on to the 5G network, and the
service is initiatly imited to larger towns and cities.

However:
¢ 4G signal can be patchy in rural and mountainous areas, and indoors as wal
signals. You'll have found this out when holidaying in the countryside.
e  (alls and data connections can drop or time gut. 5
®  4( routers are available which use a SIM card in the same way zs a macbile
phone or fibre service). The data is then fed into yo ne’s Wi-Fi network§
{and more recently some BT home routers) alg
switches over to if the normal cable, ”

orking, e.g. a fault on

fn the future, 5G routers ¢ us competitor to fixed home broadband.

the Internet coumi
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Satetlite: if you live in a very remaote E
lines or there isn't a reliable mobile
satellite breadband.

You are probably familiar with, or ha
attached to houses to receive TV, Satg
dishes to receive Internet access, but
need to be able to send as well as recy
requires geostationary orbit satellites
as Earth, meaning that they always 5

Advantages and disadvantages of satellite
¥ Sometimes it’s your only option!

stional Internet connections - perhaps
| ed or slower)

n how much you can download - perhaps a few gigaby

% — so poorly suited for some uses such as VOIP and antine ga

® 8 X K

_..,!
=<
T,

0

Y

<

1

2

b3

However, this could all change very soon. Elon Musk's Starlink project {owned b
thousands of satellites into space over the next few decades which will vastly i
satellite internet, and at a more affordable cost. ‘

Wired

Wired networking is generally the most Wired — communications
reliable, but is more fixad. Typically, wired set-up whereby all data
networking uses an Fthernet cable with an transmission occurs over
RI45 connecter on each end. Speeds are fast — | Lthernetor other cabling

usually 1 Gbps (Cat 5e). Some run at 10 Gbps {{at 6). Ethernet cables use
four pairs of wires that are tightly twisted together to reduce interference.
However, each cable can only run for 100 metres. You can increase this if
you use a powered device such as a switch between each run.

Broadband uses high-freguency wavelengths to transmit the data (outside of th
that phone calls can be made over the same cable at the same time. You may s
filter’ hanging from your phone line right next to the wall socket ~ one cable g
the router. This filters out the different wavelengths used by the phone and routg
interfere with each other.

th a small amou
re’s a lot more roorm:

To represent Internet on a copper phone line, think of.2
bottorm - that water represents the voice fre
the possible flow of broadband Intergt:
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line, ADSL (asymmetric digital subscriber ling) is the most commen - asymmetr \ Educgtign
means that the download speed is much faster than the upload speed; for ‘
example, 20 Mbps download and 1 Mbps upload - CK for web browsing but noﬁ
for uploading video, ontine gaming or having lots of people online at once. if yo

Where the Internet access to your home, school or business uses an existing ph(i

upgraded to use fibre, you'll get faster speeds, maybe 70 Mbps download, but yéi
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Some [SPs offer SBSL (symmetric digital subscriber line) connections where bot.:i::s
downtoad and upload speeds are the same. These lines are slow if using copper
expensive and rarely used today, but they are sometimes still used where :
extremely reliable connections are required. Some business-grade fibre
connections are symmetric.

Broadband enables the user to have permanent connection to the Internet
without Losing access to the phone line or fax {as would happen with
dial-up connection).

The fastest and most reliable connection is full fibre, delivered directiy t¢ your
home or apartment block, which could offer you downloa of several
hundred megabits per second to a gigabit pe ; y get your
internet delivered through a coaX|al ca ore) from an
exchange that uses fibre — espgai: iave a Virgin Media connection.
Coaxiat cables allow m¢ ‘bhone line — you might have a cable TV
service whe ts in two - one to your TV box, the other to your
router, whi lso support VolP phones. Fibre connections are typicatly
more expensive, and are not available in all areas.

The modern global Internet relies on glass fibre for its main infrastructure. This incl%
that connect countries together, You occasionally see in the news that one of theses::};
by a ship, meaning that some countries” Internet connections will slow down until th

Glass fibre uses pulses of light {e.g. a laser or LED - | Bandwidth — the amount of
hence ‘optic’) to transmit data very rapidly at speed | data that can be transferred

of light. This atlows for a very high bandwidth, with | through a connectionin a given
thousands of connections over a single cable. time period (measured in bps)

Over time, the core copper network in the UK is being replaced with fibre - an
expensive process as new trenches must be dug to lay the expensive cable.

There are two ways that customers benefit:
1. Fibre to the cabinet (FTT(} - the copper cable hetween the phone exchangs
and the street cabinet is replaced with fibre. You still use the same copper |
phone line from the cabinet to your house (the ‘last leg), but as there is U’S
copper, the speed is much faster than ADSL - up to around 80 megabits Z
dowrnload. Because you are still using copper, the speed varies due 10 A
distance as for ADSL - copper is definitely the weak point. Some companie;
provide Internet over a thicker copper cable (coaxial ca to provide f'aste;'
speeds than are possible on a regular phone ! :
2. Fibre to the home (FTTH) - also call :
fibre network. As there is n
and pay for differen

remises (FTTP). Your he
s are much faster (including uplo
e provider offers - a single person may &
‘family might pay extra for several hundred megab

Fibre rollouty “covers much of the UK. It is expected that, over time, more ha;,\,

Advantages and disadvantages of fibre
v' Very fast and low latency 5
Much higher uplead speeds ~ good for uploading files to cloud storage, or
Tiered pricing allows vou to choose a package to suit you
FTTH allows you to stop using a copper phone line and paying line rental ai
phone {and your router might allow you to connect a VOIP phone)
v Speed on FTTH doesn't slow down with distance from the exchange, ur1iike§

RN
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Can be more expensive than ADSL

x  FTTH is not yet available everywhere ;
Maximum speed for FTTC is still reliant on the distance of your home from
your phone cable

The Internet is a network of interconnected computers which communicate gE.ObEi:'
{Internaet Protocol) address. You may hear of the Internet as a ‘network of netwo
for both public and private networks, and commercial, academic, personal and
businesses connect their local networks in different countries via the Internat,
Accessing the Internet enables a user to also access the World Wide Web

(WWW3 and other protocols which use the Internet for their smission. The &
Weorld Wide Web is a collection of websites which on the internet,

The Internet is very useful in the

banking so that you can check your account balance,
request a statement and move money between accounts
without leaving the comfort of your own home,

The internet can also be used to;
(® Communicate - emails, chat rooms, social
netwaorks, etc.

Entertain - downloading/streaming music and videg, online gaming, etc.
Inform - wikis, articles, biogs, etc.
Shop - for goods {e.q. clothes) and services {e.g. car hire}

e

i
W3

Computers are networked together globally using telephone network technology
phone line in the form of analogue and digital signals. Analogue is the standard§
in varying waves. This makes analogue slower than digital and more prone to cG:
ones and zeroes and is constant. Bigital data is transmitted faster than analogue%

The public Internet is made up of millions of different devices, all with specific £
around between the Internet service providers {ISPs} and various types of server.
and BNS servers, which transiate your request for a website into the IP address ¢
arcund the world as ‘packets’, through fibre-optic and copper cables that run a
underground trenches.

An 1SP (Internet service provider) prowdes an Inte for a monthly fe
cabling into your home if you're not ug! stitig phone line (e.g. fibre or cog
a router, There are many IS th as BT, Virgin Media, TatkTalk and mc
connectivity segsicer ‘ prices and speeds. Where you live can influence
available b al infrastructure. Some remote communities have chose:
effectively by 1g a small, independent ISP for a village or hamlet. An ISP pro
= internetf access
= email and web space
= online support 5
= firewall protection, content filtering {2.g. parental control) and soemetimes f
antivirus software 5
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The features of connection types

individuals .
{n your home, your 15P will connect you to the Internet and supply you with a basi
wireless built in, and four Ethernet ports. Some people may choose to purchase

You'll connect with Ethernet cables to your router if you want a better connection
latency) ~ great if your devices are in the same room, but not so great if youre ina
house. Some modern houses can be pre-wired with Ethernet for an extra cost, and
their homes with Ethernet cables that run through the loft or under the floorboards.:
network adapters which plug into existing electrical sockets and use the electricat :
0 transmit the data. Some powerline adapters also add an ireless access p

{Organisations
In businesses, all networking will
installed in the walls, tr

sorin trays near cr above the
; all leading to switches and patch pan
This is likelg : ew buildings, and has been ‘retrofitted’ (after bei
While man : are wired with copper cable, large sites may use fibre-optic ¢
infrastructuréogether. This is because copper cable typically can’t be run for ms
the signal degrades. Once installed, the network devices such as PCs, laptops a
nearby socket with a short cable.

Here are some examples of the networking equipment that is used on the lntemﬁ.:
homes and businesses: :

e«  Gateways (sometimes called routers on home networks) -
cennect your private internal network (local area network,
or LAN) to the public Internet (a WAN - wide area network],
which both use different protocols. Gateways use a system
called NAT {network address translation} to convert the
addresses of your internal devices to the public address
provided by your ISP,

e  Bridges - connect two networks with the
same protocols.

»  Switches - either managed switches or unmanaged
switches send data to specific devices on the network using the MAC addre
the backbone of the network,

=  Hubs - similar function to switches but they send the same data to every di
throughput. They have been largely replaced by switches because of this
‘hub’ with the routers that are provided by ISPs T and Virgin; the

e  Wireless access points — deliver net 3 anywdevices over the

e  {lients and servers - clients ar ' uters on the network that receive§

up the data); for exan C is the computer that you sit at and reg

e rver is locked away elsewhere in the buiiding or is

s and pages to the client when requested. Clients process ar

server fw: orage such as a completed web form, a new or edited documer

also host applications that are viewed on the client through a web browser:
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Selecting and using different connection types

For the incoming Internet connection, there might be no choice or tots of choice;};
FTTC has been installed. :

Internally, most businesses and homes will use a combination of wired and wir
network may be wired, but wireless available for laptops and mobile devices to

Here are some advantages and disadvantages of wired and wireless connection

Advantages Disa

x

v' Fewer interruptions to signal
v" More secure
v" No health concerns ab

Wires are messy and p

frooms in a household,

Wired exposure to rack x  Unshielded cables are
5 vide interference in some ing
dadband speeds instead if that's an issu

ere available

Ease of use, no wires x  Possibility of a break in

v Devices identify and connect interruptions in service
to each other withcut needing | ¥ Less secure, Limited ra
. physical attachment % Using higher-consumpti
Wireless v Mobility and cutdoor use: can and most, but not all, de
obility outdoor use: ¢ ost, but not all, dg
connect to the Internet via x  QOther wireless devices

public Wi-Fi hotspots x  There are health conce
wireless radio waves a

The performance on the IT system

The performance of a network is affected by lots of factors, including:

e the speed of the Internet connection {in megabits} and the latency - fibre
the exchange 5

e the type of cabling within the internal network, and eguipment ~ some olds
speads of 100 megabits, versus 10 gigabits

¢ the number of users downloading and uploading files at the same time, or

e the number of users connected to a wireless access point

e distance from the wireless access point

¢  the mobile signal strength and whether connected to the 2G/3G/4G/5G nety
signal quality
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disadvantage of using wireless Internet stad

g\

2. Whicri ‘y‘bé of Internet connection might you have to use in an extreme

3. Fibre is often used instead of copper cable. Give two examples where th

ag

4. Explain the function of the router in a typical home netwaork set-up. ‘ EdUCGtYIOﬂ

5. Explain why the type of network connection impacts the performance oié
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B2 Networks

Features of the different networks

There are many types of network, ranging from one person to a home or an offig

spans several countries.

Personal area network {(PAN)
A small network Ctms;s_t_s of the devices Personal area network (PAN) —
owned by one person, They have a smatl small-scale wireless set-up between

range, perhaps 10 metres, and can either | devices owned or operated by a single
connect a bunch of devices together, or person, e.g. by tethssing several

one device can provide a connection to

the Internet. Examples of a PAN include:

; 'martphone to a laptop using Wi-Fi, Bluetooth or USE. Tetheri
connection with another device, but the data used counts towards your mo

Local area network (LAN)

in an office building or campus. The
internal LAN is connected to the
internet via a router.

A LAN is the network in your horme, or

in an office, the LAN is often set up in
Servers on the network are setup fo p
access, login, shared printers and som

in the home, you are typically connected directly to the router. You can connect to
peer-to-peer fashion; for example, share files between computers, stream files to a

Wide area network {WAN)
A WAN consists of two or more LANs that could be located in branch offices

around the world. Each LAN is connected to the Internet via, cyrouter and they
connect to each other across the public Internet. W :
they allow resources and servers to be ac neé different sites, for
example, served from the head offi :

Yirtual private net

netwaork ‘tunnel’ over an insecure public network, mcludmg Wi-Fiin a coffee
shop, and the public internet,

Businesses love VPNs because they allow cheap and secure remote working an
business flexibility. A business may set up its own VPN server which the remote

connect to. All of the network traffic is encrypted to travel over the Internet and.

the remote laptop or device, through the router on both ends.
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Factors affecting network choice

There are many factors in the choice of networ
in your home, just by having an Internet:
connect to the router a private fia
You can also coanect. iy

LAN, WAN and VPN,

GiiYour router will automatic
192.168.0.3). The router shares th
sdevices on your home network, such as printirs:

ege, or in a business, there are many more services availab%
sharing and dtten an email server; however, some of these services are now rap
the choice of networks will be determined by the needs of the business ~ if the
will be set up. If there are no remocte employees, then a VPN will not be set up.
at and backed up from one location.

User experience

The experience will usually be based on speed and latency. The experience can
and the Internet connection, The network must be easy to use, perform well {be
should be available whenever a user needs them, and the network should be ac
- in the building, or off-site. :

User needs

The users will usually need a fast and reliable Internet connection. The firewall
specific traffic that they need, and not block any necessary websites. All cloud s
resources should be available whenever needed, including access to required fi
training might be necessary after an upgrade to the networl. 5taff must be con
could affect them, and timescales should be established. ‘

Specifications
The network manager will carefully access the needs of the users and any extra g
such as carrying traffic to the backup system, and peak demands as users log in
¢ the network and monitor use, ensuring that upgrades e network are suffy
demands. For example, if the company is for vito about 70 staff who
VPN, the firewall must be capable least 70 VPN connections, and

through to allow for further o sin L y will also ensure that the upload s
connection is syfficieatii mber of VPNs.
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Connectivity
To an extent, the incoming connectivity choice is limited to the types of cabling
including upload and download speeds. Internally, connectivity is determined by
sockets in the walls, and wireless access point. Large networks are Likely to us A
as a client-server relationship, while smaller networks may operate in a2 workg

Internal networks also have different structures, called topologies’. A star netw
devices are directly connected to this. If the central switch fails, the whole net
the equipment branches off. Each room or department is fed from a separate s
switch), Hf one of the switches fails, only the devices connected to the one swit

Ad hoc networks can be very unreliable if the mobile signal
the hotspot.

ps or if the dev

{ost
The price of Internet connecti
Internet. An ADSL ¢
backup Integel

Tibre and leased lines can be very 5
#ig over the copper phone line can be very

Networks vzAg® ost based on their size; the number of cable runs and drops to
fibre is used internally (expensive) and whether Cat 6 cable is used {more expe
switches, access points and servers will vary from network to netwaork, and the
quality and specifications of the network. A tree network uses more ¢abling and:
Ad hoc networks are much cheaper to set up.

Efficiency
A fast, optimised network that is easy to use will allow users to be efficient. Ehe
without the wait of files to download from the Internet or from the file server. T
to save a large Word document and having to wait 10 seconds every time you pre
over a VPN,

Compatibility

Any upgrades to the network must remain compatible with existing infrastruct
networked devices are still in use that use the 802.11 g (or earlier) network sta
access points must support backwards compatibility. Some older devices may a
authentication (e.g. WEP) which should ideally be replaced with devices that uss§

implementation ;
After the chosen netwaork has been specified, it will need to be purchased and se\
occur outside of normal working hours (e.g. at the weekend or overnight). This ig
switched off in the process (which would cause major disruption to the busine
testing to ensure that it is working as expected. Any downtime (including from r
kept to a minimum. ” :

COPYRIGHT
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Again, a slow system will redu
could occur if an import
working, or ifg

ity, or the amount of work that t
own for several hours or more - if the §
..was offline, then staff will have to resort to backup m
Jlasoe lost, unless a backup connection was used to restore g
, any data generated will need to be manually entered into thy

Security

Generally, a wired connection is more secure than a wireless connection. This is
accessed from inside the building. A strong wireless network can usually be access
signal strength on some wireless access points can be reduced. When settingup 3
passwords should be set, and the incoming connection should have a firewall in
unknown sources. Servers should also be secured, and file access controls set up, §
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How features and components affect the performance of a n:
Internal networks work well when there are fast internal connections, such as fil
between the networking equipment. Some servers and switches can increase thé
or more data links between them; for example, two network cards within a servé
{e.g. 100 Mb/seq) is in use, then transfer speeds are low - for example, when opi
cheap, poor-quality Ethernet ¢able can reduce performance, Z

A fast fibre Internet connection, including an expensive leased line (eg. 1 Gb/s.;e*%:f

low tatency) will make cloud storage and applications very responsive. A fast up;
connections and file uploads perform well. A fast upload speed also atiows the b
A slow ADSL connection shared between many users wi

Ns and LANs vary?

3. Give two legitimate uses of a VPN,

5. How does the failure of a network affect productivity?

2. Give a business advantage of using a WAN and explain why it is an adva

4. Explain how cost will affect the choices made when implementing a net%«-;
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B3 Issues relating to transmission of data

Protocols
Protocols are easy to understand once you break them down,

A protocol is a set of rules that govern how data is transmitted between :
different devices over a network (servers, clients, routers, etc.). Each method of
communication, such as web traffic and email traffic, uses one or more :
protocels. The Internet also uses its own suite of protocols: TCPAP
{Transmission Control Protocol and Internet Protocol).

{3ata is broken down into small chunks called packets
containing letters that are delivered through tie i

fravel across the network across a
other end in the correct
travel throug

packet i5 addresse
th, and they all get reassembi
wamiple, different packets of the same fite ¢
s‘and even through different countries!

In electroni§ hunications, a protocol specifies the format and headers of t
packets should be sent, and whether error-checking is used (i.e. whether the p:
Datagram Protocol (UDP)). If we need all data to be delivered, we use TCP, whi
received correctly (and, if not, the packet is resent), Live audio and video strea
there is no check for whether packets go missing - they cant be resent because§

When data is transferred using a protocol, a port is opened up. Each port has a
use one or more specific ports, or use one that's not already in use.

So imagine that you're having a conversation gver the phone with a friend. One c
connection by dialling a number, and you will both use a shared language, such &
speed, and if you mishear something, you'll ask the other person to repeat them

Email

Emails are sent between email Email — electronic communication
servers running special email method where text, HTML and
exchange software. You can attachments are sent to someone

access your email either through with a valid address via mail servers
a web browser, such as Gmail, or

through a desktop "'email client, such as Outlook or Windows Mail.
Several different protocols can be used when sending and retrieving mail betwe

Often you can access your email from both a web brows

COPYRIGHT

protocol called PGB (P PROTECTED

4il is transferred to your device
¢ess your email on several devices, then yg
to use POP, then only use one client, and remotely.

{f you only access email on one device, y
3) is the most commonly used :
the server. However, if v
them - notg

IMAR (Interry ssage Access Protocol) is a better solution because the emails%
transferred to any number of devices and email clients. If you use the Gmail dpp
are downloaded using IMAP, They remain on Google's server and you can still aci

| £o9
another client. EdUCﬂtviQﬂ
We send emails using SMTB (Simple Mail Transfer Protocol). Emails are sent fr E |

ermnail server. The emails are then transferred between email servers to the rec
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Yoice and video calls (VolP}

Yoice and video calls are sent over Voice and video calls (VoIP) —
YVoiP Voice over internet Protocol). sending real-time audio

They can be received between client | communications over the Internet
software or web browsers running (rather than using a telephone

service), e.g. apps such as Skype,
Zoom, Teams and FaceTime, or using
dedicated telephony hardware

on computers and {aptops, and apps
on tablets and smartphones. Some

offices also use phone handsets that
use VoIP instead of older analogue systems. VOIP is very cheap to set
up, but you do need a fast and low-latency Internet connection, and

may need separate speakers, a microphone or a webcam j not built into the
computers). Video calls and conferences bet sometimes thousané
would be very difficult on an older phes:

YolP services usually h erver to manage the connections, through ;
Examples ig ype from Microsoft, and Zoom. Basic accounts :
ACCOUNTS Ca Qe __ :pensive - they may have more features built in, or atlow mos
length. Some VolIP services can receive and make calls to the traditicnat telephé

Web pages
Web pages are displayed in a web browser (although you probably already
knew that). The pages are written in a language called HTML (hypertext
mark-up language). The web browser requests the page, and the HTML code
is delivered, which is the instructions for how to display (render} the page.
The code includes all of the text, and specifies how it should be formatted,
along with images and their size, etc,

There are two main protocols used to request a web page. HTTP {Hypertext Trar
unsecured version, while HTTPS (HTTP Secure) is used today for most websites
ontine shopping, banking and webmail, etc.). Using HTTPS encrypts the network%
would be unreadable to a hacker,

Secure payment systems

Online sales, banking and moaney transfers using the Web use the secure
HTTPS protocol noted above. This encrypts ail of the card and transaction
details. Transactions may require additional security measures, such as
sending one-time passcodes to a phone number linked te i account, or
using a card reader (see section D2 for more on t uthentication).

COPYRIGHT
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ig your smartphone
cation of the payment.

: alled NFC (Near-Field

3 Eonjunction with an app, e.g. Google Pay

‘and Apple Pay (iPhones).

You can often pay for items in a
¢r smartwatch using cont
This uses a gl

{(Android pho™es)
Many bank cards also have an RFID {radio frequency identification)
chip built in, which emits radio signals in order to make
contactless payments, Cards also contain the older technologies of
an embedded microchip {the gold part of the card) and still a

magnetic strip.
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Security and considerations when transmitting data over diffe
Open network connections don't need a password to connect to, and they're sttt
we don't know who the network belongs to, or if the network is open, then we
connecting. A hacker could set up their own network with a similar wireless na
all connections made (called a man-in-the-middle attack), and if no password s
traffic between your device and the router is not encrypted. A legitimate open
but if you're still using HTTP sites, then it is probably worth using a VPN, Some
in their [T policy that states that employees are not allowed to connect compan
business activities over an open network.

Bandwidth and latency

The amount of data (technically th
larger the bandwidth, the m2 :
or ‘gigabits pergecerit’’

nge) that a cable can transmit
be transmitted in a second. We re
er of bits carried in a second. A gigabit is 1,0¢

We often Ul @ term ‘bandwidth’ to mean the speed of our Internet connectici
Internet service provider promises up to 20 megabits download speed, you can &
2.5 megabytes per second ~ as there are eight bits to a byte. 5

One older type of Internet connection was 1SDN {Integrated Services Digital Ne
slow speed, some people joked that ISDN stood for 't Stitl Does Nothing'!

Latency is the time it takes for a packet of data to be transferred across a networ;%:;
measure latency in milliseconds. The lower the latency (lag time), the better, and%
responsive. For example, imagine trying to control a remote 5
system where there is a second or so delay — that would be Bandwidth — the

very high latency (1,000 milliseconds is one second). across a network (in
times faster than a

Factors affecting bandwidth and latency

Here vou can see the results of running an Internet speed
test, The connection is rated from the ISP at 5G0 Mb/sec
downtoad and 50 Mb/sec upload:

Latency —the tim
requesttoreachas
device — a similar co

What can we tell from it?
¢ The ISP is using fibre within it
line, so we are using eit

he-'dowhload is too fast for ADS%
with a coaxial cable. :

rk is running at a speed of at least 1 Gb/sec.

BLioN is asymmetric (the upload speed is significantly slower th

e  This will be a fairly expensive connection.

e  (ther users are accessing the network, either internally or externally, beca
that the ISP aims to provide. The test could have been performed at a time
example, when lots of people are connected to a VPN or are streaming vid
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S0 a summary of the factors is:
e  Bandwidth of the cable type (as well as incoming Internet speed from the

»  Distance from the exchange - higher latency and slower speed with furthe

¢ The type and speed of the external connection.
e  The load on the network ~ high when logging on in the mornings, or whe

implications and performance
Internet and neiwork speed is essential for large enterprises where hundreds o
services - downloading or upleading files at the same time, or connecting thro

discussed the time wasted, frustration and drop in productivity caused by a slow

{onnections to web pages can easily time out if the
latency connections can make VolP difficult

Compression

Compression descri ss of gaining an accurate representation of da

maintainingkgelice, 12Ute quality. The reduction in file size allows more files t¢

ow, especiatly fm

connection. Lossy — type 0
unnecessary d
Lossy and lossless expense of qua
Lossy compression removes dats, and quality is often reduced. MP3s can soun
Lossless compression, however, reduces the file size without any Lossless — file
loss of guality due to the use of patterns. The file size of a file space, without
compressed using lossless compression is smalier than that of the dataintom
the ariginal, but using lossy compression would create a far compression a

smaller file.

You can see the effects of lossy compression in the imag
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Applications and implications of data compression
The technology used to compress a RAW image (the file format normally genera
JPEG file is interesting, but is guite advanced. If you zoom in on a JPEG, the shar
been discarded), whereas if the file was saved as a PNG or a TIFF, then sharpnes
Networlk Graphics - was designed to atlow high-quality lossless images to be tr
while keeping 1o a small file size.

One of the worst uses of a JPEG image is to save text as an image; this is becaus
have other blocks of colour (called artefacts) surrounding them. You may have n
contains text or graphics is uploaded to Wikipedia (rather than their preferred v
usually the notice asking for an SVG file to be uploaded

OWS fbr small downioad;,;;
v&'limited storage, meaning that th
ost (in a process called sampling}, then

Similarly, the lossy compression of an MP3 =
and also server space. Mobile devi
there too. However, if

g8

Use of c@

ien using and transmitting audio and video
Acodecisa =- :

grém that is used to code and decode (hence

the name codec) an audic or video data stream, and can decompresses a
compress the data using either lossy or lossiass compression, transmitted (au
The actual compression and decompression is done by an software, etc.)

algorithm within the software. Most video applications
have commonly used codecs built in, but if you try to
cpen a file that uses an unusual codec, then the
appropriate codec will need fo be downloaded, often
automatically after prompting the user, Many of the
codecs, while Llossy, can retain much of the quality. To
save bandwidth, newer codecs have been developed for
streaming services.

MP3, for example, is actually a codec! A standard DVD :
uses a codec calted MPEG-2. There are also codecs for broadcasting, such as digg

Some audio (including in videos) is normalised, which means that the volume is '
there are no parts that are louder or guieter. It would be annoying to need to m
listening, or between tracks and videos. For this reason, YouTube applies norma
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What is meant by the te

2. Whickos d to transfer email FROM a server TO a client mo
#xamples of when VolP might be used.

4. How can online payments be made secure?
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@ C: Operating online

. @ Theuses, costs and benefits of cloud storage and computing
Ways that we use to communicate online both personally and in business

C1 Online systems

In recent years, businesses and consumers have star
enline file storage and cloud computing. Yo i
Microsoft account comes with 5 G
servers, providing acces

way from on-pré
bly used cloud storag
rive space. Operating systems
7€ in the world.

: iiused for virtual computing, such as software and ott
#vare of a shared remote server and accessed via the internet

R

R SRR
= R
o

 Cloud Computing |

Virtya Deskiop - Software Platiorm . Applications

Bad User

{loud storage

instead of having on-premises serv.
storage), many businesses;
servers’. Thegli
millions of <Y

nal method of
g their files on ‘cloud
presents the idea that there are
are connected to the Internet.

Cloud storage
Internet, e.g. GG

These servers are located in special buildings called ‘data centres’ that house th
between their clients. These buildings have fast internet access and consume a
and for air conditioning —~ those servers pump ouf a lot of heat. They are kept v

Setting up a cloud storage account is very easy - usually you just apply through§
amount of storage that you need. Some companies will give you a small am@um%
personal account, you just need to use the password you choose. in a business 5
own Llogin, and may only be able to access certain files. :
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Synchronisation

Sometimes you have a copy of fites on both your device (e.q.
laptop) and in the cloud. if one copy of the files changes, then
that change gets copied to the other location.

For example:
¢  You can work on your faptop - when you save or modify the

file, the new version is copied to the cloud.
» If you work on the file online, or somegne else with shared
access works on the file, the modified file is copied over to
vour device from the cloud.

This service needs an active Internet connect agican be very useful if
without a connection - just work py, and it will be copied back i¢
Internet access. ‘

You can shig S people by providing an appropriate share kink. Theyé
to a folder -Y . great when people are working with the same files and atwa :
This stops people from working on different versions - which wastes time and mei

Cloud storage can be accessed from anywhere in the world providing there is ar‘%
restrictions are set, the files are accessible 24/7/365. f

Cloud computing

An example of online software is Microsoft Office 365, which
provides the newest online versions of traditional Office programs,
such as Word, Excel and Access, to multiple PCs or mobile devices.
This provides a flexible way of using and sharing resources and can
be utilised in the home, in small or medium-sized businesses and in
schools and universities, An annual or monthly subscription fee is incurred for
online software; this typically allows usage on several PCs or devices, and the
and cloud computing. Cloud computing enables users to quickly create docum
media content into documents and share documents online,

An advantage of this software over stand-alone software packages, such as Micré
create, edit and share documents on a variety of PCs or mobile devices using ¢

access to the newest versions of software provides greater functionality and cagy

1o share and store documents online, helps to increase productivity and output.

an Internet connection for a fee, providing conye
files with friends, family or colleagu :

= Low up-front cost - it can be shared across a network of computers and Sf

rather than per user, urnlike traditional software licences
= Low maintenance - the vendor rather than the client deals with issues
= Mobility - the client can access the software from anywhere
= Instant availability - because the software is not installed physically ont
software is immediately available to the client 5
= Automatic backup - files are automatically backed up onto oniine storage%
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Comparing the different types of cloud computing

infrastructure as a Service {laa8)
faal uses virtualisation technology to deliver the cloud computing infrastructure{
storage (hard drives) and virtualisation. 5

The service provider of the cloud servers provides a dashbeoard {or an AP, givin
control over the entire infrastructure, 1aaSs provides the same technologies and c
hosting company without having to physically manage ail the set-up and mainte

The subscribers have to install and maintain their own operating system, middlg
applications. Although the subscribers have control over th with this comes:
security and updates, which requires considerable

WS), DigitalOcean, Micre

: m ork for developers that they can build upon and use to
Paas .<5,ervic~P WViders include everything in 1aa$ (network, servers, storage an
the operating system, middleware such as programming languages, and runtim
special software components to support programming development. This mea
team can concerntrate on programming their own applications without getting
and set-up of the servers.

The {aa$5 service providers above also provide Paa$, and others include Oracle (’
aPaa$, 1BM Cloud Platform and Red Hat OpenShift.

Software as a Service {5aa%} A
Saas is software that runs from the Internet rather than from individual computg
common example of traditional software is Microsoft Office, which can (at the
on an individual computer, compared to Microsoft Office 365, which is the Saal
which can be run from any device using a web browser.

$aal has some prilliant advantages over traditional software:
v Accessible aver the Internet 5
v Subscribers are not responsible for installing the software or for dealing wa
¥ it has a central management console
¥ Hosted on a remote server 5o there are no hardware or Enstauation/mainten%:

However, there are some disadvantages too:
% SaaS applications are often not integrated with

ftware or ather ry

COPYRIGHT
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X
X
* e that data is not accessed by the ser
:5wons such as GDPR (e.g. at the time of writing, no
ics' because it transfers data out of the EU to the USA without:
W defunct Privacy Shield). Z
x  Minimal customisation is possible as subscribers cannot install anything.
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On premises

Server

Storage

Network

Stered by customers §
Administered by providers =

impact on individuals

Individuals can use cloud storage to save files when using multipie devices, and
family. Cloud computing atlows friends and family to collaborate on and edit c:id:
simultanecusty. For example, a group of friends could be playing an online quiz
score for each round in & spreadsheet, or several people could mark up a calend,
up. Online webmail takes over the requirements of needing a desktop email ci.ié

A very useful feature of cloud storage is the upload of photos from a smartphony
synched to other devices, and aliso acts as a backup if you lose your phone,

Remote working has huge benefits and gives individuals greater power and flexit
comimute to work, or allowing more flexible hours that could better fit around «:?ﬁ
worldng from home and working in the office - part-time for each and providesi
the benefits of face-to-face social contact. Even before the coronavirus pandemic
beginning to work from home part-time. In some cases, this was negotiated in Uc
companies had a company policy that working from home was allowed for perhaé
worked there for six months. :
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mentoring that happens in an &

Tkt few years — it’s likely that millions of pecpie hav\
companies 3 orce a rigid in-office approach could have difficulty retaining%
staff. And wh*Esome people are finding they want a remote or partly remote jo:
looking for a non-remote job.

9
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Impact on organisations

Imagine that a company has an on-premises server that is getting full,
They can either:

L]

@

On-premises servers require ongoing maintenance (and the associated costs) ang

We can also S ftware in the cloud. Instead of a program installed on your co
software on a remote server, and just access it on your device - often through a:

Cloud computing makes the software much easier to administer:

L]

But there are drawbacks, such as:

®

L]

&

Buy larger disks to install in their server, This requires lengthy copying of da
to the new disks (perhaps several days), and a trained technician to set it up
Purchase a second server that could cost thousands of pounds as a one-off
expense {requiring a technician to set it up). 5
Migrate to a cloud server and switch off their on-premises server,

lust select and pay for the software that you need (just like cloud storage) a
users, Increase and decrease as the number of staff changes (scalability).
No lengthy installations on thousands of machines throughout an office bu
Everyone is using the same version of the software - no incompatibility be\
versions installed or licensing issues.
No need to push out security updates or upgrades - this is all handled behi
software company.

You can use less powerful and, therefore, cheaper hardware in the office
needed for is to act as a screen, provide keyboard and mouse input, and d
the processing is completed on the powerful server,

Some online versions of software have fewer features than the deskiop ve

MNeeds a stable and fast Internet connection - otherwise the application w
if the Internet connection is lost or down, then the software is not accessib
coupled with on-premises servers, there is much less potential for downtime
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Below is a summary of the key advantages and disadvantages of cloud computi

Advantages

v Cost-effective - it can be shared across a s Connection —- af

network of computers and some vendors charge and latency. iy
for usage {including per hour) rather than per you lose access
user, unlike traditional software licences will affect speed

¥ Low maintenance - the vendor rather than the “usually stower t
client deals with issues and provides updates "
¥ Mobility - the client can access the softwa::
from anywhere :

settings/default
x  Security - not p

v"  instant availability - the measures, such
. <o oridomputer(s), but is made software; the se
i , able to the client via download % Qutdated - the
¥ Space g — no physical storage space is remote server im
required
v Accessible 24/7 from anywhere with an internet
connection

Allows for flexible staffing and working from home

Advantages Dis
v Ability to share files with other users % Confidential or se:
v Ability to access files wherever you are and from a hackers {butit ¢

variety of mobile media {laptop, smartphone, etc.) and especially o
¥ Some vaults use encryption to protect data % Data not protect
v Frees up storage space on your computer {such as firewall

v" Not affected by the corruption of physical x  Data not backed
storage media £ Need an Interne
v Some providers automatically back up files the files (and co

accessing files a

Enabling and supporting remote working
In addition to cloud-based offerings, the foll '

gies enable remote \\ COPYRIGHT

PROTECTED
VPNs

We've already discussed.

: gy behind a VPN - the secure
network tu g : Ire data transfer to and from the office,
meaning th h graptop connected can access all of the resources,

files and folders as though it were inside the building. office (

An emplovee might be given a company laptop which they can connect directly
the office. But they can also take the laptop off-site and connect via the VPN. O
the laptop run as normal, but loading times might take longer depending on the.
speed in the office, and the download speed of the remote Internet connection.

ag
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In a corporate setting, the VPN connection on the laptop will have besan configu§
anyone can set up a VPN connection from their device, as long as they have valiy
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Remote desktop technologies

Unlike a VPN where you use locally installed apps, a remuote
desktop connection is essentially an image of a remote
computer screen that is streamed to your device across an work off-site 0
internal network, or over the Internet. You use your local :
keyboard and mouse for control, and can sometimes
share printers and the clipboard. All of the software you
use is installed on the remote computer, not your own.
This means that the local device could be a cheap, low-
powered model, called a thin client. If the network
connection is fast with low latency, then the experien
of using the remote desktop differs little fro
machine locally.

Uses of remote deskiop:

e Staff remaotely connect to their normal computer while working off-site; for e;f

e Staff could remotely connect to a machine that is running specialist softwa

e Staff or students could log in to a profile on a server (doesn’t require indiv

¢ A computer technician will often remotely connect 1o servers for configur
user's PC while providing technical support.

The use and selection of online systems 5
When selecting an online systemn, there are iots of considerations. For example:

Security :
The system needs to be at least as secure as the existing on-premises system. T*
commercial data, and protect against threats such as hackers and malware, We’t§
data breaches later, ldeally, staff should only access online systems on campanyﬁ
and security can be controlled by the emplover. Increased wireless provision in
risk, if poorly implemented (e.g. if an unsecured guest account is left active), W

increased in 2020 because of the sudden switch to.h ing. COPYRIGHT
PROTECTED

businesses do not have th
security can ocgasic

Cost ,

Online systenis have the ability to save money due to less on-premises hardwa
options. Cheaper on-premises equipment can be purchased, and staff productivi
nowadays with GDPR, data breaches can be very expensivel '

a9
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Ease of use
As we said with 1T systems, a system that is easy to use will often be the winner.
systems. Simple systems require less training and are quicker to use, f
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Features
The business will need to choose a system with enough features, but not needl

Linlike a baspoke piece of software, gnline systems are off-the-shelf packages.
witl use a tool that allows extra features and software packages 1o be added ang

Connectivity
Broadband Internet connections are now commeonplace in homes and business

remote working and access of cloud-based services, In 2020, around 97 % of ho

broadband internet.

Why might cloud storage work qu an on-premises server?

2. How does cloud de flexibility to businesses?
3. Exp;f E ntage of using online backup for mobile devices.

4. Both VPNs and remote desktop connections are used for remaote working
they differ? 5

5. Which is more secure ~ storing data on a mobile device or storing data
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C2 Online communities

Communicating and interacting with online communities
There are many platforms that we can use 1o communicate online.

Social media
There are many social networking sites; for example,
Facebool, Twitter, Linkedin, Snapchat, Instagram and
TikTok. These types of site provide features such as
forums, instant messaging and file sharing, which
atlow you to post information about yourself and
communicate with other users.

Social networking has impact
It is now possible t

Many of thel ts are obvious - more social interactions (even if not face to
organise meet-ups with friends or like-minded people, the ability to keep up w

However, friends made via social networking can differ from the usual definiti
number of them may be true friendships. it is important to recognise the differ
when unscrupulous people try 1o form friendships with other users by craating
{profile), such as using a false identity, gender and age. Users can gather friend
infermation, video, audio, photographs and Links with other users via their pers
your profile private and only visible to friends and family to prevent fraudsters
accessing your persgnat information. A public profile should only be used 1o con
that cannot be used to identify you.

Participants can comment on their friends’ profiles on a comment space, wall 0r§
visible to other users who have access to that profite,
= Be careful what you write about other people,

= Be careful what information you give away about yourseif.

Information that you post on a social network space will be visible to other useé
this before you add anything you may later regret; for example, photos of a nig
potential employer.

Information can also be copied and pasted into other areas, so you never know
end up. Embarrassing photos or videos could turn up on :
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Social networking sites enable others to se :*domr_:j and where you areés:s

ag

Education

Level 3 BYEC T — Unit 1 Learner Companion Page 54 of 122




Description
and purpose

Facebook — good for staying in touch with family and fris
and following businesses and joining groups of Like-mine
Twitter ~ short microblogs, good for keeping up with nei
that you foliow,
Linkedin - the professional social network where you big
skills and past employment ~ a bit like a OV (in fact you
recruiters that yvou are looking for work). You can endarsgﬁg
skills, contact potential employers, and view job posting
also contact you directly.
Discussion boards (forums
knowledgeable (and

abgout a certain:
geable!) people reph

Accessibility

Each platform

d its own set of accessibility fe

Advantages

with family and friends
ily follow businesses (businesses can use social medis
generate sales)

Can be used to find new employment
Start discussions with like-minded people :
You can get free help and advice on issues that you havé

Disadvantages

S ENENRN

Need to be very careful what you post publicly. Need to a
Social media can be addictive, waste time and cause stré
Can work against you in employment - do you want a fu
posts?
The people who you chat to online might not be who theg
Public groups can get nasty - offensive language and trcj
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Blog, microblog, vieg

Blogs are diary-style journal entries posted onto a website such as
WordPress, or smatler sites for niche or specialist interests. A blog
usually takes the form of a series of entries, with the most recent entry
at the top; it comprises text along with photographs, and sometimes
drawings and videg frames,

People may be willing to share detfails about their Lives, their apinions,
experiences and travel. For example:

¢«  Atravel diary for a once-in-a-lifetime trip so that friends and family
can read about their adventures

¢ A day-to-day diary for followers and fans

To document and review new purchases

th and fitness

To showcase intere
¢ To discLgaeoi

Businesses i{Xag 50 set up blogs to generate consumer interest and provide d
developments, or upcoming product launches.

Description Blogs are often short diary-style entries provided on a web pa
and purpose first. They are typically hosted on platforms such as Blogger ¢
and photographs.

An individual might write 2 blog documenting a travel adveng
share recipes and experiences. '

Businesses also use blogs to provide updates to their customg
product launches. :
Accessibitity Blogs are usually simple web pages that are easy to read an
simple buttons to view the next or previous pages, and may

The blogs can be short, and written in simple language - buté
have been proofread, and English, for example, might not be
50 some blogs may be difficult to understand.
Advantages v Great for families and friends to keep up with those goi

v Can be used to showcase skills, good for landing new jobii
v Easy to read, often very entertaining :
v" Useful for customers :
v Useful for businesses to promote s in a more persw“?\"
results COPYRIGHT
Disadvantages | * The blogs ca v anyone in the world — they mig PROTECTED

¢n personal information - they know

aders may get bored if there are long delays between

ag
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Microblogs are much shorter and are often used to share updates, opinions and
famous microblogging service, where each post is ¢alled a ‘tweet’ and is limited
that longer posts need to span several tweets. Individuals can set up an accounﬁ
with the most followers tend to be celebrities, including musicians and sportsp Z
leaders, and large companies.

For exampie, in August 2021, 30 of the top 530 followed accounts were of Ameri
people on Twitter were Barack Obama {(former president of the United States); Ji
Rhianna {musicians); Cristiano Ronalde (footballer); Taylor Swift, Ariana Grande,;
{musicians and/or TV personalities); and finally YouTube at number 10. Z

R

Gdre "uploaded to sites such as YouTube - they are vide
joes at weekends, a day in the life, hobbies or holidays and s
can be uploaded to TikTok. Some vloggers provide extra vlogs for fans whe pay
money through Patreon. This is in addition to the advertising revenue gained fr
receiving such attention and comments can be mentally damaging. :

Wilkd

A wiki is an online repository of information that has many authors. Pages or
articles are created for each topic, which are linked together. Perhaps the
maost famous example is Wikipedia, an online encyciopaedia. There are over
six million articles written in English, with almost 54 million articles across all
languages. This is & fantastic knowledge base; however, not all of the pages ar
always be inaccurate or unverified data. Because anyone can edit it, the platfor

Wikis are set up for niche hobbies and interests; for example, a wiki for all of the :
computer system. Businesses may also set up wikis as a type of training or help sy
intranet, designed to be accessible whenever staff need it

Chat rooms
A chat room is similar to instant messaging {below} - a space for people to disc
topic in real time by typing comments and replies, or over YoiP, with others. So
chat rooms allow strangers to meet; sometimes they will chat online for years a
get to know each other well, and can form life-long friendshins. But there are a
dangers of online chat rooms - people may hide beh? 2en name and nol
who they say they are. One popular service ‘many YouTubers have
discord servers, allowing followers, “aiinel to chat about the topics thai§
their channel is based o RC (Internet Relay Chat) was a popular  :
method of coill
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instant messaging

instant messaging (IM) is immediate and enables Instant messaging — short

users to identify whether another user is online; pieces of text, images and

it is a low-cost means of instant communication audio that are sent in real
between two or more users. Instant messaging time between individuals and
also allows users to communicate for free over groups, but are also used in

corporate settings to replace

the Internet and use webcams to transmit real- ! ;
reliance on email

time bnages and transfer files. IM is a great way
of communicating via simultaneous conversations, providing speedy
communication and ease of use. The benefits of instant messaging are:

= (onversation is immediate and performed in real like email}
#=  The environment is controlled (users ne ress or iM

address to take part)

= Pictures, photos and fi
= itischeanan :

lac

retransmits t'he"rhessage to the recipient). Most modern IM services use strong
private. In some cases, not even the messaging provider can decrypt the messa

There are a wide number of instant messaging clients and apps available on sr
You are probably very familiar with services such as Facebook Messenger, Whatsg

Podcasts
Podcasts are usually audio files (occasionally video) that an individual or businegz
uploads to a podcast for immediate download, and are played whenever is :
convenient to the listener,

An individual might produce a podcast about a topic that interests them perhapg
every two weeks or once & month, 5

R

A business might release frequent podcasts as a cheap and fast method of provi;
to customers, ‘

Benefits of podecasts include: :
»  New episodes are automatically downloaded to your device when they bec0§
¢«  Don’t need an Internet connection once downloaded.
e  (an be listened to whenever convenient, including while performing other

commuting — when reading would be difficult.

Forums
Uinlike a chat room, a forum is not condu
new ‘thread’ about a particula i
post comments in an
knowledge gl
are having‘ T

resglution ontine.

n COPYRIGHT
A user begins a PROTECTED

wiu'particular question, and others
er the question or share their
useful tool for getting help; for example, if you
ific issue with your computer and can't find &

Forums are often public and can be found through search engines. While most
you will also find some not-so-good advice, or advice that is incorrect or dang
gither by a human or using a program called a bot, that will remove spam or pos
Most of the replies take place in the first few days or weeks, and, after g while,
the thread archived,

ag
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implications for individuals of using and accessing online
communities

Over the years, we have taken increasing advantage of online communities,
from creating social media accounts, to posting in chat rooms, to listening to
podcasts. Some of these activities now form a big part of our lives. However,
because of the addictive nature and unhealthy, sedentary lifestyles and social
damage that online communities can bring (fake news, misinformation and
cyberbullying), some people have chosen to delete their online accounts and
spend more time meeting people in person, or reading actual books.

{f you have a smartphone, you might be able to track an

you've used it for and which apps you use t ight be surprised!

Here you can see that | used m
hour - | spent about 20 )

y 16™ August for about an
ing an email to a great aunt who was
holidaying fiyon, and to my dad to arrange a drop-cff of some
family phot ninutes catching up with a few friends on WhatsApp, and
took a bunch of photos myself (of slides from the 1960s). | used Firefox to
catch up with the news at lunchtime. Pve tried to use Facebook less, and it
looks tike I'm succeeding, Of course, this timing doesn't include the eight
hours | sat in front of a computer screen at work, or the time | spent sitting at
a computer in the evening scanning photos!

While social media can bring us closer together and atlow us to get back in taua
many downsides in general. For example:
¢ Time! Social media is addictive and, before you know it, 10 or 20 minutes h\
scroft down your news feed.
»  Mental health ~ remember that peaple only post online what they want yc
apartment, their achievements, their latest purchases, their trips out and thgE
However, just like your life, not everything is plain sailing. Don't feel jealoai
having a good time.
¢  Builying and harassment ~ social media can be a channel for cyberbuliying%
stalking and other forms of harassment,
e  Public profiles - check your settings to make sure they are setf to private to§
identity or using your photos without permission. For example, scammers \,«i
websites using photos from random people’s social media accounts. They tf
and ask for money - they often pretend to be in the army because that’s a {
can’t meet in person if they claim to be posted o : 5

User experience :
Social media and other online ically easy to use and are awailatE
Pretty much every platfo phone app and can be viewed in a web b
Occasional gl yffline, and millions of people grumble about tha
WhatsApp may very occasionally stop working for a few hours - typicai
used for so "p'u poses, but a big headache for a business user. Z

Sometimaes, using colder hardware can be a problem. Smartphones can’t always b
version of Android or i0S, meaning that app support drops. For example, in 202
Android 4.0.3 and i0S 9. Facebook had developed a 'lite’ version of its mobile ar
Messenger. Originally designed for release in African countries where older or lé
used, they are gvailable in other countries. They run much faster than the stands
of the features ~ you can't react’ to messages, for example. '
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Meeting needs and accessibility 5
There are platforms and apps for just about anything, so we're well covered. Howevy
accessibility - being productive online and keeping up with friends should be easy

Social media sites have a wide array of accessibility features, and some can be v\
screen reader. Take a look af the accessibility features on the platforms that yoa@
¢  Facebook https://www.facebook.com/help/accessibility
¢  Twitter hitps://blogiwitter.com/en_us/topics/company/2020/making-twit
e TikTol https://www.tiktok.com/accessibility/

Cost
Many online services are free to use or have a free ver
Twitter and TikTok, etc. However, these servi

service with our data. Some podc
there is a fee for premium fen

able; for exam
sed by advertising and
r, while the majority zre free.
e services have a free version funded b

dverts. You may have skipped past the pop-
2ri g partners are - it’s a little scary how many other com
% about you.

advertising 3

Privacy

Privacy concerns keeping your personal data private. Anyone who uses an onli
and conditions that set out how that service processes and uses your data, We
personal details online, through instant messaging and emait, which could inc
whether we're in debt, or if we're depressed. Google's Gmail reportedly used to
based on the content of the email, but if the email appeared sensitive - for ex
funeral” - it wouldn't start trying to advertise funeral directors and no ad woul

{t’s astonishing how much information that we give away online - from the inf
10 our posts, the things we like and disiike, etc. When all of this information is
picture can be built up. You could take a look at how much information someon

one of your social media accounts, '

it's important to think about the personal data that we upload, and also we shou

privacy settings on our online accounts, making sure that our personal informa

Security
We should keep our data and accounts as secure as possible as identity theft ¢
example, if someone has takern out a credit card in your name. Always use stro
factor authentication if possible. Can you imagine what could happen if your e
be able to reset the passwords to all of your online a hey didn’t nee
sent to your phone.

Implications for organ!

Online commuygeti

ui-using and accessirng online .
odial media is a lucrative business for many compa
Kisyg stomers aware of new products and updates, and cus '
companies tRmERs éy are interested in, Social media can drive custemers to the
leave favourable reviews.

Emplovee and customer experience
Many people now expect companies to maintain an online presence. For exampl
a Twitter account is invaluable to follow to find out which bus services are runnin

Maost customers will have a good experience of using a product; for example, s
being used, or fun arts and crafts {even birthday cakesh that use the company

Level 3 BYEC T — Unit 1 Learner Companion Page 60 of 122

COPYRIGHT
PROTECTED

ag

Education




Staff need to know how to defuse a situation, and many companies now use onl§
way of communicating with customers and resolving problems, ’

Customer needs
{ustomers need and expect a fast and efficient service from a company. They v

company through its online presence, such as a basic web s h, meaning tha
the top of popular search engines. Companies need at their sites a
all; for example, by providing alt text for screea describe images, or

Cost

An arganisation’s p ‘media sites might be free to set up, but ther

ago, social media was in its infancy. Now, social media advertising courses are reac§
may need to train existing staff, use the service of consultants, or hire new staff wii

The peauty of social media is that advertising can be targeted to very specific d¢
be seen by thousands of people very quickly, unltike a billboard advertising camy
company wants to target, the higher the fees paid. '

implementation 5
It’s important to test that the campaigns or a general online preserice are working:

the costs above have paid off — whether there has been an increase in sales, or wi

customer phones or emails to place an order.

While many social media platforms are user-friendly and seem simple to use, t
Does the post appear as it should to an external user, or is g key part of the im
certain devices? Does the platform’s algorithm or its prometion tools show the ;
If the business wants to track the success of the campaign, will fracking (such a<
the different platforms?
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Replacement or integration with current systems

In the modern workd, businesses integrate or even replace older methods of w
paper to digital promotion - more relevant and cost-effective. The methods of
system, and any necessary software or accounts must be configurad. Z

Productivity 5
Social media has the power to both help and hinder productivity. Replacing teie§
can help with productivity, or using online cloud services. However, staff could k
media during working hours,

Working practices
Businesses and customers have needed to find new way
more services available through social media
well-received, and to tweak them i

nesses need to cheg
erperforming. :

Security ) :
Social med s : accounts are a target for hackers, some of whom
business or '@ e W|th its products or business tactics. This is a major probl

and is especial y.é. prablem for smaller businesses which don’t have a dedicate
accounts, or procedures in place for dealing with an incident. Hacking could be ¢
a hacking group, & rogue government or simply by a disgruntled employee. :

1. Give two reasons why we must be careful when using social media.
2. What are the limitations of microblogs, or short videos such as TikTok?
3. How do chat rooms and forums differ?

4.  How could social media damage a company’s reputation?

5. Why are social media sites generally free to use (no monetary value to s
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@ D: Protecting data and mfmmaﬁ@é

In this chapter you will lear

@ The different threats to data — malware, hacking, phishing and accidental damag

® How to protect data and systems :
® The role of legisiation in protecting data and the consequences of (non-)compﬁiaé

D1 Threats to data, information and systems;

{Jata is crucial to businesses — without it, a business could
A business needs to protect its data from being stol ;

t of business. :
ed'or tampered with, ;

Threats t0

Here is a rundown of some of the threats to our data and to business data.

Yiruses and malware

A common form of data loss is due to a targeted malicious attack such as
a virus cutbreak, or ransomware attack The files might be deleted, while
encryption means that the files are unrecoverable without paying a fee.
If the fee is unaffordable, and there is no backup, the data is lost forever. :
A particularly nasty virus could secretly destroy the files being backed up for sev:
might not notice until it is too ate and most of its recent baclkup sets have bee ‘
it's important to test that your backup system is working.

A disgruntled employee could alse delete data. In some companies, T staff mig
the rmoment that they hand in their notice; this eliminates the possibility of ther
damage the system or 1o steal data. An employee could also plant a virus or log
activate after they leave.

Cyberattacks and theft of data are carried cut by black-hat hackers. They are ofteé
in software, through malicious downloads and booby-trapped adverts, or througH
egsiest way to defend against attacks is by using caution — ensuring that you ha
installed, and being very careful when downloading files and viewing emails fron:
have the following tools at their disposal: ‘ Z

»  Malware (malicious software) - ther
o  Virus - attached to a fits
to other comp

ving forms, each with a *
‘thereby spreading the virus f
; le is opened - it may delete or
tause the system to be corrupted, or steal

F :
da ould be sent as an email attachment.
o Wo®i= a program that self-replicates and opens many copies

of itself, i.e. no need for a user to open it. A worm slows down
the computer and network as it uses up the RAM and sends itself
to other computers. Worms may have other malicious tasks too,
such as rebooting machines or causing equipment failure,
Weorms could infect any vulnerable computer on a network by
making use of software vulnerabilities and open ports.
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o Ransomware — malware that encrypts some or all of the filesona co
cryptocurrency such as Bitcoin to decrypt the files. After a few days, t
unavailable or the fee increases. However, if the user has a recent ba
user can just reformat the hard drive and load on the OS and files, av

o Adware - shows advertisemnents in order to make money for the crea
example, through software, and often injected into a web browser).

o Spyware - software that ‘spies’ on the user. For example, it could steal
log in to your online bank. it could also inject fake adverts or pop-ups
the browser to redirect to other sites,

o  Trojan horse - malware that pretends to function as a useful applicati¢
such as a fake antivirus product. Once installed by: user, it can deli
viral payload such as deleting or corrup :
that more malware can be ins : § em.

o Botnet - a network of i 1€’ computers across the interne
are listening fo ; t by the hacker to do things like perforn:
D oot out spam email, etc.

Hackers %
There are three types of hacker:

. Black hats - who hack maliciousty for financial gain or to cause disr

(always illegal). These are the hackers that we tend to hear about on the s

» Grey hats - who hack into systems locking for bugs and report them

owner (not necessarily malicious, but still illegal}.

@ ﬁwmte hats (aka ethical hackers) — who are gsked or paid to try to br
inte a system or product in order to find flaws and fixes before they can b

Some hackers start out as a black hat, and may later see the error of their ways
be recruited by a major cybersecurity company, or a government. Others only w
learn the skills legally.
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Systems are attacked for a ons such as:
e Lo e'hackers don't intend to cause disrugtion or fina
: a8y tem they can gain. They may gain a reputation and k
ver, starting this way could lead to darker activities, a5 wa
¢ [Industrial espionage - attempts to steal valuable electronic property (inte
secrets, formulas, plans and recipes. For example, hackers {who may have
steal trade secrets about the COVIB-19 vaccine from companies such as P
¢ Financial gain — hackers attempt te breach company and government serv
to sell. A growing trend is to also infect a business with ransomware - data
retrieved from a backup or by paying the hacker the ransom, extorting mo
e  Personal attack - for example, an attack on a previous employer by a disgri
acquaintance or partner who they held a grudge against,

ag
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Phishing

in the 1980s, hackers used to phone up T departments or reception desks
pretending to be employees at the company and asking for their passwords.
Nowadays, passwords are much more secure and this tactic won't work.

But thieves and other malicious actors will still take advantage of human
behaviour and people’s mistakes in order to obtain information.

Bhishing (fishing for information) attempts are emails, texts and phone calls
pretending to be from someone or an organisation that the victim might be
farniliar with. Spear-phishing is highly personalised - the hacker has

managed to find a few details about the victim. Some of

Phishing -

making a phor
account detaily

clicked it.

But if we look carefully, the email should have come from the NatWest domain,
notifonline.com. :

it's net difficult to work cut what the email weould say if you opened it - it wou :
would take you to a page that looked like the real page so that you would type &
hacker could then use to log in to the real site and attempt to take money :
from your account. There's a whole genre of YouTube videos called scam
baiting” where people respond to phishing attempts and other scams - some
of them are very, very sophisticated.

Here you can also see a text message received purparting to be from the
Royat Mail. I'd have had a card pushed through my letter box had this been
the case, and I'd have been asked to visit the Royal Mail website!

Accidental damage
People sometimes make mistakes and data is lost - for example, they
might delete the wrong file, overwrite a newer version with an older

COPYRIGHT
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measures in place to help prevent data loss, such as a digital recycle bin,

ag

Large-scale data losses make the news - for example, if a government departmg*;%; EdUC

accidentally deletes thousands of important records. ation

Sometimes the data loss occurs because of a hardware failure — a drive or ever
corruption of magnetic storage media when in contact with a strong magnetic fi
data, or semeone could accidentally drop or knock over a drive or a computer wi
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Data can also be lost or corrupted by natural disasters, such as a flash flood, an
from a burst pipe or a building fire can also be a cause. To prevent this, server fa
protection built in {including no servers near the floor), and fire-suppression sys
that don't damage slectronic equipment.

impact of threats, information and systems on individuals

o loss of money, potentially as da
security. Likewise a virus or ransamware coulcé
irreplaceab #0tos and other files — perhaps as upsetting as if a collg
fire. Scamm§ depend on the feelings of shame, quilt or embarrassment
victims from‘reporting the crime as well. Finally there is the stress of deating w
phone calis to the bank and cancelling cards, etc.

Falling victim to scams and p
of financial loss an

identity theft can be devastating to an individual. Can you imagine the stress v
a credit card or mortgage in your name and you were expected to pay their bil
take a very long time and can affect your mental health. Your credit score could:
your ability to take cut Loans.,

In the business world, scammers try to take on the identity of a real company 10
money or pay for services, or to extort money from victims, These are called ‘clo
scammers might send emails or set up a fake website pretending to be a bank,
should always checlk the company details thoroughly and report suspected clo
{e.g. Action Fraud) or to a governing body for that industry {e.g. the Financial Coy
relating to money). :

Impact of threats, information and systems on organisation

The impact on 2 business can be severe, especiatly if the company is fined mill
protecting personal data about its customers and staff. Here is a guick rundow

Data theft (data in transit and data at rest)

Data can be intercepted and stolen (unauthorised) when
» It is being transferred across a network or th
the-middle attack, and weakly :

LUnencrypted data

and/or competitors, and, in some cases, this could be a

indirectly. An insider could steal or leak data or create§
leaked and sold on to others, there is no knowing ho
the data is held.
Data can be either copied, deleted or modified slight

intrusion may not be detected for months or even yeas
security of the system. :

A system could be breached by an outside hacker dire;:3
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However the system is breached, there are many financial repercussions for the &
business may even be forced to close if it cannot financially recover,

In arder to survive, businesses need a good plan to deal with an attack. The best
first place by having good defensive measures in place. Don't think that it's just
attacked, although they're generally the ones you hear about in the news. Man
medium-sized businesses because they've generally got the smallest budgets fog
experienced IT managers in charge, and may be forced to pay ransoms, :

attacker. For example, a company-owned or political website, or social media

account, could be defaced by hackers (or ‘hacktivists' - a_ n ‘activists’) in

Ker or malicious
ed spreadsheet of accounts —
d for months. An employee coutd aiter

Data manipulation: there are so many ways that data could be edited by an E‘
usiness decisions could be made as a result.

'is similar, but may be financially motivated for personal gain.:
alter their timesheet if there’s a bug, allowing them to be paid extra, or an atta
balances and move out the money.

Many universities and other organisations suffered from the Blackbaud data br
millions of email addresses and other personal information.

Liniversity of

alumni and supporter dada security ir

pais of aurnt and 5
woh s operated by &1
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Denial of service

Denial of service is exactly what it sounds like — denying (stopping) legitimate l
service such as a website or server, Typically this is achieved by flooding a serve{s:;
netwaork connection becomes £00 busy 1o support legitimate users, or the server§
amount of traffic directed to a server might be several terabits per second, sent
contrelled by the hacker (a botnet). However, you could also say that taking a sy
outbreak or worm, or encrypting data through a ransomware attack, is a deniaié
to be taken offline by the 1T admins while the attacks are being investigated ang

Denying a service is designed to cause financial damage to a business through:
¢  Bbringing down public platforms and lost sales opportunis

. Deni:
¢ reputational damage user
¢  lost staff productivity if internal sy serve:
Denial of service attacks ar ‘large corporations as punishiment fo
the hackers ongase.. also be political; an attempt to take down the &

and it's difficult to know which requests are malicious. Go to 2zed.uk

Downtime is when a server might be taken offline by the attack, or might be swit¢
If data is deleted, corrupted or modified, then the data has to be restored from ba;
data might be restored first, there could still be several days before all of the syst;

Loss of reputation

s Public image - when personal data is breached, the company may be regui
their data was stolen. In large breaches for well-known companies, news mf
national news channels and in newspapers and anline news. Affacted custo
company, and new potential customers might be put off from joining the c

Loss of competitive advantage and financial loss

»  Competitive advantage - companies which have
their competitive edge over the competition;

property. A
»  Financial loss - it was thg! : kTalk breach could have cost up§
fmanaal costs : clude fines, forensic analysis, purchasing n

epind staff still need to be paid. ;
s  Reduced p'rbductlwty if staff don’t have access to servers, files, intranets a

their job, they will have to work offline temporarily, possibly on paper or on;
their work may take longer, and they have to manually add in the data once;
o  lLegal action - under the Data Protection Act 1998, companies could be finedf
Under this act, TalkTalk was fined £400,000 for its data breach. In the UK, thes:
information Commissioner’s Office (HC0) - this was the largest fine that it had
see https://ico.org.uk/about-the-ico/news-and-events/talkialk-cyber-attack-he
the-ico-investigation-unfolded/
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However, TaikTalk was probably tucky. Had the breach occurred a few years
covered by the Data Protection Act 2018, which significantly upped the ant
can be dished out. For the most serious breaches, there is now a maximum:

global turnover from the previous year, whichever is greater.

in 2020, the ICO fined British Airways £20 million after the theft of details ¢
passengers. The hotel chain Marriott International was fined £18.4 million ,
records were accessed six years previously, and occurred before Marriott evﬁ
was responsible for the breach. The fines could have been a lot worse - thé
million for Marriott and £183 million for British Airways! :

in August 2021, the online retail giant and web-hosti mpany Amazon x
unider GDPR. This is significantly larger than issued. :

1. ldentify two ways that worms and viruses differ.

2. Why are grey-hat hackers perhaps acting morally but their actions are sf

3. While creating a new version of 2 spreadsheet recording sales for the ye
overwrites last year’s sales instead of creating a copy and editing that. ¥
accidental damage?

4. A person is victim to identity theft and has a credit card taken out in th@fs:z
problems that the person could face. Z

5. Explain why data theft is a problem for businesses.
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D2 Protecting data

Processes and techniques for protecting data and
systems

So we now know about the threats, While no system will be 100 %
secure, there are methods that we can use to reduce the risks.

File permissions and access levels

Access can be restricted to computer system resources such as drives,

files and printers. For example:

¢  Payroll and HR may be the only departments wi
and highly personal information (e.g. on st
- see the screenshot

'ployee might only be given read access to some
shared drives

e  System functions could be disabled entirely such as new software
installations, access to the control panel or command prompt, efc

These settings can be implemented in various ways. For example:
e Giving only certain staff admin accounts that allow them to access

servers or more shared drives
e  Selecting access to specific usernames only

e  Setting appropriate file permissions {based on username or members of p .A

e  Setting group policy on the server to automatically block certain activity

File permissions refer to security controls that a user can set to secure files from

editing or formatting.

Afile that can be shared and edited by more than one user is a read-write file, whi(%
accessed and read and can also have data written to it {for example, when the file a*

You ¢an change the attributes by making the file read-only. Selecting the read-
from being overwritten or amended. The file can be opened and read, but chan
existing file name. If you wanted to make changes to a read-only document yo
from the read-only check box.

Backup and recovery procedures
We need to keep copies of our impo
is lost or corrupted. Backup i

case the original copy
9t copying those files to

external storage me

Most compa ill"dack up their most important data every day, some
even several™#yigs a day. Without data, the company wouldn’t be able to
function effectively and could even close,

We can back up:

e  anindividual PC or Mac using a backup utility built into Windows or macOS§

party tool

& A Server or many servers at once using built-in server backup utility or thirdé

remote machines are copied across the network
¢  asingle file or folder, or the whole machine
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There are several types of backup that are used:

A full backup includes all files that are to be backed up. This takes the
longest to run and takes up the most storage space. A full backup might
inctude ali of the following:

e  User profiles and user data

e  Shared drives and shares

»  Databases {customer, sales, efc)

¢ Email databases

You may hear the term ‘system image’ backup. This is an exact clone of a
hard drive, which includes the operating system, applicationsand ali data.
Restering this backup will restore the device back

An incremental backup backs up only the;
backup (either a full backup i

A differential bbckup is slightly different. Like an incremental backup, a full back{s:s

differential backup copies all of the data that has changed or was created since §
since the last differential backup). So if a full backup was performed on Monday.
backup would include Tuesday’s files. Wednesday’s would include both Tuesda
The backup time will increase each day, but restoration is faster than incremen
latest incremental backup is required following the full backup restoration.

Disaster recovery policies enable a business to recover quickly after its servers hay
the following:

e 3 cyberattack, such as data deletion or modification, or a ransomware atta
e  physical theft of drives or servers

e 2 fire in the building that has destroyed the sever

e g flood or other natural disaster

e hardware failure, e.g. tos many failed drives or a Tailed server

¢ data corruption

¢ accidental deletion by a member of staff

»  power cuts ~ in the UK it is very rare 1o lose power for more than a few ho

can occasionally experience a day or more without power (e.q. Texas in 202

{f the data is hosted in the cloud, the owner of the remote server will be respons§

disaster management plan. The IT department in a business that uses en—premis@;

maintaining and implementing the plan.

Crp media. Backups are usua
pe/disk. Some systems even inser

The plan will rely on data being restored
to another server once or twi i
aummatlcally.

3y

o

ackubs is kept off-site in case the whole site is destroyed. T
taken, the lesSdata is lost. The faster the business gets up and running again, t
of long-term damage.

Components of the plan include:

¢ the frequency and storage location of backups

¢ the physical and logical security of the system

e who is responsible for updating and implementing the plan ,
e the gctions that staff should take after a disaster to get the data restored ag
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Of course, a disaster recovery policy is never idle or forgotten about, gathering c
remain up to date at atl times with updated job roles (rather than staff names be

replaced over time), and include any new risks, mitigations and updates. The prc

cccurrence, Regular testing of the backup system is necessary.

The disaster recovery policy will include:

¢  What everyone will be doing to ensure that no steps are missed, the worl r«

don't perform the same task.

e What staff should and shouldn’t do - everyone in the company might be m\

on paper temporarily and not reporting news of a breach to the media.

e  Who is responsible for making sure that the backup is ru g successfully, 1
when and how data is backed up, which drlves day, off-site sto

#  Timeline for disaster recovery — whi pment will be restored
infrastructure needed by t %t to run successfully), and which i

e  What W|ll need toh

purchase 'for the move, and how the data will be restored at the new loc
cover the loss of staff, for example, if the office is located in a hazardous

Passwords Password'f
We use passwords to log in to websites, services such as email, and letters. n
devices. A password is a string of letters, numbers and special authenticats

characters, Passwords are often not particularly secure because or service iry
we're terribie at remembering strong passwords. :

CleY 2DXR*1£d)2r%gWo is a very strong password - it’s long, and it contains a
letters, numbers and symbols. It would take a computer billicas of years to try di

The problem is that it’s terribly tricky to remember |

are trying to remember 20 or 30 such pas
use simpler passwords. The m
'm not joking, 123456
passwordl il

eople often
swords include, and
111, gqwerty, abc123, and
hese, go and change them now!

, « that the length of a password is more
important than its complexity.

When you sign up to sites, there are typically reguirements such as
setting a password containing a minimum of eight characters. Even
s, many people use the same password across many different

servicas because it’s easy to remember, This is a bad idea. If your password is
find your email address, and you've used the same password, then they have a
they can just use password resets to lock you out of any services that don't use
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People also recycle passwords - they simply add another number to the end. S
to ‘password2’ or ‘passwordl?’, but if someone found your original password, t
You should also regularly change your passwords as an added precaution, just
already tog in to your account.

The more secure a system, the more frequently users are required to change it ~
every three months, or every year, 5

You should never write down your passwords or store them in a document on y(
desktop. The best sclution is to use a password manager that you set one long b
fo - that software will store all of your passwords in an encr
those passwords into sites and services.

You could make up a mnemonic to rem
London, it was great!” would b
it would take about 302
guessing th

“years for that password to be cracked. Nee

Some docu are confidential or contain sensitive information which shoutd ery
Document passwords are added to make sure that unauthorised users cannot acces

When a character is typed in it is displayed as a ™ or «. This is to ensure the priva

Physical access control

You have probably seen in feature films that employees in some
comparnies or government agencies carry access cards that can be used
to access specific parts of a building (usually with a villain attempting
10 access the parts that they shouldn't). This is true of many
organisations — only a few trusted IT staff will have access to the
server room, while a regular employee might only be given the code o
the front door. They may have a card that allows them to enter the
buitding only during their contracted hours, and new starters may not
be given the door code for several months untit they are trusted.

You may find this when vou go to college or university - for example, your acc
enter your department building, specific libraries, or your own hall of residenc
access, your card may only work until, say, 6prm.

We can use traditional locks and metal keys, swipe cards and biometric locks {w
iris) to:
e« physically lock the room where data is stored (e
®  secure access to the building (including,y:i
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Highty secure facilities, such a
They are unlikely to
buitding’s <

; hich can be weak points in the
S may also be used at night.

We can also % down computers and devices. For example, laptops,

computers and other devices can be locked to a desk or immovable object,
or placed inside a cage and secured with a tough metal cable. When locked
dowrn, the mechanism to open the cases of desktop computers is alsc

disabled, meaning that hard drives cannot be removed. When travelling, alway
your person or within sight, and use a2 plain-looking bag, such as a rucksack wit
rather than a fancy-looking laptop bag. This may deter thieves. :
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Many devices such as laptops and phones alse have a fingerprint sensor built in:
button. You might be able to use a camera to log in using facial recognition, or §
pattarn of your voice for verification. :

Some systems use two-factor authentication - a combination of a password ans:§
smart card or key generator. This adds security if the device is stolen, as both th
password and the card or key generator (2 physical token) must also be 0btainec§

Keys and swipe cards or smart cards can be siolen or borrowed. Biometric securg;f;g;
can be more secure, but some older systems could be hacked with a detailed
photograph (modern systems have removed this limitation as the paints are viey
privacy concerns over companies storing personal data s a fingerprint. Sob
person if they choose to alter their appearan v cognition may not v

Digital certificates
Digital certificates have; in computer systems and netwaoris. Th

owner or pyg

or you will get a Warning that the site might be unsafe. In January
2019, many websites owned by the US government were inaccessible
because a government shutdown meant that expired certificates
couldn’t be renewed - even the NASA website was unavailable
without attempling to bypass security checks.

You are probably most familiar with the certificates used
1o verify the owner of a website. You will find one
associated with any website that uses HTTPS. You can
view them by clicking on the padlock icon, like this &,
They used to be green, but now they are grey or black
because they are pretty much expected.

Some browsers, such as Firefox, witl warn vou if you are
not using HTTPS (no certificate). You may have to turn this
feature on.

N If you run your own server, ‘y

Y . 5
RN certificate. Because anyone ¢
certificate’, they're not trus
a warnina (like this screenshy
‘want to access the
vanced’ button and

Your cornection is not private

The most trusted certificat
_ authority, or CA. Certificat
e— i s companies such as idenTr
GoDaddy, DigiCert, Global

- ‘ require a fee to generate e
@ Go to zzed.uk/11526 E expire after a while, perha
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S

Subject Alt Names

You will see certificates or digital signing in other places tog, such
as driver and file signing within the Windows operating system,
Here’s an example of a file used by the application called Steam,
preduced by the company Valve. Digital signatures are also
required when installing printers and other hardware. Documents
can also be digitally signed, instead of signing a printed copy.

Protocols ;
We've already discussed what a protocol is (the rules for communication), and my
further and discuss how HTTPS works. f

We've got a clue by looking at the detail of the BBC’s certifi

generated (~- on that later). The web browser requests the TLS or S5L
connection from the web server. The server responds by issuing the
certificate {which is the part you can view) and based on the encryption
key sharing, the connection is secured. Your web browser will check that
the certificate is valid ~ which is why all of those government sites were
inaccessible in lanuary 2019,
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In addition, we encrypt our connection to the wireless router, In a home or sm
(WPA = Wi-Fi Protected Access). You should be familiar with this set-up - ever
network uses the same password and is verified by the router. In larger busine
user has a unigue password to connect, and the authentication is handled by a
server, This makes the network much more secure,

An older and now very insecure protocol is WEP (Wired Equivalent Privacy), whic%

You may have noticed ‘AES in some of the screenshots - this is just the type o
Standard). You may also see the older RSA encryption still in use {(named after
Ror Rivest, Adi Shamir and Leonard Adleman).

Using antivirus

Antivirus software stops the d ion and running of

In the past, this could slow
down g computer, but

Antivirus — software that scans incoming files
and applications, and when the need arises
nowadays the performance quarantines and cleans up viruses that aim to
drop is minimal, harm your system

Antivirus does this by looking for the characteristics of the files, their
behaviour and processes on the system against a set of known malware signat
infected, it may attempt to remove the infection (disinfect), delete the file, or
placing it in a protected ‘quaranting’ area. Antivirus software is essential for la;
recommended for smartphones and tablets.

This means that the antivirus must constantly update its definition of known t
manufacturer by downloading the files from the server several times a day; for
MacAfee, Sophos and Microseft. Each time new a new malware sample is provi
definition is made. Because this set of definitions can be very large, some antiv
an active Internet connection when running for best results. It can make check
database as the downloaded version might contain only common and recent d

But as there are thousands of new malwares created each day, there is often a
created. Therefore, antivirus software tries to detect unknown threats based on
replication or high CPU usage. :

‘osoft Defender), 1 COPYRIGHT
and Sophos). Paid-for vers*ﬁ?‘é PROTECTED

Antivirus is often preinstalled with the operating
{e.g. Avast and AVG) or paid for (e.q. :
subscription fee for the produ
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Using firewalls

A firewall simply allows some network traffic to pass through, but
blocks other traffic. This atiows us to specify which traffic is security
legitimate, and helps block hackers from gaining access to the system | network
by blocking the ports (doors) that can be exploited. We determine
what traffic is allowed to pass through and which is blocked using a series of ru
certain ports, P addresses and domains, etc. Firewalls usually come with comm
admins can change (configure) these rules to meet the needs of the business.

Firewalls nearly always filter incoming traffic - this is to help prevent

hackers from accessing the internal network. Some, but not 24, filter

cutgoing traffic generated within the internal net suseful

because the firewall can sometimes be usec't alware program N

from ‘phoning home’, or uploadlnn - remote hacker. Firewalls that §
‘ o .

filter both mcommg a are ‘two-way’ firewalls. §

between the public Internet and the private LAN. All network traffic passes
the network infrastructure is located behind it, Hardware firewalls can be ¢
a web interface. They are expensive and purchased with several years wor
renewed. After several years, the device may ne longer be supported and th
hardware, sometimes with an upgrade discount.
2. Software firewall - this can either be built into the operating system, be pa
suite, or be a stand-alone application. The software firewall is a second lane§
firewall, but it also helps to prevent a compromised computer on the mterm%
malware gcross the system.

A proxy server can be used to achieve a similar effect.

Methods of encryption

Encryption is where normal text (plaintext} is converted to cipher text using an
algorithm and one or more ‘keys’ which are often very long numbers. This mean A
if an encrypted file is intercepted, then it is very hard to read it without the key{
needed to decrypt it. Using two keys (asymmetric or end-te-end) encryption is m
more secure than using one key (symmetric) encryption. ‘

This makes it very hard - often impossible - to unscramble or ‘decrypt’ the data
without the correct key(s) as millions of combinations of numbers must be used |
crder to decrypt the data. The longer the keys, the harder i decrypt an ‘
intercepted file.

€)“‘IS more secure than a system
decrypt because it’s easier to decry

A system that uses two different
uses one key (symmetrlc) t
asingle key s

bn uses one secret key that may only be used once. The key
might be 128‘ bits or 256 bits. It is used to send large quantities of data. it’s fasti
encrypt and decrypt, but it's not a particularly secure method. :

Asymnetric encryption uses a public key and a private key, The keys are both prirﬁié?
numbers that are multiplied in order to encrypt the data. The private key (one oﬁ
the prime numbers) is used to decrypt it, and is used by the recipient for that
purpose. Secret keys can be exchanged through asymmetric encryption. Because
the numbers are larger, the process is slower and reguires more processing pcw
but this is essential for the safe transmission of data.
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Stored data (data at rest) :
We can encrypt individual files, databases and whole drives using a password or
when taking data off-site - a lost USB flash drive is less of a problem if it’s stro
encrypt sensitive data and password files — theft on unencrypted data or drives |
constitute a major data breach and large fines can be imposed. :

In Windows, drives can be encrypted using BitLocker, individual files can be enc§
syster), and individual applications such as Word and Adobe Acrobat can set pa

Data during transmission

We can also encrypt data as it is sent across a network and th
encryption keys. This means that if somebody intercent
middle attack), it is harder for them to read
methods of encrypting data. For e
e  Set Wi-Fi passwords th
= lse HTTPC\

Internet using
(2.g. 2 man
e use a Lot of differen

“tie'connection to the router 3

ta across the Internet (including cnline bankim;%gg

nd social media) — look for the padlock icor in the

some browsers can be set to warn you when a site only uses
HTTP. Browsers used to display green padlocks and bars, but have since :
removed the green because it's now so normat to use HTTPS.

e Use VPNs to form an encrypted network tunnel across public networks

e Use encrypted communication platforms such as WhatsApp and Signal

¢  Use apps that encrypt all of their network traffic

e  Email is also encrypted when it is sent {e.g. using TLS)

Current legislation for protecting IT systems

The main legislation that affects the UK is the Data Protection Act 2018 and GD
Regulation). We'll cover these in depth later in this companion. f

Al businesses that handle personal data (names, contact details, and other persona
history} must comply with the spirit of the legistation. If they don't, and data is brea:‘i‘f‘:

The impact of legislation on individuals and organisations
There are lots of methods that businesses should or could. !

o comply with tE“

On a personal level, you now have more ¢
reguest that the company updates

“data, can request a co

mpliance can be expensive (but not as expe;E
company g ~.~\eg|s'ter with the Information Commissioner's Gffice (lC(
appoint sony r collectively take ownership within the company to controt P;
bodies and large data -processing organisations, a specific data protection ofﬁce

From a business pe

These appeointments cost money, as do the creation and implementation of plans, aﬂ
- antivirus, firewall and anti-spam subscriptions, and upgrading to newer, supportes

T

Other requirements could increase administrative work, such as fulfilling inaforrmE
subjects’, whom the data is about such as you and me, or ensuring that all of the:
data outside of the European Union, et ’
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Codes of practice from the Information Commissioner’s Offic

Each IT system is unique, so there’s not a single cover-all practice to comply w
use the guidance and follow it in spirit. But the exact wording of legisiation ca

Codes of best practice are published by the IC0 (3 public ICO — Information Cc
body that ensures that information rights are maintained) body in the UK respors
that sets out the sorts of things that companies need to do in | example, businesses 1
order to be compliant, with guidance on specific subjects immediately notify th
such as marketing. Since the i1 systems and types and use of
personal data are broadly specific to each industry, the trade associations sometlm
industry (with sign-off from the 1CO). For more informatio it the IC0, go to hit

Industries will often have a professional bg &3 with them, which hel :
e rinspect the business to ensun
sional body raises the performance of both}
=67 as awhole.

1. Explain why a business will restrict access to data between staff in othe
2. What is the role of backup within a disaster recovery policy?

3. Why does adding physical tokens, such as a key generator, make digital &

4. Why are firewalls used within business-grade {7 systems?

5. What are the advantages of using asymmetric encryption over symmetri

Level 3 BYEC T — Unit 1 Learner Companion Page 79 of 122

COPYRIGHT
PROTECTED

‘ Educmtion




® E:Impact of IT systems

| @ How individuals and businesses use IT systems and are impacted by them
How we source, verify, process and interpret data

E1 Online services

Using online services is now a big part of the ever

fmany peopie.

Using online services in;

Retail L
Online shojy bas - ..y'taken off since its development in the 1990s. :
Amazon, fory ble, started in 1994 as an online bookseller and has (§

become the biggest online retailer in the world, selling just about

everything. In 1994, not many of us even had Internet access in our homes,
fn 2020, $197.3 billion passed through Amazon's online stores. This doesn’t A
cover the huge sums that Amazon took in from its online web hosting service, AW
video streaming (Prime Video}, smart speaker market (Alexa) and eBooks platfor

Nowadays, most physical stores include an online counterpart in order to stay ¢
for a lot of customers who can order online 24/7/365 at a time that suits them.
because it's cheaper to operate warehouses than high-street stores, and shoppii
bricks-and-mortar stores are closed. With online shopping, orders can be sent ¢
via courier and parcel delivery services, click and collect from the closest partici
local delivery depot, convenience store, Argos (for eBay) or other participating s

In 2020 and 2021, we learned to rely even more on online shopping during peri
weare closed by the government, peopie chose not to go to the shops o reduce
people testing positive for COVID were forced to self-isolate and, therefore, wer
homes. Food delivery slots from supermarkets were snapped up weeks in advan
for the first time ever, and that trend is likely to stay in place for the time being

Online selling platforms are also set up for third-party use; for example, busines
account with eBay and pay listing fees, along with a percentage of the final sale
their own goods, and can set up an online shopfront, allowing customers o see
for sale. eBay is a very general selling platform, but specialist,platforms are also
AbeBooks, and music, e.g. Discogs. Some people ha tire businesses b
for example, buying up pallets of returned it : ms bought at charit
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\\W‘m i ~hy of these selling platforms
are also open for individuals to

list and sell items. These are

C2C (consumer to consumier)

sales. In this case, the sellers

and items are located in private ho

the seller is responsible for packagi

highest standard) and must organis

or drop off the item at the courier’s

shop / post office counter. Some se

their homes; for heavy or bulky item

option. This type of selling is common through eBay and Facebook Marketplace. N

collectables through Etsy, as well as st items on specialist sites.
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Financial services
lust as shops started to close down, banks also closed. | recently saw news that &
over six years, 200 towns and villages had only one remaining bank. Not everyor
services, or can travel to the nearest branch. Others prefer cash; for example, to

purchasingb ®You can also invest in Premium Bonds online. If you are a Pr
automatically entered into a monthly prize draw whereby a computer called ER
Indicator Equipment) randomly selects the prizewinning numbers of Premium B
saveral iterations of ERNIE over the past 60+ yearsh

Education and training

Following the coronavirus pandemic, you should be experts in the use

of online education systems! Here are just a few exampies:

e Virtual learning environments (VLEs) - online teaching resources
and document downloads, quizzes, coursework submission,
antine work feedback, etc,

»  Online revision platforms, such as ZigZag Bducation’s eRevision
platform - hitps://erevision.uk/

e«  Online video courses, e.q. https:/fwww pluralsight.com/

e  Online exams (some new GCSE packages, and professional gualifications s
exams at home instead of taking the exam at a test centre)

e«  Open University courses (usually paid for, with some free Openlearn modulg
https: /S www.open.edu/openiearn/ 3

e MOOCS ~ Massive Open Online Courses, which are free -~ https://www,mog%

News and information
Print newspapers have been in decline for many years b 2 of digital offering
During April 2020, print sales for some of the UK’
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- people went shopping less
grganisations like schosi

Mary news sites such as BEC News and Meiro have always been free (the BBC usy
to offer a3 news service on Ceefax, its teletext information service}. You can sign
receive personalised news. ALl of the papers have a website - some are free, suc
cthers, such as The Times, require a subscription to access, or allow only a Tew fres
called a ‘paywall’. The Sun temporarily introduced a paywall in 2013 but removed
with the free Daily Mail,
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News channels are now broadcast online, such as BBC News 24 Live, and Sky N
YouTube. The main news channels also upload clips to news sites. Major news
raporting, such as government press conferences, that include links to Twitter
sources {although this can lead to ‘bubbles’ and sharing of fake news, or biased

News [s also uploaded to social media sites such as Facebook by news companie-é
articles shared by friends. Z

Entertainment and ieisure
This is a very broad category! We could include video-sharing sites
such as YouTube, catch-up TV channels, streaming services,

podcasts and music streaming, such as Spotify.

Entertainment could also include down
muttipiayer games online from
through the online st
Sony and Mgt
smartphoney 2 ablets Some support both in-person and remote
play, and many board games are available online.

However, online gaming can be addictive and expensive (as can online gambli
purchases to buy upgrades, downloadable content, and loot boxes. Loot boxes
recent years because some people see them as a form of gambling by paying m
winning prizes. Children have also racked up large fees on their parents’ credit
- it's hard to visualise them as real money, especially if they have a points val

Productivity
Again, there is & wide range of online productivity apps for many different devi
applications such as Office 365 and Google Docs to VolP applications such as
tools and instant messaging such as Slack, and apps that support remote work
tools on the modern waorkplace are discussed in the next section.

Booking systems
MNowadays most things can be booked online rather than over the phone or in
person. This includes transport (trains, buses, agroplanes, etc.), entertainment
such as cinemas and events, tourist attractions and theme parks (sometimes

cheaper online so that the staffing requirements can be known in advance).

Holiday and hotel bookings are also commonly made online, as are restaurant
bookings (shown) and services.

¥an be shown
st e turnstiles at the
j that can read directly from your
he booking and collect the payment, suct

Some bookings generate a reference number or bz
directly on a smartphone, or printed or v
entrances to attractions have
separate app is requi

Online boo 1 be much easier and quicker than booking on the phone, is
the business¥®wer staff costs). However, those without access to the
Internet cannot use the service and could end up paying more,
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Uses and implications of:

Transactional data
Every time you make a purchase either

. . . Transactional data -
oritine or in store, in a coffee shop, etc., you  § jnformation generated when

generate transactional data. This includes goods are sold either at the till
the date and time, the store number, the or online with details about the

number, customer details, etc.

purchased, the payment method, and so on.

While this data may not be particularly useful to you, it’s crucial for the
retailers. On the short-term basis, they need to know the '
s¢ they can order more stock if necessary. But

Your parentsjor you!) may have loyalty cards for various supermarkets. A Loyalt;%
track everything that your household eats. Based on tracking your purchases, t :
you've got children, of if you're vegetarian or vegan, if you have allergies, when
how many people are in your household. They can send you money-off vouchers
buy, or think that you might like, to try to keep you a loyal customer,

Remember that transactional data ism't just about retail. It's generated when you
your library account to view a magazine online, claim on your insurance, pay off
between bank accounts, efc, Businesses also generate transactional data intern

o~

Targeted marketing

Targeted marketing is the sending of Targeted marketing — promotion of
promotional material to a specific goods to specific people, e.g. based on -
demographic such as a specific age group or | their previous spending, loyalty cards,
sex, or those who might be interested in or demographic

purchasing the product. They might have 5
purchased scmething similar from the company before, or have cookies on their§
computer {you may have noticed that things you look at on online stores can :
follow vou around the Web),

Here are a couple of examples of targeted marketing:

g customers

Email marketing works exactly as it sounds - emall
g malls are sent as

to sell new products, services and events.
HTML format, allowing for attractivg
images, often setup in f
pixel that can, s
senders wogy
in sales). Fo

clljding fonts, layout and

vi2si They often contain an image or a

- her the emails have been opened, helping
ftective the marketing campaign has been (based on the ni
%aason, some email clients such as Outlook automatically block in

Email marketing can be very cheap {(compared to postal marketing, for instance}%
thousands of recipients at once. Businasses can either send out the email from E,
accounts with mailing companies such as MailChimp, SendGrid and other provids
chance of the emails being flagged as spam by the recipient’s email provider.

Businesses need to set up their mailing lists based on customer opt-ins and cura’"é‘f
expired addresses and honouring unsubscribe requests. The biggest shake-up to
requirernents, which are discussed later, f
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Social media adverts are displaved within the newsfeed of users of sites such a
celebrities {governments, even}, Social media can deliver highly targeted ads b
status and what you've interacted with {commented on, liked, visited, etc.). The
and can be effective. During 2020-2021, the UK government targeted social m
messages concerning social distancing and vaccination.

There are many other forms of advertising, such as paper-based and telephone A
large number of non-addressed flyers and brochures appear on the doormat {a
paper recycling bin).

Website advertising — many websites partially or fully fund themselves throug
by other companies. They often make use of cookies, the small text files stored
websites — that’s why you often see adverts for the itegn ou've looked at
delivered as banners across the page or down the:: most ohioxious a

many people use browser ext
revenue, some site :

o
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ntil you have disabled the ad blocker for i
yle and local news sites.

Adverts also % before and during many online videos, including YouTube -
maonetise their work. You can often skip these adverts after a few seconds, dep
Sometimes these adverts are fairly specific 1o the genre of the video.

When you visit a website, g small text file called a coolde is sometimes stored
an automatic process, but now because of privacy concerns (in EU and UK law
confirm that you are happy for them to be stored on your device,

Some cookies are very useful or are needed for core functionality of the site. Coo
access recently viewed items again quickly, and keep the items in your shopping

However, cookies are usually stored in plain text and can be read by other Webs§
advertising services to see which sites you've visited and show you adverts relati
probably noticed that things that you've looked at on shopping websites appear;

You can take a look at which cookies are stored on your computer. You can set
automatically if you're concerned over your privacy. Some antivirus software m
especially the ones that can be used o track your online activity,

Collaborative working
Many companies have embraced online technologies, which allows for the follos

»  World teams :
o Members of the team are located | ntries
o This allows recruitment fr ' .arger talent pool
Multinational cor are resources and workload between

o rce allows for a rich melting pot of ideas and

#, making products more innovative

e Multiculturalism

o Teams include a wide range of backgrounds, cultures and religions

o  Barriers are broken down between race, gender, age, etc.

o Veryinsightful, allowing the team first-hand experience of launching
products across different markets - they know what is accepted and
what is taboo across different cultures, how the product could be
tailored to different markets, atlowing the right products 1o be
delivered in the right places
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e Inclusivity :
o Modern tools such as methods of input into computers and the use of §
use and access the technologies if they have disabilities :

e  24/7/365 :

o By having access to teams around the world, the different time zones E

used to provide a much longer service, which is an advantage. For ex

= Customer service and online support chat can be carried gut in d

areas of the world to maintain 24/7 support - helped by the Inte

cheap global telecommunication. Countries that don’t celebrate

festivals or public holidays are able to carry on receiving calls if

contact centre is closed for the day.

=  Projects can be completed mo

country is able to pi

to leave messa
Allows. i

e team finishes for
eyileft off - modern commun

shouse is closed

e  Flexibility :
o Much greater flexibility for off-site and on-site work, and hot~desking,,f
casuatl, temporary and permanent staff. A laptop and VPN set-up would

staff to work in shared meeting rooms, or work at other sites and office
terporarily — while still connected to their base office,

o Staff are not limited to warking from a specific country ~ a UK worker &
temporarily work from a holiday home in France or Spain, etc.

o Greater use of part-time staff and experts, and individuals (could be self-g

can be contracted for a specific project on an hourly or daily rate of pay -

With greater flexibility and off-site working, it could be difficult to monitor and cc
are not all in an office or a central location. There is now a wide variety of online
the following types of tools {some platforms could provide some or all of the feat
e  (Collaboration tools
o Allows the sharing of workflows, dashboards and progress updates, vir%‘?'
lists, progress or time tracking and updates with the team
o May include document upload and storage, and version control

o Examples include Slack, Google Docs, Microsoft SharePoint

¢  Communication tools
o Allows voice, video, instant messaging, ema;
o Work on desktops, laptops, maobile n::
o Allows for virtual meeting :
o  Some business

s and screen shari?E COPYRIGHT

léts, etc. :

‘n is more dispersed PROTECTED
ote working tools such as Slack as :

xional email

= 'to propose ideas and solutions to problems and
Garates on the project
o Messages are read when each person gets back to their computer 5
o It's easy to see when people are online, offling, or busy / in a meeting :
o Chat history may be available 5

. LOY
o May have file-sharing functionality ‘ EdUCG‘tIOﬂ
o Examples include Slack, Zoom, Skype, Teams, GoToMeeting
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¢  Scheduling and planning tools
o Each part of the project can be planned out with time frames and con
updated if progress is slower or faster than expected -~ can produce

o  Tasks can be sent to each member of the team and calendars update

o Online calendar functionality to find the best time to schedule mesti

o Staff can add events and tasks to their calendar :

o  Examples include Qutlook and Google calendars, various task managerr}g

Give two positive effects of online retail to mers or retailers

k

5. How do online systems improve teamworking?
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E2 Impact on organisations

. Visit
Use of IT systems in: IKEA
Stock control

Knowing the amount and location I Stock ¢
of stock is one of the most crucial '
aspects of a business. Busi
need to be a' ™

o computerised |

nitor the amount of goods

drmipany has in storage/warehousing

so that more goods can be ordered
when they're running out

customers or®RTir stores, and be able to price products accordingly.
There's no point in keeping vast numbers of items in stock that
rarely sell, while frequently running out of the bestselling lines,
Many retailers work on a ‘just in time’ system where new stock is
automatically orderad to stores when it is running tow. Using a
computerised system is much faster than completing a stock check
by hand, and allows for a real-time system.

The availability of stock is often displayed to customers online so that they kno 5
is available in local stores. Shopworkers also need to know whether a specific i
when a customer asks for it. Similarty, a library might withdraw books that hav
years, or move infrequently borrowed items into storage to aliow new books to

The stock control system will operate from a large database. Each time an item o
be checked in. This used to be done manually using a handheld barcode scannei
as they are scanned all at once, automatically! Each item will have a specific shei
Sometimes when you order items online, you'll see the stock lacation, such as a

Data logging

Data logging is where data is recorded using a sensor and a data logger, and is el
or transmitted to a server in real time. This can be done without a human

being present. The data can be transmitted across the Int ifor example,
across the mobile network) or recorded onto a mer: iere have been
lots of different data logging devices dev: .
monitoring of volcanic activit .
river. When thev are p'se e, they can be used to inform important

COPYRIGHT
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Data analysiS

Once data has been collected {either manually or automatically}, it can be proc
and trends. That can be done manually or automatically; for example, a

raport of live-dashboard could be updated. The example dashboard below
provides real-time information about a company’s web servers, which could

be a useful tool for the system admins if there are complaints of poor
performance, or if there is a higher than expected level of web traffic that
could indicate a denial of service attack
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General office tasks

General office tasks are carried out every day in millions of offices
around the world. Basic tasks include using word processors and
spreadsheets, emailing clients, and tasks involving web browsers. There
are aiso the back-office uses such as processing invoices and payroll,
accounting and all other tasks required to run a business,

Can you imagine calculating staff payroll for a business with a thousand staff?
lines in the middle of a page of handwritten text? IT systems, that are network
business, mistakes to be quicidy correctad, and precise calculations.

Creative tasks
There is a wide range of creative tasks, e.g. producine
advertising, video and animation productin

COPYRIGHT
PROTECTED

used in protOtyplhg during the design process.

9

Advertising

Brands are using new ways to retain existing customers and find new
customers, including innovative augmented reality, OR codes in
adverts, and through product placement on TV and by sponsoring
YouTube videos.
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Manufacturing :
Manufacturing now uses a lot of computer-controtled equipment and machinery.
numerical control} lathes and other teoling/cutting equipment. These machine
maore precisely than by hand, making them a big advantage in the workplace.

Security
Technology allows for security £o be increased. There are many different types oﬁ

physical and logical; for example, biometric and other door control {including ke‘:%s

atarms and CCTV. Some of the access can be monitored remaotely, and some tech

impact and implications of IT systems
While many of the impacts and implications of imp
online systems, the IT system as a whole cox
and the platform for the online se

nore important, forming

User experle 2o

dissatisfacti e doesn t work well or breaks frequently, takes a long time o«
end of the day, a computer system is a tool to do a job. You would complain if
saw when building a fence.

e  Ease of use - is the system easy to use, or are there too many buttons to
something that's non-standard (such as using the shortcut Ctrl + £ 1o close
data as you'd expect)? Is the interface consistent and intuitive? Does it heip%
it keep running if you make a mistake?

e  Performance - is the system nice and fast (and, therefore, you feel produc :
and often freeze or crash? When you're doing technical support and the us
slow, you need to be able te work out whether the actual computer is slo
related fo network speed or the response time of online systems.

e  Availability ~ is the system available whenever the user needs it? Ispart ¢
working to a tight deadline and information/services is/are unavailable, th

e  Accessibility - the systerm must be adjustable and accommodating to any
include software or settings within the operating system for things such a
integration with screen readers and other technology. Hardware could incly
devices, as well as microphones and speakers for voice control and narrati :

¥

Employee and customer needs

Any new system, or change to an existing system, needs to be carefully chosen &

staff are met (i.e. they can do their jobs as easily as, if not eas
standard of customer service is met.

r than, before), a

Cost
The cost of implementing

dting the system for many hours each day. A computer $~.

ould run into thousands or even miliia§
se and installation of the equipment or soft
g staff and maintaining the system - fixing bugs i
¥Ssues and replacing failed components.

associated wit!
costs assockls
troublesho

implementation

When an organisation chooses a new system {ranging from new software to entirg

are several methods that they could use, depending on the amount of acceptable§

The pilot methed is the siowest and most cautious approach, This is where the &
few users; for example, to a single department or subset, or to only one location
gives the opportunity for issues to be fixed, and the system can be tweaked to o
pilot testing goes well, than the system can be rolled out to all users with a hi
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In the parallel method, the new system is set up before the old one is taken away
problems with the new system for all or some tasks, the users can switch back
are alsg advantages such as training, which can take place at a slower, more ¢o
the staff workload.

With the big bang method, the old system is removed ang
at once; for example, over the weekend, or during a ho
shutdown. This can save money but can be the riskiest
ability to quickly fall back on the old system. Staff mus
system quickly, which could be a challenge if the new s
the old one. '

tem will be test
it the existing parts ©
planning, procurement, in

Whichever method is used, the
requirements are met and compatibility is m
timescales set for each part of the jmgis

dii'with current systems

.iave evolved over many years. Due to the cost and co
wo; for example, new servers will be purchased when needed,
operating system will occur when the older version becomes unsupported or in
company might have outgrown current infrastructure, and a wide-scale change

When adding a new part to the system, it is very important to check that years
the new system, or that older scftware is compatible with new hardware or a neg
physical ports are available or can be adapted to work, '

Upgrade work should be planned te aveoid busy periods, and might take place dL
a weekend,

Productivity
in a well-designed system, the productivity (output for a unit of time) should be hig
is responsive and the correct software for the job is used, and all necessary tools a

Working practices
The system shoutd meet the demands of the business; for example, staff working

and across different time zones as appropriate.

Staff training needs
Whenever a new system or a new piece of harr
how to use it. This will be the same

staware is instalied, exis% COPYRIGHT
ho'joins the company after the ¢ PROTECTED

This initial training will incly: e basic functions. Over time, ongoi
the additional Sgatu are. Training could be done in smatl groups (
onting, or ¢ .g. for more advanced features). Sometimes, representati

might provi
User support
. . . /09
Large companies usually have an in-house technical support Useri )
department which deals with problems. There is a hierarchical support | peqp ; ‘ EdUCG‘tIOﬂ
system with first-line support dealing with the majority of the servi
problems. if they can't deal with the issue by visiting the desk or using docu
remote desiktop software or talking the user through a resolution, the telep

issue will be passed to second-line support {and eventually to third-line
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support, for the maost difficult issues to fix). There are fewer people at each lev
difficult problems. Many people enter IT as first-line support, They use a ticket
notes and see it through to resolution. Fixing is alse prioritised - a smail issue
workflow of the user is far less urgent than if nobody in a particular office can

Smaller companies may not have their own internal technical support and will
service provider (an external company who looks after the issues). They may h
resolved within a fixed time frame, called an SLA - a service tevel agreement.
agreed time frame, the service provider could be fined for breach of contract.

Online communities can be used to great effect for user support, with users re
support staff or, sometimes, volunteers will respond Th
frequently asked questions (FAQ) can be ans
such communities will sprout up

dade availabie to all u
as'Users support each other.

documentatlon and procedures will have been created

Security

Whenever a new system is implemented, or eguipment is added on, there will
We've already covered the basics of security, Staff will need to follow any acce
necessary, follow any procedures to ensure that security is maintained.

1. How can electronic systems improve the efficiency of stock control?

2.  Suggest two possible systems where data could be transmitted and Eog:
come up with two of your own suggestions.

3. What is the role of testing when a new T system is being Empkemented'%
4, Explain why staff need both initial training and ongoing training.

5. Anemployee has a problem with their machine. How could they ensur

\\ resolved?
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E3 Using and manipulating data

Having quality information is important to stakeholders - that's anyone who has.
interest it a business, and includes staff, customers and shareholders. Some of th
pecple may have invested their own money into the business, if they have purc
shares, They needed quality information before they bought those shares to ass
whether those shares were worth buying, and need continued information such
company reports and finance information, otherwise they might sell those shar

Those managing and making important decisions at the top of the businesses

hiave large amounts of up-to-date and accurate information at their fingertips.
need to know that the business is profitable, that target ing met, which
are selling well, and those which are not. Th w the state of the m
which trends are taking off, and whi ’

problem and‘qw&kly solve it.

Sources of data

Primary data and secondary data

In your Geography class, you might have stood outside a shopping
centre to ask shoppers where they travelled from, or sat at the side of a
road counting cars. This is primary data because YOU collacted it, for a
specific purpose. Primary data can come from surveys and
guestionnaires, focus groups, interviews and from a census.

In the same way, a business can collect primary data. This data might be captu
is generated, through an online survey sent out to customers, or information p
business knows exactly how that data was collected, understands the strength
cotlection, and can ask very specific guestions {or run specific gueries froma d
perfectly fits with their task

Becondary data, however, is data that has been produced by someone :
else for a different purpose. For example, a company might purchase Secon
secondary data to complement its own data - to see whether their buys ¢
findings match other people’s data or conclusions, or to provide doesn;
another data set to compare to, perhaps for a similar product . '

field.
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ollated by specialists.
eport than to spend hours or d
dble than primary data; however, as t
and they might find it irrelevant or misleadi

Secondary data can be much cheaper to obtain
organisations - it is cheaper to buy :
Secondary data can be mo
is less certainty

Here are so amon secondary sources:

»  Books -2 wide range of published material including data tables, analysi
Sometimes you might use the other person’s conclusions to compare with
to spend more time doing some original research {time-consuming) - for e
climate change and read the diary of a scientist written 200 years ago.

»  Government reports and statistics - a wide range of statistics are available;%;
trusted. You can usually download spreadsheets or CSV files containing ra‘/\é
are also included. Websites usually have a search function so that you can f

ag
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¢ Magazines and jowrnals - including periodicals and scientific literature. T
Literature review to see the research that's already been done (no point du
students spend a whole year doing this! The articles also tell you about ot
and results. Appendices may publish summaries of the data that was colle

e«  Websites ~ beware of the age, bias and validity of the data. Anyone can ¢r
probably safer getting data from a site such as a university or a governme

Judging and ensuring the reliability of data

Take a simple quiz question such as ‘What is the most common pub name in
the UK? That seems like a very easy fact to check - just find every pub on a
map, and tally them up in a spreadsheet (until you realise it:
there arel). If you search the Internet, the commo
“The Red Lion’, but one site says that th
Lion', another 543 (close!), but
sites tell you that The B
others say izt

is that it's
called ‘The Red
84 (nowhere nearl). Some
‘the second most popular name, while

So why is thXa#89 much variation even for such a simple question?

Accuracy — we don't know who compiled the data behind those statistics. it
could have been an official body, such as a government official keeping
frack of landlords’ licences, or it could have been anyone on the internet

who accidentally forgot to include a few here and there.

Always be wary of where information came from; for example, an online
encyclopaedia that anyone can modify, it could be a personal opinion

presented as fact, or someone misunderstanding or misremembering

semething that they had read elsewhere. If you lock at online technical
support pages, you'll see all sorts of ‘fixes’ that won't work, are bad advice, or are:
didn’t understand the topic enough and wrote what they thought was right, or wh
used a certain word in the wrong context. 5

Bias — maybe the person didn't like a particular town or ¢ity and chose to exclu(??é}i%

or increased the number of the name they liked - a bit extreme, but you get the

Bias is where you project your views or preferences into your writing. Perhaps you

one political party over another. You might write only positive things about the ¢
its failings, or maybe you don't write anything positive at all about the parties y0§
writing a product or film review and don't mention the negatives, Biased writing §

A manufacturer won't tell you about the bad things about their product because
cut about those parts on the review sites. :

R

R,

information can become out of date if th round the data have
infermation about those pubs

new ocwners m|ght chan

that it's not 1
wouldn't ju

When we use online sources of data, we should always check that it’s likely to
date, or we can't rely on it to make informed decisions.
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Methods of data collection :
The fundamental to information management is colfecting information, This can be
e  anonline questionnaire, survey or sign-up form - this information can be rr
automnatically
¢  a paper-based guestionnaire, or notes from discussion, interviews of Dat'\ix
focus group — the notes can be enterad into a database system later dat3§
s information downloaded from the internet 5
¢ printed material, including books, reports, Letters, et
e ideas and understanding provided by the staff within a business

Survey
Surveys are often used to gauge an opinion. A Lty a short
set of questions.

1 up to mailing lists are sent links to ontin

: yMonkey for minimal cost. Sometimes there might
Rarped into a prize draw as compensation for your time. You may §
customer sat™®action survey when you dine out or go shopping - details are ofts
business uses your feedback to improve its service,

e

Surveys might be shorter and less detailed than guesti '
closed numerical, binary or limited-choice questions.
questions, such as an optional box asking for any other ;
include ranges (e.q. on a scale of 1-5, 1 being very unsaé
satisfied), Writing questions without bias can be tricky, &
an expert and test your questions on a few people befl
to check that they understand the questions.

Questionnaire :
A guestionnaire is a set of questions that are given to customers or @ Qu
small sample of the public - similar to a survey, but often theyre longer
and more likely to be given in person or over the phone. For example, a
developer might send & questionnaire to residents in the streets
surraunding the proposed new building, or university students might
select a sample of residents {e.g. every cther house in a street) for a coursework

Interviews may have more open questions to allow for more open discussion, T
rapport with the questioner which could lead to better participation (but could
think that the interviewer wants to hear). The questi so judge misun
puzzlement, and can rephrase or adjust the aug ¢ s§ary.

Focus groups
You may have seen a he TV series The Apprentice when the
candidates §§ vrously bad product to a group of people, and a
lot of (some fes‘érved) negative feedback ensues — maybe we're
mainly shown the bad bits for the purposes of the show. If you don’t watch
that show, a focus group is where a group of around 10 people are invited
to meet at a specified location to test and discuss the advantages and disadvanta
supervision of & moderator. The people chosen for the focus group should be fam
are testing/discussing - there’s no point selecting someone for a taste test of an
asking someone who doesn’t cycle to test a new cycle helmet, etc. There may be

and they might be previous customers or express an interest in being part of the
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interview

An interview is a formal discussion between the inferviewer, who asks
open guestions and makes notes on answers, and the interviewee, who
responds to the questions. Most of this data is qualitative, i.e. words
rather than numbers {guantitative). This means that it is harder and more
time-consuming to transcribe or input, but the level of detail and depth

is much better. interviews can be conducted in person, via webcams, or just oves

people because of the high costs and long process. Here are two examples of w
¢ Undertaking detailed research 1o gain better depth. Interviews are useful be

form or survey, allowing further questions and details to be provided. The it
with the interviewee allowing for openness, and is able to gauge whether t.
later questions. &
ers are great for whity

questions, rephrasing questions if necessary and ch
e A job interview — while paper forms, CVs 2
of candidates to the few most :

Sometimes there is a tel

with them for a few years). Interviews allow the candidate to
elaborate on what they've said on their CV and impress the hiring
manager. But job interviews work both ways ~ the candidate gets
to ask questions too, finding out exactly what the job involves
and to get a feel for the company and its culture.

Reasons for ensuring data accuracy

In order to make the correct decisions based on information, the information m

and unbiased - we must have a full, overall picture. It's difficult to satisfy all of

amounts of time checking things, but we should do the best we can. Remember
in, garbage out’. If you put incorrect, out-of-date or incomplete information into:

sales forecast isn't worth the paper that it's printed on.

Methods of ensuring data accuracy
Yerification and validation

Data validation is a way of making sure that the data that is inputted makes se

if it appears to be valid and in an expecied format or tolerance, I we are enteri
system might check that they all start with 07. If we're typing in dates
of birth in the format 01/01/2008, there shouldn’t be any letters.

[ata verification is slightly different. It is a check that the data is corract
and can take place when the data is initially entered (e.g. if you need to
change a password you'll need to type it in twice to cheg, oth
match) or a further check later on (for example. st customer
contact details on file remain up to datg): mes‘we verify that data
remains intact when we copv “ he copy to the originat.

Data verificouli

Here are tw hécking that the data inputted is correct.

Double entrﬁ'l'sffnply typing in the same data twice and checking that both ins

people to type in the same data independently and checking for @ match. If the
will need to be entered a third time. But as this takes at teast double the time,
business. This reduces possibie errors such as typos or human error.

Here are some examples:

¢  When you change your password you'tl need 1o type in the new one twice t

mistake ~ this saves you needing to reset if again.
¢  When typing in handwritten data sets - to make sure there are no typos o
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Manual checking is a laborious and time-consuming task. Another person check.%
e  This resource will have been proofread by an expert in the English languags
grammatical errors - the stuff that spelicheck misses, and to ensure that ¢
Simple errors are corrected automatically, but if there's anything that is un
will go back to me, the author, to correct,
»  An expert in the field will also be asked to read this work to check for mista

and recommendations. In the academic world, this is called peer review. Befx

they are given to several experts to pick up errors and holes in arguments c
journals are accurate and can be relied upon to be as correct as possible, @

# In business and government - documents, forms and IDs are checked by s '
out to the customer. If you get a prescription from v tor, the box fro
of initials. One set from the dispenser, a other pharmacist t
what the doctor prescribed. A
e  Scmetimes businesses

Data validation tools

A data type check checks whether the data entered is in the correct type, e.g. t
age box, only numbers are enterad intc numerical fields, etc. This would indicat
the wrong fields in a database, for example. Checks could take place as the data
run on a database to flag any instances. 5

Format checks and input masks check whether the data entered is in the correctﬁf}

combination of letters or numbers. This is achieved with the input mask - using§
determine the correct format and number of characters entered. :

A length check checks either that the exact number of expected numbers has been

inputted, or that the number of characters within a specific range has been inputte

For example, if you were measuring something where the answer is always thr
digits, the check would be for anything other than three digits. But for somethi
like a postcode, where you could have gither 5 or 7 characters, that range shoulg
be allowed. In reality you might want to use 5-8 characters for the check as pecé
the middie of each postcode - some won't, 50 the minimum still needs to be 5.

Limited choice - when there are only a few (most impaortant} options that can be

allow for quicker input, and standardise the answers for someone locking at the%
enline surveys, questionnaires, forms and when making -ases ontine; for ex;
expiry dates and checking the box to say that yo Aae terms and conds

Here are three types:

when entering dates you will have numbers

. '-'Several years as drop-down. Addresses might have & |
counti untries.

s  Radio buttons - only one of several options can be selected. If you try to
second option, the first is deselected {think of an old radio or TV with phy
buttons - if you change the channel, then the previously selected button pg
hack up).

e  Tigk list - when you need 10 select two or more gptions. The first two o;jtic§
remain selected, untike radio buttons. :

® Drop down lists

T
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A presence chadk simply checks that something ha\
field (but the presence check itself doesn't check &
When you use online forms, you will often see an
indicate that some input must be entered. i you my
the page won't let you continue when you click suy
infarm you which field you need to complete in o

A range check is a check 1o remove data that mig
outside of an expecied range. Maybe you made a
example, if | entered my age into a form as 150 years old, that would be outsid
therefaore, rejected.

41y data so that you ca
nto'software and the software

ut you have a great aunt who marri
_ s is outside the expected range in case you r '
s still possible. Being 150 years old isn’t!

Sometimes you may just be given a warning
Let’s say that you are entering your
to take place between the
Up 2 wWarning tag ot o

accepted by 1

Methods ‘f'e'i(tracting and sorting data

Spreadsheets and databases are often used te extract and sort data.

Retrieving the information can be as easy as opening up a spreadsheet or documé.:
and navigating to the correct tab or section of the document. In a database, the
information can be selected using a query. This will output all of the data that ny
certain criteria; for example, the email address of each customer who has signe
service in the past month se they can be sent a newsletter, or a list of customers%
not paid their bills on time, E

Of course, most businesses still collect and store information on paper. This met
very inetficient — paper is bulky and must be located and retrieved manually. In
someone guickly opening a file while sitting at their desk, they must walk to the%
room and sift through folders, files and pages to retrieve the information. Z

Alookup is a function in spreadsheets which is formula-based. It can be used to
cell from somewhere else in the spreadsheet. This saves a ot of time and reduc
copying data, and means that the value only needs to be updated once if @ mist

Specialist software can also be used, that can also produce reports.

ample, you could
robably used the

Sorting the data arranges the data in a particular order; f
vatues from largest to smallest, or categorise the 4
in Excel many times before.

Numerical and da .
Once the dazwl ved, it must be processed. This is a way of making
informatior nderstand or read. For example, the information could be§
or moved arS™d - manipulated. The information could also be processed - for &
dispiaying the information in a chart. E

Modelling is using that sales data to generate new information. For example,

previous data could be used to project the number of future sales, cr to change
different variables to see what happens - what-if analysis. While useful, these
models might not be accurate, and they cannot forecast major events such as |
recessions and global pandemics. Of course, during a global pandemic, complex
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models are used to forecast the number of cases given different scenarios. Thes
advise the government on the effect of different policies such as the timing and
of modeis can be assessad by comparing the output to real data. For example, if
coutd asi it to forecast data in the twentieth century, which we have a good dat

Analysing information

Analysing information is about working out what it means; for example, using t
patterns — is there a ‘correlation’ or relationship between two variables? A supe
much extra ice cream people buy depending on the temperature outside - it us
past sales information to quickly increase the amount of ice cream in its stores
sunny weekend.

Presenting data and results
There are lots of ways that w
projects and reports

data. We often incorporate the da

Tabies are ro®s and columns of printed or displayed, tabulated data. They are uz
amount of information, but they can be difficult to interpret.

They are used in company balance sheets, reports and accounting records, and
experiments, and included in journals and other scientific and technical websit
numbers, but many tables also display text

Tables can also be displayed in a spreadsheet. Spreadsheets can be large stores
and columns (down), while each data point is called a ‘cell’. Spreadsheets are s
Excel, or Pages on the Mac) which are used to store and display data (including
mathematical formulae are used to make calculations and analyse the data.

Spreadsheets are used by businesses to perform thousands of different function

The first ever spreadsheet software was called Visicale (visible calculator) and
computer, the Apple i, in 1979, It was so popular for generating sales projectio
businesses purchased that computer just to use the spreadsheet! What-if analy
seconds, rather than hours of manual calculations. Some of those first projectio '
inaccurate, based on the data that was fed into those early spreadsheets!

Charts and graphs

We have all produced and seen charts and graphs, which are visual

raprasentations of data. You've probably drawn them ou ‘sheet of

graph paper, or used a spreadsheet to show thi science COPYRIGHT
experiment, or from fieldwork data PROTECTED

§ ean the same thing — but there’s
w15 technically the output of mathematicat
¢ chart is just a way of displaying data.

We use the terms ‘graph’s
a slight diff geelil |
maodelling, ¥

There are lots of different types of chart, such as bar, pie and scatter -
different types of chart will be appropriate for the type or format of data
that we want to display.

ag

Education

Charts can be used to show trends in data that would be difficult to spotin a tat*}%
data on the same chart, or show two charts side by side to compare them. ‘
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For example, we could use:

&  pie charts to show percentages or proportions

e  bar charts to show and compare different categories

¢  histograms {like a bar chart but each bar touches the next) to
show change over time

e  scatterplots to compare two variables

s line charts to show a trend between two variables

Finally, to present a summary of data, e.q. for a presentation or for
a general audience on your organisation’s social media, an
infographic could be produced: a visual summary of key dat.

erface is well designed, or err
: s of the public enter data online, staf
er entering customer orders for the kitchen, or ju

Ease of use
The forms for data entry should be clearly and consistently labelled, using appro
designed buttons and drop-down menus. Remember that if somecne is filling in
quickly as possible or they might get frustrated and give up. The form might have
next” or ‘submit’ button, but with the ability to go back if they have changed thei

If a customer services representative is typing in order details while a customer 3
be quick and easy ~ they don't want to keep the customer waiting, or make any
be speaking to them about something else, f

Here are a couple of examples:

5 GOV.UK

R

\
\R:z\k\ This is R AEW SE0VICE - Your

Apply for a passport

/

it help us fo imprave it §O8 lueed

{f you're appiving on behail of an adutt or child, answer these gusstions
with thelr defails rather than your own.

oo

Doyoulive inthe UK?

The passpoifs : ¥cation uses a very simple layout - radio buttons, a continue &
There’s also an |mportant information box, written in very clear English.

The Aldi survey gives a series of boxes that correspond to blocks of numbers pri
‘Next’ button. To make it easy to find the number on a long receipt, a marked ex

Accessibility
The layout and text should be tegible to people with disabilities. The large print§
passport application are good examples, There's also good contrast and no colo
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Error reduction
Errors are reduced by using radio buttons, drop-down menus, calendars and Oth&‘j

of typing in the material {you could make a typo or type something unexpected)%
verification checks that we've already discussed could be used. f

Intuitiveness
Some interfaces are so easy to use that the user requires very little or no training
an example, it’s very obvious that you need to click either Yes or ‘N, and then ¢
that so intuitive, especially if they are unfamiliar with using a computer or the ty

Functionality
The interface must include all of the features that are n
related to the underlying technologies used

or required by t
e or the skill of the

Performance
The online survey must
load instany

SEpUt data, and having a fast, reliable web se
or timeouts, or the user will get frustrated and abas:

Compatibil
The software or web page should work on a wide range of devices. A lot of olde
are still reliant on Internet Explorer (I}, Once Microsoft stops supporting IE, th '
need to be migrated to newer browsers, Some functions don't work as well in d
developers must ensure that all of the users can complete the survey in theirb

be used by the public. :

part of your studies (any subject).

2, Acompany is testing @ new product with the public. What type of data E
most effective, and why?

3. How can we ensure that data is inputted correctly?
4. Explain one use of data modelling.

5. An employee needs to produce a report and visually represent how sale:
time. How could they do that? Give an example

1. Give one source of primary data and one source of secondary data that &
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F: Issues

2z

@ The moral and ethical factors in the use of information technology, and professié&i
{ @ The legistation that affects computer systems '
® That professional guidelines exist

F1 Moral and ethical issues

Moral and ethical factors of the use o

The terms ethics and morals are often u
good behaviour (morals) and

on technelog
eably. Itis helpful to diff€§
2Which is often based on E Ethics;z

princip;

Morals

2. Follow? of ethics if it exists for their industry and une:

3. Be affected by the morals of the leadership of the businesses

Cne difficulty is that often the law hasn't caught up with technological changes
are not developed encugh to have a universally agreed code of ethics, yet techm}
of power and influence.

Everyone’s morals are slightly different {unique to each person}; for example, wt
between what is and isn't acceptable. Therefore, someone may not believe that
they will still follow the ethical code. '

Privacy

Throughout the world, people are becoming increasingly concerned over
companies and governments watching their online footprint -~ the web pages
they view, the messages they send, and who they send them to. This is the
reason why people use VPNs to hide their Web surfing, and encrypted
messaging services such as WhatsApp. However, governments and law
enforcement are becoming increasingly concerned because encryption also
helps fuel criminal activity. Encryption isn't @ bad thing - it's essential for safe
online shopping and banking - it's just that if two criminals are conspiring te
CoMuMit a crime, the police can't foil it as easily.

ncern. However, ‘
be collected and
ut reading). They may irac
on, cookies, and identifiabie info

In isolation, a single piece of information isn’t too much ¢f:
to build up a detailed profile of a person. Your co;
buried in the small print that you of
devices. For example, shoppi

In general, governments have sweeping powers to monitor citizens, Pri
reducing individual privacy. For example, number plate recognition n::’;‘s
cameras are installed along motorways, and instalied in police cars. In k

the future, real-time facial recognition software could frack individuals
in public areas and when they visit certain shops and locations, or
commit minor offences.
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Environmental

As our population grows, and countries develop, the impact that we

have on the environment increases. We are CONSUMINg more resources
and energy than ever before, meaning that we are causing significant
and perhaps irrecoverable damage to Earth's life support systems and
our climate.

{T includes all of the computers and devices in the homes and offices all
cver the world ~ but there is also hidden uses of energy ~ all of the
cloud servers, the internet and communications networks that operate
24/7/365, and the transport used by the communications companies.
About half of the CO; generated by IT is generated by the equisment in our hom
and offices. The other half is used by the data centr: tribution netwo

But we must also consider other envirn
product life cycle - including:
¢ the metals and
o ics use rare materials from all over the world
&y quired and their disposal

water us®d in the manufacturing process

e  transport of materials, product and waste products

e the paper and ink, and other consumables used by the equipment

e  disposal of the products, including recycling

The carbon footprint is the amount of the gas carbon dioxide (C0;) that a persom}s

produces. The problem with C0, is that it's a greenhouse gas. The more we add
severe the level of climate change (global warming) will be. :

We generate CO; when we burn fossil fuels such as coal, gas and oil. Many count
electricity from coal and gas - and all IT equipment requires electricity. Even i
the worst polluter, coal, but gas is still our largest source of electricity.

IT produces arcund 1.4 % of the global C0O; emissions. The company Ericsson p

looked at the carbon footprint of [T equipment between 2010 and 2015, Despite%
fransmission over that period, they concluded that very little extra {0, was ge

We can reduce the carbon footprints by ensuring that new eguipment is energy-efi;
powerful {processing) but use less energy than before — computers run a ot cooler,
seen major shifts in the 1T industry towards lower-powered devices: :

»  Switch away from high-power consumption desktops to laptops
e  Switch from CRT monitors to LCD displays - the LLCDs were

initially using fluorescent bulbs so still got fairly hot, but now

they use very cool and efficient LED backlighting
e  Switch towards tablets and smartphones

» Improved energy efficiency and software
e Increased virtualisation and on
power is server based

20
: processing
it'computers can be used

ave seen an even greater growth in the
1 e, online applications and use of streaming TV
services - O™ are in danger of offsetting those positives on the
consumer equipment side,
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The underlying principle of sustainability is meeting the needs of
the present without affecting the ability of future generations. We
can translate this into |7 through:

¥ Reducing the amount of materials required to make new
products ~ some of the metals used to make smartphones are
onty mined in a few specific locations and the resources are
finite,

v Ensuring that products can be repaired and upgraded, rather
than needing to replace all of the equipment - again,
reducing the amount of resources used.

¥ Ensuring that hardware remains supported for man
that new software updates are released - tc
upgrade cycle (built-in obsol

¥ Ensuring that products 2r

v Promotm. o '

and

Ghanag
the

t to reduce the impact on thimate§

‘and usable IT equipment to charities for redis

d ink (through enabling double-sided (duptex} printing):

v he paper (and using recycled paper).

v To ensure that the products are easily recyclable - reducing the space tak

v Recycling products efficiently in the USA and Europe, rather than sending
where disposal can harm the environment and people’s health - burning
copper, or dumping in landfill.

cmnad

here are many benefits to green i1, which include:

Cheaper to run -~ lower energy costs

{Cheaper to recycle

Ability to work from home - less time spent commuting

Enhanced brand image and reputation - most companies have & sustaina
they show off their green credentials and environmental management syste
Stakeholders and customers expect it - this is called a “triple bottom tine’ (
- go green or lose sales! Greenpeace used te rank the major electronics ¢
they were,

RSN

\

Unequal access to information technology

The key barrier to communications is the digital divide - between those who

have access to technology and those who don’t. Those who don’t are cut off

from the many benefits and conveniences, such as online shopping and

access to services. Barriers could include:

¢  Age — some of our elderly population don’t kno
technology, and will perhaps never | :

¢  Wealth - some people just can '
phone contracts

® locatm"

\ se modern COPYRIGHT
cost of devices and ongoing feeé* PROTECTED

R

s still have fairly undeveloped communications n¢

Education
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Online behaviour and netiquette

The way that we behave online can affect others. For example, the posts that
we make or share on social media and instant messaging, forums and chat
rooms, voice chat when gaming online, and email. We are a lot more
anonymous online, which means that we are more Likely to be offensive than in
person, and we often share deep or personal things more easily than in person.

Most of the time, if we cause someone slse to be offended, it’s not deliberate. T
or what we said has a different meaning in other cultures. However, some peop
through cyberbullying, trolling (deliberately causing conflict), flaming {insults a
{creating a fake persona to target a specific person, e.g. to personal inform
people share fake news, either without realising it ely.

Muost of us are sensible online and
called netiquette (net etig
say generally ogeitizyg

af rules for being polite ~
HLEES are pretty sensible - essentiaily
hout using swear words, and if you wouldn’t
T one’s face, don’t write it online. Don’t send people

spam, breac? ,y?ight or hijack a conversation and take it off topic.

Seme online communities, including YouTube comments, use moderators {(either p
bots) to check that people follow the rules - if someone writes lines of profanity, t

H
§ This comment was remaved becouse it broke the il

AR aean vereadbece S8 L
R R A A

Here's an example of a comment that was removed because of poor netiquette.

And of course, public groups will have a set of ground rules about what is and | :
public Facebook groups, take a look at the rules. :

Here's an example of a computer group on Facebook’s rules:

Here we can' y see that the owners of the group are looking for good netig
flaming. The group is also shielding itself from legal issues if people posted dir
material from people with lower moral standards. ROMS were old games or cod
Some argue that by sharing them, they are not causing any harm or loss of inco
them many years ago as the material is no longer for sale. That's perhaps a valig
protected by copyright, which you'll read about later.

But they are also advocating freedom of speech - by allowing members to cheo
not sure whether something they want to post complies with the group’s rules, ¢
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Globalisation

Globalisation of technology has brought with it crime that uses the technology
- often from different countries and in a way that makes it very difficult to
trace. {riminals also use encryption technelogy to communicate with each
other so the police are unable to tap their phones, New laws are being created
in many countries to cournteract this but many also impinge on people’s
freedoms - which creates an ethical dilemma for the lawmakers.

There are a number of areas which have ethical trade-offs including:
e  Airport full-body scanners - do you want security or privacy?

¢  GPS technologies - during the coronavirus lockdown, 2
close proximity to a person who has corona
are tracking our movements.
Technology in warfare -

countries ard

sarne access to services,

Businesses are taking advantage of globalisation in the way they have restructu

10 be a bit of a joke in Geography that globalisation could be represented by a
Big Mac in China - and there’s some truth in this. Large multinational compan
information around the world at any time of day or night, and expand across n
lobs can be transferred to other countries where wages are cheaper. For 2xam
be based in the UK were transferred to countries such as India and the Philippi

As a resuit of the global access to information, traditional cultures are changing

watched videos online made by people in other countries? Or watched a Holly
social media and tried to recreate it? Or chatted online to a friend or family mers

It could be argued that we're all becoming more similar - more homogenised -
other cultures and adopting them into our lives. It's very interesting that regiona

are now much iess pronounced than only a few decades ago ~ TV and the Interp
suddenly see things that would once have taken months or years to spread acr

Freedom of speech and censorship
Freedom of speech means that a person or group of people should bte

able 1o say whatever they like (providing that it’s legal, i t hate crime
or racist) without any censorship or fear of persec:y isa human

right under the freedom of expression ur; ” L Declaration of
Human Rights.

31g7is blocked from view or suppressed - this
! spécific website across a whole country, bleeping
out swear w8 during a live online chat, or redacting text by
drawing thick black lines through it. Not all censorship is bad
though,; if's good to block things that are itlegal, such as instructions for
how to make a bomb, or text that could lead to setf-harm or suicide.

Censorship s

were developec%
us accordingly =

American drones kitling terroriss

ing globalisation by asking other countries to sign up to multi
is the payment of taxes from large multinational companies; another is the fact
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The Web was designed to be open, but countries around the world are restrictin
specific sites, and censoring some online conversations. This is a divisive topic. @

Here is a map showing how open the Internet was by country in 2020-2021,

rankings accordin

U gLveEn Lo ﬁ&,mmmgus

f

Q‘
&
3 _
O &
>

Free

7 Partly free

. Not free

- Not assessed

It is interesting to see such a map, but iU's strange how data is missing forsom E
that North Korea and China have the most heavily controlled and restricted ac
countries, most Western media access is blocked. in North Korea, very few peo
Internet and all use is closely monitered. In China, social media comes inthe f
service which Lacks strong encryption and can allow authorities to read messag
¢ get around censorship; for example, by blocking VPNs. Some countries alsg
massaging services such as WhatsApp over fears that the nlaiiorm could be us
political movements.

Because of this, some companies go as far as only providing users with very se
called end-to-end encryption), where the keys are stored on the user’s device o
cannot be forced by authorities to hand over the communications or encryptio
have access to the keys.
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Acceptable use
An acceptable use policy (AUP) sets
netwaork, i.e. which uses 2
do, 50 as longes
mentioned;

ple may and may not use a
: They mostly focus on what you camn't
iedal, doesn’t harm others and isn’t specifically

y OK.

AlUPs protect the network from attack, abuse, illegal activity and legal liability,
use it. You will normally accept the agreement by clicking a box to accept {e.g.
may be asked to manually or electronically sign an agreemeant {e.g. on your firs
semebody else such as your line manager will also countersign.

You may agree io be bound by acceptable use policies in iots of different scenany
e using your school, college, or university network
®  using a computer system at work

e  using a public Wi-Fi connection in a café or holiday home, or on the bus or §
¢ purchasing a subscription for a home broadband connection :
»  signing up te a social media site

¢ downloading apps

e gccessing or signing up to general websites, including forums

Each AUIP varies depending on the specific scenario. Some common don’ts in anz{fa
¢ Nodownloading or uploading of illegal material (e.g. indecent images of ck%
material} or copyright infringing content 5
»  No hacking or mabware distribution ;
¢ No activity that degrades the network performance for others (e.g. 24/7 ﬁie%
e  No spamming or sending unsolicited email (especially if you've been asked
e  No online bullying, defamatory or racist messages '
¢ Don’t let someone else log in to the syste,
«  No copying the content of the

0g in as sornecne els

UP. For example, the sections cover:
e  Scope : e policy applies to, e.g. staff and students at the colls
e Assets’ ¥ the policy covers, including files and information
s Acceptable - anything that is allowed (if specified) or anything that users ar
e  [nacceptable - anything that is not allowed §
e Monitoring ~ how compliance is monitored, e.qg. logs, web filtering, tracking?
e  Sonctions - the processes to investigate and the potential penalties for breg
e  Agreement ~ how you will accept the policy - tick box, {electronic) signatu

+%5;
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Purpose and role of codes of professional bodies

When organisations develop digital systems, there may be industry guidelines the
Digital has a framework that sets out core standards on technology and data by whi
in the NHS must abide, which will also affect private companies creating software ¢

(On the other hand, social media companies do not have a framework, and thereﬁ'
initiatives have not gone far enough to keep users safe, that the UK governmemé
framework in March 2022 as the Online Safety Bill, :

Impact of codes of practice on individuals and organisations
Ethicat decisions need to be considered at an early stage hy :
makers in the company where it affects the cost a
the same way that a company building.
for people who lose their h :
have ethical consider;
should congl

top decision-
faproduct. in
ave ethical consideration
S funning chemical factorigs should
sal of chemical waste in a safe way, so
"digital systems have consideration of their users’ he{

Sacial med Rtforms building digital tools for easy communication should consii
communication for paedophiles who prey on children, and for trolls who send mané
pecple for ne good reason, and there have been cases of Internet users encouragirf
issues to commit suicide. Companies building encryption tools may have those tog

1. Give one example of a moral issue and one example of an ethical issue.
2. Why are some people concerned about privacy?
3. What are the environmental issues associated with cloud storage?

4. Give one example of good netiguette and one example of bad netigue 'E

Suggest two threats to a free internet.

Wi
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F2 Legal issues

All information hotders {including businesses) must comply with the laws, and spg
changes. Companies who are abroad must also be aware of the laws in the count;
companies become more global, they will face greater challenges as they move c

Current legislation (with amendments)
{f you read books about IT from perhaps 40
handful of computer systems. That S pr
1o the internet, potentially
greater the chance of;

would say that your
today - and now those |
S access to that data. The maore place:

:is valuable because it can be sold on the dark web to cybarcri
identity theft &nd other fraud. Identity theft is particularly problematic because
and loans in your name and it can be very difficult and time-consuming to convine
you didn’t set up the account. At best, you could receive more scam calls, junk may

Computer misuse and Police and justice
Computer Misuse Act 1990

in the very early days of computing, there were no laws against hacking,
meaning that it was difficult to prosecute hackers using the existing laws
- sentences were typically light, if charges were possible. Howevar, the
law has since caught up with hackers and criminals.

The first laws were intreduced in 19%0 in England and Wales with the
Computer Misuse Act 1990, with separate provisions in Scotland, This law
made three things illegal, punishable through fines and prison time:

1. Unauthorised access into a computer system :
2. Unauthorised access into a computer system with the intention to commit §
3. Unauthorised modification of files '

Since 1990, the offences have changed slightly and the penalties have become ¢
has been introduced — now up to 10 years in prison and larger fines. These cha:ﬂ
Act 2006 and the Serious Crime Act 2015. ‘

COPYRIGHT
ng weaknesses into the cor§ PROTECTED

uter system (including modifying or defs

Linder these amended acts, the following are nov:
1. Unauthorised access into a com
2. lnauthorised impair

“or obtaining materials to use in acts of computer misuse:
and malware) :

Fighting cybercrime is difficult - many crimes committed go unpunished becausa}
locate. They may not be located in the UK, so prosecutors need to partner with c

‘ Educmtion
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Copyright, designs and patents

Copyright law protects works from being copied, published or performed by
others. Copyright includes books and printed publications, music, film and
television, and other artistic works. All material is automatically covered,
and generally cannot be copied until 70 years after the author’s death
{although there are limitations and different time periods, and it is slightly
different for material created for or by a business).

If vou find out that somebody else has reproduced your work, such as copied :
paragraphs of text from your book into theirs, you can sue for breach of copyright.

if a company wishes to publish an extract of copyrighted
need to ask permission from the owner - the ‘r
give permission, or ask for a fee. S
publishied under the protect
used for criticicae &

L, they generatly
The owner might E
mount of the work can be
g’ or fair use’, but this can only be
rexample, you could display a short TV clip and disE
weaknesse: ct in a review - but that’s as far as it goes. Sgme peopﬁ
gither by reviy their copyright claims and releasing the material into the 'pubiz
through the Creative Commans or a similar scheme.

For education and private study, you can usually photocopy 5 % of a boak, for es

Similarly, if you uploaded photos and video 1o social media, you would be pretty af
added it to their profile or website, You must be very careful what you post onlin
printed material, websites and posts are usually under copyright. For example, v
add a link to your profile, rather than taking a screenshot and re-uploading it to yo
copyright logo - © - as many people and businesses will add it to the corner of 2|

It's also worth taking a ook at the terms of use of the social media accounts tha
probably skipped through and said that you read...). For example, Facebook tells
your photos (hitps://www.facebook.com/terms.php). Remember that anything y

friends’ newsfeeds, so be careful what you post. @ Go to z2ed.uk/11526 |

Lopyright regulations {computer programs} :
Computer programs {and online content) are covered under the Copyright (Comé
{from 1* January 1993). This law stopped you from distributing or selling copi
network. But you were allowed to make a single copy of the software, Back in H\
cften purchased on floppy disks. Because the disks were fairly fragile, the first th
do was to copy the disk - it was expected that the copy was your daily working 3
damaged or corrupted, you would create a new copy of the originat. :

COPYRIGHT
ity of their working day. Disg PROTECTED
&ays also tablets and mcbiie devices. E
\ e in the workplace.
d'safety falls under the Health and Safety at Work Act ?9
; 1T equipment is covered under the Health and Safety (Dispiayé
1992, which remains largely unchanged.

Display screen equipment health and safety
Many workers look at a display scre
desktop computers and lapto
staff are kept ag.sa

Under the display screen equipment regulations: :
«  Workstation assessments - employers must check that the workstation is cu
starts the job, changes desks or a change is made to the workstation, and re
»  Employers must allow staff to take regular bresks from the screen, which ¢
such as making phone calls and attending meetings. There’s no specific g :
five minutes every hour.

Education
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¢  Emplovers must pay for eyesight testing if staff request it (either by arrangié
by reimbursing staff). The employer must also pay for glasses, but only if t
using the screen.

¢  Employers must provide training on things such as good posture, adjusting Z
breaks and reporting issues. Remember that many offices now use adjustaly
choose whether to sit or stand at different times of the day.

s Staff temporarily working from home — while a full workstation assessment a:
check that staff have a good workspace. If they work from home permanently

AT TR———

Data protection legislation

The Data Protection Act 2018 and the General Data Protection
Regulation (GDPR)

Because of the danger of hacking, and the importance of keeping
personal data secure, we have legislation in place to help protect it - :
for example, the Data Protection Act 2018 and General Data Protection Regulat
ragulations protect how data can be collected, stored, used and protected.

The new legistation was stricter than the old, and gave citizens greater rights or§
data held on them, consenting to the use of their data, and having their data re
the new legislation came into force in 2018, everyone received emails from doz
signed up to over the past decade or more, asking for permission to retain the d
allowed pre-ticked boxes to sign up to receive marketing emails, for example.

The penalties for non-compliance and for failure to protect data (e.g. breaches)
set the bar high - the maximum offence was the larger of either €20 million or &
year. In the UK, the euro price was converted to £17.5 million, and fines are hang
Commissioner’s Office. 5

COPYRIGHT
PROTECTED

Act 2018 / GDPR (which
came into force, so it became law

Below are the general principles of the I
1998}, The UK was still in the

erall charge of the data and sets how it
is processed ¥ e data controller. The employees who use the
data on a day-to-day basis are the data processors. They must
ensure that the data is used (processed; only as instructed by
the data controtler. The controller must ensure that the
processing has a ‘legitimate interest’ to the business, and that
the persen who the data is about (the data subject) has given
consent for their data to be used.

ag
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Collection for a specific purpose
The data collected must only be used for the purpose that it was collected for -
chogses to collect data, it must decide what data to collect, and why that data is 1
use that data for a different purpose, it may need to ask for consent again.

Only necessary collection
The minimum amount of data should be collected - only what is absolutely ne
relevant for the study. If you are a volunteer taste testing a new bar of chocola
company would need to know your mother’'s maiden name or your Naticnal ins
legitimately want to know your age and your gender because that information
for marketing if a bar of chocolate was particularly well-recei

Accuracy
The real world is complicated and chan
{and may change surnames), h
collected, but after

This could X ) ate, misleading or incorrect decisions to be made basedé
legisiation, Ly iesses should be very clear on where the data was collected fr :
make checks on the accuracy if necessary. If the data is discovered {o be incorr
corrected {or deleted} as soon as possible,

Only kept as long as necessary
In most business settings, except for archiving and statistical analysis, it is unliks
keep your personal data indefinitely. If you've bought something online, keeping§
your last purchase probably isn't necessary. In that case, the company should a
its data is still relevant, and delete or anonymise anything that’s no longer nece:
have a standard data retention policy, informing the data subject how long their,

Data subject rights
Remember that the data subject is the person whom the data is about. The dataé
rights to {be): 5
e informed - about how and why their data is being collected, the privacy a
e Access - anyone can request to see a copy of the data that is held about t

a month of the request. (Note that this is different from a Freedom of Inforr

for information from a public organisation, such as a local council) Z
#  Rectified - any incorrect data to be corrected, and any incomplete data con
s  Erasure - in some cases, you may request that a company deletes certain

the data is inaccurate, used only for marketing, is being used for a different:
¢  Restrict processing — stop the data being used for s Jurposes {a substi 5

made

Protected X
All of the personal data must be adeguately protectad from hackers, data brea
the business must have sufficient eguipment {a.g. firewalls}, antivirus software
in place to prevent breaches and ensure that the daia is safe. After the data an
necessary, the data must be destroved, e.g. by shredding paper and tapes, mag

Companies risk large fines if their systems are breached or if their protection ms
ICO of the breach within 72 hours of discovery, as previously mentioned, :
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Not transferred to countries with less protection
Not all countries have the strict protection laws afforded by the Data Protection:
flows of data are essential to our modern lives. :

This is why when you try to access some websites — for example, where the site
they are blocked from access, Companies that operate across the world might ha
countries and not transfer that data to others. In 2020, 2 judge in lreland (where§
centre) ordered Facebook to stop transferring any data about EU citizens to the |

While companies may reach agreements that any data transferred will be treated
U.5. Privacy Shield is no longer valid at the time of writing, m :

Lonsumer rights legislation
The Consumer Rights Act 2015 q¢
If there’s a problem, vout s
in preferen gl
rather than

U'refund for purchases made less than 30 d
r'1-6 months, and after six months, the same applie;
2 fund. This 30-day refund doesn’t apply to downloads, th@ug?§

The three requirements for the product are:

e  Fit for purpose ~ capable of doing the job it was sold to do

e  Asdescribed - meets the description or madel number

e  Satisfactory guality - in working, undamaged condition when sold (aithoug“§§
based on price and expected lifespan of the device)

Current accessibility legislation (with amendments)
Disability and equality legislation

Equality Act (EQA} 2010
This act aimed to stop discrimination, victimisation and harassment, and to bring§
discrimination laws. The act means that you as an emplovee or an individual in p
against for things such as your age, your gender, your sexual orientation, etc. Thi
discrimination - how you are treated ~ and indirect discrimination, e.g. a policy ¢
establishment. For example, when you apply for a job, an employer can’t reject v
skin or your sexual orientation, whether you have a disability but are perfectly cai
whether you are likely to need maternity leave in the next few years. Failure to c
lead to court proceedings and fines if found gquilty. :

This means that the use of technology should not discriminate, nor should anyo
technology for any of these.

y sCreen readers 50 i‘b COPYRIGHT
PROTECTED

One simple example is that websites should be re
people are not discriminated again

R

In 20006, the United Natic to challenge the perception that disabls
instead, theg body else - ‘subjects’, who just happen to tive with
disabilities have equal rights with non-disabled people, as they should b\
the same access to information in order to make decisions. It is also argued thaté
the Internet, is a human right. :

British Standards Institution {(BSI) codes of practice E dU
The British Standards Institution was set up in London over 120 years ago. The ¢ ‘

which mean that products made by different companies all adhere to the same
interchangeably, and ali have the same safety standards. 5

cation
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You have probably seen the BS! logo many times without realising it;
for example, metal covers in the street and many electrical cables
use the famous Kitemark’ - a triangle witha ‘B ontop and an 'S in
the middle. (When | was growing up, | thought that this logo
represented electricity itself, based on the S, which | saw as the sine
wave, used to represent alternating current!}

The BSI covers many different industries. Along with the general
management of customer service and environmental standards,
within IT we're probably most interested in:

e«  Biometrics (implementing biometric systems)
e  Data protection (personal information manag
#  Electrical and electronic (quality in ¢2
¢ T and telecoms (managing
e Information manaqg:

&

: proving customer service withas:si‘:a
nd secure information use)
tently in development - take a look when you read t

Open Accessibility Framework (OAF)
OAF guidelines provide a series of ‘steps’ to ensure that any computing platforrr*§
these are set out for developers to allow the software to be accessible to people%
platform. The steps for the developers include:
e A definition of accessibility, and how this translates to each platform. '
e Providing stock elements of the user interface (how users will interact withssé
¢  Providing tools to create the application,
¢  Providing support for the development platform.
e  Providing the actual application software that is accessible, :
e Providing various assistive technologies that work with the app (such as mc
screen allowed, and allowing alternative input methods). f

Web Content Accessibility Guidelines (WCAG) and World Wide Web
Consortium (W3()

The World Wide Web Consortium (W3C) was set up by the creator of the Web,
Sir Tim Berners-Lee, in 1994, just three vears after the Web's development. It
sets out the standards that should ideally be used with the Web, such as A
encouraging each organisation to implement the same version of the language
if there were major differences between each version it s would look diffe

COPYRIGHT

Part of the W3C is the Web Accessibili ) which publishes the Wgg PROTECTED

{WCAG). There have been se e guidelines since 1999, and by

ki

.

ifferent ways suggested to make the content availabie to people
limited sight {(appropriate colours and text narration}, deafness (subtitles and transy
{alternatives to voice input} and limited movement (input and navigation without &
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The principles of WCAG 2 are: A
s  Perceivable (alt text and alternative formats, alternatives for time-based ms
ways, and easy separation between the background and foreground).
¢  Operable (use keyboard-only navigation, provide time to read content, avoiié;;
seizures, and allow navigable, searchable content).
o  Understandable (all text should be understandable, websites should operat’fkf
user mistakes / allow for easy correction),
¢«  Robust {compatible with assistive technologies).

1. Give two examples of crimes under the Computer Misuse Act 1990, witk%

2. I you wish to reprint material that someone else has created, why do yc
permission from the rights holder?

3. How does the Data Protection Act affect you personally?

4. How does the Equality Act protect against discrimination?

\\5. Why are standards such as WCAG neaded?
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Answers

Learning Aim (D

Section Al

1. Multifunction devices have more than one use. A laptop has many different 5
applications to web browsing, gaming and other entertainment, such as wat
(& marks)

2. Allow any suitable example, and any use, e.g. games console for playirng gams
streaming platforms.
{2 marks)

3. Asmartphone is connected to the |
accidents and roadworks — ng
{2 marks)

¢an provide real-time upda
le with a stand-alone satnav.

_ §°SUch as online retail and click and collect (custemer sid
kirol and automated ordering systems, or creating a large databs

5. e.g. aserver (could specify a type, e.g. domain controller), which is not part o
local or Microsoft accounts are typically used. Allow other specific hardware
scanners and label or receipt printers that are typically only used in commerc
(2 marks)

Section A2

1. Any suitable suggestion such as a touchscreen which is used to control the sg
visual output. ~
(2 marks)

2. Automatic data processing saves a lot of time over manually inputting data;
are fewer and corrections are likely.
{2 marks}

3. Anytwo examples, e.g. screen reader, OCR (op
(2 marks}

4. Any two backup media such as tape or hard drive because of the low price a
media is cheap, the amounts of data that now need backing up mean that op
(2 marks)

5. Any two benefits that allow the replacement of magng
card), low energy consumption, very fast acce
{2 marks)

edia applications

COPYRIGHT
PROTECTED

L pes would really be a graphical user interface running on
CLis arcigg@®able for most tasks in the modern world because mast moder
Real-time and single-user single task are used only in specialist applications, ¢
every desk within an office, for example. Multi-user could work; for example, &
desktops on a single server.
(2 marks)

ag
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2. The operating system is crucial in interfacing between the hardware and soft '
written for specific operating systems. The OS also provides many valuable t
and network connections, which are used by the applications. :
(2 marks)
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3. Utility software perform small background functions and tools that are used ¢
software are used for the main tasks of the computer, and are used directly
procassor used to produce this resource.

(2 marks)

4. Open-source software can be used in a wide range of commercial appiicatior%
modified to suit the exact requirements of the user.
(2 marks)

5. JPEG because it produces small files due to the lossy compression / photos a\
text to use fossy compression. :
(2 marks)

Section A4 A

1. Anautonomous robot us e an awareness of its surrounding &
decmons Any “such as a device used to pick onling orders v

2. The car would need to make life-or-death decisions, potentially choosing wh;:é?.;
pedastrians, or decisions that could Isad to serious injuries. :
(2 marks)

3. Business - eq. training staff to operate machinery or systems. Entertainment
{2 marks) :

4, Driverless cars need 1o be taught what every potential object that they enco&{s:;
learning, the control software must learn to recognise different cbiects.

(2 marks}

5. Lack of standards, lots of sensors, e.g. microphones and cameras, cutdated s
personal settings. 5
{2 marks;

Section A5 :

1. Any two advantages, e.g. increased efficiency, easy to correct mistakes, central
communications, and data synchronisation. ’
(2 marks}

2. Any two disadvantages, e.g. single points of faiiure such as a failed switch o
or a power cut to the whole office, RSl and potential eyesight deterioration,
maintenance costs, and security concerns / data bre
{2 marks)

3. Implications of the system such as how easy the system is 1‘:“
and accessibility.
{2 Marks) me

4. ltis unigy :at the whole system will be replaced at once — the new part ne\
(Or, that™hie new system must be able to import all of the existing data.) ‘
(2 marks)

5. Anytwo explained aspects such as a time frame for implamentation, testing
which staff are migrated to the new system. :
{2 marks}
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Learning Aim @
Section B1

1. Wireless is more flexible {devices anywhere without wires), but the performaméﬁ
could drop. 3
{2 marks}

2. Satellite because it is available anywhere where there is an unobstructed viev
use cable are unaveailable / too remote for a reliable mobile signal. :
(2 marks)

3. Core network infrastructure, external and internal be
where there is a lot of electromagnetic interfe;
{2 marks)

f the extremely hi

«wiween the external public Intemet, and a

4. The router provides t

g2

5 Allow a &%cussion on bandwidth of the incoming supply, speed symimetry, aty
{2 marks) :

Section B2

1. Any two ways that PANs and LANs vary, e.g. size (PANs much smaller), the 1ty":§*E
and fixed equipment more likely on a LAN / portable devices and peripherals:
protocols (Bluetooth on a PAN, Wi-Fi and Ethernet on a LAN),
(2 marks)

2. Linking together resources shared in a head office with the branch offices; ¢ :
from a central location.
{2 marks)

3. Remuote working, such as connecting back to the office, and increasing secu
connection, such as in g café.
(2 marks)

4. Any suitable arguments over cost, e.g. the type of external connection, or wh\
internally link switches together.
(2 marks)

5. Any two suggestions, e.g. resort to paper, without files and information, man
is back online. f
{Z marks)

COPYRIGHT

PROTECTED
Section B3

1. A protocolgne | or transmission, such as information about theé

2. POP (alld®"

’OP3) and IMAP. Do not accept SMTP as the email is sent TO the
(2 marks)

ag
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3. Any two examples of VoiP, e.g. a video call with friends and family, ora voiceé
phone, or out to customers. f
(2 marks)

4. Must use the HTTPS protocol, which encrypts the network traffic,
(2 marks)
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Learning Aim @

Section €1
1.

Any two no large upfront costs, scalable (increase and decrsase as required},%
(electricity, maintenance) as all managed by the hosting company, :
2 marks)

Accessible anywhere so can be accessed off-site or in branch offices, allowing

2.
on location. Also allow discussion based on groups of people working coliab
tools. :
(2 marks)

3. Mobile devices could easily get lost , tos to the cloud allows
fost. Also allow discussion thz items such as email, contacts an
backed up. Using th tic and much easier than having to co

4. AVPN 3 1crypted network tunnel that allows you to connect to a reme '
locally), whereas a remote desktop allows control and use of a remate com
installed on the remote device.

(2 marks)

5. Coud server because mobile devices could be lost / doud servers have very
{2 marks) :

Section €2 ;

1. Any two possible reasons, with a wide scope, e.q. relating to giving too much
scope for bullying and cyberstalking, etc., or answers relating to sccial medi
too much time.

{2 marks}

2. Very short and may need 1o span several messages; therefore, could be mis
message in such a short time, imited educational value.
(2 marks)

3. Any two differences, e.g. chat roorms operate in real time and are private, Wh%‘é?:
and are often public. Z
(2 marks}

4. Any two reasons about how social media could damage a company's reputat%
complaints left by disgruntled customers, accounts ¢ ve hijacked by hack:
{2 marks) :

5. Any two reasons, e.g. paid for b ost is giving over personal da
services, users would swi
(2 marks)
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Learning Aim @

Section D1
1.

Section D2
1.

Two reasons, e.g. self-replication and stand-alone program for worms, where;
and are attachad to other files.
(2 marks}

The hacker is not trying to cause deliberate damage or steal personal data /
warn the owner about (moral), but the activity breaches the Computer Misu
asked permission to test the system (illegal).
{2 marks)

The damage was not deliberate or malici

ror / accidentally pre\
(2 marks)

Any two problems, ficulty involved in resolving the issue, crai

Any twd ns, e.g. loss of reputation and potentially customers, fines, iassiﬁ%ﬁ
lost advantage. :
(2 marks}

Some information (such as payroll and accounts) is confidential and should
Or, commercially sensitive data should be seen only by the fewest people poi
deliberate leaks. :
(2 marks)

Disaster recovery policies ensure that the data can be restored if there has
building has been destroyed. Restoring data from a backup is essential in thig
(2 marks} ‘

Tokens could include a USB dongle or key generator, or a mobile device to
authentication process. These are not available to a hacker, so most logins ¢
will fail.

(Zmarks)

Hard firewalls will be used at the gateway to reject unsolicited data packets a
firewalls help prevent the spread of malware from an infected machine within
{2 marks) :

Asymmetric encryption is more secure / much harde k because of the%

{Z marks)
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Learning Aim ®
Section EL

1. Customers — ease of use / convenience / 24/7 shopping. Retailers - cheaper iy
selection of customers.
(2 marks)

2. Anytwo examples of online education, e.g. VLEs, online examinations, MOOC
(2 marks) :

3. Anytwo examples, e.g. generated at the till - prices, payment type, ioyalty ca%zs
transactions, as well as back office and service desk applicati
{Z marks)

mers, or customers wha
company will target specific dem

4. eg. email marketing to a mailing list of ¢
targeted social media adverti
{2 marks)

lained example of online systems and modermn tea
: shared online documents that allow multiple authors, Voit
nunications, etc.

(2 marks)

Section £2

1. Continuously up-to-date log of all stock and its location, combines sales dats§
can be automatic. :
(& marks)

2. Any two plausible suggestions from the learner, e.g. anything with an online
generated by a solar PV panel, or the data generatad by a weather station.
(2 marks)

3. To ensure that the system meets all of the needs and compatibility before |
system slowly to provide feedback from the staff, as well as testing post-insta
that the system works as designed and success criteria have been met, :
{2 marks}

4. Initial training — how 1o use basic features so that statf can do their core roies%
in how to use the more advanced features. f
(Z2marks)

5. log the issue with the service desk at the company using the reporting proce
wiil then take ownership of the issue and escalate it if it cannot be resolved thy
(2 marks)

Section E3

1. Any suitable example based on the learner
obtained from an online source
(¢ marks)

ave been collect COPYRIGHT
f PROTECTED

involved have an interest in the product / de

2« %

3. Any suitable form, such as double-entry, manual checking, but also alfow errcs}f
entry, e.g. range/format/length checks. :
{2 marks} : i Qg

4. Any suitable use, e.g. to predict the change of something over time, such as ¢ EdUCG‘tIOﬂ
(2 marks) ‘

5. Use a chart, e.g. a line graph or a series of bars,
(2 marks)
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Learning Aim ®

Section F1
1.

(O]

Section F2
1,

(8]

(5]

Moral issue — something that is personal, such as deciding behaviour; ethica

stendards and practices. Any suitable examples of each, following those two §

(2 marks)

Any two, e.g. combining data, identity theft, keeping private things private.
{2 marks;}

Electricity generation required to keep the servers running 24/7 — which, it ge
increases climate change. :
(2 marks)

ing polite and helpful, and any :

Any one example of good netis
i language.

e.g. flaming, causing.

@is such as full government censorship / control of the Internet
bsites / intercept messages, etc.

specific""
{2 marks)

Any two clauses under the Computer Misuse Act, and amendiments such as
impairment, spreading malware, etc.
{2 marks;

The work is covered by copyright — it would be ilegal to simply republish sor*'féE

their permission / paying royalties (unless the use falls under fair usage or fai;
(2 marks) :

Any two suggestions based on the control of personal data, such as being al
opt out of mailing lists, or knowing that data will be sufficiently protected if iy
(2 marks} :

The Equality Act ensures that people are not discriminated against (action thq

applies to the workplace and to public places.
(2 marks)

To provide a framework for developers to make high-quality, accessible pro
standards from the learner).
{2 marks)
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