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Teacher's Introductio

This resource covers all the theory needed for the A Level AQA Computer S
for first teaching in September 2015 - with the first exams in June 2017.

Each main topic of the specification is given its own section in the resource

1. Programming 8. Conseque
2. Data Structures 9.  Commun
3. Algorithms 10. Database
4. Theory of Computation 11. Big Data
5. Data Representation : 12.  Function
6.  Computer Systems 13.  Systemat
7. Computer Organisation and Air

Within each section the tes covering the speaﬁcatuon content

- Visual Basic .NET

-

—  Python

— Pascal/Delphi

— Haskell (Functional Programming topic only)

Questions and tasks are interspersed throughout the guide to test and deve
There is also a separate set of high-level and assembly programming tasks
combine different programming concepts to test their skills as a whole.

Answers/solutions are included at the back of this resource to save the teac
comprehensive set of definite answers. In some cases, there are equally va
have been given.

As this companion also includes all the content needed for the separate AS
i September 2015, with the first exams in June 2016), content which is only r
indicated using the dotted border and A LEVEL stamp, as shown here.

! This is designed to assist co-teaching between the levels.
Update v1.1 - September 2016

A number of improvements, including (but not limited to):

e High-level and pseudo code fixes
o Haskell code added to topic 12 (Functional B

Free Updates!

Register your email address to receive any futune free
to this resource or other Computer Science resources
purchased, and details of any promaotions for ya

* resulting from minor specification changes, suggestions from te
and peer reviews, or occasional errors reported by customer,

Go to zzed.uk/freeupdates
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1. Programming

It is important to develop both practical skills and understanding of the theory behind t
will be assessed in this course. Although there are many different languages - all with
share many of the same fundamental concepts, even if they do work in different ways.

This section covers:
1.1 Programming pl 1.2 Programming

1.1 PROGRAMMING

DATA TYPES

In order to run effi e smneed to be able to handle all

forms ciiillis o

Wine a variable (see p.4), you must also declare a data type.
This gives the computer an understanding of how much memory needs
to be allocated as well as what operations can be applied to an item of
data. For example, you cannot store an integer in a variable designated
for storing text and vice versa.

Before you can start programming you must start with a blank canvas
and start with the basics.

Language-defined data types

Any whole number (inclusive of negatives and zero). For effi
Integer | will offer a varying size. In increasing order these are ‘short’
when accuracy isn’t of high priority.

Often referred to as ‘float’, this is any number within a range
are user defined. These can be whole numbers and contain
mantissa-exponent form. As with integers there are two sizes
used where accuracy is of high priority (e.g. when dealing wi

Real

Stores whether a condition is TRUE or FALSE. Default is set
Boolean | Programming languages that do not support Boolean variab
FALSE and 1 is TRUE).

Character | This can contain any keyboard cha

usive of special

String A set of characters: 1ic presentation of text.

Date/Time ) i amoment in time. Can be used to return

" | the pointer construct.

A Level AQA Computer Science Course Companion: Section 1 Page 1 of
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User-defined data types

You can also declare your own type. These are called user-defined types. Th
language-defined types to make coding more efficient.

Enumerated

An enumerated data type is one that is in the form of a list. This could be a
months in a year. Often these data types will be used for comparison; for in
given football player to see whether they are in the list of players in a team
straightforward when using an enumerated data structure. A problem with
the source code of the program and as a result cannot be changed once th

Sub-range

! from an enumerated da
le, in the football team example yo
ctders and strikers.

A sub-range data type defines a sub
hierarchy of structure exi
goalkeepers, defer

Sets

A set is a structural data type and is the same as the mathematical idea of s
as being a member of a set. For example, given the numbers from 1 to 100
numbers. Once this set had been defined you could use it to find the odd n

Numbersltol6o = 1, 2.. 100
evenNumbers = 2, 4..,. 100
oddNumbers = Numbersltole® - evenNumbers

Arrays

An array is a data structure that can be used to hold elements of data of th
retrieved later in the program’s execution. The simplest type of array isa o
have a given length, but no depth. You need to be able to search the array
the index. Arrays are indexed from the integer O to the user-defined length.
array can be seen below.

It is also possible to have an array of multiple dimensions, most commonly
dimension is the number of directions you can index information from, so i
go across or up and down. For example, you could have a two-dimensional
access them using their indexes to retrieve the information.

An example of use of a simple one-dimensional array containing integers w
be sorted.

Numbers[100]
Numbers[561 € 7

Int[ ] Number
Int[99];
Numbers[56] = 72 Numbers[56]

Interprefbﬁbn of an array called Numbers - note index 56 has been assigned t

] 1 2 3 4 55
55 102 11 87 65 61

A Level AQA Computer Science Course Companion: Section 1 Page 2 of 29

COPYRIGHT
PROTECTED

9

i

Education




Records

A record is a structural data type and is one that can provide a structure w
were required to save the name, house number and postcode of 100 custo
used in order to store these records for each customer as a single element

This way each element of the array would contain a single set of details, i

Customer[72] = Name: Fred Bloggs
Housenumber: 3
Postcode: BS10 5BY

Records or structured data types are defined by the
declaring a variable of that structure type. Th
notation.

Public Structur

. Public name As
houseNur ™1 Public houseNum
postcode: string Public postcode
End Structure

ire as record

customers[100] as recStructure
Dim Customers[1

Customers[72].n
Customers[72].h
Customers{72].p

Struct recStructure type

{ recStructure
Public string name name:string
Public int housenum housenum:in
Public string postcode postcode:st
} end;

recStructure[] customers = new recStructure[100]; var customers

Customers[72].name = "Fred Bloggs" Customers[72].n
Customers[72].houseNum = 3 Customers{72].h
Customers[72].postcode "BS10 5BY” Customers[72].p

Questions: Data Types

d) 9001 (1 mark)
e) 4 (1 mark)
f) 17 Oct 1992, 3:44A

a) Welcometc b
b) .
9]

s creating a new system that deals with the accounts of their
Identify suitable data types for the following variables and give a reas

a) firstName (1 mark) d) hasOverdraft (1 ma
b) accountBalance (1 mark) e) dateOfBirth (1 mark
¢) gender (1 mark) f)  sortCode (1 mark)

A Level AQA Computer Science Course Companion: Section 1
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PROGRAMMING CONCEPTS

Variables and constants - explanation, declaration and use

Variables are parts of the program that allow it to change and perform com
output from a program would never change, as the values would be fixed a
fixed-value variables; where variables can change at run-time, constants ar
source code. Both are mnemonics for a location in memory that need to be

Language type and declaration

How you declare a variable (or constant) depends largely on what languag
govern how the language performs ‘type checking’ - *bi |
action is performed on a construct, i.e. att
of declaring variables in two strong
not declare a variable ther:i se

compilation.

actions can be performed on the va

Variable

VB.NET | Dim variableName As dataType H Const cons
| dataType variableName; H Const data

Programming conventions and standards

As well as the rules of a programming language, there are also convention
throughout your programming career. While there are universal naming co
(meaningful identifiers, no spaces, no special characters), there are also so

Indenting your code increases readability and allows the human eye to trac
good practice to try to indent your code, even when writing pseudo langua
languages, i.e. Python, use indentation to define how the program is run by de
than using keywords.

Naming conventions are another technique for im=2 adability of you
techniques; these are called ‘camelCase’ad Po-. " PascalCase is whe
your identifier is upper-case whi ‘of the word is lower-case; this i
such as classes, subrous ols. camelCase is where the first let
and the . ters are upper-case; this is used for all other str

you know?!

Did

Although these programming concepts are not enforced by any programming la
bad practice as even these simple ideas vastly improve readability. In fact, witho
object-oriented programs can become very hard to read and understand.

A Level AQA Computer Science Course Companion: Section 1 Page 4 of 29
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Use of assignment

Assignment is one of the most fundamental operators as it allows you to ¢
time. The way in which it is carried out is given the form construct = expres
expression to construct.

petrolCost € 65.0 Dim petrolCost As Double = 65.8
carHire € 125.9 Dim carHire As Double
Dim totalCost As Double

totalCost € carHire +
petrolCost carHire = 125.0
totalCost = carHire + petrolCost

petrolCost = 65.0
carHire = 125.0

var petrolCost: r
carHire: real
totalCost: re

1ost + carHire
totalCost:= petro

Note: in the VB.NET, Pascal and C# examples it would be equally accurate to a
declared it, as with petrolCost.

Iteration

It is quite common in programming to want to perform a certain task a
fixed number of times or until a condition is met. Although it is possible
to write out the code that many times, it is a bit cumbersome and rather
impractical. To combat this, programmers can use the loop constructs.

FOR loops

The first loop you will learn about is the FOR loop. The FOR loop will run a
values it is given upon initialisation. The loop will use a variable to count t
a limit. For example, to check through a list of test scores to see how man
90% the loop would look at each student’s score, calculate their percentag

Pseudo VB.NET

FOR i €« 1 TO 10 For i =1 To 10
QUTPUT "1 " Console.Write(i & " ")
ENDFOR Next
End For

For i in xrange (1, 10) # using 'xrang For i:= 1 to 10

generate a dynamic for loop Begin
Print i Writeln(i);
End;

of outpur: dj?hamlcally so that, should the laop exit early, it uses much less me

WHILE loops

The WHILE loop is a very important basic structure. The syntax begins with a
become the limit of the loop’s run-cycle; once the condition is met the loop w
is already met when the loop is called the code won't be run at all; it is only w
will run. An example of this can be seen when reading text from a file (see 2.1
WHILE loop to condition the reader to continue reading while the end of the fi

A Level AQA Computer Science Course Companion: Section 1 Page 5 of 2
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var € @ Dim 1 As Integer = 0
WHILE var <=5 While I <=5
OUTPUT var Console.Writeline(i)
Var € var + 1 i=1i+1
ENDWHILE End While

i = @ # assign the count before it can be used Var i:integer;

While i <=5
Print i
i=1+14# if i has not been assign
not compile correctly. Writeln(i);
ir=i+1;
End;

Someti is clear that the loop should execute a finite, known amount
should be used (definite iteration), but occasionally a loop might only need
condition has been met, such as a variable changing to a specific value, in
more appropriate (indefinite iteration) — the only risk is that the condition
exit the loop!

DO UNTIL loops

Also known as the REPEAT UNTIL loop, this iterative technique uses the sa
except that the condition is evaluated at the end of the block. This means
be executed at least once before it is evaluated against the control condit
condition is true; in this case it will continue to loop until the variable i ha

var €& 0 Dim i As Integer int i = 9;
REPEAT Do Do
QUTPUT var Console.WritelLine(i) Console.Wri
var € var + 1 i=1+1 i=14+1;
UNTIL var »>= 5 Loop Until i »>= 5 While (i >= 5)

Although there isn’t a built-in DO UNTIL loop for P
requires a little bit of ingenuity. By combini
command, you can create the i '

ere is a way yo

while True: while true:
do_something() Print i
if condition(): i=1++
break if i >=

A Level AQA Computer Science Course Companion: Section 1 Page 6 of 2
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Breaking out of a loop

If you are using a FOR loop to iterate through a process and you are using
for example) then it may also be useful to be able to ‘break’ the loop if the
computer will continue to iterate through the loop until it reaches the end
command and it is placed after your condition variable is met. However, w
to ensure the readability of code. Multiple breaks out of loops may be dow
ask the question of whether a flag, better logic or a different kind of loop i

GoTo

It is possible to use GO TO to create loops and in other situations, such as
would do well to avoid using them. GO TO loops produz:
wherever possible; in fact, the only time GO TH
the error reporting code) or when p i

1

loppy’ and unre
used is to cater
post-release updates.

Selection

construct that is used as a control mechanism. A control stat
set of v and determines the outcome. Examples of selection are the |
the CASE select statement. A summary example can be found below.

IF selection

The common control flow statement is the /F statement. It is carried out b
the condition is TRUE then one portion is code is run. If the condition is FA

ELSE IF selection

Similarly to the IF statement, a condition is assessed for its value. Howeve
statement is carried out by the program. Look at the following example of
the break command used to exit the loop once a condition has been met. The
different kind of loop and altered conditions to test whether the number has re
‘popty ping.

Pseudo

For i € 1 to 15
a €« i MOD 2
b €& i MOD 3
If a AND b € © Then # 1f mod division of both is zero
OUTPUT "Popty Ping!"
Exit FOR #texit after first found
Else if a € @ Then # else if only a's mod,
OUTPUT "Pop!™ r
Else if b €& © Then # else if
OUTPUT "Ping!” -

ivision is zer

COPYRIGHT
PROTECTED

d*division is zer

Else

OUTPUT i
End IF
End Forgsa s

— — ; g
Dim a As Integer For (int i = 1; i <
Dim b As Integer {
inta=1% 2; CIEB
For i =1 to 10 int b =1 % 3; .
i Education
b=1mod 3 if ((a == 9) &&
{ Console.Wr
If (a = ©) And (b = @) Then Break; 7}

Console.WritelLine("Popty Ping!")

A Level AQA Computer Science Course Companion: Section 1 Page 7 of 2



Exit For
ElseIf a = @ Then
Console.WriteLine("Pop!")
ElseIf b = @ Then
Console.WriteLine("Ping!")
End If
Next

else if (a ==

{ Consol

else if (b ==

{ Consol

else

{ Consol
b

1i=20

for 1 in range(16):
a=1%2
b=1%3

if a == @ and b == Q:
print( 'popty ping!

elif a == 0:

print(’

Python

Var a:integer;
B:integer;

else if a =
writeln
else if b
writeln
end;
end.

CASE selection

Sometimes there are multiple options to be considered, each one with a di
letter out of the bag. If it is a C you will go to the cinema; if it is a D will go

out for a run.

CASE selection has the option of an ELSE in the same way as IF selection.
bag. If it is a C you will go to the cinema; if it is a D you will go out for din
run; otherwise you will stay in and watch television.

The following example shows how IF, ELSE and CASE statements are use

William is sitting at home and his mother
says: ‘Can you answer the telephone?

If it is Janice tell her [ will call back later.’

If caller = "Janice” the
Message ("Mother wil
End if

William is sitting at home and his mother
says: ‘Can you answer the telephone?

"Janice" the
ion ("Pass phone

Message ("Mother wil
End if

If it is Janice pass me the phone, if it is Edith
tell her | will be ready at 12, if it is Alfred
tell him the time his cake is ready to collect,

Select Case caller
Case caller = "Janic
Action ("Pass ph
Case caller = "Edith
Message ("Mother
Case caller = "Alfre
Message ("Your ¢

) ) Case else
otherwise tell them | will phone back later.’ Message ("Mother
End Select
A Level AQA Computer Science Course Companion: Section 1 Page 8 of 2
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Subroutines - procedures and functions

Subroutines are either functions, which return a value, or procedures, which
Functions must be part of an expression but subroutines can also act as st
a statement. Each is given an identifier and a list of parameters which are
square-root calculator.

"Enter an integer:
a € INPUT

| @ = Console.Rea
Console. WritelL

OUTPUT € squareroot (a)

Console.Write ("Enter an a = input('Ente
i # input is the

keyboard

Pascal/Delphi

Var a:integer;

Begin
Writeln('enter an integer');
Readln(a);
Writeln(sqgrt(a):0:3);

End.

Nested statements

Nested statements are when you have one set of statements inside anothe
elaborate further on the example above: pick a letter out of the bag. If it is
a D you will go out for dinner (if it is raining you will drive, otherwise you
for a run; otherwise you will stay in and watch television.

Pseudo

Select Case letter
Case letter = "C”
Action ("Go to cinema")
Case letter = "D”
If raining then
Action ("Drive to restaurant”)

Dim letter As Char
Dim raining As Char
Letter.ToUpper( )
Raining.ToUpper( )

rite("Enter a

Else se letter
Action ("Walk to restaurant") dgse letter = 'C’
End if Console.WritelLine

Case letter = "R”" Case letter = 'D’
Console.WritelLine
raining = Console
IF raining = 'Y’

Console.Writel
Else if raining
Console.Writel
Else
Console.Writel
End If
Case letter = 'R’
Console . Writeline
Case else
Console.WritelLine
End Case

A Level AQA Computer Science Course Companion: Section 1 Page 9 of 2
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Console.Write("Enter a letter: "); Writeln('En
Char letter = Console.ReadKey( ); readln(lett
Letter.ToUpper( );
case upperc
Switch (letter) "Cliwrit
{ 'D": beg
Case 'C’: write
Console.WriteLine("Go to cinema"); readl
If up
Case 'D': Wri
Console.WritelLine("Is it raining? (Y/N) "); Else
Char raining = Console.ReadKey( ); Wri
Raining.ToUpper( ); Else
If (raining == 'Y’") Wri
{ Console.WriteLine("Drive t end;

} ‘R': wri
else
writeln(

end;
eLine("Incorrect input™); }
Cofisole.WritelLine("Go for run");
Case else:
Console.WriteLine("Stay and watch tv");
¥

Note the use of the "ToUpper’ command. In the Unicode and ASCII character se
upper-case and lower-case form. The command converts the input to upper cas
CASE select. Python does not have a native ‘'switch-case’ function built in, Pasc

Identifiers

Identifiers are the unique names given to elements such as variables and
routines so that they can be identified. For this reason it is important that
are meaningful and relevant to the program, so that the program can be
understood (potentially by other people than the original programmer).

Good use of identifiers is particularly important in complex programs whi
use a large number of variables and routines.

Questions: Programming Concepts

1 Study the following pseudocode. It takes an array of results for a sin
total and stores it in the variable score. For each line (using the line
of programming statement it is. (8 marks)

Procedure totalScore

a) Score = New Integ
b) Result = New.
¢) Pass i
.0

s = [3,7,5,7,3,6,8,4,2]
i "adssBoundary = 30
g) While (currentElement > maxElement)

h) Score = Score + CurrentElement
End While

2 Complete the code by writing a nested CASE select in an IF statemen
whether the score is greater than the pass boundary; if TRUE begin t
to pass. The CASE select should calculate the student’s grade by ded
score and output their grade. The grade boundaries are A=30+, B=2

A Level AQA Computer Science Course Companion: Section 1 Page 10 of
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ARITHMETIC OPERATIONS

Arithmetic operators

Arithmetic operators are basic functions you use when doing
mathematics. The following table shows these arithmetic operators.

Operator Meaning
= Assignment
+ Addition

Subtraction

Modular arithmetic (MOD and DIV)
You know that 9 divided by 2 is 4.5. You also know that 9 divided by 2 is

You can work out these three numbers using /, MOD and DIV, i.e.:

a=9/2;
b =9 DIV 2;
c =9 MOD 2;

3

When these three lines of code above are run, a is set to 4.5, b is set to 4

You use modular arithmetic in everyday life without even thinking about
how many days 50 hours is, you would work it out to be 2 days and 2 hou
work this out, it would look like this:

wholedays = 50 DIV 24;
hoursleft 56 MOD 24;

Brackets

Does 3 +2 x 5 equal 13 or 25?7 Most languages follow BODMAS (brackets
addition, subtraction) as on a calculator which mear® ldo3+(2x5)
brackets anyway to ensure that the calcu! d out in the order
not slow down your program, bt it ‘easier to understand the co

Roundina

‘ ae/decimal numbers you can round a value to a certain nu
‘round’ % on. The examples below illustrate the syntax of the round st
four decimal places (~3.1416).

A Level AQA Computer Science Course Companion: Section 1 Page 11 of
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Pseudo

Var € 3.14159
Var2 € round(var, 4) Dim a As Intege
OUPUT Var2

a = Math.Round(
Console.Writeli

Double myPi = 3.14159; myPi = 3.14159
Int a = Math.Round(pi, 4);

a = round(pi, 4
Console.WritelLine(a); print a

Pascal/Delphi

const myPi:real = 3.14159; Note: in the Pasc

begin ;
writeln(myPi:0: decimal places th

end. 3

Truncation

Like with rounding, truncation works on float/double numbers to remove va
is used mainly in formatting when high precision is needed for operations b
value. For example, the number pi is an irrational number which has no end
even been recited from memory to over 40,000 digits by a man in the UK. T
truncate it to a manageable value without losing too much accuracy. In the

Pseudo

Var €& 3.14159
Var2 & Truncate(var, 3) Dim a As Intege
OUPUT Var2

C

|

Double myPi = 3.14159;
Int a = Math.Truncate(pi, 3); a = Math.trunc(

Console.WritelLine(a); print a

Pascal/Delphi

const myPi:real = 3.14159; Note: ‘myPi’ has

begin ecause pi is a re

writeln(trunc(myPi*1000)/1000:0:3);
// There is no native trunca

Pascal so the above fin
by 1000 to gain 3 d

multiplied
runcated.

Quesxions: Arithmetic Operations

Answer the following:

a) 17 DIV 8 (1 mark) c) ((16 DIV 2)*(6 MOD 4)) (1 ma
b) 90 MOD 16 (1 mark) d) 26 MOD 2 (1 mark)

Write the pseudocode that can take two integer values and outputs
divisible by each other without any remainder. (2 marks)

A Level AQA Computer Science Course Companion: Section 1 Page 12 of
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RELATIONAL OPERATIONS

Relational operations are the basis of making choices in mathematics. Th
to make the decision based on the situation. The following table contain

Operator Meaning
= Qr == Equal to

<>orl= Not equal to
< Less than

than or equal

| Greater than

Greater than or equa

elational Operations

Answer the following (true or false):
a) 7<4 (1mark)
b) 4>1 (1mark)
¢) 3.14159 1= 3 (1 mark)

Write the pseudocode that can take two integer values and output
divisible by each other without any remainder. (2 marks)

BOOLEAN OPERATIONS

In statements involving relational operations and conditions the followin

Operator Result

Expression AND Expression AND only returns TRUE if both expressio
are true.

Expression OR Expression OR returns TRUE if either expression is tr
and FALSE if neither is true.

NOT Expression NOT returns the
i.e. TRUE,if i

Expression XOR Expression ... s TRUE when the expressions

‘witferent and FALSE if they are the same.

Questions: Boolean Operations

What would be the output for the following?

a) ‘'a XOR b’ where a and ¢ are true (1 mark)
b) ‘¢ NOT d’ where c and d are false (1 mark)
c) 'e AND g’ where e is true and g is false (1 mark)

A Level AQA Computer Science Course Companion: Section 1
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CONSTANTS AND VARIABLES

As stated earlier, all declarations are actually a shorthand representation o
memory; this allocation is then given an identifier; this is the variable/cons
that require the variable name and data type to be declared are called stro
the computer trying to perform inoperable actions to the value.

Variables and constants are very similar. A constant is effectively the same
be changed at run-time. This means variables can be assigned a value in th
overwritten by a routine, but every time the program is restarted the origin
the value cannot be changed from the value in the source code.

in a store or pe
or the transacti
‘a transaction, whereas
“yone, other than a manager or a
onstant fixed rate. The pseudocode for the

An example can be seen every time you pay for somethit
total price and the Value Added Tax (VAT). The :
be changed at run-time as more ite
of the transaction cannot be 7=
for all intents and p

& WUATRate € 1.2
.. # run-time code for adding price of item to net tot
Total € varNet * constVATRate

Did you know?!

The use of mnemonics (naming variables) hasn’t always been a feature of progra
computers often required programmers to use the literal memory locations for co
memory addresses in RAM (before the introduction of offsetting!) every time they

STRING-HANDLING OPERATIONS

operations are shown below:

Description

Returns the length of a Length("Co

Returns the position a in b, inclusive of

Positi Position("
osition(a, b) special characters osition(

. Looks for string a within string b and substring(

Substring(a, b) returns TRUE if is found substring(

Concatenate(a, b) | Joins string b on to the end of string a Concatenat

A Level AQA Computer Science Course Companion: Section 1 Page 14 of 2
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Alternatively to concatenation, you can also use string addition which fun

concatenation and can be seen below.

Pseudo

exampleString € 'Ex' + 'Ample’
exampleString € varl + var2

exampleString
exampleString

C#

ex' + 'ample’;

exampleString =
= varl + var2;

exampleString

exampleString
exampleString =

Pascal/Delphi

EXAMPLESTRING :
EXAMPLESTRING :

"EX' +'AMPLE';
VARL + VAR2;

Character and ch e conversions

0 a character code you can use the following:

varAscChar €& ‘'a’
varCharCode €« ConvertToAscCode(varAscChar)

Dim ascChar As
Dim charCode As

CH

char ascChar = 'a’;
int charCode = (int) ascChar;

ascChar = 'a
charCode = Ord(

Pascal/Delphi

ascChar:="'a';
charcode:=ord(ascChar);

To go from character code to the character representation you can use the

Pseudo

varCharCode €& 97
varAscChar €& ConvertToChar(varCharCode)

Dim charCode As
Dim ascChar = ¢

CH

int charCode = 97;
char ascChar = (char) charCode

charCode = 97
ascChar = chr(c

Pascal/Delphi

charCode:=97;
ascChar:= char(charCode);

A Level AQA Computer Science Course Companion: Section 1
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String conversion operations

You can also convert between data types; this is especially useful when re

Conversion

String to integer

CInt(string)

Convert.ToInt32(string)

String to float CDbl(string) Convert.ToDouble(string) Float
Integer to string CStr(integer) Convert.ToString(integer) | Str (
Float to string CStr(double) Convert.ToString(double) |Str (
Date/time to string | CStr(date/time) | Convert.ToString(Date/Time) | -
String to date/time | CDate(string) “

Note: --" has been used because DateT
the ‘datetime’ class. Remember [t

programming languac

b)

What would be the results of the following built-in functions? (4 ma

a) Length(“Almost Impossible To Guess™) )
Round(656.3357, 2)

Write code that asks the user for a number and prints the square of

d)

RANDOM NUMBER GENERATION

Another built-in function is the random number generator. Given a minimum
a new random number when the function is called.

Random
Dim x As Integer

Dim newRand as New

x = newRand.Next(1,10)

Random();

Random newRand = new

Int x = newRand.Next(1,18);

From random
randint

= Randint(

In each case the syntax is very similar; note that in C# you call on the Random

Are the numbers actually random?

Often computers use a seed v=
tobea random sequ:

A Level AQA Computer Science Course Companion: Section 1

amers can set this seed value in many
seplicate the same sequence. This can be useful

j ns. What you must remember about randomness is that it
G oglcat computer to produce something that is truly random.
This is because no matter how the random numbers are produced, the
computer must rely on source code produced by a human to generate the
numbers and it is impossible for humans not to introduce a portion of bias
into a system. Randomly generated numbers are therefore given the title
‘pseudo random numbers’. These are numbers that appear random but have
an underlying level of bias in how they’ve been produced.

te a sequence of what appears
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EXCEPTION HANDLING

Exception handling can be used to help your program recover from run-tim
or divisions by zero. If an error occurs in the Try-Catch block it allows for th
exception without the program crashing or losing any data.

Consider you'd like to check whether the user has input an integer:

Pseudocode

"Enter an integer”
Var € Input
Try #attempt conversion
var € Convert to Integer
Catch #output error
"Input incorrect”
End Try #end try

Console.Write("Ent
String newInput

Console.Write("Enter an integer") Try
newInput = Console.ReadlLine( ) {
Int convertedlIn

Try b
convertedInt = CInt(newInput) Catch (Exceptio
Catch (ex as Exception) {
Console.WriteLine("Input incorrect”) Console.Writeli
End Try

Python

newInput = input('Enter an integer') writeln('Enter a n
readln(newInput);

try:
int(newInput) try
except: # catches all errors numeEntered:=Str1
print('Input incorrect') except
writeln( Input i
end;

Learning to use these error handling methods now will save you a lot of st
own software during your project. The error handling methods you've been
help prevent almost any error that could occur in a system.,

When your programming skills begin to develop beyond the basics you wil
technologies; for example, you will be able to produce code that can intera
renowned for being a minefield for amateur pro ' but with the cor

| against divisions by zero. If an exception occurs it prints the result as zero a
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SUBROUTINES

You have already looked at built-in functions such as square root, but now
these structures. Subroutines are blocks of code which are independent of
have their own variables, and they can be passed data using parameters to
value. If a subroutine is called as part of an expression and returns a value
procedure is a routine that is called as a statement which executes a sectio
amount of results including none.

For example, you can use a procedure to open a file and a function to read
An example of a function can be seen below; this function returns the larg

Dim x As Double
Dim y As Double

X = 17.0
y = 29.0

Console.Writelin

OUTPUT "The largest nu
i max(x, y)

£ the function is added to
Function max (a
IF a > b THEN

FUNCTICKG®OX (a, b) max = a
IF a > b THEN ELSE

max = a max = b
ELSE End IF

max = b Return max
END IF END FUNCTION
Return Max

END FUNCTION

Double x = 17.9; var x:real;
Double y = 29.0; y:real;

Console.WriteLine("The largest number is " + function max(a,b

max(x, y); begin
Static Real max (Real a, Real b) f amzx?'the
{ =
Int Max; Else
{ max :=
end;
IF (a > b)
{ . begin
) Max = a; X := 17.0;
= 29.0;
ELSE y ’
{ . writeln('The lar
Max = b; readln;
¥ and.

Return Max;

def max(a,b):
(a,b) For an example o

read from / write
2.1); for more on
“max = b functions, see p.2

For more informa

return max
subroutines also s
X = 17.0
y = 29.90

print('The largest number is ' + str(max(x, y)))
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Did you know?!

To call a function or a procedure you simply type the identifier and pass any para

Notice in the VB.NET code that a and b are both defined as real numbers and th
real; this has been done to show that you can cast within functions.

Look at the declaration for the function in the C# code. The function return type i
means that any variable you want to return must be returned as an integer. In thi
string and the function will still work properly.

In the Pascal/Delphi version, as soon as the function name is declared as a value
In simple code as above the multi-exit method is fine. In more complex routines it
(see p.22) and then allocate at the end of the routine. Just like the ‘break’ comm
which method to use is based upon ease of readability.

/ the following code and describe in words how the function pe

Function newSubroutine (Integer x)
Answer < x
FOR var < 1 to x
Answer < Answer * (x-var)
END FOR
RETURN Answer

1 2 What would be the output if the subroutine was passed the value '3

Procedures and functions as building blocks

Procedures and functions divide a program into building blocks. These basi
to produce very complex programs and potentially reused in other projects
easily readable and more comprehensible, but also more space-efficient. E
any large-scale programming project.

Advantages of procedures and functions

There are a number of advantages of using procedures and functions:

you know that d
jularly then it ma
‘returns the value (a+

1. Reduced amount of repeated code. For instance, i
required to perform the operation (a+b)*c .«
accepts the variables a, b and c az:in

COPYRIGHT
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2. Once a function has b nd is known to be correct, you k

e rest of the program.

programmer can work on the project, each on differ

3.

4. N a function is finished the variables are deleted from memory, .
needed to run the program. lg

5. Some quicker methods of sorting data use recursive functions. Clg

Education
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PARAMETERS OF SUBROUTINES

Many functions require the calling program to pass information to them, w
information, passed in the form of a variable, is called a parameter (or argu
number of parameters. Parameters can also be a method of returning data.
inside the brackets after a function name:

Subroutine call

myBase €& 6
myPower € 2

Function myExp (
Counter & tempP
Answer € 1

OUTPUT (myExp(myBase, myPower)

ile counter >
Answer € an
Counter €« ¢

End While

Return Answenr

Procedures and functions with interfaces

When creating large programs it is important to try to minimise the numbe
the code. Using modules and subroutines allows you to declare local varia
those code blocks. The single input and output interface ensures that the ¢
and ends at the same place, making the code more intuitive. This restrictio
it much easier to debug than an unstructured approach. Consequently this
be responsible for a single task.

RETURNING A VALUE FROM A SUBROUTINE

We've already explored how you saw that you can pass data to a
subroutine to be used within that block. The data you pass is given a
new declaration under a new temporary identifier that can be used
within the block. So what if you want to access the data within a
subroutine?

Some languages allow the transfer of variables by reference rather

than by value. The function that worked out the maximum of two numbers
the result passed by the name of the function. However tis also possible
reference which will automatically alter the » utine that called
global variables or you may have to cx< tion to return it to the ma

Consider a function that ! ulate the area of a square. In the ma

assign the returp-
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"How long are the sides of your square?”
a & INPUT
answer = squareCalc(a)

FUNCTION squareCalc (sidelLength)
tempArea € sidelength * sidelength
Return var

END FUNCTION

def squareCalc
tempArea
tempArea =

a = input(’'How
square?')
answer = str(sq

// note that Py

VB.NET (passing by Value)

Function squareCalc (sidelLength Ac
Dim tempArea As Double .
tempArea = sidelens

Dim answer As Double

Console.WriteLine("How long are the sides of your
square?”)

a = Convert.ToDouble(Console.ReadLine( ))
Answer = squareCalc(a)

to be considere

Sub squareCalc
Dim tempAre
Answer = an

End Sub

Dim answer As D

Console.WritelLi
square?")

answer = Conver
squareCalc(byRe

"the variable a
answer 1is chang

C# (passing by Value)

Console.WriteLine("How long are the sides of your
square?”);
Double a = Convert.ToDouble(Conscle.ReadLine( ));
Double answer = squareCalc(a);
Static Double squareCalc(Double sideLength)
{

Double tempArea;

tempArea = sidelength * sidelLength;

Return tempArea;

}

// here a separate variable is used (answer) to
store the result of using a passed as a value

Console.Writeli
square?");

Double answer
Convert.ToDoubl
squareCalc(ref

Static Double s
{

}

// the variable
answer is chang

answer = an

Pascal/Delphi (passing by value)

var x:real;

function squareCalc(a:real):real;

begin
squareCalc:= a*a;
end;
begin
write( ‘e 'the sides of your square?’);

@iNe area is ', squareCalc(x):0:2);
readln;

end.

// in the above function the variable x remains
as the length and the function returns the area

begin
write('How long
readln(x);
squareCalc(x);
writeln(’The ar
readln;

end.

// in this rout
through the pro
procedure autom
when it changes
to x
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LOCAL VARIABLES

When you begin to use subroutines you'll discover it becomes more efficien
increases modularity and decreases the volume of memory used. Modularit
has been decomposed into individual problems; the aim is to have a subrou
process in a solution. Local variables cannot be called by anything outside ¢
need to be passed as a parameter to the subroutine and any value from a l¢
the main body. These variables only exist while the subroutine is being exe
the main body of code and all memory is reallocated.

There is also the logistics of programming to consider. For example, on larg
a single team of programmers to complete the entire task so it is broken da
on specific sections. This is to stop different t to use the same i
otherwise cause a problem once the mod:!le j tbined.

GLOBAL VAR

| . arning to program in a language, most variables will
These eigi#iiables that can be called and are operable by all blocks of cod
simple programs this may seem easier, but consider the following:

B (lobal variables are assigned memory at run-time; this memory is ¢
closes. If you're building a very large and complex program with ma
assigning a lot of system resources to variables that the user may o
may choose to create a new item instead of reading from a file ~ m
from a file are made redundant. The end result is your program run

B Asthese variables are callable from all blocks they may be called a
variable names are similar.

Questions: Procedures, Functions and Variables

; What is the main difference between a procedure and a function? (1
2 What happens if you pass variable values into a subroutine in a differe

3. Interms of memory and modularity, why is it considered bad practice to
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ROLE OF STACK FRAMES IN SUBROUTINE CALLS

Whenever a routine is called, the computer allocates memory in a specialis
‘stack’. When you use a function you’ll allocate the returned value to a vari
is stored to the stack frame. This is the area where all the routine’s parame
stored until the routine ends, at which point the value is stored to the retu
passed back to the main function and the stack frame is removed from the

Stacks are a very useful data structure and they have many applications in
calling procedures in programs. For example if a procedure main() calls a

procedure getchar() then main() cannot continue until getstring() has finish
getchar() has finished; i.e.:

getChar()

getString()

main()

empty

Every time a procedure is called by another procedure it is pushed onto the
which the procedures need to be executed in an efficient way. If you have
itself indefinitely it will run out of stack space - try it!

RECURSIVE TECHNIQUES

Recursion is the ability that a subroutine has to call on itself to complete it
Recursive solutions can be harder to produce but can often lead to very ele
recursive solution has two parts: the recursive and the limiter. The recursive
another iteration and passes new variable values, whereas the limiter is wh
infinite loop.

Recursive methods act as a loop that calls on itself and runs every line of ¢
call in the current, and will pass the current result into the next call until t
One of the best examples of recursion is factorials. Factorials are given by

nt = n x (n-1)!

This means a factorial is the product of a number times the factorial of the

41 = 4 x 31 = 3 x 21 = 2 x 11
=4 x 3 x 2x1=24

Dim answer As In
Dim base As Inte

corial (var)

IF var <1 THEN # 11 = 1 Answer = factori

Return 1

Else Function factori
Factorial var * (var - 1) Ifn<=1T
# recall the function with new values Return

END IF Else

END FUNCTION Return

End If
End Function
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Int base = 4; Base = 4
Int answer = factorial (base); Answer factoria
Static Int factorial (Int n) Def factorial (
{ If (n <= 1) If n == @:
{ Return 1 } Return
Else Else:
{ Return n * factorial (n - 1) } Return

28
; Pascal/Delphi

function factorial(base:integer):integer;
begin
if base<l then
factorial:= 1
else
factorial:=bha; ; (base-1);

The limiter is the
variable is less th
producing an infi

end;

begin

Task: Recursive Techniques

The Fibonacci sequence is a set of numbers derived from the rule: F, = Fns
number in the sequence is the sum of the previous two numbers of the sequ
pattern of numbers that is found frequently throughout nature and even ha
in the design of computer components. For example, 9 times out of 10 the n
petals found on a newly blossomed flower will be a Fibonacci number, and
science it is said that any number can be written as the sum of unique Fibo

Using recursion, create a function that produces a list containing a Fibona

Questions: Recursive Techniques

Study the following pseudocode and answer the questions below.

FUNCTION MyFunction (Sum)

OUTPUT "enter an integer value:

i ¢ READ VALUE

WHILE True

IF i * @ Then

sum € sum + i

IF sum > 100 7'
RET .

e MyFunction(sum)
END IF

END IF

END WHILE

What task does this function carry out? (1 mark)
2 Does this function enter an infinite loop? Explain your answer. (2 m

Describe the use of the stack in the above code. (1 mark)
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1.2 PROGRAMMING PARADIGMS

STRUCTURED PROGRAMMING

In the early days of computing, computers were programmed by writing m
advantage of allowing the programmer to directly control the computer b
addresses and computer operations. To aid programmability the instructi
rather than binary. However, machine code is very difficult to read and so
would struggle to understand a large piece of code without a significant a

This led to the development of assembly code, which replaced the hexad
with mnemonics which were easier to read and understead. Most assemb
(or variables) to signify memory addresses which«in .d e referenced to
Assembly language, however, still oper> low level and becam
programs became larger.

for humans to understand.

The structured programming paradigm encompasses procedural program
programming, and implies the ability to use structures such as IF stateme

PROCEDURAL-ORIENTED PROGRAMMING

Procedural programming is a step forward in programming and provides
program. Programs written in procedural languages are executed line by
designed with a top-down view. From the top-down view, the program is
written with procedures where each procedure performs a specific task. P
variables are used to store data which is local to each procedure. Bad pro
paradigms, such as using GO TO statements, become unnecessary and are
loops and procedures. Statements are grouped together and form proced
perform a specific task. Having structure also automatically introduces re

Many solutions can be broken down into a series of operations which can
logical order. However, more complex tasks and data structures lend the
programming methods. Often modern-day programming languages allow
object-based methodology.

OBJECT-ORIENTED PROGRAMMING

As procedural programs became mor
procedures/functions associa* n tended to be grouped together;
object-oriented proarcin. 4 .At their most basic level, object-oriented
concergai th or the objects you are trying to manipulate rather

r, before you start to use the object-oriented approach there

people started to notice

Classes: )

A class is an object definition. For example,a game might have a class ‘g
the goblin, such as name, health, weapon and colour and also the actions
defend, etc. Creating an object from a class invokes the constructor for th

1. Allocates and initialises the necessary memory
2. Assigns a label to that memory
3. Assigns values to (initialises) various properties as required (e.g. t

A Level AQA Computer Science Course Companion: Section 1 Page 25 of
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Objects

An object is an instantiation (or an instance) of a class. Each object will have th
local to that object. For example, a computer can have states (on, off) and be
Objects are created using a constructor and a reference that has been assigne

Encapsulation

Encapsulation is where attributes and methods are ‘wrapped’ together into
together but their implementation details are hidden from one another. The
of processes from other objects and classes is achieved by using the keywo

Encapsulation is applied:
1. Ifthe internal complexity is not need
2. If you need to prevent chan

robjects and doesn
“firom external objects

Inheritarge -

a relationship among classes wherein one class shares the str
1S is similar to how children inherit the attributes of their paren

Single Inheritance

Once a behaviour or characteristic is defined, all the categories beneath th
or characteristic. For example, the class goblin might define a goblin as ha
movement rate, etc. with methods for walking and climbing. You could the
goblin or worker goblin, where both then have inherited the properties (hea
methods (walking and climbing) from their parent class (goblin), however e
properties, for example these two subclasses could have methods for casti
respectively.

Extending this idea further, subclasses can be extended with further subcla
be defined, with extra methods and properties on top of those defined in t

WORKER GOBLIN
Properties: Health Properties: Health
Move rate Move rate
Colour Colour
Strength Strength
*Tools
Methods: Walk()
Climb() Methods: Walk().
C f
awall() COPYRIGHT
ineanrd sy PROTECTED

*MineGold()

MAGIC GOBLIN

Health
Move rate
Colour
Strength
— *Spells

Properties:

9

i
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Methods: Walk()
Climb()
*CastSpell()
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Multiple Inheritance

Multiple inheritance occurs when a class inherits from more than one parern
object-oriented language because many base classes can be set up from w

The following example of single inheritance is a very simple one. If an obj
single inheritance then this limits the classes we could have; for example
under: memory, output devices, input devices and processing devices.

Hardware - Single Inheritance

However, we have a problem if we want to bring in a new class called, for ¢
subclass Portable HDD will acquire properties and methods from both the ¢

Hardware - Multiple Inheritance

Memory Peripher

N

RAM HDD

Portable HDD

When applied to object-oriented programming, the process is about buildin
together with the methods that accompany the data structures.

COPYRIGHT
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Aggregation

‘o xﬂow programmers use it; it de
11g, there are two kinds:

Aggregation in its everyday
share a relationship. "

j W objects are related without there being an owner
1t can be taught by a single tutor and a tutor could teach mari
ociation because if either is removed/deleted the other remains;
moves on from a school doesn’t mean the teacher is fired.
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2. Composition is where the whole is defined by the relationship betwee
parent object/class then all children objects are removed. Consider a
house is the parent class because it is the container in which all room
house it means you've destroyed the rooms, but you can change the
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Polymorphism

Polymorphism refers to a programming language’s ability to process objects
type or class. This means that the code itself must be able to redefine meth
derived objects. For example, polymorphism would allow a programmer to
methods for any number of derived shape classes.

Method overriding

Method overriding is when you change the base characteristics of a class wi
code; this acts as an extension to the class. Take a look at the following ex

OOP: An example

The following code is written in pseudocade ncepts are still the
example you will be shown twe. will be used together (aggrega
You will generate a ver ot orlented design to create an object of
and how.ugdt o ors to handle any variations in inputs.

Person.class

CLASS STRUCTURE person
private age
private firstName
private surname

CLASS STRUCTURE
#Declare new
Person someP
Person someQ

Person someS
# Default Constructor

STRUCTURE Person ( )

# Using the

age < © somePerson
firstName € "No name set” # using the
surname < "" someOtherPer
END STRUCTURE # using the
someStrange
# Partial Instanced Constructor "Smith")

STRUCTURE Person (initialAge, personName)
age € initialAge
firstName € personName

END STRUCTURE

#Calling a m
someStrange.
END CLASS STRUCT

#Fully Instanced Constructor
STRUCTURE Person (initialAge, personName,
personSurname)
age € initialAge
firstName € personName
surname € personSurname
END STRUCTURE

PROCEDURE GrowOlder ( )

END ;IEC?E—E—DURE COPYRIGHT
END CLASS STRUCTURE PROTECTED

hal solution. They are a structural modelling technique used dur
the system life cycle (see Section 13).
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Below is the view of a single entity.

< (lass name If you imagine that

firstName( ); & Attributes stores the informat
lastName( ); would be fine; how:
dateofBirth( ); and so must encom
salary( ); not all members of
holidayRemaining( ); many would be on
cafeteria workers.
GetHoliday( ); You could add anot
SetHoliday( ); then not all me
SetSalary( ); hourly rate. The sol
‘SetSalary’ to includ

ir aggregatlon For example, works_on is composmon

Project

works_on

Employee

Advantages and disadvantages of object-oriented design

Advantages Disa

® |mproved software maintainability

® |mproved software stability

® | ower cost of development 7.Ger program size COPYRIGHT
= Higher-quality software Slower program execution PROTECTED
| |

Class code is reusab

m (an be difficult to apply o

9

Using the PersonGenerator class example, produce similar code that
that contains the first name, surname and bank balance of three bank

i

Education

Improve on your code and write a subroutine that deposits £10 into a
Hint: Remember you can't have negative deposits.
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2. Data Structures

Data structures play an important role in computer science. A good understanding of
particular, their relationship with certain programming techniques, is key to be able to
explores some structures available and how they are used.

This section covers:

2.1 Data structures and abstract data types ...eemsmmesessrren pl 2.5 Trees

2.2 Queues pll 2.6 Hash tables...
2.3 Stacks pl4 2.7 Dictionaries...
24 Graphs pl7 2.8 Vectors.....

2.1 DATA STRUCTURES AMDT ACT DATA TYPES

L from the most basic integer to the most complex tree, can
data types. Each category uses memory in a different way, and compilers
to manage the memory accordingly.

B Strong types are the standard types, such as integer and character
types, and a fixed amount of memory is defined.

B Static types are those which require a fixed amount of memory, su
not included in the pre-defined types. For example, an array in C#
®  Dynamic types are those that may be expanded given the limitatio
in the case of files); for example, files and pointers (thus linked lis

SINGLE- AND MULTI-DIMENSIONAL ARRAYS

The array is one of the most useful and fundamental data structures there
matrix of a single data type; a matrix is where you can store data into ele
retrieve the data from the element by using a unique identifier. Ensure yo
programs using arrays, as you will find that you can simplify many aspect
implementation (and it will help you if an arrays question comes up in th

One-dimensional arrays
Storing data in several different variables becomes tedious and impractica
amounts of similar data. The solution to this is an array. An array is a set o
consecutively in memory. If you wanted a set of 10 inte called X you m

new int [9]; x = []

# This cre
list of si

Note: ir! ‘_ ocode you reference each term by X[0], X[1], X[2], ... X[9]. The
known as array subscripts. Some languages would define the array as going fi
others define it as ‘0 to n’ (e.g. pseudocode, Pascal/Delphi). Although the latte
method often makes array manipulation much simpler and is closer to the act

Suppose you stored the marks of 10 tests in an array. A common way to v

81 75 90 64 68 72 69

X[e]  X[1]  X[2]  X[3]  X[4] X[5]  X[6]

A Level AQA Computer Science Course Companion: Section 2 Page 1 of
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Most programming languages use loops to iterate through a data constru
you can access the memory location of a result directly if you knew what r

However, in most cases you will need to iterate through an array to find t
look at the following example code which iterates through the array x to
the result.

OUTPUT "student with top marks: " Dim topScore As In
For i 1 to 10 Dim i As Integer
If x[i] > topScore then
topScore = x[1]#* For I =0 to 9
end if . If x[1i] > topS
next topScore
End If
OUTPUT topScore Next
#1 sets topScore t Console.WritelLine(
topScore = ©
For (Int I =0; i = 9; i++) For i in range(len
if x[i] > topS
If (x[i] > topScore) topSc
{
topScore = x[i]; print(topScore)
b
}
Console.WriteLine(topScore);
Pascal/Delphi
var x:arra 1..10] of integer;
is integei; [ ] 8 Note: Python does no
topscore:integer; and instead uses a lis
multiple data types; t
begin ‘p . KMU‘,
for i:= 1 to 10 do flexible in the actions
begin _ the data they can con
en;f x[i]>topscore then topscore:=x[i]; makes them slightly
writeln(topscore);
end.

Two-dimensional arrays

In most languages arrays can have more than one d

X [3, 3] int x [3, 3] Int x[,] = new int [3, x = [[]]*3
315

You can then assign values as you would with a single array. This is often
same data type that can be compared to each other. Note: Python does not
although a 2D array can be emulated through a list of lists.

A Level AQA Computer Science Course Companion: Section 2 Page 2 of 2
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For example, in this table you can see the distances between varying cities.
context and do not appear in the array. See if you can replicate the array belc

Plymouth | London | Edinb
Plymouth 0 237 48

London 237 0 41
Edinburgh 487 413

Three-dimensional arrays

how you would

Take what you already know about arrays and think ¢ t
columns and have a

would be able to index data across the r
This can be hard to show on
convey. For example, vo | the coordinates of a vector in a singl
limited tokavi ‘trotover direction. You could store the vector coor|
but be ! ng no control over depth.

Three-a™&€nsional arrays allow you to store real special dimensional data,
software and modelling software that relies heavily on vectors instead of bi

Questions: Arrays

1 Consider the following single-dimension array and answer the questi

Array RawMarks

(@ | (1) (2| B3) | (4 (50 (6) (7) | (8)
31 | 18 | 27 | 32 | 9 | 28 11 17 | 21

a) What value is retrieved by 'RawMarks[6]'? (1 mark)
b) What is the output of the following algorithm? (2 marks)

FOR i & © To Length(RawMarks)
n < o
IF RawMarks[i] > n Then
n < RawMarks[i]
END IF
OUTPUT n
END FOR

t tne distances betw

2 Study the following two-dimensional 2
’ anet names have be

0 (Mercury) | 1 (Venus) | 2 (Ea
‘ 0 0.33 0.6
@ Cnus) 0.33 0 0.2
2 (Earth) 0.61 0.28 0

3 (Mars) 1.13 0.80 0

a) How would you access the values for the distance between Mer¢

b) How would you access the values for the distance between Venu

¢) Notice that the indexes PlanetaryDistance[2, 3] and [3, 3] are the
How would you change their values so that they are correct? (1
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FIELDS, RECORDS AND FILES

Very few programs do not utilise files at some part of their execution. With
effectively starting from the beginning and would require the data input e
programs that are run as new each time tend to have user settings or prefe
Therefore the use and understanding of files is a vital part of programming
text/ASCII files and binary files.

Text/ASCII files store the information in text or ASCII character format. If th
another program (such as Notepad or Excel) then the file is stored as an AS
file contains coded data which, without the context of the program, would
a text file might contain the data ‘AB123” which has no meaning unless app
advantage of storing information in text files is “an be created, al
the program. This can be useful in the d n §ystem to allow th

but are directly cony
definiticeilis v

called students.csv. The data is in the format surname, ID, course, college.

Note that you call each line of the file a record, and you call each part
of the record a field.

Before reading the file to be used in a program, you may wish to create
a data structure to contain the data that is shown below. Once the
structure is created you can then apply the 1/O from the file to the
structure to contain the data.

Pseudo

NEW STRUCTURE € Record # declare the structure Structure Record
Public
# Declare the variable names and types Public
Surname € string Public
ID € integer Public
Course € Integer End Structure
College €& String
END STRUCTURE

struct Record

{

Class recordStru

public string surname;
public int ID;

public int Course;
public string College;

. = Record
Surname: string;
ID : Integer;
Course : Integer;
College:string;
End;

A Level AQA Computer Science Course Companion: Section 2 Page 4 of 2

COPYRIGHT
PROTECTED

9

i

Education




Reading from a text file

Using input and output is very different depending on the programming la
to be able to recognise and operate this function as it widely broadens wha

For the C-family, in order to read from a text file you need to invoke the he
StreamReader. Stream readers are a way of interfacing between the content
building, and use a string variable to read the text file line by line, whereas
as Python have a class called open that defines what is being used and wha

When reading from a file you must remember that all values returned from
includes numbers. In order to use the values being read you may need to ¢

CONST & 'C:\MyDocuments\ReadingTes Dim FileR
Const fil
Line €« Length of one. Dim oneli
filename €« file
1 fileName
¢ streamreader "C:\MyDoc
f FileReade
" EOF(filename) DO
Readline(filename, OnelLine) Do Until
OUTPUT (OnelLine) o
End while C
Loop
Close(myFile) FileReade
Console.R
string lineFromFile; fileName
streamReader reader; 'C:\MyDoc
string fileName =
@"C:\MyDocuments\ReadingFileTest.txt" file = op
// '@ 1s added as an escape char. for line
print
reader = new StreamReader(fileName); file.clos
While (!reader.EndOFStream)
{
lineFromFile = reader.ReadlLine( );
Console.WriteLine(lineFromFile);
Reader.Close( );

Pascal/Delphi

var
fileIn:textfile;
lineFromFile:String;

begin

readln(filelIn,lineFromFile);
writeln(lineFromFile);

end;

closefile(fileln);

end.
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Writing to a file

Likewise, with writing to a file there is a special built-in class in most prog
an interface for you. In the C-family this is called StreamWriter and in Pytho
change the 1/0 type to Write. Take a lock at the code extracts below.

fileName € directory address of file Dim fil
Dim tes
FileWriter € new stream writer [fileName] Dim Fil
fileNam

For i €« 1 T0 5 C:\MyDo
Write "input line: "
inputString € Read written line
FileWriter Writes inputString to. f
Next

Close filewriter

Static Streamwriter FileWriter fileNam
Static void Main (..) "C:\MyD
{

String fileName = file
@"C:\MyDocuments\WritingToFileTest.txt"; For x i
fileWriter = new Streamwriter(fileName); i
for (int i = 1; i<= 5; i++)

{ file.cl
Console.Write("input Line Number {@}: ", i);
String inputString = Console.ReadlLine( );
FileWriter.WritelLine(inputString);

}
FileWriter.Close( );

}
Pascal/Delphi

var
fileOut:textfile;
inputString:String;
count:integer;

begin

assignfile(fileQut, 'C:\MyDocuments\WritingFileTest, txt");
reset(fileOut); // sets the program ready *.
for count:=1 to 5 do L
begin
readln(inputString);
writeln(fileOut,i
end; o
clos s
end. |

Binary files
Binary files are stored as binary encoded data. The content of the file itself
but can be written in binary (see Section 5.2), so the content seems irreleva

directly by components without the need for translating or conversions. Bi
record types and read back into that type.
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Writing binary files using record structure
We can declare a record, input the appropriate data and write it to the file
than simple text which has to be converted.

Declare recStructure as record Public Structure r
name: string Public name As Str
houseNum : integer Public houseNum As

postcode: string Public postcode As
End Structure
CurrentRec & recStructure

pathName & #file pathway Dim CurrentRec As

Dim CurrentFileRea

open binaryfile using pathname CurrentFile As

Set BinaryFile for Write
Loop
Input currentRec
BinaryWriter (currezi
Until finished .

Dim Filename as St
Filename = # file

CurrentFile = New
FileStream(Filenam
CurrentFileWriter

Do
CurrentRec.name
CurrentRec.house
CurrentRec.postc
currentFileWrite
currentFileWrite
currentFileWrite
console.Write("do
answer = Console

Loop until (answer

CurrentFileWriter.
CurrentFile.Close(

Struct recStructure type

{ recStructure = r

Public string name name:string[15

Public int housenum housenum:integ

Public string postcode postcode:strin

} end;

Static currentRec recStructure; var

Static BinaryWriter currentFileWriter; count:integer;

Static FileStream currentFile; fileOut:file of
. . . currentRec:recS

String f}lename = # file pathway; answer:string;

currentFile = new

FileStream(filename,FileMode.Create); egin

currentFileWriter = new
BinaryWriter(currentFile);
do
{

CurrentRec.houseNum

ssignfile(fileO

ewrite(fileOut) COPYR'GHT

repeat
readln(current PROTECTED
= aéLine(); readln(current
sole.ReadlLine(); readln(current
rite(CurrentRec.name); write(fileOut,
writeln('Do yo

i readln(answer)
currentFileWriter.Write(CurrentRec.postcode); until answer = ° IE;
console.Write("do you want to add another closefile(fileOu
record”); end. le;
answer = Console.ReadlLine(); // note that in Pa |
¥ declared in the re Education

While (answer == "Y");

currentFileWriter.Close();
currentFile.Close();
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Reading binary files using record types

By using record types and binary files the records are written to the file in
structure. However, when reading the files it is essential the same structur

The examples below show a simple method with no error detection.

Declare recStructure as record Public Structure recS
name: string Public name As String
houseNum : integer Public houseNum As In

postcode: string Public postcode As St
End Structure

CurrentRec € recStructure
pathName & #file pathway

rrentRec As rec
ClrrentFileReader
'ﬁlm CurrentFile As Fi

open binary file using pathName
binaryReader & BlnaryReadpr
current € binaryR
OUTPUT current

Dim Filename as Strin
Filename = # file pat

CurrentFile = New Fil
CurrentFileReader = N

Do While CurrentFile.
CurrentRec.name = C
CurrentRec.houseNum
CurrentRec.postcode

CurrentFileReader.Rea
Console.WritelLine(C
Console.Writeline(C
Console.WriteLine(C

Loop

CurrentFileReader.Clo
CurrentFile.Close()

Struct recStructure type
{ recS
Public string name na
Public int housenum ho
Public string postcode po
} end;
Static currentRec recStructure; var
Static BinaryReader currentFileReader; cou
Static FileStream currentFile; fil
cu

String filename = # file pathway;
currentFile = new FileStream(filename,FileM
currentFileReader = new BinaryReader(c

do assi

{ rese

CurrentRec.name der ReadString(); whil

. entFlleReader ReadInt32(); begi

CurrentFileReader.ReadString(); re

. e(CurrentRec name); wr

giriteLine(CurrentRec.houseNum); wr

e. WPlteLlne(CurrentRec postcode); wr

} end;

While (currentFile.Position < currentFile.Length); clos
currentFileReader.Close(); end.

currentFile.Close();

Note: # file pathway is the full path filename, for example ‘C:\mydocuments\fil

A Level AQA Computer Science Course Companion: Section 2 Page 8 of 29

COPYRIGHT
PROTECTED

9

i

Education




Another method of reading binary files is to use streaming to read/write d
are binary files whose contents can be used directly by hardware processo
the central processor if the processor knows how the data is formatted.

This processing of binary files is called streaming as the data is ‘streamed’
program. The method is shown below.

Reading binary files with no record structure (streaming)

Here is the code that can be used for reading binary files.

Pseudo l

Current € Null
pathName € #file pathway

readStream €& FileStream nFileMode) String pat
Stream)

readStream

FileMode.O

binaryread

current =r

Console.Wr

FileStream readStream; file = ope
String current = null; try:
String pathName = # file path way byte
while
readStream = new FileStream (pathName, #
FileMode.Open); #
binaryreader = new BinaryReader (readStream); by
current =binaryReader.ReadString( ); finally:
Console.WriteLine(current); file.c

Pascal/Delphi

uses classes,sysutils;

var
fsOut : TFileStream;
fsIn : TFileStream;

source: array[@..4] of integer = (2, 1, 8, 6, 244);

begin
fsIn := TFileStream.Create('binaryfile.bin’,
fmOpenRead) ;
fsIn.Read(source, sizeof(source));
fsIn.Free;
COPYRIGHT
// the array Source now contains PROTECTED

end.

9
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Writing binary files with no record structure (streaming)

Writing binary files is similar to writing text files and you will notice the si
family languages. In this example you will see that an array containing so
being written to the file.

Source € #values for array Dim source[

Using writer € #open file, filename, file mode Using write
BinaryWrite
For i € 1 to source.length FileMode.Cr
Print
For value
Writer.
Next
End Using

ource [2, 1, 8, 6, 244];

with open(’
: for val
, yWriter = New BinaryWriter wri
(file.Open("binaryFile.bin", FileMode.Create))
{

For (int value = ©; i >= source.Length; i++)

{
¥

writer.write(value);

¥

Pascal/Delphi

uses classes,sysutils;

var

fsOut : TFileStream;

source: array[0..4] of integer = (2, 1, 8, 6,
244);

begin
fsOut := TFileStream.Create('binaryfile.bin’,
fmCreate);
fsOut.Write(source, sizeof(source));
fsOut.Free; // this prevents memory leaks
end.
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ABSTRACT DATA TYPES / DATA STRUCTURES

Abstract data types are defined as data types which are not defined by thei
programming language. Instead they are defined by the operations that can

The abstract types and structures that you need to be familiar with are as f

Queues m  Graphs B Dictionaries
Stacks B Trees B Vectors
Lists B Hash tables

Each of these is covered in detail over the following page

2.2 QUEUES

The data structure know
you encounter in.€

s the same characteristics as the qu
» “For instance, a queue at the checkout count
N s at its rear as customers join the queue to have their
purcha’ hlled, and only reduces in size when a customer is served at t
of the queue, the checkout counter. A queue of cars at traffic lights behaves
similar manner, with cars exiting the queue only at its front and joining the
only at its rear. This is a FIFO data structure (First In, First Out).

A gueue requires two pointers, one of which points to the front and the oth
needs to be set up in such a way that the following operations can be carri

1. Check whether the queue is empty.

2. Return the value of the first element (front).

3. Return the value of the first element and remove it.
4. Place new element onto the rear of the queue.

There are three different types of queue which you need to know about: cir
priority queues. Circular queues are particularly suited to implementation a
hand, lend themselves to being implemented with lists.

CIRCULAR QUEUES

A circular queue is a queue which has a fixed amount of space, but where t
the front, much like a circle. This structure lends itself easily to buffering d

1. The front points to the element of the array which should be remov

2. The rear points to the last element added. As d>'a is added these p
array and loop back to the start of th

COPYRIGHT
PROTECTED

 Julie George | Jacques Liz
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Suppose that two names (Ashley and Julie) leave the queue and two new n
The queue would now look like this:

FRONT P REAR

George | Jacques Liz Justin Mary
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As more names are added the array would eventually loop round and if the
Kumar were added (in that order), the queue would look like this:

—p REAR FRONT

Kumar George | Jacques Liz Justin Mary

If another name were to be added to this queue then the queue would be
if the front and tail are next to each other, with the front on the right of th
to the first element in the array and the tail points to the last elementint
check that the queue is empty by looking at the tail and checking if it is eq

Implementation of a circular queue

{<€. data [10]). This has the limitati
Wo pointers that point to the front and th

We are assuming the array s
maximum of 10 iter=. - ¢

tes for an empty queue:

PROCEDURE see_empty( ) PROCEDURE see_fr
IF front € rear THEN IF front € r
PRINT("Queue is empty!") PRINT("Queu
ELSE ELSE
PRINT("Queue is not empty") PRINT("Front
END IF END IF
END PROC END PROC

To add (push) an item to a queue: To take an

(assumes the pointers and array are
global variables)

PROCEDURE push(new_item) FUNCTION pop(
IF (rear + 1< front) OR (rear <« 10 IF front ¢« r
AND front € 1) THEN PRINT("Queu

PRINT("Queue is full!") ELSE
ELSE pop € data

IF rear € 10 THEN IF front
rear €« 1 front &
ELSE ELSE
rear € rear + 1 front €
END IF END IF
data(rear) € new_item END IF
END IF END FUNCTION

END PROC

To print ont . : COPYRIGHT
PROTECTED

PROCEDURE print_queue(
DIM i As Integer .. ~
DIM queue_s*t

oop counter
//builds up the queue befor

.

ar
@ PC_string € queue_string & data(i)
IF i € 10 THEN i € 1 ELSE i «

9

i+ 1
End WHILE Clg
PRINT(queue_string) :
END PROC Education
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LINEAR QUEUES

Since a queue usually holds a bunch of items with the same type, it makes
an array. With linear queues, elements are always added at one end and r
diagram demonstrates the concept using a fixed-size queue of 8 elements

FRONT P REAR

0 1 2 3 4 5

Apple Banana | Grapes Melon | Orange

Iltems are always removed from the front of the que
at the next item in the list. The queue below <»

T do this, the fron
Jlement (Apple) b

added to the list. As with the front pointer while adding elements, the rear
so that it points at the newest item:

FRONT

0 1 2 3 4 5

Banana | Grapes Melon | Orange Pear

PRIORITY QUEUES

Priority queues are queues where items are removed in order of their prior
the items are added. Each item is assigned a priority as it is added to the g
on the basis of origin, data type, time of day - anything really.

Priority queues find uses in a number of areas of computing. Network buffi
queues. By using priority queues in networks, it is possible to move import
communications, to the front of the queue, while at the same time moving
that generated by file-sharing applications, to the back of the queue.

Adding an item

IF queue is full Then !I e is empty T
OUTPUT Error PUT error COPYR'GHT
ELSE
rearPointer++ Return queue[fro PROTECTED
IF rearPointer frontpoint++
rearPci .- IF frontPointer
| jointer] € datum frontPointer
: END IF
END 1\ END IF

9

Testing if empty

IF queue [frontPointer] < 1 Then IF queue[rearPointe
Return true Then

i

Education

ELSE Return True
Return false ELSE
END IF Return False
END IF




| Questions: Queues

1 You are tasked with writing a video buffer for a video player that ca
: Which would be more suitable, a stack or a queue? Explain your an

2 Acircular gueue is usually implemented as an array.
| a) What variables are required to keep track of such a queue? (1

b) How can you check whether a circular queue is empty without
(1 mark)

¢) How can you check whether a circular g2 full without usi

eue in pseudocode.

d) Write a procedure to add an
€ . nnot be added. (1 mark)

an error message if

"Ilnea‘r queue. Elements are added at the rea
REAR
2 3 4 5
SF A2 EE 72
a) Draw the queue after two elements have been removed. (1 ma
b) Devise a method for representing an empty queue. What step
push/pop procedures? (1 mark)
¢) Write a procedure, using pseudocode, to add items to the que
queue is empty. (1 mark)
2.3 STACKS

A stack is a data structure characterised by the expression Last In, First Out
recent item added to the stack is the first one which can be removed from
keep track of the last item added to the stack - that is, the current top of t

A real-life visualisation of a stack is the stack of trays at the entrancetoa c
you need to take that tray off the top in order to get to the next one down.
take that tray and put the dirty tray back on the top of the stack. However,
of the stack without first removing all the other trays!

A stack needs to be set up so that the following operaticas can be carried

Check whether the stack is
Look at the top vaiu

Here is & ‘xémple of a stack used to hold names, and how pushing items
from the stack works:

push(Jim) push(Amy) | Amy | pop() push(
Jim Jim Jim
Empty Empty Empty Empty
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Implementing a stack

A stack can be implemented using an array or a linked list. To implement a
variable is needed to keep track of the top of the stack.

For example, an array declared like the following in Java could be used as a
variable when a string is pushed onto the stack and decrementing it when

String[] myStack;
myStack € new String[10];
int top €« -1; // -1 means the stack is

Alternatively a linked list can be used instea
needed.

Example - Procedures

We are making the following assumptions:

1. There is an integer variable, top, which points to the top of the sta
stack is empty.

2. The size of the array myStack is given by the integer max.
3. Elements are accessed in the array by reference, with O being the first

myStack[0] is the first element

myStack]1] is the second element
myStack[299] is the three-hundredth element
myStack[max-1] is the last element

Testing an empty stack is simple as all we need to do is check whether the

PROCEDURE test_empty( )
IF top = -1 THEN
PRINT("Stack is empty")
ELSE
PRINT("Stack is not empty")
END IF
END PROCEDURE

To look at the top item on a stack without removi

COPYRIGHT
PROTECTED

PROCEDURE print_top( )
IF top = -1 then

-
END PROCEDURE
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To add an item (push) to a stack we can use the following procedure (assun
variables):

PROCEDURE push(newItem)
IF top = max - 1 THEN
PRINT("Stack is full!™)
ELSE
top € top + 1
myStack[top] « newItem
END IF
END PROCEDURE

To take off an item (pop) from a stack we car O%Mmmmmnw

FUNCTION pop( ) AS
4

ck"is empty!l")

@ < top - 1
RETURN myStack[top]
END IF

END FUNCTION

Questions: Stacks

What rule is said to govern stack data? (1 mark)

Imagine a stack containing the following numbers: 89, 45, 22, 90
90 is the top of the stack.

a) Rewrite the stack after the following operations have been per

pop()
pop()
push(77)
push(56)

b) Write a function in pseudocode that will add up all the items i

Here is an example of a stack implemented as an array:
Top of stack: 5

John

Lara COPYRIGHT
Mike PROTECTED

Ste:

Billy

9

Georgina

i

Education

a) Which name would be removed from the stack first when the po

b) What steps are needed to push an item onto the stack? (1 mar

¢) What would be a suitable value for the top variable when the ¢
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2.4 GRAPHS

A graph has a set of vertices (often also referred to as nodes) and edges wh
vertex is a point and edges are the lines that join the points together. A la
vertices associated with a label.

vertex

—— edge

Directed graph

A directed graph (also known as digraph) consists of arcs and vertices wh
and has a direction. A labelled digraph is one that has its vertices associa

VRV v

@ vertex

- edge

Undirected graph
COPYRIGHT

PROTECTED

Undirected graphs can be represented 1'si- ‘graphs very easily b

with two edges, each pointino
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Weighted graphs

Weighted graphs are graphs where every edge is given a weight. The wei
represents some quantity. A very common use of weighted graphs is to re
locations. The travelling salesman problem is an example of a problem wi
However, the weights could represent anything; for example, they could r
when analysing network performance or they could represent the number
another web page in a search engine.

Below is an example of a weighted undirected graph representing the dis
travelling salesman problem:

Sheffield

Liverpool

Bristol

Plymouth

The uses of graphs

Graphs can be used in many applications, for purposes such as finding rou
designing computer networks, traffic control and finding the best route to
in solving games such as mazes and Sokoban puzzles. The trick is being a
by using a graph.

Adjacency list

An adjacency list is used to represent either edges or arcs. It is a linked lis
the current node, and what nodes the current node is connected to. Consi

A

COPYRIGHT
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The ad / List would be as follows:

Verte;(“‘ Connected to 9
A B, D Gg
5 Education
C A
D
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Adjacency matrix

An adjacency matrix is another method to represent edges in a graph. An n-b
is used to represent all the edges in the graph where n is the number of verti

The adjacency matrix shows how many edges are used to connect each v
together. For example, vertex A is connected with vertex B by one edge.

To come back to the travelling salesman problem a weighted adjacency m
can be used.

Liverpool

Bristol

Plymouth

Bristol | Liverpool | London | Plymou

Bristol 0 181 119 118
Liverpool | 181 0 0 0

London 119 0 0 238
Plymouth| 118 0 238 0
Sheffield | 179 78 166 0

In the above the weighting between Bristol to Liverpool is 181 however if it w
from Bristol = Liverpool, and not from Liverpool — Bristol), then the Liverpo

Questions: Stacks

1 Consider the following directed graph:

COPYRIGHT
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Write an adjacency list to represent this digraph. (1 mark)

b) Write an adjacency matrix to represent this digraph. (1 mark)

c) Assuming space is the main limiting factor, which would be t
why? (2 marks)




2.5 TREES

A tree is a simple undirected graph that contains no cycles in it, i.e. each ve
one path. A tree with n vertices always has n - 1 edges.

ROOTED TREE

A rooted tree is usually used to sh 1 of hierarchy. It contains a r
vertices stem.

Generally rooted trees are drawn with the root at either the top or bottom ¢
diagram easier to understand and makes the structure clearer. Any vertex ¢
needs to be designated as such.

BINARY TREES

A binary tree is a type of rooted tree which is often used in computing as a
used because they are more structured and therefore quicker to search than
hashing, they can be used as a basis for constructing a database.

Binary trees consist of nodes (vertices) and branches (edges), which are the li
Nodes which have no children are called leaf nodes. A binary tree must alwa
and deleting elements or else it would be pointless to use one since searchi
node consists of a field and two pointer values, one for the left subtree and

Pointer Data Pointer

~\

COPYRIGHT
Pointer l Pointer Da PROTECTED
] | Pointer Pointer Data Pointer
(// ig
Pointer Data Pointer Pointer Da Clg
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Binary trees are a form of abstract data structure and therefore, like linked
number of ways. Binary trees can be implemented as arrays with one colum
two pointers (left and right). They can also be implemented dynamically usi
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Constructing a binary tree

By convention, items added to a binary tree are compared to the root node
node they are placed on the right-hand side and if less than the root node
This is then repeated for every node they come across until they reach a po

A procedure to produce a binary tree would therefore need to contain the fi
1. Create a root node.
2. Insert data into the root node.

3. If the root node exists then compare the new item to be added wit
current item as the root node.

If item is > root node follow right point ollow left pointer.

To add an item to a tree we can use the following procedure (assuming arr
variables and the first element is always in row 1):

PROCEDURE add_leaf(new_item)
row € 1
current €« 1
finished € false

WHILE(row <= arraysize and tree(row, 1) != "") //
row € row + 1

END WHILE

IF row > arraysize // check that array i
PRINT("Tree is full!")

ELSE
tree(row,1) € new_item // puts new item i
tree(row,2) € -1 // sets pointers to n
tree(row,3) € -1 // sets pointers to n

END IF

WHILE finished = false

IF new_item < tree(current,1,1 )// a7ds pointer to

IF t t,1,2) € -1
tree (oot 1) € COPYRIGHT
PROTECTED

finished é', true

eé(current,l,z)

" IF tree(current,1,3) € -1 THEN // adds pointer t
tree(current,1,3) € row
finished €& true

ELSE
current € tree(current,1,3)
END IF
END IF
END WHILE
END PROCEDURE

9

i
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The following diagram shows how the first six steps are used to construct t

Step 1 - Add Flavia Step 2 - Add Bruc

Flavia

Flavia is the first node added and so becomes the
root of the tree.

:i”'fEmpty position fo
Step 4 - Add Milli

Step 3 - Add Abigail

______ e -

Empty | | Empty |

r
1
1
b o | b o o o o [

Abigail is before Flavia so go left. Millie is greater th
Abigail is before Bruce so go left. Empty position fo
Empty position found so Abigail is added here.

Step 5 - Add Serena Step 6 — Add Rach

Flavia

Abigail

P
i
I

Empty ! | Emp

______ [ -~

[

COPYRIGHT
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Serena is greater than Millie so go ria - | Rachel is greater t
g J Rachel is greater t

Empty position fou

9
Consider the set of integers a = {7, 2, 6,11, 5, 9, 4, 8}. If the items, be
a binary tree, were sorted into descending order what would the tre

i
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2 The search time for a binary tree is usually O(log n). If the binary tre
search time become? (1 mark)

Describe a procedure to delete a node in a binary tree implemented us
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2.6 HASH TABLES

So far you have looked at algorithms which can be used to search and sort

One problem with all of these structures is that as data volume increases in
becomes more difficult and harder to manage. All of these structures requir
structure like a tree, which allows a binary search operation, increases in ti
For more detalil, refer to the notes on Big O Notation (Section 4.4). A binary se

The hashing algorithm is a mathematical calculation performed on search ¢
were to use the surname we could perform a calculation to find the data lo
the data to be found). If well devised it can significantly cut down the searc
worst case; often it is O(1), i.e. one iteration).

Hashing algorithms are often tallored to e . pplication that they
hashing algorithm which is u ‘ . One example of a hashing alg|
operates on the first fy , ame, where the letters a-z are given
index is tha wmultiplying the first number by 26 and then addi

ymple of a hash table showing keys that the algorithm will pr

Surname Jones Zheng Patel

Calculation 9%x26+14 25%26+7 15%26+0

Index 248 657 390

As can be seen, if we wanted the information about the person whose surn
record location 390. So we could jump directly to memory or index 390 and

Like all hashing algorithms, however, there is a problem, and this is that it
different surnames that begin with the same two letters. For example, the ¢
have the same index. This is known as a collision. The aim of a good hashi
collisions while also optimising space needed.

Collisions

One of the main problems that hashing functions have is that they will proba
index, i.e. two different items could produce the same index. This is called a ¢
collision resolution strategy. One collision resolution strategy is to use the nex
This seems a good idea in principle but leads to problems later. For example,
not in the position you expect, you can’t assume it has been deleted because |
else due to a collision. Likewise, if you delete a record you have to indicate th
know there may have been a collision.

The solution to this is to use overflow lists. There estions: Has
are two possibilities for an overflow list.

COPYRIGHT
PROTECTED

) . . . Why is hashing
Firstly, that all records with duplicate. i

stored in binary
use the hashing

a)

9

The other pOSSIbIlIty is to have linked lists
attached to every index. All the records with the
same index are stored in the linked list, and the
program simply performs a linear search on the
linked list for the index it has calculated.
However, this solution is slightly more complex
to implement.

i
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2.7 DICTIONARIES

Dictionaries are another example of an abstract data type which a
programmer can use to store data in an ordered manner, although it
is worth noting that it is also defined as a generic class in C
programming.

If you take the analogy of a real-world dictionary, the data is ]stored
in a two-part key: the word (the key) and the definition (the data). To
get to the data you se arch for a specific word and read the
definition; likewise in programming you search the key-field and
retrieve the data associated with the key.

STRUCTURE dictionary (key, data) Dim dictionary A
Dictionary[2] € "Computer"” Integer)
Dictionary[1] €« "I" Diction
Dictionary[@] €« "Love" Diction

Dictionary[-1] € Science" Diction
END STRUCTURE Diction

C

|

Dictionary<string, int> dictionary = new Dictionary = { }
Dictionary<string, int>();
dictionary.Add("Computer”, 2); Dictionary["Comp
dictionary.Add("1I", 1); Dictionary["I"]
dictionary.Add("Love", 0); Dictionary["Love
dictionary.Add("Science”, -1); Dictionary["Scie

Pascal/Delphi

No native dictionary system is available in
Pascal/Delphi, although there is a method
utilising a library called Generics; the example
below is from free Pascal using the library fgl:

uses fgl, sysutils; // using the generics

librar

t ’ COPYRIGHT
bictionary = specialize T52 PROTECTED
integer>;

: TDictionary;

begin lEa
dictionary := TDictionary.Create;
dictionary.Sorted := True; // for fast lookup
of keys
// assign values
dictionary[’ Computer’']:= 2;
dictionary['I']:= 1;
dictionary['Love']:= ©;
dictionary['Science']:= -1;

i
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Using a dictionary

Dictionaries are useful whenever you need to store or retrieve unique info
initialised dictionary there are a few functions you’re going to want to kno

Checking whether an entry exists

If you want to check whether there is an entry in the dictionary using a ke
output the value by using the following code:

If dictionary Contains ["science”] Then
Value € dictionary "science”
PRINT value

ELSE

Dim int va
Console.Wri

Else

Console.Wri
End If

PRINT "Value not fours

# method one:
Print (dictiona

Int value = dictionary["science"]; found"))
Console.WriteLine(value);
} # method two:
Else If "science” in
{ Print (dict
Console.WritelLine("value not found"); Else:
} Print ("val

Pascal/Delphi

if dictionary.find('Science’,i) then
writeln(dictionary['Science'])
else
writeln('value not found’);

Note: when using a member of the C family, you can also use the extension .
a better method you could research is method called " TryGetValue'.

Removing an entry from a dictionary

Just as easily as adding an item to a dictionary, you can remove items too.
items by removing redundant information, such as when you save over a fi

C# and VB.NET Python

|lDel diction i " l

‘Dictionary.Remove("Science");

COPYRIGHT
PROTECTED

9

Initialising the dictionary:

i

Education

NEW STRUCTURE € TDictionary # declare the structure
Item & string
Index € integer

END STRUCTURE

Dictionary € array of TDictionary
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Using the dictionary (finding)
This method utilises a method of knowing how many items are in the array

pointer €& @

While pointer<=numOfItems or found=false
If dictionary[pointer].Item = itemToBeFound then fou
Pointer € pointer + 1

End while

if found then
Output dictionary[pointer-1].index
Else
Output "item not found"
Return pointer

Find(itemToBeFound)

IF itemFound then
Shuffle array up from pointer+l to numOfItems
numOfItems € numOfItems -1

COPYRIGHT
PROTECTED
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2.8 VECTORS

In mathematical terms, a vector is a geometric quantity for a position in spa
direction but no location. Vectors can be expressed in a number of ways:

B As a list of numbers written in square brackets, e.g.:
[3.14159, -0.3, 8.0211127,1.0]

B As a power of a set where the power is the number of entries from
B4

B As afunction using a dictionary to map val aset ('~ means

0 — 3.14159

A vecto® also be depicted using ‘arrow’ notation. This is the easiest way
allows you to visualise the vector as a movement; the length of the arrow i
You can think of a vector by its horizontal (x) and vertical (y) displacements

For example, the vector below would be [a, b]:

[a, b]

If you're finding vectors hard you might be trying to imagine them in terms
Try to remember that although vectors have magnitude and direction, they
what makes them so useful.

Take a look at the example below.

Thi COPYRIGHT
PROTECTED

9
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Vector addition and subtraction

Look at the following example; note how the two vectors when used toge
hypotenuse is given by the form [a + b, ¢ + d] ~ this transformation is call
using a vector to contain the magnitude and direction of the movement.

The translation can be given by the equation: [a, b] + [c,d] =[a + ¢, b + d]

The equation becomes [a, c] + [b, d] because you group similar transforma
transformations in the same direction and their magnitudes are added tog

It is easier to visualise this with an example of moving a shape in two-di
translating the triangle given by the vector [a, b] by [j, k].

Before translation

COPYRIGHT
PROTECTED

The valt®® 'of.these points are arbitrary but you can clearly see how the tr

9

The distance and the direction of the transformation are given by the valu
addition to map each point: [a, b] + [j, k] = [a+], b+k].

i

Education

A Level AQA Computer Science Course Companion: Section 2 Page 28 of



Vector multiplication

This transformation is nice and easy. You will see later in Vector Graphics (s
perfect for representing objects where high precision is needed because th
ways; they can be moved, inverted and scaled and they always look the sa
multiplication comes in - it achieves scaling.

Consider the example in the introduction where you represented a vector
displacements and labelled them ‘@’ and ‘b’. This will highlight how simple
using its scalar product. If you multiply each value of the vector by a scalar
result in a vector of twice the scale. 2[a, b] => [2a + 2b]

Before scaling

[a, b]

After scaling

As you can see, the direction of the vector is maintained and the magnitude

Dot products of vectors (vector scalar product)
Consider multiplying two vectors together that have the form:

u=[u, Uz ..., Un], V.= [V1, V2, ..., Vn]

The result can be written as:

U-v=1uivy -+ Uzvz ... UpVy

This can be seen when cross-multiplying matrices, such as in the following

o o [ dl = Tna e

You can see the scalar product has been used: ka + Ic = [k, 1] - [a, c]

Questions: Vectors COPYRIGHT
PROTECTED

he above, what is the name of the transformation repres

9

i

Education

Based on the above, what is the vector notation of the transformati

A=} o =}

Based on the above, consider the transformation required for the a
What is the vector notation for this transformation? (2 marks)
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3. Algorithms

This section covers the fundamentals of algorithms, illustrated by common examples. Al
in examinations, therefore it is important to be able to reproduce, trace and have a stron

This section covers:

3.1 Graph traversal pl 3.4 Searching alg
3.2 Tree traversal pé 3.5 Sorting algori
3.3 Reverse Polish notation (RPN) p8 3.6 Dikstra’s sho

3.1 GRAPH TRAVERSAL

connected nodes, then looking at the nodes connected to those n

®  Depth-first means going through the graph, again starting from a pa
connected to the first node connected to the start node are comple
second node connected to the start node and completely exploring
and so on.

The diagram below shows the order in which a graph would be traversed
depth-first search (assuming nodes on the left are visited before nodes on

Breadth-first Traversal

COPYRIGHT
PROTECTED

9

1. Choose a vertex to start from.
2. Colour the start vertex (cross-hatch) to indicate that it has been v
3. Create a list of neighbouring nodes and visit one of them.

4. Colour the visited node (cross-hatch), then visit the other nodes i
5

6

7

i
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Repeat this process until no more nodes are left in the list.
Colour the start vertex black to indicate that it has been complete
Go to the next vertex and repeat the process as above.
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Performing a breadth-first search on a graph

Here is an example of the steps taken during a breadth-first traversal of th

(>255 indicates a node which has been visited
- indicates the node has been completely

COPYRIGHT
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9

i
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The order that the nodes h

9
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DEPTH-FIRST SEARCH

Depth-first search is another simple graph traversal search, which instead ¢
depth-wise. The algorithm is as follows:

Select a start vertex and colour it (cross-hatch) to indicate that it ha
Visit a new vertex adjacent to the current vertex that has not been
Colour the visited vertex (cross-hatch) and visit a new vertex that ig
Repeat these steps until there are no more adjacent vertices to visit
Colour the vertex black to show that it has been completely discovere
Visit an adjacent vertex that hasn’t been visited and colour it grey.
Repeat these steps until all the vertices are col red black.

If there are any remaining vertices th been coloured due

®© N o NN

Here is & Xémple of the steps taken during a depth-first traversal of the
following graph on the right.

indicates a node which has been visited
- indicates the node has been completely explored.

COPYRIGHT
PROTECTED

9
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The order that the nodes have been
traversed inis:

COPYRIGHT
PROTECTED

9

i

Note: depending on which node you pick, you may get E dUCG tion

a different output! How would the result change if you
picked the right node instead of the left in Step 47
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3.2 TREE TRAVERSAL
Searching a binary tree (O(log n))

Since everything is organised in a hierarchical manner, searching for an it
complicated. It is the same fundamental process as inserting an element.
are as follows:

Start from root node.
If item is equal to the item in the current node then item is found
If item > the current node, follow the right pointer.

If item < the current node, follow the left pomtm
Repeat the process for the next nod Sii :
If Null pointer found, then the

o v b N e

Other tree travers

pre-order, in-order or post-order. Note the use of recursion in the procedur
algorithms much more elegant. It is extremely hard to do these operation

Suppose the following letters have been added to the first tree where lett
stored to the left, and letters larger than the root node are stored to the r
the algebraic expression A + B * C - D has been stored in the second tree
the operators to the left and right of the root node.

The trees would now look like this:

like this:

COPYRIGHT
PROTECTED
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Pre-order traversal

Pre-order is when the algorithm looks at the root node, then makes its wa
and then the right-hand side. The first tree above would be listed in pre-o
tree above would be listed as *+AB-(CD.

An algorithm for a pre-order traversal follows, where p is initially the arra

PROCEDURE preOrder (p)
Print (data[p])
IF leftPointer[p] > © THEN
preOrder(leftPointer[p])
END IF
IF rightPointer[p] > © THEN
preOrder(rightPoint
END IF
END PROCEDURE

In-ordeigind en the algorithm first goes down the left branch, then looks
right branch. The first tree above would be listed in in-order as A, D, F, K,
be listed as A+B*C-D.

An algorithm for an in-order traversal follows:

PROCEDURE inOrder(p)
IF leftPointer[p] > © THEN
inorder(leftPointer[p])
END IF
PRINT(data[p])
IF rightPointer[p] > © THEN
inOrder(rightPointer[p])
END IF
END PROC

Post-order traversal

Post-order is when the algorithm first goes down the left branch, then go
looks at the root node. The first tree above would be listed in post-order
above would be listed as AB+CD-".

An algorithm for a post-order traversal follows:

PROCEDURE postOrder(p)
IF leftPointer[p] > © THEN ‘
postOrder(leftPointerip | Questions: Tre
END IF
IF righ

COPYRIGHT
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1 Construct a
following nu
the order th

0 -112

tPoin

ig
Write out th
was traverse

i
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As you can see, the algorithms are remarkably
similar. It may help you to remember which is which
by considering the root node value before the left
and right nodes (pre-order), after the left but before
the right node (in-order) or after the left and right
nodes (post-order).

a) Pre-ord

b)
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3.3 REVERSE POLISH NOTATION (RPN)

An arithmetic expression is a form of numbers and operators which represe
write down an arithmetic expression; these include the infix and postfix (R

Infix notation is what you all use every day. This is when operators and sym
operator is surrounded by two symbols, one on the left and the other on th
expressions. Examples of infix expressions include 5+5,2*10+2,16/4
general use, it requires that brackets be used to determine the order of ope
different to 5+5/2.

In the early days of computing, it was very complicated to program comput
this problem, Reverse Polish notation was invented. Tk« places the operat
on. As you will see, this eliminates the requir b.ackets.

d from left to right. So the e
m out increasing the number of operati
r r.udce that writing it with brackets does not chang

riiore examples of infix expressions converted to postfix
95, Note that in every case there are a variety of different
orders the expression could be written in:

Reverse Polish notation has another advantage on top of allowing
expressions to be written unambiguously without brackets.

Evaluating RPN using a stack

The stack can be used to evaluate Reverse Polish notation by the algorithm gi
is a LIFQ data structure; this means that the first thing that is put into the stac

®  Go through the input and read one character at a time until there is
Whenever a symbol is read from input then push (put) symbol on st
Whenever an operator is read from input then pop (get) the last twg
operation on those two symbols read and store the answer back on

Example:1332*+ -

N | ;
Step Stack Contents Multiply ‘poppe

Symbol read: 1 Push answer o

Push 1 onto stack Symbol read: +

Pop last two ite

1
Symbol read: 3 1
3

Push 3 onto stack

COPYRIGHT
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Add ‘popped’ n

Symbol read: 3

Push answer o
Push 3 onto stack

Pop last two ite

Subtract secon
from first (8)

9

W W e

Y

Symbol read: *

i

Education

Pop last two items from stack (2,3) .| | Store result

Using the stack like this is very beneficial since it allows programs to have
and lower complexity. It also allows expressions to be effectively infinitely
list is traversed expressions can be pushed onto a stack until they are need
to be stored at any time. As expressions are calculated they replace the las
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Converting Reverse Polish (postfix) to infix by hand

The easiest way to convert from RPN to infix is to go through each symbo
operator is found, place brackets round the operator and the two argume
would become 5 (4 6 +) - and then (5 (4 6 +) -). Notice how anything in

Once this has been done, move the operator in each set of brackets into th
For example: (5 (4 6 +) ) would become (5 - (4 + 6)). You can then remov

Example - Convert 104 2 *+ 1 3 2 * + / to infix Example - Convi

Step 1 - Bracket triplets starting from left Step 1 - Bracket

10 (42 %) +132%+/ (((2 5 *)
(10 (42 *) +) 132 * + /
(10 (4 2 *) +) 1 (3 2 *)r
(10 (4 2 *) +) (1 45
(((10 (4 2%

Step 2 - Move o
) /) (((2 * 5)

Step 3 - Remov
(2 *5 +

b, :'"_e operators to middle of brackets
(((16 (4 2 %) +) / (1 (32%*) +))
(((10 + (42%*)) / (1 +(32%)))
(((10 + (4 * 2)) / (1 + (3*2)))

Step 3 — Remove unnecessary brackets (optional)
(16 +4 *2) / (1 +3 * 2)

Converting from infix to RPN by hand

To convert from infix to RPN a stack and pointer can be utilised. The first
operators.

High 0O Brackets

or 1 | To the power

x & Multiply, divide (in computing

Low + - Add, subtract

Steps
;' COPYRIGHT
' PROTECTED

"If the operator is a closed bracket, pop all the operators in th
and then discard the ( from the stack.

9

3c. Compare the current operator with the top of the stack. If it i Qg
the stack and go back to step 1. Educgtign

3d. Compare the current operator with the top of the stack. If it i
the stack and go back to step 3c.
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Examples

Infix expression | Step RPN Stack
3+2*5 1 3 Number
+2*5 3¢ 3 + + is higher than no
2*5 1 32 + Number
%
*5 3¢ 32 N *is higher than +
S
5 1
empty 1 1 Pop all from stack
3+2%5is 325"+ in RE: luated it can be seen we would work out
SOEF .

Infix eXpréssion Step RPN Stack
(2+43)*5-(2+4) | 3a ( Push ( onto
2+3)*5-(2+4) |1 2 ( Number
+3)*5-(2+4) 3¢ 2 J(r +is higher
3)*5-(2+4) 1 23 z Number
)¥5-(2+4) 3b 23+ empty | Pop until (
*5-(2+4) 3c 23+ * * is higher
5-(2+4) 1 23+5 * Number
-(2+4) 3d 23 +5¢* empty | Pop froms
3c 23 +5* - - is higher
(2+4) 3a 23 +5¢* E Push (onto
2+4) 1 23 +5 %2 E number
PROTECTED
Number
Pop until ( i
% -
23 +5%24+ stack Q
1 23 +5*%24+ - Pop until s Gg

Education

So (2+3)*5-(2+4) is converted to 2 3+ 5 * 2 4 + - in RPN. When evaluating

next we work out 2 + 4 so the expression becomes 25 6 — s0 25 - 6 = 19.
calculation is correct.



Task: Infix to RPN Converstion

Using the step method demonstrated on the previous page it is possible t
program. Try to write a program that takes an infix expression as a string a

| For simplicity assume that all numbers are integers from 0-9 as per the ex

Questions: Reverse Polish Not,

Why is Reverse Po'l + used and why is this beneficial? (1 m

wing into their Reverse Polish notation form. (4 m

---‘:*7+(6+2+5)
¢ 45/ 7 + (0 - 6)
d 5+ ((1+2)*4) -3

Convert the following to infix. (3 marks)
a) ab -

b) ghb+ -

¢ bm/ gh/ +

COPYRIGHT
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3.4 SEARCHING ALGORITHMS

LINEAR SEARCH

The linear search algorithm is used to find a given element in a list by iter
comparing it to the condition element. Linear searches always start at the
condition is met or the program reaches the end of the list. We say that lin
of O(n), which means that the time it takes to run is linearly proportional t
covered in more detail in Section 4.

Pseudo I

itemPosition €« 0
itemFound € FALSE

Dim itemPosition
Dim itemFound As

While itemPosition < Arra eimFound = FALSE || While (itemPositi

If arraySearchl[it - itemWanted then FALSE)
If array[ite
itemFou
Else
itemPos
End While End if
End While
If itemFound = TRUE then
OUTPUT "Item found at " & itemPosition If itemFound = TR
Else Console.Writ
OUTPUT "Item not found"” itemPosition
End if Else
Console.Writ
End If
While ((Int itemPosition = @ > arraylength) && (NOT Var
isFound)) itemFound:boo
{ itemPosition:
If (arraySearch[itemPosition] = itemWanted) itemWanted:in
{
itemFound = TRUE; begin
} itemPosition
Else itemFound:=fa
{ while (itemPo
itemPosition++; (itemFound=fa
} begin
} if arraySea
If (itemFound = TRUE) itemFou
{ else
Console.Writeline("Item found at {0}", itemPos
itemPosition); end;
} if itemFound
Else writeln

{
}

Console.Writeline("Item not found.");
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itemFounge: F

while W@ len (arrayLength) and not found:

if array[itemPosition] == itemWanted: lE;

found = true

break c;s;
itemPosition = itemPosition + 1
if itemFound == true: [Eﬁjljcz(jd:iC]f1

print('item found at %', itemPosition)




BINARY SEARCH

A binary search is a method for searching a sorted set of elements. The con
®  [|f the element being searched for is greater than the middle eleme
middle element is discarded.
m  [fitis less than the middle element, then everything greater thant
m |fitisthe same, then the element has been found!

This process is repeated until either the element has been found or the set
be further divided. Binary searches have a run time complexity O(log n).

Sta: against the middle item, which is F. Sis to th
ith. lphabet, so every letter to the left of F can be discarded.

The middle element is now Y. S is to the left of Y in the alphabet, so every
letter to the right of the Y can be discarded, as can the Y. The set now only
consists of one letter:

The middle of the set is, now, the only item in the set and it is the letter S. T
searched for, so it has only taken three steps to complete the search. A linea

When searching, the index of the middle of the set is calculated by adding
together and dividing by 2. Any remainder is discarded. For example, if the
rightmost was 19, then adding the two together would be 19. Dividing 19
1. Therefore the index of the middle would be 9. Another way of saying thi
should be rounded down to the nearest integer.

The major disadvantage of the binary search algorithm is its requirement t
been sorted. This is a problem because sorting the array may take more tim
search! In addition, binary searches are not very efficient when performed
requires going through the whole linked list), although for sets of items th
be searched you would generally use a binary tree instead of a linked list.

PROCEDURE BinarySearch (Array, ItemWanted)

ocedure Binary

J AND (NOT ItemFound)
~round_down((Left + Right)/2)
{ Wray[Mid] = ItemWanted THEN
"~ ItemFound « TRUE
END IF
IF Array[Mid] > ItemWanted THEN
Right « Mid - 1
END IF
IF Search_Array[Mid] < ItemWanted THEN
Low « Mid + 1
END IF
END WHILE
END PROC

"

L?Ft «1 ) Dim mid As Integ
Rif.gh't « ArraySize Dim top As Integ
Middle « @ Dim isFound As Bo
ItemFound « FALS

While (bot <= to
Mid = rnd((b
If arrayName
isFound
Break
Else if arra
Top = ar
Else if arra
Bot = ar
End If
End while
End Procedure

A Level AQA Computer Science Course Companion: Section 3
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Static Void BinarySearch(arrayName, itemWanted) || Procedure Binary
{ integer; itemWan
Int bot = 1; var
Int mid = ©; bot:Integer
Int top = arrayName.length (); mid:Integer
Bool isFound = False; top:Integer;
isFound:Boolea
While(bot <= top) && (Not isFound) begin
{ top:= lengt
Mid = rnd((bot + top)/2); While (bot
If (arrayName[mid] = itemWanted) begin
{ Mid := trun
isFound = TRUE; If arrayNam
Break; begi
} isFound
Else If (arrae Break;
{ end
. Else if arr
3 Top
ke If (arrayName[mid] < itemWanted) Else
Bot
Bottom = Mid + 1 end;
} end;
}
}
def BinarySearch(array, itemWanted):
bottom = @
top = len(array)-1
isFound = False
while bottom <= top and (not isFound):
mid = (bottom + top) // 2
if array[mid] == itemWanted:
isFound = True
return "Found at " + str(mid)
elif array[mid] > itemWanted:
top = mid - 1
elif array[mid] < itemWanted:
bottom = mid + 1
return "Not found”
Binary search using recursion
A binary search also lends itself nicely to a recursive ’
of the list. This is show in the pseudocode be. COPYRIGHT
PROTECTED
PROCEDURE Bse temRequired);
mid
|IPRINT “not found”
SEIF list[mid] == itemRequired THEN ig
PRINT “FOUND IN SLOT ” + mid
ELSEIF list[mid] > itemRequired THEN Qg
ELSEBsearch(mln,mld 1,itemRequired) EdUCGt!Qﬁ

Bsearch(mid+1,max,itemRequired)

‘max’ and ‘min’ are index values that let us keep a track of what part of th
is the value that we are looking for in the list.
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This works by looking at the element in the middle of the list, and seeing
looking for. If not, it compares the value found against the value that nee
again on a smaller part of the list - left of the midpoint if the actual valu
+1s and -1s are used to disregard the midpoint, as if we have got this far,
the value that we want!

The terminators are the lines checking whether max is less than min, as i
list {(can you see why?), and the lines checking whether the element on th
this evaluates to true, we have found our value!

Time complexity of the binary search algorithm

linear search a
integer value x that

The binary search algorithm is a big improve
comparisons a binary search requires

x = logy,n

This is because

search algorithm:

Number of elements | Worst case for linear search Wor
100 100
1,000 1,000
1,000,000 1,000,000

Questions: Searching Algorithms

1

Consider this array:

4

3

1

6

8

a) Why can't a binary search be performed on this array in its ¢

b) Fix the array so that a binary search can be performed. How
the number 2 (2 marks)

Search the following array for the le

Middle: 5
Right: 10
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3.5 SORTING ALGORITHMS

BUBBLE SORT

This sort runs up the list comparing each pair of data items. If they are th
swapped over. In this way the largest item bubbles to the top. Next time r
second from the top item. At the same time the smallest item is moved d
run time complexity of O(n?). How this is calculated will be described in m
put, if you have n elements to sort, in the worst case you will have to swa

Suppose this is the original data.

9 17 6 88 | 28 | 91

The following table shows t .ging places through gne pass.

88 | 28 | 91 | 12 | 3 | 95
Swap 9 88 | 28 | 91 | 12 | 3 | 95
No chaﬁge 9 6 91 | 12 3 95
Swap 9 6 12 3 95
No change 9 6 17 3 95
Swap 9 6 17 | 28
Swap 9 6 17 | 28
No change 9 6 17 | 28

When to stop?

The code continues to make passes through the table. It can either do it eig
carry on sorting, even if the data is already sorted), or it can make a note "
swapped over at all during the last pass, and stop if it wasn't. To do this,
time a swap is made, but is set to false before each pass through the data
the end of a pass through the data then no swaps were made, which mea
sort can finish.

Swapped € True
Iterations € ©
i<o

temp € ©

Private Sub Bub
Dim swapped As
m iterations
Jim i As Intege
Dim temp As Int

iterations €« 1

While iterations <= array “1"AND

swapped
Swapned

swapped = True
iterations = 1

- While ((iterati
Length] - 1 - iterations swapped)
array(i) > array(I + 1) swapped = F
- Temp = Array (i) Fori=0T

Array(i) = array(i + 1) If arr
Array(i + 1) = temp te
Swapped = true ar
End If ar
Next Sw
Iterations++ End If
End While Next
Iterations
End While
End Sub
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Static Void BubbleSort ( int [] array ) Repeat
{ swapped:=fal
Bool swapped; pointer:=1;
int iterations; while pointe
int temp; begin
if lst[poi
swapped = true; begin
iterations - 1; temp:=1
while ((iterations <= array.length( h ) - lst[poi
1) && swapped) I1st[poi
{ swapped
Swapped = false end;
For (int I = @; array.Length() - 1 -
iterations) pointer:=p

end;
If (array(i) > asr
{ gl until swapped=

(1);
o) = array(I + 1);
ray(I + 1) = temp;

Iterations++
)
b

def bubbleSort(myList):
for passnum in range(len(myList)):
for i in range(passnum):
if myList[i]>myList[i+1]:
temp = myList[i]
myList[i] = myList[i+1]
myList[i+1] = temp

mylList = [81,21,16,5,44,87,50,43,20]
bubbleSort(myList)
print(myList)

MERGE SORT

The merge sort is a recursive technique which follows the basic ‘divide an
to break down the inputs into smaller lists until each contains just a singl
each of them individually, then merge the elements back together so that
accomplished in two steps: the merge and the sort.

The following pseudocode breaks down the two

COPYRIGHT
PROTECTED

Function MergeSort(1l
Var left,

< 1 Then # single element is a
listInput
Middle € length (listInput) / 2 # find middle by d iE;
For T €« 1 to middle - 1

Add I to left # first resulting group becomes fle
End for
For I €« middle to length(listInput)

Add T to right # second resulting group becom
Left € MergeSort (left) # recursive call; inp
Right € MergeSort (right) # Recursive call; inp

i

Education
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If last (left) < first(right) # binary operator
Append right to left
Return left
End if
Result € MyMerge(left, right) # merge function
Return result

Function MyMerge (left, right)

Var result
While length(left) > @ and length(right) > @ # wh
If first(left) < first (right) # comparison
Append first(left) to res
Remove(first(left .
Else

Irt) to result
t(right))
-~ # end comparison step

ledgth(left) > @
@ Append left to result
Else if length(right) > @

Append right to result
End If
Return result

Appen

The merge sort has the average complexity of O(nlog n) and the best case
are pre-sorted. It is O(nlogn) because we split at most log n times, and eac

3.6 DIJKSTRA’S SHORTEST PATH ALGORITHM

In 1956, computer scientist Edsger Dijkstra published his research findings
algorithm which had applications for finding the shortest path between all
outputting the results by removing them from a queue of possible traversa

FUNCTION DijkstraAlg (Graph, Source)
# initialisation steps

Dist (Source) € © # set the start node distance to 0
FOR EACH v in Graph # for all vertices in the graph
IF v I= source Then # if the vertex isn’t the source
Dist(v) € # set the distances of that node to
Prev[v] ¢ NULL # set previous node to NULL (or
END IF

Sum € V + Q # Sum the value of Jodes currently in
END FOR # results in ali that aren’t the so COPYRIGHT
# the main loop bod PROTECTED

While Q != empft # while the queue isn’t empty

# u is the vertex with the m
( # remove that node from th
| EACH v neighbouring u # for all neighbouring n
altNode € dist(u) + length(u,v)  # altNode compa

IF altNode < dist(v) Then # if altNode is less

9

dist(v) € altNode # then altNode because t clg
previv] € u # previous v is set to u _
END IF Education
END FOR
END WHILE

Return dist[ ], prev [ ] # returns the distance and list of
END FUNCTION
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Take a look at the following
worked example which will
find the shortest path
between points g and z by
searching all vertices.

10

If we want to traverse between the a2 we can use the pseudocod
o' node a and has the value of 0 (that

To fini , we add the current distance (0) to the distances to th

abN@#5" | 5 is smaller than infinity so b is weighted as 5
dc = 2| 2 is smaller than infinity so c is weighted as 2
dc < db so ¢ becomes our next node and a is removed from the queue

5
o
5
0 1
S
i
\ 2
Y
\
S 10
2

Now you can repeat the step again with node ¢ as your source. For this step v

¢b = 1 | 1issmallerthan 5so bisreweightedas (2 +1 =) 3.

¢d = 919 is smaller than infinity so d is weighted as (2 + 9 =) 11.

ce = 10 10 is smaller than infinity so e is weighted as (2 + 10 =) 12.
¢b < ¢d < ce so b becomes our next node and c is r2moved from the ¢

The following node has to be d as we have r oices and becomes

b is removed from the queue.

> 10
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From d you could find z and end the search but you would have missed o

de=1 | 1 is smaller than infinity so e is weighted as (9 + 1 =) 10.

dz = 6| 6 is smaller than infinity so z is weighted as (9 + 6 =) 15.
de < dz so e becomes your next node and d is removed from the qu

The final step has to be to node z which has a length of 4 so it is weighte

So, as you can see, our search algorithm would return:

a, ¢ b, d e z|distance: 14

Applications

The most obvious application for the shortest path algorithm is in use wit
devices that will find the shortest path between any two physical points o
3D surface. The algorithm is applied automatically on the website for eas
for the user. More specialised uses include creating a state machine to so
shortest route to achieve a given state, or to determine the shortest time
to achieve said given state.

For example, you could solve a Rubik’s cube by making each vertex a stat
then solve the cube by searching for the current state of the cube and the
completed puzzle. It can also be used in networking to find the shortest p

Question: Shortest Path Algorithm

1 Using the shortest path algorithm, trace the result for the graph

u unswer should in
shortest path and the
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4. Theory of Computation

The concept of computational thinking is relevant not only in the field of computer sc
to take a problem, break it down into its components and abstract the information to i
desirable. This section also shows the comparison of algorithms and Turing machines
ability to justify solutions and methods.

This section covers:

4.1 Abstraction and automation pl 4.4 (lassification
4.2 Regular languages p7 4.5 A model of co
4.3 Context-free languages pl4

subconsciously while reading these words you're solving a problem of what
words mean, interpreting what you think they mean and trying to retain the
information. How you apply the concept of problem solving to software

development is ancther matter, as the scope for problems is limitless and y
can’'t subconsciously know how to perform every action you will need to cari

Problem definition

The first step of problem solving is to understand the problem fully; this
problem definition, and it give you a stable foundation on which you can b
understanding of what is required. A well-defined problem will give you a
understanding of the given, the resources and the end target; however, th
of the problem domain.

Boundary definition

The next step is boundary definition which states what can and cannot be
problem; these act as constraints and there are a few that apply to almos
constraints are things such as time, software constraints and equipment a
all boundaries imposed on a project but do make assumptions that will im
more facts by asking questions that will give you a specific answer to pro
facts to propose other constraints to the client.

Planning the solution

Stage three is planning the solution; ou will ask yourself:

These all need to be addressed before you can start development. In this ¢
and how it can be used to aid in planning; decomposition is particularly use

Automation

Step four is automation of the plans that you have generated to complete
out in a careful manner so as not to produce mistakes that may be costly

For more on software design and problem solving see Section 13.
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FOLLOWING AND WRITING ALGORITHMS

What is an algorithm?

‘An algorithm is simply a set of well-defined, step-by-step instructions th
independent of any specific programming language that can be represent

This can be compared to dialling a telephone number. Knowing someone
ring them; however, if you change the input telephone number you chang

You need to be aware that when an algorithm is used in a program the com
restrictions are on the syntax and the spelling of the algorithm and are in pl
anything that isn’t a built-in instruction needs to be explained to the comp
carried out.

Hand trace simple algorithms

A trace table is usually
with a coums

to investigate the flow of a simple al
riable, a column for any notes, and a column fo
up for any separate procedure or function that is cal

errors ci. found which by simply reading the code could be missed.

Here is an example (very simple program) with the trace table for it:

Comments | i O
PROCEDURE hello() for 1
INTEGER i 2
FORi=1To5
PRINT ("Hi") 3
NEXT 4
END PROC

Here is another example (a slightly longer program) with the trace table f
18,9,12,6,0.

Comments sum
0
PROCEDURE average()
INTEGER sum, howmany, next 18
sum = @
howmany = .
READ next (while) 27
WHILE next read
L + next )
= howmany + 1 (while) 39
WEND :
PRINT "Average is " & (sum / (while) 45
howmany)
END PROC read
(wend)
print

A Level AQA Computer Science Course Companion: Section 4 Page 2 of
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Pseudocode

Pseudocode literally means ‘false code’ and is used to allow programmers t
actually programming it fully.

Commands are arranged and run sequentially.

Sequence OUTPUT "Enter an integer: "
a € READ INPUT
OUTPUT a

Operator that assigns a value given to a variable. Unli
is replaced with ‘€,
Assignment

x €& 5
OUTPUT

re executed only if certain criteria ar
ELSE construct.

If-Else
IF x € true Then
QUTPUT "Yes, it’s true"
ELSE
OUTPUT "No, it’s not true"
END IF

Selection Case select

Select Case letter
Case letter = "C"
Action ("do something™)
Break
Case letter = "D"
Action ("do another thing”)
break
Case else
Action ("do something else")
End Select

These commands are repeated in a loop until the exit
WHILE, Repeat and FOR loops.

X €« 7
lteration Y €5
While y > ©
Ve e ) COPYRIGHT
' PROTECTED

“can be found in Section 1.1.
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ABSTRACTION

Abstraction is a key component in software engineering and is something t
generalisation of what something is, how it carries out a task and what the
system that includes only the fundamental characteristics of the problem b
represents a complex system in a way that makes it clearer and easier to u
of information.

For example, a satellite navigation system may use the Dijkstra’s shortest p
path. However, the route is an abstraction of the real-life problem. The nod
the vertices are roads. In the model the roads are weighted and shown as s
roads contain bends. The actual bends in the road are irrelevant to the solu

weight and a straight line.

These principles are impleme

Anotheréxémple is a principle in mathematics called pigeonholing which is
used as a proof for sorting using sets. For example, if you had 10 pigeons a
pigeons would be in each hole? Mathematically, the formula states that if t
pigeonhole, then there is going to be either a pigeon without a hole or mo

However, with generalisation you can create the following statements:
® |f x pigeons are put into y pigeonholes, and x < y, there is always a
there's a hole with more than one pigeon.
® |f x < ythen there are going to be some pigeonholes with no pigeo

® |f x> ythen there are going to be some pigeonholes with more tha

At its heart, generalisation and abstraction allow you to create factual state
There are entire systems that are dedicated to using just these facts in thei
knowledge-based systems where the knowledge is the culmination of the fa

INFORMATION HIDING

Information hiding, as the name suggests, is the process of hiding informat
that is frequently observed in everyday life but is seldom noticed. When yo
see what files the computer is reading or caching, and this is the first type
information overload. The user of the computer isn’ _erned with what
as the computer turns on as expected; in fact ave no clue how
notice if the process is slow or fai | Lideing given a list of boot pr

‘splash screen’ which indi disa process being undertaken an
relevant to the use- ist of filenames that they didn’t know exis
The sé : rmation hiding is to improve security. There is an u
that mdg @ sation is better; it allows the software to be worked on by sep

parts of the program. As long as the teams understand how the modules ar
the overall task, they are not concerned with how the other teams are perf
need access to their data. Variables in modules, known as local variables, a
that block of code because it isn't needed to interface with anything. This i
contained in certain blocks of code is effectively invisible and can’t be acce
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Did you know?!

A good example of information hiding is the Manhattan Project during World Wa
were, most famously, used on Hiroshima. The lead physicist knew how to build th
wedaponise the atomic material. The Major General at the time didn’t know how t
how to weaponise the atomic material for the weapons, whereas the teams that
kept separate, knew what components they were building did but didn’t know wh
the components fitted together.

PROCEDURAL ABSTRACTION

Procedural abstraction is the act of visualisine by abstracting actua
a solution to a problem it is muck us on what each task/sub-t
actual values from subro eft with a computational pattern ~ t

For example, when creating a recursive subroutine to calculate the Fibonac
worry about what the values are; you abstract them away and use variables
change and the subroutine will function. The only value you would take int

FUNCTIONAL ABSTRACTION

Functional abstraction is the abstraction of particular computational method
the solution. You've read above that programmers will abstract actual value
order to reach function abstraction another stage is needed. Using function
computations a function undergoes allows the programmer to disregard pr
blocks to prevent errors. Just like procedural abstraction, programmers can
an arbitrary value of the correct data type.

Put simply, the purpose of functional abstraction is to describe what metho
computation while hiding the details of how the computation is performed.
program you can have a method that will perform an update on a class or d
in state of health, but will not show how this action is performed.

DATA ABSTRACTION

Data abstraction is the next level of abstraction and is where the data type
how the action is performed. For example, if you had = sina programt
customer you would need a routine that wou | information fro
An example of a getter method coulr‘ L i fined method GetData(
was being implemented in dry tree, linked list, an array, etc)) a
information in th ol uss'is returned the function will continue to

e ‘ \.trod can be altered without changing the code at th
fre the code is implemented. For example, in the above exam
as a linked List, but in an update the class code may be changed to a hash t
abstraction it means that the client code wouldn't be changed and the only
the GetData method.
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PROBLEM ABSTRACTION

Problem abstraction relies on the premise that if you continue to remove cd
be represented in a way that is easier to solve because at some level the p
solved previously.

For example, consider the idea of producing code that works out the first 3
everything other than the idea that you only need to work out at least two
can use recursion to calculate all factorials. Another example that illustrate
The system can be broken down into three main parts: the management of
and the loan system. If you look even closer at the abstraction you can see
particular functions such as Add, Edit and Delete. This shows that books are
can be saved into a file for ease of storage.

DECOMPOSITION

Decomposition is the act of breaking do
task into a set of easier identifiable sub
further subtasks until the problem becg
you learn from a very young age; in Ma
larger numbers you're taught the divide
problem, multiplying the two halves an

In computer science, subtasks become
further and when all tasks are catered

COMPOSITION

Composition is the start of removing abstraction by beginning to form comp
similar abstraction processes; for example, combining abstract procedures 1
to form a more complex compound procedure. This has the advantage of re
that form similar tasks and results in a better-structured solution.

AUTOMATION

Automation is the final step - putting all abstractions of phenomena
into action to produce the final solution. This is achieved by using
the abstractions you've made to design and create the algorithms,
which is usually done in pseudocode to begin with.
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4.2 REGULAR LANGUAGES

FINITE-STATE MACHINES (FSM)

Finite state machines are a simple, intuitive way of capturing real-life even
programmers to simplify and formalise the operation of programs. A lot of
designed by using finite state machines. They can also be used as an abstr.
operation of Turing machines.

A finite state machine is described by:

1.  Asetof states
A start state
Possibly a set of final states
Transition function/table (dictati
Input alphabet (all the po=

i

transitions.

States - Represented by circles, states may be labelle
anything else which is appropriate as long as it is cle

—_— Transitions — Represented by arrows, transitions may
or may loop back to the same state.

Transition Label with Output - Placed next to a transitic
before the line and the output after the line. So in this

iloori/o

i Transition Label without Output ~ Placed next to a transiti
with a transition the line (i.e. | or /) is not needed and the

Here is an example of a simple state transition diagram. This finite-state mac
kettle has an input alphabet of: {boiling, switch on, switch off}. It has an outpuy

Note that at AS level you would be expected to be able to drciv a FSM which requ
expected to draw machines with both input and out,

L

switch on | heater on

boiling | heater off
switch off | heater off

Notice that a transition can have more than one possible input/output com
the initial state has an arrow pointing towards it.
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Here is a slightly more complicated finite-state machine. This time it is de
simple lift controller.

Request to go UP | Go UP Desti

Request for THIS floor | OPEN doors

Doo SE doors

Desti

State transition tables

A state transition table simply maps input and state combinations to outp
example of a transition table for the kettle:

Current State S1 S2 52
Input Symbol Switch on | Switch off Boiling

QOutput Symbol | Heater on | Heater off | Heater off
Next State 52 51 S1

Here is the transition table for the lift (note that layout isn’t too important a

Current State Input Symbol Output Symbol(s) Next
S1 Request to go UP Go UP
S1 Request to go DOWN Go DOWN
S1 Request for THIS floor OPEN doors
S2 Door TIMEOUT CLOSE doors
S3 Destination REACHED STOP and OPEN doors
S4 Destination REACHED | ST Oi EN doors

Mealy machines

All of the FSMs. en Mealy machines. In Mealy machines, ou

with the combination of state AND input). Forat

° a | Amber b | Green
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Questions: Finite-state Machines

1 This is a Mealy machine which turns on a fridge door light when the
opened and sounds an alarm if it has been open too long:

open door | light on

close door | light off timeout | alarm o

close door | alarm off

t alphabet for this machine.
e the output alphabet for this machine.
omplete a state transition table for this machine.

2) You are tasked with designing an automatic door system. The doors
been triggered. The doors need to close if the sensor has not been t

Design a Mealy machine which will do this task. The input and outp

Input alphabet = { sensor triggered, timeout }
Output alphabet = { open doors, close doors, reset

MATHS FOR REGULAR EXPRESSIONS

Before you can fully understand the concept and workings of regular expre
concepts that you must come to terms with. This includes everything from
compact representations of sets, the different types of sets and the operati

Set creation and declaration
Several programming languages support the creation of sets as built-in data
declaration, the default set value of any type is given the value of @ meanin
numbers you must use curly brackets to denote the values of the set. For ex
natural numbers then...

h 2 COPYRIGHT

PROTECTED

However, sets can also.

9

H9
B Finite sets are those sets where the values can be counted using na EdUCGtiQﬁ

value, i.e. a set of 30 objects would be counted from 1 to 30.

B [nfinite sets are those where there is no end value if the range is not
natural numbers and the real numbers are both examples of infinite



B  Countable infinite sets can be counted using natural numbers in a
you can count off all the elements in the infinite set, which, altho
time, you can index a number using its natural number match, i.e.
-7...}itis clear that it will continue forever, but you can still coun

®  The cardinality of a finite set is simply its size and is denoted using th
symbols, i.e. the declaration is the set above, A= {1, 2, 3} has the car

You can also make new sets out of a set, where you can make bigger sets
and you can make smallers sets by removing elements from the original s
original set. An example of a subset of the natural numbers is {1, 2, 3}.

We write this as:

{1,2,3}c N
... to indicate that it is a pro .., which means that the two sets are
The Cartegian by ‘joining’ two sets together. If we take th

then t product, denoted A x B, is the set

AxB':{(a,b) | a € A, b € B}
= {(0, 4), (0, 5), (0, &), (1, 4), (1, 5, (1, ©), |

Set comprehension is fairly straightforward with Python - the above exa

A =[6,1,2]
B = [4,5,6]
AxB = [(a,b) for a in A for b in B]

print(AxB)

Set operators

Operator

Union
All of the people who have either blue eyes Set A
or brown hair Blue
AuB={x|xeAvxeB} eyes
Union (Brown hair, Blue eyes)
Difference
All the people that have brown hair Set A
but do not have blue eyes
A Bt e A VB} Blue COPYRIGHT

-B=Ix|xe A"X¢g eyes

. _ PROTECTED
Difference (Brown hair)
Intersection

, E have poth blue eyes SetA

and bigE¥a ir Blue .
AnB={x|xecA"xe B} eyes 9

Intersection (Brown hair, Blue eyes)

i

Education

Membership
Is a given individual who is a member of a certain set

Membership (Fred Bloggs, Brown hair) = true
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REGULAR EXPRESSIONS

Over the course of your programming career, you'll notice that one of the m
text manipulation and pattern recognition. In Section 1.1 we've already see
programming, but there are limitations to where this can be used and it do
functions (see Section 1.2). This is where you can use regular expressions; thi
flexibility for pattern recognition.

You can use regular expression to concisely find whether a string is format{
contains a value that you'd like to find; it can be used while reading files in
possibilities of applications are nearly endless. However, regular expression
become complicated to read, understand and impl
expression statements, see Section 4.2. It isim
adapted to the need by combining

you know how to

notatior ™ U produce a set of rules to which the language will adhere to. Thi
where the language is comprised of its two components: its alphabet and i
alphabet is the finite set of symbols that are used and the language’s synta
ordered. A regular language has no rules governing semantics - the meaning ¢

Regular expression notation

As regular expressions describe a set of infinite strings it's not possible to i
all valid strings using a rule, and this is where regex notation is used.

Regex notation Meaning
a This regular expression matches a string comprised of j
b This regular expression matches a string comprised of j

ab This regular expression matches a string comprised of t

symbol ‘b’.
a* This regular expression matches a string comprised zer
a+ This regular expression matches a string comprised one

This regular expression matches a string comprised of ‘
abb? .

there are zero or one of the symbol it follows.
al|b :

COPYRIGHT

[a-2] PROTECTED

i expression shows negation by using " - N

‘| This regular expression shows union and negation. Thel
add a condition. It reads a to z and not q.

9
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Regular expression to finite-state representation

It is important that you know how to use these notations and are able to b
representation of the rules the statement is built for. These are a way of m
notation more comprehensive and understandable.

Simple statements

Simple statements where there is no function used are the most simple to
one symbol or string is followed immediately by another without an AND,
represented with three states and the transitions are labelled accordingly.
example for the expression ab.

OR function (|)
When \oullil ve

«pression it is represented by two states with two a
I've seen previously. The transitions are labelled accordin
expresss#( | B. As you can see the beginning state can either transit thro

a

The multiple function (%)

When you have a statement that states that a string will contain one or mo
symbol you use the multiple function (). To represent this function you use
with a transition that loops back to the state and label it accordingly. Here
example for the statement a*.

Piecing it all together

You can now start creating the representations for regular expressions by |
the diagrams above to contribute to the statements diagram. You can also
is valid with the regular expression rules.

Consider the expression (alc)d*
We can create the finite-state representa

COPYRIGHT
PROTECTED

We can see by looking at it
show that the bra

9
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You can use this diagram to verify whether strings would be valid or invalid

Expression | Valid?
ad Valid
accd Invalid
cddd Valid
cad Invalid

Questions: Regular Languages an %n Notation

| Consider the following set o
' B=1{2, 3,5, 6, 8, 10}

, r needs to be applied to the two sets to check wha
iiumbers are they? (2 marks)

What values are retrieved by the expression '‘B-A"? (1 mark)
a) Write a regular expression that retrieves all characters apart fra
b) What would the expression return for the following string? (1 m

the quick brown fox jumps over the lazy dog

COPYRIGHT
PROTECTED
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4.3 CONTEXT-FREE LANGUAGES

BACKUS-NAUR FORM (BNF)

Backus-Naur form (BNF) is a notation which is used to create context-free
natural language; these rules are what govern the syntax of a language. A
naturally and is used as an everyday language with syntax rules that gover
construct expressions. These rules are based on declarations and definition
are created; these phrases are in turn are made of definitions of the constit
that can be used to construct or check whether strings/expressions are vali
this would be basic English grammar for creating a list 2 items using ‘, be
final item in the list. ‘Egg, milk & butter wou!d he rules of the |
milk and butter’ would not.

: rﬁponent is enclosed in angle brackets ('<>’), and comes first in
symbol, which indicates that the following statements are the definition of
as follows:

<digit> ::=@ |1 ]2 |3]|]4|5]|]6]7]|8]29 expressio

<integer> ::= «digit> | <integer> <«digit> a digit.
classed

By utilising the recursion the integer can be any length cf digits so we cou

<real> ::= <integer>.<intege:

ins no recursion, the recursion in <i

Even though the <real> Igdl
¢'the decimal point and any number after.

any numhee of 4

a'to define operators, and indeed also entire expressions, fu
an arithmetic statement in a simple language may look like t

<operator> ::=+ | - | * | /| %
<statement> ::= <numericvariable> = <integer> <operator> <

A Level AQA Computer Science Course Companion: Section 4 Page 14 of 2
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Limitations of regular expressions

We say a string has well-formed brackets if they match up correctly; for in
“()) (" is not. We want to know whether a string of brackets is well forme
cannot be solved with just regular expressions, and this is an example wh
problem cannot be solved with regex, because it does not easily deal wit

With BNF this is much easier, as the language of well-formed brackets ca

<lbracket> ::= (
<rbracket> ::= )
<string> ::= <string><string>|<lbracket> string><rbra

So we can simply check whether the s

could be other components (the equivalent of something enclosed in ang
The arrows direct a path through the entities.

By O e
Here
b 1 defi
page
; 2 . the
E E of re
i 9 ¥
v . 0 > This
asy
> 1 gnt
insta
they
COPYRIGHT
PROTECTED

Syntax dtdgrams can be very useful when trying to visualise complex BNF
define every aspect of a programming language but the result is an inten
become lost. They aren’t without their drawbacks; they take up a lot of ro
are not suited to being input into a computer.

9
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Questions: Context-free Languages

Study the declarations below.

Sentence ::= Noun Phase Verb Phrase ;

S ::= NP VP ;

NP ::= DET Noun | Name ;

DET ::= ‘The’ | ‘A’ ;

Noun ::= ‘Hippo’ | ‘Chair’ | ‘Animal’ ;
Name ::= ‘Keith’ | ‘Chris’ | ‘Mark’ ;
VP ::= ‘Sits’ | ‘Shouts’ | ‘is’ ADJEC !
ADJEC ::= ‘long’ | ‘blue’ | “fun-y’

Are these sentences valid in

1 animal has a hippo (1 mark)

COPYRIGHT
PROTECTED
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4.4 CLASSIFICATION OF ALGORITHMS

COMPARING ALGORITHMS

It is important to be able to compare algorithms as there may be multiple
a problem and they may vary considerably in their speed and use of mem
is referred to as its time complexity. The relative amount of memory an alg
complexity. Combining these two forms of complexity gives us the algorit

The time comparison is interlinked with the space comparison because, in m
advantages of both. We will often choose to improve one and as a result the

o LL the previous calculation
ave to calculate the factor again whic

When algorithms are very simple and contain very few instructions it is ea
instructions to work out the time complexity. For more complex algorithm
time-consuming and sometimes impossible when there are a number of
cases it is sufficient to calculate the complexity of the algorithm based so
to the run-time / memory use. This operation is referred to as the basic op

MATHS FOR UNDERSTANDING BIG O NOTATION

Not all algorithms run with the same speed for all inputs. Some algorithm
more slowly with other inputs. Big O notation is the analysis of an algorit
considering the worst-case scenario and provides a notation for the upper-
captures the speed of an algorithm for an input that gives the worst spee
an algorithm expressed in big O notation is often called the algorithm’s o

To convert time functions into big O notation, take off the term from the
number. For instance, if you had the terms n and n?, the larger of the two
result obtained by n? is much larger than n.

Big O rules:

0(k) = 0(1)

Constant times are expressed as O(1).

COPYRIGHT
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O(kT) = O(T)

dre’ignored.

9
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The product of two separate functions gives the product of functions insi Educgﬂgn
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Expressing complexity

Measuring the complexity of an algorithm is not as straightforward as it
measuring it is for the algorithm to be written in a programming languag
timed. However, the timings generated by this method are dependent on
efficiency of the programming language. Therefore this is a crude way to
complexity. Instead it is better to measure the speed of the algorithm ba
requires to be carried out.

Example 1 - Two algorithms with different complexities

Consider the following problem. You are given a 3*3 arid. There are thre
in the same row or column as another X. Fo '

The task is to locate the positions of all the Xs in the grid. So in this case
right (1,1) (2,3) and (3,2).

There are at least two ways to solve this problem. The first way is simply
grid to find the X. Here is some pseudocode for this algorithm:

FORn =1 ton=3

found « false

i1

WHILE found = false
IF grid[n,i] = X’

ans[n] « i
found « true
ELSE
iei+ 1
END
END

PRINTLINE "The answers are:"

PRINTLINE "(1," + ans[1] + ")"
PRINTLINE "(2," + ans[2] +
PRINTLINE "(3," + ans[3]

COPYRIGHT
PROTECTED

For the grid ab
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Assume that the instructions involving comparisons with the grid take by far
are therefore the key measure of the speed of the algorithm. This might we
example, held on a hard disk. This instruction, which is the key factor in de
is called the basic operation. Using this algorithm, six comparisons will alwa
solution, no matter how the grid is laid out. Is there an algorithm which wil
The answer is yes. This is because not only do we know that there is only on
is only one X per row. This means we can disregard the rows where we hav

One way to implement this is to use a FIFO stack to store the rows. In pseu
look like this:

STACK.PUSH(1)
STACK.PUSH(2)
STACK.PUSH(3)
FOR n =1 ton
found « false

ans[n] « i
found « true
ELSE
STACK.PUSH(1i)
END
END
PRINTLINE "The answers are: "
PRINTLINE "(1," + ans[1] + ")"
PRINTLINE "(2," + ans[2] + ")"
PRINTLINE "(3," + ans[3] + ")"

The number of comparisons in the above grid will now only be four! Howe
which uses a different number of comparisons for different grids. Below ar
comparisons now required:

COPYRIGHT
PROTECTED

ol igorithm has a better time complexity than the first on averag
complexity? Well, the second algorithm uses a stack, which the first doesn
that the second algorithm has a worse space complexity than the first as it

9

i

Education

Of course, in this case the difference is minor, but what if the algorithm wa
100,000%100,000 grids? Also, for this example we have assumed that the §
amount of time compared to the comparisons; what if in reality they don’t?
average run a lot more slowly than the first if this were the case. Utilising
necessarily speed up an algorithm,
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Calculating the execution time of algorithms

When calculating the time complexity of an algorithm it is rarely sufficien
operations. Usually algorithms contain conditional statements and, more
times these loops repeat is often related to the size of the input, denoted
may loop through every element of an array; obviously, the larger the arr
through it will take to execute.

When statements are simply evaluated sequentially by the computer, we
constant amount of time to execute, usually denoted by c or k. Example
sequence of simple statements expressed in this way.

Operation Time

A€E3

{ time taken is 3k

In comparison to simple statements, each statement inside a FOR loop is
condition is executed n + 1 times since it requires one extra check to see
satisfied. To elaborate on this point, look at example 3 and assume that n
iteration was taking place; j must be checked once more to see whether i

Example 3 ~ Single FOR loop

Operation Time

For j = 1t9” n+1 Overall time taken is T (n)=n+1+n=2n
A&j+ln

End for loop

Nested FOR loops are slightly more complex to work out. Generally the i
number of times dictated in the outer FOR loop. Thus the execution time
multiplied by those of the outer FOR loop. Example 4 gives an example 0
help to make this idea clearer.

Example 4 - Nested FOR loop

Operation Time gl?(l):,TYERCI:(T;EFg
Forj=1ton ol A Overall time taken
Forl=1tom 1) " (n+ 1) times
- = m * n times
End foi 1
19
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Note that the constants such as 1 are not important in the long run.

For example, assume that n = 5000 and m = 5,000. There is not much diff
expressions, 5000 + 1 + (5001) * (5001) + 5001% and 5000 + (5000) 2 + 500

Due to the small difference the constants can be ignored since they do no




ORDER OF COMPLEXITY

Complexity is often split up into general classes which make it easier to ¢
complexity of different algorithms. Four such classes listed from most co

Complexity | General Form Exampl

Exponential | O(a") o@Zm oGm0
Polynomial | O(n?) O(n%) | O(n* | O
Linear O(n) O(n) O(Zn) O(2n
Logarithmic | O( | O(log n)

B [xponential time alg yorithms that take a very long t
e might end and computers would sti
ponential time algorithm is the travelling salesm

es exponentially when the number of cities is increa

lynomial time often arises when nested loops are used, for exam
such as bubble sort.

® [jnear time usually arises from algorithms which go through data
structure with n elements and you go through it step by step, you

® [ ogarithmic time arises when an algorithm is designed in such a w
increase as fast as the input size. In an ideal world all algorithms
it is not generally possible to achieve. For example, could you sor
every element in the array at least once?

LIMITS OF COMPUTATION

While the development of computer hardware and software has meant th
by computer have become reality, there is a limit to what is actually able
problems are where there is no algorithmic solution. For example, artifici
computation; we may model behaviour using a series of algorithms but is

Another example is paradox-type problems in which there is no decidable
only window cleaner in a village. All the windows are cleaned by people i
their own windows or let the window cleaner do it. The window cleaner i
people’s windows. The window cleaner cleans all and only the windows t
themselves. Does the window cleaner clean his own windows?’

It is useful to classify problems into algorlth
solved using a computer.

COPYRIGHT
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yes/no can be solved by algorithm. The simplest method of understandin
to the appropriate answer.
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A problem that has an infinite set of valid inputs causes more problems a
others may not.

One classification of algorithmic problems can be determined by its time
solved with an polynomial time complexity or less, i.e. O(n?) or less, is kno

Any problem that has no polynomial time complexity or less is called intr



COMPUTABLE AND NON-COMPUTABLE PROBLEMS

Correct solutions can always be found for a solvable problem using an alg
solvable, however, does not mean that they are computable in a reasonab
solvable in less than infinite time. Unsolvable problems are those that ca
will produce the right answer all the time, or problems that might take an

A problem which can’t be solved by an algorithm

Legendre’s conjecture is a seemingly simple problem, which so far has no
there exists at least one prime number, p, between every n? and (n+1)% In
exists a prime p where n? <p < (n+1)°.

One approach would be simply to loop throt » values of n and se
and (n+1)°. However, there is an in n of values of n! This mean

infinite, so a solution el l’fnd Of course, it would be possib
number of vaLw:\r , this would simply mean that the conject
be prc 1

Be Wary solvable problems; they are often far better disguised than
waste a lot of time trying to come up with an answer when a workaround

Untraceable problems

Untraceable problems are problems which can be solved by a computer, b
reasonable amount of time for large inputs. A reasonable amount of time i
or less (e.g. O(n), O(log n), O(n%), so any algorithm that takes more than thi
algorithms therefore have an exponential order of complexity.

An heuristic approach may be taken to help solve some untraceable proble
has been ‘guessed’ can be checked in polynomial time. In other words, given
the problem becomes tractable. When this is the case the problem is referre

The travelling salesman problem

The travelling salesman problem is a well-known problem that is difficult
is this: a salesman is trying to get through many different towns across th
he can take that will pass through every town and go through each town
graphical representation of the travelling salesman problem.
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Example paths:
London = Plymouth = Bristol = Sheffield = Liver
London = Sheffield = Liverpool = Bristol = Plym
Liverpool = Bristol = Sheffield = London = Plym




The most obvious solution is to try every possible path, compare all the t
simply the shortest path which meets the criteria above. In computer scie
to as a brute force method. The issue with this approach to the problem is
solve. As already explained, this means that the algorithm takes unfeasib
inputs (i.e. large numbers of cities). It is, however, a perfectly reasonable
a small number of cities (as in the diagram above), the advantage being t
shortest path possible.

Exponential growth of complexity

One of the natural consequences of the growing complexity is described
routes have to be taken into consideration and calct!!>.
there are five cities between which all possi

Number
of cities

2 2

N

24
3,628,800

Wl

10 2,432,902,008,176,640,00

Nearest neighbour heuristic approach

A simple method of solving the travelling salesman problem for larger nu
‘nearest neighbour’.
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This is simplistic and does not guarantee to finish or give a good solution 9
nearest neighbours from A would result in travelling the following nodes:
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HALTING PROBLEM

By now you’ll have tried to produce some code on your own; you might eve
more advanced functions in your chosen language. Even if you haven't, the
at some point, crashed your program. Unfortunately, it isn't possible for th

going to loop infinitely. It is impossible to write a program that will detect

because you would need to know the state of the first program, which wou
the state of the second program.

Alan Turing (more on on p.25) used this as proof saying that this could go o
would only halt if it halts itself, which as you know is impossible if it has en

Another example is shown below.

Input x
While x > 1 .
v & modulo-division

# if y = @ then x is even

X € 5x + 1
End While

By tracing the algorithm you can find the limits of the algorithm and see th
algorithm will halt, if the input x is 5 the machine will continue to loop infi
higher the machine will crash because it has exceeded the maximum space
have to develop a program to test each number and the program wouldn’t
infinite loop, which is why a second program would be required.

Another way of looking at it is to assume that you have a debugging progra
program along with its input and is meant to halt the program if it enters in
which checks whether or not the other program has stopped is called the ¢
program and its input and waits for the program to return true if the progra
program failed. Suppose that the program goes in an infinite loop and neve
for the response keeps on waiting until it obtains one. This will never happ
never terminated and so the checker is also never terminated since it is wai

Questions: Classification of Algorithms

What is the run time complexity of the followinc algorithm? (count

FOR i=1 to n COPYRIGHT
>=s*n : PROTECTED

END FOR
FOR i=1.

'LNL;
2 fat is the name given to each of the following orders of complex

a) 0(n®)
b) 0(2n)
C) O(n)

9
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If an algorithm has a best- and worst-case scenario, how is the order

What is the key difference that an algorithm with a worse space co
an algorithm with a better space complexity when run as a comput
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4.5 A MODEL OF COMPUTATION

TURING MACHINES

The Turing machine was the brainchild of Alan Turing during the Second
worked on his research into computing and computability, a term he formal
development of the Turing machine. The Turing machine is an abstract conc
out any computable algorithm. Turing suggested that...

A number, sequence or algorithm is computable if, and only if, a Turing
capable of computing it.

Although Turing machines seem outdated in
of computing anything that is computable. T that anything which
machine can do as well, albeit o er period of time. It is also usefu

modern-day computer. to deal with the complexity of devi¢
A Turing
L ivided into squares for reading and writing symbols to; the tg

m A head which can move left and right to read and write from the tape
B A transition table which depicts the operations performed by a Turin

A Turing machine is an example of a finite-state machine and therefore hag
state and a ‘next’ state (defined within the transition table) which Turing ca
will also have an output and an input alphabet made of the symbols to be

The tape might look something like this, with the leftmost being the begin

1 # 1 1 4] 1 10| 0 # 1001 #

Each square contains one symbol. For example, in the tape shown above ‘0’
There is also a set of standard symbols which are used by convention to de
is a delimiting character, i.e. it is used to separate symbols. The [ characte

Since Turing machines are a type of finite-state machine, the transition fun
as it does for any other finite-state machine. The input in this case is the sy
head. The output is the symbol to be written to the tape and the direction i
function is described in four parts (current state, symbol zead, next state, ta
proceeds to the
d b be followed; if no rule
Jly'doesn’t know what to do!

- . Machine controls
I contains the input to the Turing ~ tape movement in
*I'he head of the Turing machine both directions
starts from the leftmost area of the input and
can never go off the tape. A blank symbol is
used to the right of the tape to indicate the
end of the input stream. The head operates in
accordance to the transition table where when
an input is read, the transition table depicts
what the next operation should be.

A Level AQA Computer Science Course Companion: Section 4 Page 25 of 2
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How can a Turing machine with a limited number of symbols re

Turing machines can use strings of symbols to encode other symbols. This
electronic computer where strings of binary numbers are used to represent
example of such an encoding scheme.

Turing machines are often represented using unary, which is the simplest fi

1, 11, 111, 1111, 11111

So to have two numbers of the tape, such as 5 and 8, we have:

11111 11111111

As spaces are hard to see, we represent them usino ur numbers look

[(J11121001111111401

we assume the pointer starts and fin

When programming a Tur
o perform the operations.

build a ﬁnite-

This Turing machine adds two unary numbers by removing the first 1 and
moving the pointer back to the start of the number.

Written in transition rules this would be:

§(S1,1) = (S2,00,—)
§(52,1) = (52,1,—)
6(s2,00) = (S3,1,«)
§(53,1) = (S3,1,«)
§(s3,0) = (Stop,Od,—)

Where the rule 6(S1,1) = (S2,00,-) means i
move the read head right finally moving tc COPYRIGHT

i ----------------------------------------------------------------------------- PROTECTED

on state 1, and n
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Common way of using Turing machines

A common example of the use of a Turing machine is to validate an input str
to describe a Turing machine that would recognise the language x#x#...x#x#
input string could contain a zero or one followed by a # followed by a zero o

How would this Turing machine work?

Let the Turing machine start from the left-hand side and read the first sym
machine would enter a reject state; if the symbol is a O or a 1 it would cont
next symbol read is #, then it would continue reading; if it is something di

state. The machine would continue reading the input by moving the head t
Oora=1Iis preceded by a # symbol.

Universal Turing machine

Alan Turing realised t 1y machine could be extended so that it ¢
first part rying out each one on the rest of the tape as requir
could § ine actions of any other Turing machine. He called this the
universa fing machine concept is important because modern computers
the stored program, or Von Neumann architecture) in that they read in a pr
that program as required. If it weren't for this revelation, hardware would h
running on it and so personal computers would not exist.

Questions: A Model of Computation

1 The Turing machine is an abstract concept invented by Alan Turing

a) Why is the concept still used today? (1 mark)
b) Why is the universal Turing machine concept an important dev

¢) Does a Turing machine calculate its next move purely based o
Explain your answer. (2 marks)

2  Consider a Turing machine with the following transitions (transition
input symbol, next state, output symbol/move):
(S6, 1, SO, >>)
(S@J e, S1, 1)

(51, «, S2, >>)

(52, 1, S2, >>)

(52, ¢, S3, <<)

(S3, 1, S3, o)

(S3, », S4, <<)

(S4, 1, S4, o) COPYRIGHT
(54, ¢, 54, ¢) PROTECTED

The Turirg
0 ).

cribed above is in S0, with the read/wr

1 1 1 1 1 1 O 1 1 1

1|

9

(i) Which direction does the head first move in? (1 mark)
(i) How many moves does the head make before it writesa s

i

Education

(iiy Does the machine ever enter S4? (1 mark)

b) Describe what happens if the machine is in $4 and reads in a

¢) Assuming numbers are coded in such away that1=0,11=1,1
what is the purpose of this Turing machine? (1 mark)
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5. Data Representation

This section explores how computer systems are able to store a variety of different forms of
area has led to people misunderstanding the complexity with which computers seem to unde
solve seemingly ‘complex’ tasks. How information is stored accurately and securely is a key

This section covers:

5.1 Number systems pl 5.4 Binary number
5.2 Number bases p2 5.5 Information cod
5.3 Units of information p5 5.6 Representing i

5.1 NUMBER SYSTEMS

Description

iral numbers are the very first numbers you're taug
positive-only integers and belong to set R.

Example: N=1{0,1,2,3..}

Integers, often called ‘whole’ numbers, are numbers tha
decimal component. These are inclusive of negative nu
the number set 7.

Example: %=1..-2,-1,0,1,2..}

Integer

Rational numbers are those that can be expressed as a
Rational means that all integers are rational numbers. Rational ri

Example: @=1{...0.5,1,1.5..}

Irrational numbers are those that cannot be written as g

Irrational
Example: 1= 3.14159...
Real Real numbers encompass all of the numbers setsasa s
quantities. Real numbers belong to the set [|§.
. Ordinal numbers are numerical values that hold the pog
Ordinal

in an order. Consider a sorted array; the index of each e

Uses of number systems

It is important in a system to use the correct numberlng system when perfo
using the correct data type for a variable. The ge

®  Natural numbers for counting

®  Real numbers for me

Question: Number Systems

1 Why is it considered bad practice to use real numbers for counting a
measuring? (2 marks)

A Level AQA Computer Science Course Companion: Section 5 Page 1 of 26
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5.2 NUMBER BASES

Data is inherently difficult to represent, store and display in a computer sys
words and symbols, or dots for images, or frequencies for sound, which can
turn can be converted into binary which can then, finally, be stored to mem
representation of numbers in various forms. For more on data representation

RADIX AND RADICES

Any value can be represented exactly using any base (radix). When writing
in subscript to avoid confusion. You need to be aware of, be able to use, an
denary, binary and hexadecimal.

Denary (n1o)

The decimal value tha* v day (also known as denary) has a radi
omitted. cam 1l numbering; it uses powers of 10 for each position

For ex the number 9471 can be represented as:
(9 x 102) + (4 x 18') + (7 x 10°)

The number 1747.6210 can be represented as:
(1 x 10%) + (7 x 102) + (4 x 10') + (7 x 10°) + (6 x 10"

Binary (ny)

Binary representations are made up of groups of bits (see p.5) to convey a v
Similarly to denary, binary uses positional numbering but instead of powers
writing numbers in binary it is often useful to write down the values of eac

For example, 8610 can be written in binary as:

2 2° 25 24 2? 2?2 2! 2°
128 64 32 16 8 4 2
0 1 %) 1 %) 1 1 %)

Another example: 20040 can be written in binary as:

28 27 26 25 24 23 22 21
256 128 64 32 16 8 4
0 1 0
Hexadecimal (nys)
Digital systems using binary values, but humans find it ha

_ qunres 8 bits to represent in binary. In order to make it e
#¥lemory or make changes to a file, binary numbers are often gr
dlsplayed using a hexadecimal value. The hexadecimal number system is b
and the letters A to F to represent the numbers 10 to 15.

Base 10 0 1 2 3 4 5 6 7 8 9
Base 16 0 1 2 3 4 5 6 7 8 9
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CONVERSIONS BETWEEN RADICES

At some point you will need to convert integer numbers between radices
eventually become second nature. Although it may seem strange at first,
both simple and straightforward. There are two methods that can be used
These are the repeated subtraction and division methods. These methods
most easily applied between decimal and other radii.

Repeated subtraction

The repeated subtraction method uses the powers of a radix to reduce th
powers work, you're left with the number 1 or 0. Take a look at the exam
number 19010 into base 2. You start off by findina th .
number, then begin reducing the pow
simply use a 0. The highest numb
converting into.

tiply the power by is give

e As you can see, the continu

! with the result of the radix
= 26x | 0 finish the conversion you re
62 using the numbers you've m
30 = 25x |1 § example, 19010 is 10111110
30 =
-16 = 2%x |1 S
14 o
-8 = 25x |1 8
6 S
-4 = 22x |1
2
-2 = 2tx |1
0
-0 =2« |0] v

easy, mechanical and more intuitive than the subtraction. It uses the idea
the same as successive subtraction by powers of the base

As you can see in this exam
from the division that leave
conversion between the tw

Read in this direction

N}
W
[T S N T T O T
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HEXADECIMAL CONVERSIONS

Denary to hexadecimal

As explained in 5.2.1, the binary representation is divided into groups of 4
then labelled 8, 4, 2 and 1, respectively. You sum the values of each grou
number system convention (0 to 9 and A to F). This is shown in the follow

Example - Convert 213 to hexadecimal

Step 1 - convert 21310 to binary

128 64 32 16 8 1

1 1 0 1 1
Step 2 - sumt

8 2 1 8 4 2 1

11 0 1 0 1 0 1

8+4+1=1310=D1s 4+1 =544

Hexadecimal to denary

To convert between these two radices, simply use the hexadecimal place
16. For example, convert A3 to denary.

A3 = (10 x 16) + 3 = 16310

Question: Number Bases

Convert the following:
a) 2610 — 22 (1 mark) d) 91001001, — ?15 (1 mark)
b) 100 — ?2 il ?16 (1 mark) E) 1880 — ?2 nd ?15 (1 mark)

C) TA6 ?2 had ?19 (1 mark) f) ?15 — 11010011, — 2014 (1 m

What is the highest value that can be stored stored using a single b

A Level AQA Computer Science Course Companion: Section 5 Page 4 of
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5.3 UNITS OF INFORMATION

BITS AND BYTES

These are the two simplest units of data:

m A pijtis the most basic unit of the data representation used in com
of ‘on’ or ‘off (1 or 0) on a digital circuit.

B A pyteis a group of 8 bits with increasing value from right to left.
addressable memory — meaning a specific byte can be retrieved a

There are also two other frequently used representat!
know! They are:

B Words are groups of bvtes
®  Nibbles (yes. .

. Frequently found word s

graups of 4 bits. Therefore, a byte is fo
wgh-order nibble and the last 4 are the low-order

You carigg i out how many values a bit pattern can represent by using t
bits. For example, how many values can be represented by 3 bits? The an

000 001 010 011 100

UNITS

While talking about small volumes of data, bits and bytes are
fine. However, you're probably more than aware of the
volumes of data used in real-world applications.

So how can you represent bigger volumes?

Denary Binary
Kilo, k 10° Kibi, Ki | 2%
Mega, M | 10° Mibi, Mi | 2%
Giga, G | 10° Gibi, Gi | 2%
Tera, T | 104 Tebi Ti | 2%

Historically the two naming conventions have been ¢
name is meant because it is easier to count in.te

For example, 1 kB = 1,000 bytes wh

s of Information

1 How many bits are there in 64 bytes? (1 mark)

2 How many bit patterns can be represented using 32 unsigned bits?

| 3 How many bytes are contained in a single tebibyte? (1 mark)

A Level AQA Computer Science Course Companion: Section 5 Page 5 of
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5.4 BINARY NUMBER SYSTEMS

UNSIGNED VS SIGNED BINARY

All the binary you've been shown in this course companion so far has bee
has a very large limitation; it cannot represent negative numbers, no matt
round this problem is to assign the highest-order bit to represent whethe
this is called signed binary.

+45 0 | ele1101
-45 1 | eie1101

1¢d perfect way of repres
ero and a ‘negative’ zero. Also,
byte can represent the numbers 0 t

This is often called sign magnitude anc.
allows for two values of zerc:7/
the range of magni

nd maximum unsigned binary values for a given number of bi

UNSIGNED BINARY ARITHMETIC

Addition

Adding binary numbers is very similar to adding denary numbers except y
1). Similarly to when you carry digits when you reach the number 10, whe
the 1. Here is a worked example.

Example: Using unsigned binary arithmetic, calculate the sum of the num

Step 1 - Convert both values to unsigned binary

5110 = 00110011
14310 = 10001110

Step 2 - calculate each bit, carrying any values

voe1100611 +
100011160
11000001

11 1 111

Step 3 - Convert the answer to denary
11000001, = 1931

COPYRIGHT
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Multiplication

If you want to multiply 5 by 4 you could say that this is the same as addin
larger numbers this becomes slow. Multiplying two numbers is also very s
multiplication rememberingthat 0" 0=0,0"1=0,1"0=0and171=1

Consider the following example:

Binary Denary

00110011 51 (1+2+16+32)

x 10001110 | x 142 (2+4+8+128)
= 0000000

001100110
0011001100
00110011000

7242 (2+8+64+1024+2048+4096)

If this multiplication were to have taken place in a computer with only an 8-b
caused an overflow error (there wouldn't have been enough bits to represent
binary arithmetic by hand it is possible to simply add the additional bits requi

SIGNED BINARY USING TWO’S COMPLEMENT

Subtraction

As shown earlier, you can represent a negative value by assigning a sign

representing a negative number without losing magnitude. If you invert a
resulting binary form behaves like a negative number. This is called the n
inherently difficult to use because it results in an offset of -1, Adding 1 t
in the number’s two’s complement, which is much easier to use. Follow th

Example: Using two's complement, calculate the sum of 24 - 18.

Step 1 - Calculate the two’s complement of 18 to get -18

PooO10010 18
111061101 |OnesComplement
booOO0O1 + 1
1111110 |[Tens 0o wme

Step 2 - Lagcul ‘sing the two’s complement of 18

1110
0000

11 1 11

TN

(o]
Ry
Ry

Step 3 - Convert the answer into denary
00000110, = 610
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The main advantage of two's complement, however, is in calculations. This
the method.

Imagine that a number is like a counter with so many digits. If you imagine
backwards, as you reach 0 and go back it would revert to 9999 for -1, 999¢&
to ‘subtract by adding’.

9997 = -3
9998 = -2
9999 = -1
0000 = 0
0001 = 1
0002 = 2

Etc.

So in base 10 we can work o ding: @087 + 9997 = 10004

The additional 1 a . 1ot exist in a four-digit way and is called o
o give s < Two’s complement does the same as the denary si

To work out-3 in binary:
+3 is 000000011
One’s complement: 11111100
+1 becomes: 11111101

We can now add the two numbers together:

00000111
+ 11111101
160000100

First digit is overflow and ignored answer is 00000100 = 4

Questions: Binary Number Systems

Using unsigned binary, complete the following:
a) 1610 + 4410 = 22 (1 mark)

b) 710 * 810 =7 (1 mark)

¢} 74+ 6310 = 73 (1 mark)

d) 91 * 1010 = 22 (1 mark)

Convert the fo rtwo's complement form and complete

, (I mark)
- 481 = 7, (1 mark)

Can —166 be represented using a single byte? (1 mark)

A Level AQA Computer Science Course Companion: Section 5 Page 8 of 26
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NUMBERS WITH A FRACTIONAL PART

An integer is a whole number: 1, 2, 3, 4, 5, 6, etc. Decimals are numbers w
or 4.2039. You call the second part of these numbers the fractional part;
computer terms this creates a problem with representation because our b
whole numbers. In order to get round this problem a fixed- or floating-po
the parts in front of and after the decimal place are distinguishable.

There are two ways you can solve this problem:

1. Fixed-point decimals: allocate one set of bits for the integer part a
fractional part (e.g. 2.25 would be represented as 0010.0100)

2. Floating-point numbers: put the number into 2. lard form and th
and another for the power (e.g. 2.4 = _wiiich could be rep

Fixed-point binan

made up of the integer part (52) and the fractio
Llocate a certain number of bits for the integer part, and th

integer part . fractional pa

The first digit of the fractional part represents !/,, the second digit repres
etc. So for example the binary number 1011.1011 can be displayed as:

8 4 2 1 Y2 Y4 1/ 1
1@11+1 o | 1

8+ 2+ 1+ Yosils4+116
11 11/46
11.6875 to 4 decimal places

If more bits in a memory word are assigned to the fractional part, greater
hand, fewer bits are then available for the integer part and this reduces th
increasing the proportion of a word given to the integer part increases th
possible level of precision.

To convert the fractional part from decimal to binary you use a similar pr
integers, but multiplying by 2 rather than dividing:

0.671875
= 0.671875 x 2 = 1.34375, 0.34 0.6875, 0.687
0.375 x 2 = 0.5 x 2 =1
Writing out the 1s | Lorder, this gives 101011. In this case there is

is 0. 3125 Even using eight binary digits you get 01010100 which is 0.328

A Level AQA Computer Science Course Companion: Section 5 Page 9 of
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Negative floating-point numbers can be represented using the two’s compl
the least significant bit, NOT actually 1. So for example:

8 4 2 1 1/, 14 g 1/
6011+1 o | 1| 1

represents +3.6875. To convert to -3.6875 we would perform the operation
not there. So:

+3.6875=0011.1011

One’s complement = 1100.0100

+1 to the least significant bit; 1100.0101
So -3.6875 =1100.0101 '

] plement is being used, the maximum positive numb
Lin out of range unless more bits are used.

Floating-point binary

Floating-point numbers are a representation of rational numbers in a binar
floating-point numbers rather than fixed-point numbers is that the range o
with a set number of bits is far larger. Floating-point numbers achieve this
similar to that used in scientific notation. Rather than have an exponent bz
however, most floating-point standards have an exponent base of 2. Floati
two parts: a mantissa and an exponent. They also need to have a way to re
be done with a single bit to represent the sign (a sign bit) or using the two’
example of a real decimal number with the sign, mantissa and exponent id

-11.67840 |

+

Sign Mantissa

As the exponent base is defined by the standard beirai ed, it is not neces

itself. The same is true of the binary point.

In general the mantissa is specifl point binary number. The bi

No matter Which standard is used, the steps involved in converting from a d
point number are very similar:

1. Convert the number from decimal to binary
Change binary format to the mantissa and exponent format
Perform two’s complement conversion if numbers are to be negativ
Normalise the mantissa and adjust the exponent so that the numbe

Bl A
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Two’s complement floating-point numbers

One way of representing real numbers is to use the two’s complement sta
exponent. This allows the representation of both negative numbers (by u
numbers smaller than 1 (by using a negative exponent). Here is an exam
might be represented using 12 bits, 8 for the mantissa and 4 for the expo

+

|
Mantissa E

The number -1.25 represented in this

The sigh##®'(s relatively straightforward; a 0 means the number is positiv
The exponent is in a format called excess -127; this means that the num
way as a normal binary number, but then 127 should be subtracted from i
127, 00000001 would be —126 and so on. This is a simple way to represe

Unless all the bits in the mantissa are 0, the mantissa is assumed to begin
of 0101101... is equivalent to 1.0101101... In effect the mantissa therefor
than the 23 bits that are actually used.

The standard also includes ways to represent +0, -0, +e@ and -oo. This m
that is larger than can be stored, it can be stored as .

ROUNDING ERRORS

Examples of rounding errors are shown in the next two sections.

ABSOLUTE AND RELATIVE ERRORS

There are two ways of classifying errors: absolute errors and relative erro

Absolute errors are simply the difference between the number wanted (de
representation of that number:

COPYRIGHT
PROTECTED

Absolute error = desired value er representat

For example:

0.492 = 171

9

The relative error is the ratio of the absolute error over the number wante ':19

Relative error = absolute error / desired value _
Education

For example:
2.87 x 10> = 0.0492 / 1710.1992 = 0.00002876992




RANGE AND PRECISION

The limited size of memory within a computer used for floating-point nu
of numbers which can be represented. Precision is a measure of how clos
within the computer is to the actual value. Say, for example, a calculation
and this had to be stored as 0.123458 due to a combination of rounding e
floating-point system. The loss of precision would be 0.000001211.

Storing irrational numbers

Not all fractions can be represented by a finite number of bits in base 2 fo
cannot be represented exactly.

ry'it becomes ani

- way, 1/3 is represented b
umputers represent numbers using a
s exactly. Fractions such as 1/3 and 1/10
pending on the size of storage. The precision of the re
¥ more bits that are used.

1/10 is represented by 0.1 in decimal. Ho
0.0001100110011001100110011
converted to 0.010101
cannot represen*t’

CANCELLATION ERRORS

Cancellation errors occur when two floating-point numbers are subtracte
result is unchanged from the larger of the two numbers.

One way in which cancellation errors occur is when two numbers of comp
subtracted. An example of this type of cancellation is subtracting 0.00000
obtained would be 1 instead of a theoretical 0. 9999999999996.

One more way in which cancellation can occur is when you subtract two
example, if you subtract 1.000 from 1.000 the result would be a very sma
instead of O due to the approximated representation of 1.000. This can ca
division, since 1 / (1.000 - 1.000) would result in infinity.

Cancellation errors are usually avoided by rearranging the equation in su
subtracted.

NORMALISATION OF FLOATING-POINT FORM

Normalisation is all about maximising the precision of the number within
is that leading digits in the mantissa should be removed, and the expone
possible. Normalisation is extremely important; take the table below as a

Exponent | Nor COPYRIGHT
010000 PROTECTED
000100

g examples represent the same two’s complement number, 1
requires a much larger mantissa than the second to keep the same precisi
Llimit on the size of the mantissa, say 8 bits as above, the normalised num
rounding the number that has not been normalised would mean that it w

9

i
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Normalising binary numbers which are not using the two’s complement s
All leading zeros in the mantissa should be removed and the exponent ad
same. As a guide, the number of places the binary point moves left by is t
should be increased by and vice versa.



Positive two’s complement numbers can be treated in the same way as oth
important exception - there should always remain a single leading zero. O
to a completely different negative one! To normalise negative values, all le
the exception of one.

So, in summary, to normalise positive two’s complement numbers all the le
the exception of a single zero. For example, take the following number in t

|00 |06 |0 1|60 1+@

XX

Remove leading zeros

The exponent is the number of places the binary point has been moved to
it has been moved to the right. In this case the binary point was moved fou

9+1 el |10 1|60

Mantissa

The process for normalising negative two’s complement numbers is very si
zeros, the leading ones should be removed. Take the following number as

1+1 1111 1|0 |1]|1

Again, the leading ones should be removed, except one, and the binary poi
immediately after the most significant bit:

Move binary point

X|X 0|1 COPYRIGHT
PROTECTED
Since t4 ar been moved five places right, the exponent will
normas bating-point number:

9

1+0 e 11|11 ]1]¢©

i
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Mantissa
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UNDERFLOW AND OVERFLOW

Underflow Underflow occurs when you are using very small numbers a
the computer can store. For example, if the smallest numb
and you attempted the following sum:

/128 x 1/128

The computer cannot store the resulting number and so
computer flagging that there has been a loss in precision

Overflow Overflow is when the result of a numeric calculation bec
space reserved for numbers. Usually some indication wil
overflow - some machines WIU h ariable called an
aﬁer a calculation if ov curred. An example

+ f 100 on your calculator

”fhe binary subtraction example on

UNATION CODING SYSTEMS

Communication between computer systems used to pose a large problem in th
institutes used different standards so computer systems would almost be talki
coding schemes allow the written characters you use every day to be converte
manipulate, display and transmit via a computer system. The main two that ar

While representing symbols and characters in a computer system is fairly s
transferring the data can represent a bit of a problem as one computer mig
another computer. This is where standardised character sets are introduced
uniquely identifying a character from a decimal value to allow communicat
data without the need to define an entire character set for each file.

ASCII AND UNICODE

ASCII character set

ASCII (The American Standard Code for Information Interchange) is a 7-bit
a standard in 1963 and was widely used to represent symbols and characte
Remember that the numbers are the denary values; 65 in the ASCII character s

olmwut| 1| bte| 32[sec| as| o 54 @ | so0
i|son| 17|pc1| 33| as| 1 65| & | s1
2| stx | 18l pcal za] ¢ so| 2 66| B | 82
3l erx | 19| pc3l 35| # 51 3 67] ¢ | a3
aleor| 2olpcel 38| $ 52 68| D | =4
5| ENQ nak| 37 % 63| E | 85
6 ACK B W OF a6
7| BEL 55| 7 71| 6 87
a| ne 40 56 8 72| H 88
em | a1 ) 57 9 R 29

sus | a2 * T E 74| 1 90

11 escll sl + | 9] 75 k| o1
12| fF || 28] Fs | aa| 60| < 76] L | 92
13| cr | 29) 65 | 35| - 51 = 77| m | 92
14| so | 30| rs | as| . 52 > 78| N | o4
15| s 31| us | a7| / 53| ? 79 o o5

Values 8, 9, 10, and 13 convert to backspace, tab, linefeed and carriage return charac
representation but may affect the visual display of text. The remaining of the first 31
that are used within the computer system itself, i.e. poin

A Level AQA Computer Science Course Companion: Section 5 Page 14 of 2
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Unicode character set

Unicode has now become the industry standard, made solely to allow the
ASCIl except that it is an industry standard that can be used to represent
result, the majority of the world’s writing systems. Like ASCII there is a se
characters. This allows for the codes to be broadcast as numbers and then
reading. Without the Unicode character set you wouldn’t be able to use e

ERROR CHECKING AND CORRECTION

While communicating over a network it is possible for bits (packets) of dat
receiving device has misinterpreted a packet of data; this might result in a
mathematics, to drastically reduce this chance in a tecf2 que known as er

There are four techniques you're expecte nd know the use o

and checksums.

Did 124

is a procedure that all devices undergo before transmitting data.
handshake allows both devices to check whether the other device is ready for d
transmission. During the handshake, the devices agree on a method of error

checking, the rate of transfer and other criteria such as method of transmission

How this is done is defined by the particular protocol they are using, although t
largely out of the scope of your course.

Parity checking

Parity checking is a simple technique of detecting transmission errors by
as a parity bit. This parity bit is added to the end of a transmission and is t
received in reverse order. There are two types of parity: odd and even.

If using odd parity, the number of 1s in the transmission is
Odd parity | the parity bit is set to 0 to ensure that there is still an odd
even, the parity bit is set to 1 to ensure that there is now a

Even parity is the same as odd parity except that, after cou
number of 1s is even then a 0 is added to the end of the tr
of 1s stays even. Likewise, if the number of 1s is odd then
transmission, as that will mean there is now an even numb

Even parity

Check digits

Check digits are used to ensure.
locking at the Internati

Example: Consider the ISBN 1 74157 103 x.
Step 1 - Write out the ISBN and calculate the positional multiples (ignori

1 7 4 1 5 7
10 9 8 7 6 5
10 | 63 32 |7 30 45
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Step 2 - Sum the total
10 + 63 + 32 +7 + 30 +45 + 4 + 0 + 6 = 197

Step 3 - Use modulo-11 to calculate the remainder
197 MOD 11 = 10

Remember: if the remainder is ‘0’ then the check digit is O; if the remainder is 1
On these two occasions you skip step 4.

Step 4 - Deduct remainder from 11 to produce check digit
In this worked example the result is one of the exceptions. However, if the
exceptions then you have to deduct the remainder from 11 - this produces

Majority voting
Majority voting uses repetitive tran te ce where the error has o
number of times to the r : ‘Le,’and applies majority voting to det

allowing for corre } ade easily. Take a look at the following exa
If one send the letter 'K’ to another it can use majority voti
The reck dewce knows that the binary representation of the ASCII chat

ASCiI uses 7 bits).
The sending device would then send each bit three times, so the receiving

111, 000, eee, 111, eee, 111, 111 (commas added for ¢

If the receiver gets the bit pattern ‘000’ or ‘111’ then it assumes that the bi
error and is either a 0 or a 1, respectively. However, if 1 bit in each triplet is
deduce that there has been an error. If, for the third bit, the receiver gets ‘0
can deduce that there has been an error and applies majority voting to corr
than 1s, the original bit was a 0. Otherwise, if there were more 1s than Os t

Checksum
A checksum is possibly one of the oldest validation methods in data transmis
authentication because if the checksum is invalid it means that packets have
with. The checksum for a transmission is determined in one of two ways. If y
of data containing a single byte of data, the byte contains 8 bits which can b
total of 256 possible combinations. Ignoring the representation for O leaves

Steps of checksum

1. Divide the total number of bytes per packet by 256.
2. Rounding the result down if needed, multiply this number by 256 (t

3. Deducting this number from the
total number of bytes being
sent leaves you with tha

stions: Informatio

If you were using odd pa
‘010011010110°, what wou

What would the check di
(2 marks)

is sendlng 1152 bytes of data.
1. 1152 / 256 = 4.5 (= 4)
2. 4 * 256 = 1,024
3. 1152 - 1024 = 128

using the majority voting
(2 marks)

The checksum for the transmission
would be 128.
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5.6 REPRESENTING IMAGES, SOUND AND OTHER DAT

BIT PATTERNS, IMAGES, SOUND AND OTHER DATA

You already know that a computer can only store data in binary, but it can
In binary, data can only be in one of two states — on or off, positive or ne
systems as it removes the ambiguity that computers cannot handle and m
predictable and consistent. This means you can use bit patternstodoap
images, transforming waveforms into audio and calculating the size of fil

ANALOG AND DIGITAL

ity of the data

The difference between digital and analog i 0
set of fixed values.

t a computer would be unable to read the
€s. The way the signal is converted is through samplin
senting its amplitude. This is called analog-to-digital conve

usually as 2 vo
discre! ‘
numbe:

n,—<IN ADC out

One such example of analog-to-digital conversion could be a light sensor
the amount of light that is falling onto it at any particular time. The volta
range (for example, 0 means no light, 1 full light). The conversion to digit
represent the value of the sensor. If only 1 bit was used then the signal w
light); 2 bits would represent four different signals (00 no light, 01 1/3 lig

Equally, a device may be controlled by a computer in a similar way; for ex
at different brightnesses. The actual light is an analog device which can r
provide the light range. However, the computer could only provide a disc
depending on the number of bits used would increase the variance in sig
to-analog conversion (DAC).

The most common use for ADC and DAC is in the sampling of sound - for

More digits means larger numb

Unfortunately, there is a fini' ¢
what a computer ¢/
of bits g

‘terms of what it can store. However, th

n

n | Bit Patterns
1 2t=2
2 22=4
3 2%=8
4 24=16
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BITMAPPED GRAPHICS

Bitmapped graphics use streams of bits to store information
about each individual pixel in an image. These bits encode
what colour the pixel should be, and as a result bitmapped OOO
images result in large file sizes. In its simplest form, 0 encodes
for white and 1 encodes for black, but the more bits used, the
more colours can be used. However, that’s not all that the bits

code for. OOO

The resolution of an image is the number of pixels that appear
in each inch of thei lmage A hlgher resolution means theithe  |e—

000

trying to'dlsplay, as each combination of bits will correspond
to a colour in a colour chart.

The size of an image determines the number of rows and
columns of pixels that create the image. Size and resolution
are inversely proportional to each other in the sense that
when you zoom in to double the size you view the image at
half the resolution.

Simple bitmap file calculations

Suppose a bitmap file was 3 inches by 3 inches, had a resolution of 72 pix
colours. How big would the file be? We have all the information we need

Size = 3 x 3 inches? = 9 inches?

Number of pixels per inch?=72 x 72 = 5,184
Total number of pixels = 5,184 x 9 = 46,656
256 colours require 8 bits

File size = 46,656 x 8 bits = 373,248 bits = 46,656 bytes
= 45.56 kilobytes (2dp)
=0 gabytes (2dp)

COPYRIGHT
This is only a rough estimate at bes .- pplications there will PROTECTED
as file headers. These hea<e .
colour depth, etc

requirements = resolution x colour depth
ution = width (pixels) x height (pixels)
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Question: Bitmapped Graphics

1  Estimate the size of a bitmapped file that is 7 inches by 7 inches, co
square inch and has a colour depth of 8. Give your answer in kilobyt
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VECTOR GRAPHICS

Vector graphics are slightly different to bitmap images. Whereas a bitmap i
pixels in an image, a vector graphic holds the information or instructions of
create the image.

Take the following example of a line. Instead of holding information about t
information on the start and end point of a line; any pixels that intersect that

Bitmap Graphic

Black-and-white bitmap:

1oe6 0100 Li
0010 0001

VECTOR GRAPHICS VERSUS BITMAPPED GRAPHICS

The table below explains the relative pros and cons of the two image typ

Bitmap graphics
Takes up more resource memory Takes up consid
Takes up more storage space Takes up consid
Images are less precise Graphics are mo
Images aren’t scalable without visual artefacts Graphics are sca
Images use less processing power Vectors require
Made of pixels that can’t be grouped Made of elemen

COPYRIGHT
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Bitmap images can be easier to edit ’ .dn work with individua
manipulate entire planes. Thi _ndps the only real option for ph
contrasting sections of - tnat you may wish to edit separately to

s .
number of colours or continuous areas of col

Vector g p'hics are useful in situations such as architecture and design w
more important than editing small sections of an image. Also, scaling up
quality of the image and some manipulation of vector images is easier, e.
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DIGITAL REPRESENTATION OF SOUND

Sound is an air pressure wave that causes vibrations in our eardrums whic

In order for computers to capture sound waves they need a device known
energy from one form into another,

®  The original sound wave is known as analog data, which is a set 0

®  |n contrast, digital data such as the wave the analog data is conve
discontinuous quantities.

Analog-to-digital conversions

Analog-to-digital conversion (ADC) takes place b
transducer, i.e. a microphone, and prod ;

Below is a sample of a sound wave captured by the microphone with a sa

/N

Each of the dotted lines represents a sampling point; at each of these samp
recorded. The distance between these sampling points is known as the sam,

Below is an example of how the analog wave could look.after being conv

vvvvvvvvvvvv
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There are actually a number of steps needed to complete a conversion from
computer relies heavily on a technique known as pulse code modulation (PC

1. Samples are taken from the analog at a set value of hertz but must,
be twice the highest frequency in the analog signal. There are repre
proportional to the original signal’s value in a process known as pu

Analog Waveform

2. The pulse amplification modulation values are approximated using
integer where n is the lowest number of bits that can represent the

For example, if n =4 then 16 levels can be used to approximate the

| |

PAM Pulse Values

-
o

-
w1

[N
N

[N
N

[N
N

Jury
N

-
[]

O

O N WA T O N0

3. The final step is to encode the heigh f the pulses into bin
0203, 1410 = 1110, and 210 = 0010;
dlses which can be stored, manipulated

into an analog waveform.

In the example you ha
sequence of fiva. =
digiral o

-‘ahalog conversion (DAC)

The reverse of the analog-to-digital conversion
is what you hear when listening to any sound
generated from a computer or storage device
such as an MP3 player.

0101011

L
==\

However, during the conversion from analog to digital it is possible that du
you are left with the staircase effect, which is where there is a subtle loss of
analog sound and the digital representation which can be removed by usin
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The Nyquist theorem
Then Nyquist theorem states that...

The sampling frequency must be at least twice as high as the highest freq
because you must have at least one data point for each half-circle of the a

What this means is that if you want a full 20 kHz audio bandwidth, your sa
fast, i.e. over 40 kHz. This means you need a higher sampling rate to record

Consider the following wave; the frequency of it is constant and hence it pr

Frequency

j lution and sample file sizes

As stated earlier, to record a sound you must have an input in the form of s
of samples the reproduced sound is closer to the original. Similarly, if you t
period you can increase the ‘quality’ of the sound. This is the sound’s sampl
taken in one second of recording. If you record in the MP3 format there is a
whereas the sample rate needed to capture the human voice is much lower,
you try playing music down a telephone line the sound quality is poor.

This leads on to sample resolution - the number of bits assigned to each sa
depth of an image file; if you increase the number of bits used to store eac
range of frequencies increases, meaning that you can reproduce a sound th

File size = sample rate * sample resolution * length of

MUSICAL INSTRUMENT DIGITAL INTERFACE (MIDI)

MIDI is a technical standard which enables a wide range of
electronic musical instruments, computers and devices to connect
and communicate with one another. MIDI files take up a
considerably smaller volume that other sound files because only
information about the notes is stored rather than the sound itself.
These data items are what instrument needs to be played, what
note needs to be played, and how loudly and for how long the notes
are played. These data items are conveyed in what are

COPYRIGHT
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Estimate the size of the sound file of a 30-second recording with a sa
and a sample resolution of 16 bits. Give your answer in kilobytes. (2 m

Calculate the sample rate of a file 100,000 bits in size that is 10 secon
of 10 bits. (2 marks)

In audio conversion, why can you never recreate the original analog ¢
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DATA COMPRESSION

As our computer systems have become larger and more powerful so have t
what about storing and transporting all that data? The limitation on capaci
data compression. Almost all files can be compressed so that they require L
to transmit and are easier to work with.

Lossy compression

Lossy compression attempts to identify seemingly redundant data and remo
common example of this is in the way MP3 files are generated. The file type
that are outside of the human hearing range. This can also apply to images i
may be reduced to a certain level without a visible ‘ uality.

Look at the example below - the same./n
260%260 pixels. The only di |
lower the percenta

L' apple was saved three
L yeen them is the quality percentag
sinpression is applied.

4§
Quality @ 100% Quality @ 66%
73 KB 14 KB

As you can see, the file has been compressed from 73 KB (100% quality) to ju
quality has been degraded significantly. In this example, the most suitable se
which has still reduced the file size significantly (from 73 KB to 14 KB), witho

Lossless compression

As the name implies, this is a method of compressing the file without loss
text, data and programs where all the information is required. The disadvan
unable to reduce file sizes as significantly as lossy compression, it often req
compress and decompress the files. A commaon example used on the Intern

In sound, lossless compression uses a pair of algorithms..The first is to con
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For exarﬁb[e, suppose we want to compress the string: “I LOOOO0O00000 lg
would store each repeating O, V and E once, making our compressed string C.lg
is over 10 characters shorter than the uncompressed version.

Education

Another approach is to use a dictionary-based method which uses a type of

the file to those stored in a data structure called a library. If a match is foun
substitutes the string with a reference pointer to the item in the dictionary.
is added to the dictionary and the reference is substituted.
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ENCRYPTION

Encryption is the act of protecting your personal data by making it unreada
Ciphers are special algorithms designed to convert the readable data into a
rendering it unreadable. This is called cipher text and is completely unreada
which was used to generate the cipher text in the first place.

Cipher keys are an important constituent of the ciphers working and will eith
Symmetric keys can be used to encrypt (go from plain text to cipher text) an
text) the data, whereas asymmetric keys will be used for one or the other but
key it is largely impossible to decrypt the cipher text, meaning if the key is lg

Did you know?!

When passwords are stored on a web ; ot stored in plam text for
hashing table and the hash eq j
hash algorithm, whi w2012 after the algorithm was ‘cracked’ whe
leaked 6 L Lodsl It was cracked ina single day by operators across t

Cryptanalysis

This is the act of trying to determine the plain-text representation from a ¢l
knowing the decryption key. It takes a lot of theory and is largely based aro
cipher keys use to secure data. In practice it is often done using what is kng
cipher key has been narrowed down to a selection of possibilities. Although
course, it can provide a greater understanding of encryption, as well as bei
technology industry.

Caesar ciphers

Ciphers are not a technological breakthrough. Julius
Caesar was known for writing any confidential military
messages in a cipher with an offset of three letters to
the left. It sounds like an easy system to break, but all
syntax and semantics to the words are lost; only the
spaces remained. Look at the following example.

Plaintext: We attack at dawn
Ciphertext: TB XQQXZH XQ AXTK

Without knowing that there is a Caesar cipher in use it looks
almost impossible to break. It is hard to recoanic
could be one in use; you could only inf:

Brute fo >attacks use a repetitive approach to crack the key
value and decrypt the data; it is for this reason that the Caesar —
cipher is vulnerable to this type of attack. Our simple example
is limited by the number of letters in the English language,
meaning at most you will have to do 25 shifts. This is often
done using a planar table.

The table on the right shows us that our previous example is n =3,
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Vernam cipher

The Vernam cipher was create by Gilbert Vernam during his research into
a truly unbreakable cipher to protect data. The cipher text is produced by
sender and receiver of the message/data to be encrypted. The keys are th
combination with modulo-26, to produce a truly secret message. But wha

The keys are made of streams of randomly generated letters which have e
combined with the values of the letters in the data to produce an interme
applied to this intermediate to create the cipher text. Take a look at the w

Encrypting using Vernam cipher

Message
Character values (T)Y e  2(0) 1e(K)
Key values 1(L) 16(Q) 14(0) 7(H) 24(Y)

Mess! : 2 30 35 14 9 34
Mod ac®ition (26) | 2 4 9 14 9 8
Cipher text 0

Decrypting using the Vernam cipher.

Now that you've seen how to encrypt using the Vernam cipher, you need
essentially the same process but in reverse, except where you used modu
modular subtraction to decrypt.

Message CEJOJI

Character values 2(C)  4(E) 9(3) 14(0) 9(3) 8(I)
Key values 2(C) 112(L) 16(Q) 14(0) 7(H) 24(Y)
Message + Key 0 -7 -7 0 2 ~-16
Mod addition (26) 0 19 19 0 2 10
Cipher text . .

It has been mathematically proven that, when used properly, the Vernam
offers no information about the plaintext it represents and that, if the crit
data encrypted using the cipher will be secure if, and if:

The keys must be disc
' ing algorithms that produce truly rando

H W

The keys ar "
. stributed in a secure and secretive manner

Given en uijh material (cipher text) and time, all cryptographic algorithm
be broken. This is because all other devised encryption algorithms that ar
algorithm depend on computation security.

Computation security is creating security based on an exponential time al
encryption length grows, the time taken to break the encryption increase
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Questions: Data Compression and Encryption

How does lossy data compression reduce the size of a file? (1 mark)

Using a left-shift Caesar cipher, decrypt the following message: (1 ma

JVTIWBALY ZJPLUJL

Why is it important that the length of a key being used for a Vernam
message being encrypted? (2 marks)

Is the Vernam cipher immune to brute force attacks even if the keys
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6. Computer Systems

In this section we look at the fundamental concepts of computing and how a series of
program computer that has become part of everyday life. The concepts behind this the
processors is vital for the modern-day computer scientist.

This section covers:

6.1 Hardware and software pl 6.4 Logic gates...
6.2 Classification of programming laNgUAGES....mmemememesmsemns p5 6.5 Boolean alge
6.3 Types of program translator p7

6.1 HARDWARE AND SOFTWARE

ripherals (plug-in devices) such as keyboards, mice,
scanners, printers, are also hardware.

®  The software of a system is a collection of procedures and rules (li
computer code) that carry out operations on a computer’s hardwa
software code may be stored on the computer’s hard drive, a DVD
stick or any other storage device.

It is necessary to provide input to make the computer do something. This i
through many different means, for example your mouse, keyboard or scan
other devices. Less obvious input is the power button, the computer’s inte
(which has its own battery) and possibly instructions given to the compute

The software reads in the input, works out what it is that you've told it to
carry out a certain specific sequence of instructions to achieve the desire
sent to an output device such as your monitor or printer.

Both hardware and software are essential for a computer to run; without th
give the computer through the input devices would not be recognised - th
boot up! But without the hardware the software would not be able to physi

The hardware and software in your computer are not just working when yo
from the moment you press the ‘on’ button the two are working together t
when there doesn’'t seem to be anything happening on the computer, they
running continual checks and maintenance to ensure that everything runs

CLASSIFICATION OF SOFTWARE

“the software store on its hard dri
, xample, you can have a computer comp
1 system the computer won't start. Software can b

The purpose of a comput

B System software is independent of any general-purpose package or
particular application area, but is designed to assist the computer i
efficient execution of application programs. An example of a piece
software would be an operating system (such as Windows or Linux)

B Application software allows the user to achieve a specific task that t
wishes it to perform; this could be anything from a word-processin
or web browser, to the software that helps to run a nuclear power

A Level AQA Computer Science Course Companion: Section 6 Page 1 of
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SYSTEM SOFTWARE

System software acts as the brains behind the operation as far as managin
without it, the computer is just a collection of components that wouldn’t fu
system software, including the operating system, library programs, translator

Library programs

A library program is the generic name given to a collection of programs whic
software. If you install certain modern games you will be asked if you accep
required for the computer to interpret the instructions required to run the g
provide libraries required to run built-in services. The code in libraries is no
edited by independent programmers to allow them i having to create

understt &0 he three main types of translator are:

= Assemblers are used to convert a low-level language called ‘Assemb

of words to represent memory locations or operations; these words
code is a language that the computer can use and understand, and

B Compilers check that all the lines of the program are valid to the sy
converting the entire source code into object code. Object code is U
low-level code which is dependent on the machine it is running on
may be translated to machine code using assembler, linker, binders
the compiled code is distributed as software for a particular machi
programs for sale. The original source code would be similar with
compiled into a particular machine format.

e Interpreters are similar to compilers except that they read the sourc
the statement is valid and then execute that line before moving on
until the end of the source code is reached. Some programming lan
operation. For example, JavaScript is an interpreted language. Each
JavaScript interpreter which translates the code received into mach
languages are slower in operation than a compiled program but ha
across platforms, i.e. to change a JavaScript code you change the pr
and distribute for each platform.

Utility programs

‘1o maintain the functionality o
e are small and useful programs tha

Most utr® 'y programs that are required for safe, maintainable operation of
computer are included with your operating system software package and ¢
disk defragmentation, file explorers and everything down to copy-and-past
maintain or configure, monitor certain items on your system or enable tran
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ROLE OF AN OPERATING SYSTEM

The operating system (also known as the 0S) is the single most important
necessary piece of system software. While the computer is in use, the oper
runs in the background managing the system’s resources and processes.
System processes include communications with input/output devices,
managing memory and managing programs - meaning the user

doesn’t need to worry about how the system resources are being used
(unless they're doing a task which is particularly resource-intensive,

e.g. 3D rendering). This acts as an interface between the user and the
computer, application software and components of the system.

The gem o role of an operating system is to provide an environment from
This results in operating systems needing to provide the following service

B Resource management (process management, memory manageme
B User interface

PIT— PR Process manag
e Qe S

i

S Do D OB . to run at the sam

s [ ol W N TR Bl p[ay an MP3 file a
i Yok b e e T

R - In effect, this is wi

sl povoni (47) each processor ca
B DN Hdelbe Aeroled Updite Bavina do

ek W e

T AN Eatennal B Dheel Bl L W ke

o
o
ST ————— ... each of which can
F Hastien e - = B means that a cert
T s At o Lo PRl o
g T rerE— B o NE B simultaneously. H
v Bleterder Uppclebe Senice o Shke GhEy s Computer Syste ms
o

T susstoner Walen Syt S SR R

................... . i processes at Once
need to switch be

An operating system schedules prog es between them by m

Switching between progra
Since there are man

riat it appears that multiple proces
want to run, they have to be organise
and prige ‘given to them. To be fair to the programs, all of th
a leted amount of time before then being switched in an o
affect the response time for interactive applications (delay when using mo
also try to finish as many processes as possible, and also balance out the s
so that everyone gets a fair chance.

Users may wish to alter the priorities of processes, and this can sometimes
application such as the Task Manager in Windows (shown on p.3). For exam
edit photos, the user may want to increase the priority of the video applica
editing the photos.
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Device management

Managing devices using an operating system is useful because the &
operating system can make each device accessible to programs. In il
order for devices to be handled appropriately by the operating system, |4
device drivers are needed. A device driver is a special piece of software
that controls the hardware and importantly provides an interface so

that programs can use the device. In other words, device drivers give a
layer of abstraction to the software which makes use of the devices.

By using this abstraction, programs can access and perform

operations on the hardware via simple function calls. An example
could be the following command: ‘play sound from fil
scenes the file would be decoded and sent to ! '
would then process the sound and ‘
the programmer’s point of vi=.. thing that he or she is
required to know is

decide whether or not interrupts are allowed to occur. If they are, then the
interrupt and processes it by saving the current state of the running progra
executing an interrupt handler which directs the flow of execution to the a
device causes an interrupt, then the operating system decides which device
that device to obtain the attention of the processor by executing the interr

Memory management

Memory in a computer system is finite and used by all processes, and there
the operating system will have to divide up and keep track of the memory
is available. Sharing a finite resource in a fair and effective way between m
entities is not an easy job. In order to avoid processes running out of memag
and crashing, many operating systems operate using virtual memory.

This is where the operating system moves the contents of memory to and f
intelligently - hard disks are generally much slower than RAM, and so ove
down considerably.

Provision of a virtual machine
Abstraction is the key idea behind operating systems that makes
them so popular today. By abstracting all the processes behind
hardware and software, in addition to providing user-friendly
interfaces, all the complicated operations behind 2
system are hidden.

Kground but easy to
tron is also classed as a virtual

A machine which is complicat
use due to these [

Queuons: Hardware and Software

Identify the software types of the following:

a) Antivirus software (1 mark) ¢) C# compiler (1 mark)
b) Ubuntu (1 mark) d) File explorer (1 mark)

How is abstraction created between the user and the computer syste

What is the main drawback of using an interpreter for translation? (1

A Level AQA Computer Science Course Companion: Section 6 Page 4 of 17
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6.2 CLASSIFICATION OF PROGRAMMING LANGUAGES

Programming languages haven’t always been advanced as they are now ~ &
we've taken baby steps to where we are now - but before you can learn ab
languages you must first understand the concept of language levels.

LOW-LEVEL LANGUAGES

Low-level programming language’s defining feature is the lack of human-la
no abstraction between the programmer and the instructions being progra
highly dependent on the design of the system and are described as machin

There are two low-level languages that you need to.!

v about; these are

Machine code

Machine code is the lowe
on and offalectr ~

- uage and is comprised entirely of 1s
the computer. Machine code is usually writte
Gl tation of the byte, because it is more concise to type,
frustrat§GEe edious and difficult. However, because of how precisely the p
programs were highly dependent on what processor they were being run o

Machine code instructions

Although when you look at machine code it just looks like a load of 1s and
commands and data. Here is an example set of commands for a machine ca

Oeve X  Store accumulator value in memory location X
0001 X Load contents of memory location X into the

0010 X Set accumulator value to X

0011 X Add contents of memory location X to accumu

0100 Halt execution

The accumulator is a register that is used to manipulate numbers. X in this
represents a memory location (see Section 7 for more information).

Machine language example 1

Using the machine instructions above, this program adds the values in me
puts the answer in 0010:

0001 0000 0011 0001 0000 0010 0100

Machine language example 2

As mentioned above, the code is shown in the he

Assembly language is considered a very low-level language by today’s stand
big leap forwards in programming design because of one particular feature

Instead of the 1s and Os used in machine language, assembly languages us
abbreviations that are easy to remember. For example, an assembly langua
Compare, ‘MP’ for Multiply, STO for storing information in memory, etc. Alt
words, they still make programming a lot simpler than coding in hexadecin
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Assembly language also allows for the use of rudimental variables such as
memory address. These mnemonics are said to have a one-to-one relations
which is what allows them to be used unambiguously.

As with all languages, assembly language requires a translator to be read b
translator software is called an assembler program, or simply assembler. It ta
assembly language and converts it into machine code instructions.

Assembly language example

This example shows an assembly language extract from a programming
language called A68000. Notice that the names for subroutines are given
on the left, the instructions are given in the next c _and memory
locations (variables) and other informati n tﬁe third column.

2t Note that this code does
«anguage shown in the high-level section.

An exclamation mark (}) prece
exactly the same as th

HIGH EL LANGUAGES

High-level programming languages, as you might have guessed, contain el
elements of natural spoken languages. These elements are what provide ab
and the instructions being programmed. Instead of dealing with registers,
codes, high-level programmers deal with variables, data structures and com
the complex memory pointers are hidden from the programmer and the co

Examples of high-level languages include the group of programming langu
Imperative languages are the most dominant and widespread paradigm for
Basic, C#, Pascal, etc. The main characteristic of these languages is that all
default and the flow of the program is diverted using constructs (i.e. iteratic
which statements are executed is crucial to the success of the code. Variab
the ‘state’ of the program which can be used to control the flow of executio

Compilers

A translator is needed to translate the symbolic statements of a high-level
machine language. This translator is usually a compiler. Keep in mind the fi

® A compiler converts a high-level language into machine code. As e
a different machine code, it follows that each different computer ne
radically different to take advantage of the particular machine code
different compilers for each language.

Although each compiler is different, hi hguages are more
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High-level code example

Many examples of high-level code can found throughout this resource, for
Python and VB .NET. Below is an extract of C# code that is a translation of
language example.

Did you know?!

Static int sign (int i)
{ Back in the day programming was d

int sign = ©; early 1990s magazines would publi
If (i <> 9) use and even algorithm puzzles in ¢
{ trace and dissect. Suddenly Sudoku
if (i < 0)
. (e
S1En = }1” : Programming |

Using the high-levelled langu

a) Write comments for wha

b) State what the output wa
passed into the function?

{ sien 2 What are the main differences
} g language and machine code?
Return sign; If a high-level language runs

}

different system? Explain you

6.3 TYPES OF PROGRAM TRANSLATOR

As mentioned earlier, a translator converts program statements written in o
programming language into another programming language. The most com
translators are assemblers that convert program statements written by a
programmer in an appropriate language for the job (the source code) into
machine code that can be executed by a computer.

Originally, programming was carried out in machine code. Programmers wa
type in commands using hexadecimal, which was converted to binary
commands for the computer. A major step forward was when assembly
languages were written which had commands that corresponded more clos
to English abbreviations (mnemonics).

Assemblers

instructicgsca; t

hssembly language supports the use of macro instructions (the e
t@nguage), they are expanded by the assembler and the code inserted
assembly. Instructions are checked for syntactical correctness; errors a
is constructed to link symbolic operands and labels with their correspa

®  Many assemblers support the use of pseudo-operations, or directives,
translatable into machine instructions. These involve such things as
values of identifiers used in the program and defining where the pro
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Interpreters

An interpreter takes one line of a high-level language source code program
instruction for that programming language, translates the statement to ma
resulting machine language before translating the next program statement

Advantages of an interpreter over a compiler are:

m  The programmer can execute the program and sort out each proble
even if there are many invalid lines of code later on in the program
interpreter while developing a program.

B |f an error is found the source code can be corrected.

Compilers

A compiler checks that all the lines
the whole program into mac
date. Advantages of

‘ m are valid. Then, providin
de that can then be executed by a
r an interpreter are:

ing m:":lchine code runs faster than an interpreted progra
' ésulting machine code can be run on a computer that doesn't

B A person given a copy of the compiled program can't see the origin
people stealing the code for their own uses.

m  The compiler program doesn't have to be resident in memory at th
larger programs can be run in memory.

When are translators used?

An assembler takes assembly code, which is written in mn
Assembler
These are understandable by the computer and therefore

Translating code a line at a time and running it is very use
languages which have both an interpreter and a compiler
development for easy bug fixing, and the compiler when y

Interpreter | \,5king to produce the executable program.

Interpreters are also useful for compiling on the fly on we
JavaScript.

These translators are used to create an executable file of

language. This executable file can then be run at a later ti
Compiler ) )
Because the compiled code runs faster than trying to com

can give a performance boost for ¢

6.4 LOGIC GATES.

work on a binary system, so it is important to have a
@ uits. In logic circuits you're generally answering a ‘yes’ or ‘no’
formulate a final outcome. For example, a logic circuit may produce a resp
the computer?’ by asking ‘am | bored? and ‘do | have any work to do?’ - if
answer to the second is no then you can play on the computer.

We may want 1o accept a user if he is the system manager or technician, if
correct, and if the user is not barred from the system. This is just one use o
operations. In programming we apply them to conditions (a condition in thi
or false). They are often used in conjunction with relational operators, whic
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TRUTH TABLES

The following tables show the outcomes when each logical operator is app!

®  NOT is used to negate (or change) a condition.

B AND is used to check that both of two conditions are true.

B ORis used to see whether either of two conditions is true.

B NAND (Not AND) provides the inverse of the AND operator.

B NOR (Not OR) provides the inverse of the OR operator.

B XOR (exclusive OR) is used to see if only one or the other applies.

test can be made

Note: XOR is not a basic logical operator as the equalenf

Condition

False True False False
False False False False
A NAND B Condition
True True False True
True False True True
False True True False
False False True False
TRl [ Condition
True True False True
True False True False
False True True
False False False

LOGIC DIAGRAMS

There is a better way of representing logical procedures, and it allows the re
of a procedure. We call these logic diagrams and they make understanding a

Boolean

Operator

AND (a-b) NOR

>
XOR
B .
ereeesceseceeen. A e
NAND | abor (a-b) | _ NOT

A Level AQA Computer Science Course Companion: Section 6 Page 9 of
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LOGIC CIRCUITS

Logic gate symbols can be combined to create circuits of logical operations
input to give an output. In a Boolean circuit the information flows from left

Below is an example of a simple Boolean circuit which has the following in
A -> is the weather forecast sunny?
B = is the weather forecast not windy?

C = is the umbrella not broken?

This produces a response to the question: ‘Shall | take an,umbrella?’

One possible set of inputs where the circuit ‘ves’ is if weathe
and neither is the umbrella broken (€} is =wind forecast (B). Puttin

We can construct the truth table for the above Boolean circuit. There are th
possible input combinations each resulting in one true (T) or false (F) outpu
would be 2* combinations, five inputs would mean 2° combinations and so

Input A | TInput B | Input C EelThelelfiat (081

True True True Fal

True True False Fal

True False True Fal

True False False Fal

False True True Tru
Fal
Fal
False Fal

False True

False Fal

Fals
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Half adders and full adders

In electronics, an adder is a combination of logic gates that are used to produ
In modern computers adders are used in the processor and in system memory
calculating addresses for memory allocation, calculating return addresses and

Half adders
Half adders add two single bits that we will call A and B. It uses these two
(represented by the letter S) and a signal known as carry (C). The carry sig
used for producing full adders, as seen below. The example below uses a
table can be seen below.

Ae
B e

Full adders
Full adders are the combination of two or more half adders and where the
output for sum and carry, the full adder will take the carry and use it as a

Consider you're adding together two 3-bit numbers. You will need to crea
them to create the full adder. The carry-out bit of one is when you're addi
carry the one 1. Therefore your truth table will have five columns.

The logic gate diagram and truth table can be seen below.

e D

C;n L
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Edge-triggered D-type flip-flop circuits as memory units
Flip-flop circuits can take a signal and, depending on previous states, alte
sounds complicated it is the basic principal for computer memory.

Edge-triggered D-type flip-flop circuits are used in static RAM modules. Stat
usually used for core system operations because, although the speed is m
sizes of the modules are much smaller and they take up considerably mor

Questions: Logic Gates

b)

c) Where A is TRUE?

Draw a truth table for the following Boolean circuit:

COPYRIGHT
PROTECTED

ruct a Boolean circuit for the following: (1 mark)
(A+B) - (C+D)
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6.5 BOOLEAN ALGEBRA

In Boolean algebra there are always only two possible outcomes, true or f
represented as 0 or 1). Boolean algebra has a set of postulates which are b
all the possible operations. In Boolean algebra we read a + as OR and - as

One way to visualise Boolean algebra is as simple electrical circuits with

is on the corresponding Boolean expression is outputtinga 1,and a O ift
two switches on the same wire and an OR is equivalent to two switches o
(or closed) then it is equivalent to a 1 and a O if it is off (or open).

THE BASIC RULES OF BOOLEAN ALGEBR

1. Avariable can be either 1 or 0

2. 0+0=0 (off OR off = off)
Off (0)

_

Off (0)

/

3. 1+1=1(onORon=on)

A Level AQA Computer Science Course Companion: Section 6 Page 13 of
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4. 0-0=0 (off AND off = off)

Off (0)  Off (0)

_/_/

5. 1'1=1(onANDo‘

OFF

6. 0-1=1-0=0 (off AND on = off, on AND off = off)

Off 0)  On(1)

-

COPYRIGHT
PROTECTED

7. 1+0=0+1=1(cffORon=o0

OFF

9

On(1)

i

Education

A Level AQA Computer Science Course Companion: Section 6 Page 14 of




The Boolean algebra laws

There are 11 Boolean algebra laws, 10 of which are shown below. The ele
discussed in more depth in the following section. In this section A, B and

remember that A means not (A) and A, B and C can be any Boolean expre
umbrella circuit example described earlier in this section (see p.10). The L
expressions, normally with the intention of simplifying them.

1. A+B=B+A
A-B=B-A

This means that Boolean algebra is commutative; the order of the inp

2. (A+B+(C=A+B+0
(A-B-C=A-B-0

This means that Boole: ‘associative; the order in which th

. means that Boolean algebra is distributive so a multiplicatio
of two other multiplications. This is the equivalent of ‘expanding bra

4. A+A=A
A-A=A

This law is very different to normal algebra but is a consequence of t
possible outcomes in Boolean algebra so adding (or multiplying) two
another true. It is known as the identity law.

5. A-B+A-B=A
(A+B)-(A+B)=A

Because either B or not B will be true, multiplying by each of them wi
having a true outcome.

6. A+(A-B)=A
A-A+B)=A
Although this law doesn’t look like it should be true, it can be proved
A+(A-By=A-(1+B)=A-1=A This law is known as the redundanc

7. O+A=A
0-A=0
This law simply describes the effect of adding or muutiplying by O.

8. 1+A=1 COPYRIGHT
1-A=A PROTECTED

If there is one true o n expression then the outcome w
or adding w/ alue means that the result will always be true

=0 Ig

This law follows from the previous two, remembering that when you
always be true (1) and the other false (0).

i

Education

10. A+(A-B)=A+B
A-(A+B=AB

Similar to rule 9, this law holds because A and A will always have o
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De Morgan’s law

De Morgan was an English mathematician who moved to England from In
discovered that in logic it was possible to show that the following two se
allows for Boolean circuits to be simplified and hence more understandab
space if they are used in hardware devices.

De Morgan’s first law is (A+B)~_-Z-§

You can check these laws by constructing the truth tables for the circuits

By using these laws it is possible to see how Boolean expressions can be
circuit (or sub-circuit if it is part of a larger circuit) with the simpler two-g

SIMPLIFYING A BOOLEAN EXPRESSION

Using the laws it is possible to take a typical Boolean circuit and simplify it. B

B This is the circuit for (Z OR E) AND (C OR(C AND D)), which can b
B This circuit can be simplified using the second De Morgan’s law a
B [aw 6 simplifies the ((+({C.D)to C

B De Morgan’s law simplifies (A+B) to (A.B)’

A Level AQA Computer Science Course Companion: Section 6 Page 16 of
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®  Sothe expression becomes (A.8).C

®  This is the circuit for ((A AND B) AND ().

As you can see, this is a much simpler circuit and as result will be much s
inside the computer.

Simplifying Boolean expressions can ke simplifying mathe

Example ..
Simpli ) 4 +0)
We can éffettively ‘multiply the brackets’
AA +AC+BA +BC
AAis equivalent to A
A+AC+AB +BC
We can see a ‘factor’ in the first three expressions of A:
A1 +C+B)+BC
Using law 8 we know that 1 or anything is 1:
Al1+BC
Using law 9 we know that 1 and Ais A:
A+BC

As can be seen, the simplified expression would be less complicated to co

Questions: Boolean Algebra

Use the laws of Boolean algebra to sim

e) (E +E}+H
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7. Computer Organisation and Archij

Computer architecture is an extension of the logic shown in the previous sections. Knowl
machine actually handles information is a vital part of understanding how a computer op

This section covers:
7.1 Internal hardware components pl 7.5 Structure and
7.2 The stored program concept p5 74 External hard

7.1 INTERNAL HARDWARE COMPONENTS

INTERNAL STRUCTURE AT A GL

Motherboard

Everything in the computer is in some way connected to the motherboard
via slots, wires, connectors or readouts; everything must connect to the ¢
board. The motherboard acts as a central interface for all components; no
components connect to the board in the same way, though. How a device
connected depends on the bandwidth of the device, how often it is used a
what the device is used for.

For example, the Peripheral Component Interconnect Express (PCI-E) lanes t
as graphics cards are not the same as those used to connect hard drives.

Hard disk drive (HDD) and solid-state drives (SSD)

For a long time, HDDs have been the most com
the computer to store its programs and data. Th
computer thinks there is more than one hard dri
multiple operating systems to be installed simul
HDDs are large in volume but are not that fast c

Nowadays, SSDs are more being used more increasingly, either alongside
Despite being more expensive than HDDs, their erte/speeds are much fa
system to boot in just seconds.

Power supply

The power suppli L vides and regulates the supply of power to
all othy odern PSUs allow the computer to control when i
saving T and for the user to define how they want the power to be
delivered to the system.

Power supplies come in varying sizes - not just in terms of their physical
size, but in the number of watts they can support; the standard power

supply on an average computer is roughly between 200 and 500 watts bu
there are high-tier PSUs available that can deliver up to 1,500 watts!
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How the pieces are connected

As mentioned previously, all the components are connecting to the
motherboard. The method of communicating along the wires connecting
components to the motherboard may be restrictive, i.e. may limit the
speed at which the computer can operate.

The hardware components on the motherboard are also connected
together using printed circuitry called buses (see p.3 for information).
The connections are vital for different parts of the computer to work togeth
for instance loading a program code from the hard disk into RAM when an
is launched.

A CLOSER LOOK AT INTERNA

Processor

informa®&i may be instructions for the processor, or data for the processor
A computer is not limited to just one processor; some machines require a v
volume of processing power and thus have processors CPUs. In desktop co
CPUs are mounted in a socket attached to the motherboard, and enclosed
heatsink (as shown on the right) which helps to prevent overheating.

The processor speed is given in megahertz (MHz) or gigahertz (GHz). A sing
means that the computer is performing one million instructions per second
single GHz is one billion instructions per second. A processor can deal with
numbers of bits of information per instruction; with modern computers this
usually 64 bits, or 32 bits for a modern laptop.

Main memory

Main memory is the memory that is directly accessible to the processor. This
order not to slow the system down - an event known as bottlenecking. There

B Read-only memory (ROM) is a permanent area of storage for special
installed during the process of computer manufacture. The content
because the data has been written onto a ROM chip which cannot b
RAM, ROM retains its contents even when the computer is turned o
being non-volatile, whereas RAM is volatile.

The basic input/output system (BIOS) is a part of FDOM that stores crit
that starts the computer. For exampl alculator contains
store the instructions of the ca

itutes the working area of the cg
_Jtbgrams and data currently in use. Modern RA
2 Uiy “ytes) and frequency (often megahertz). Currently, t
i M for a new modern desktop computer is around 4 to 6 gigab
modern boards can support up to a staggering 64 gigabytes of RAM
volatile, meaning once the power supply is shut off all data that wa
lost. RAM is directly written and read by the processor. This takes ti
the transfer rate the better; this is where frequency comes in.

®  Random access me
used for

m  Cache memory holds frequently accessed code and data. It is extrem
processor so that it doesn’t need to access main memory where the
copied. This limits the size of how much data can be cached and so
just megabytes).
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Did you know?!

Theoretically, the most RAM a 64-bit computer could possibly contain would b
with today’s technology and using modern standards of RAM capacity and ma
slow operations due to finding the specific RAM chip a piece of data was store
roughly 16 square kilometres!

Buses

The concept behind the term computer bus is similar to that of a vehicle bu
one place to another inside the computer. Although it is convenient to thin
physically transferred from one place to another, in | bus line is just a
wires) along which 1s and Os are sent. This v at'limits the amoun
called its word size.

Buses are often common pathways shared by electronic signals to and from
computer. However, not all buses in the computer are the same and manuf:
buses; these are:

®  Data buses carry the data being exchanged around a system in thei
likely to have the largest word size as actual information will be th
be sent via the bus. The other buses will determine how and where
processed or stored.

®  Address buses carry the information about where the data is being s
the same wires go to each component in turn. The components wa
that they recognise is present. When this occurs the computer eithe
bus or places new data onto the data bus for the CPU to use. The n
addresses is equivalent to 2n where n is the bus size.

®  Control bus is the bus that carries the signal that regulates data flo
with timing operations such as memory writing, memory reading a
bus follow strict timing sequences, some operations taking longer

®  P(l (Peripheral Component Interconnect) bus is the bus to which mos
in a modern PC are connected. It runs at 33 MHz, with a bandwidth
than the old ISA standard, which only allows 8 Mbps Finally, the P
ISA’s 16-bit width.

1/0 controllers

Input and output Jvide the interface between the ports and t
otherboards have a number of ports built insot

l, are available for each of the port types below in order to ad
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Computer architectures

There are two types of architecture you are expected to understand: the Von

The Von Neumann was the earlier version in which memory is used to store
processor uses the fetch-decode-execute method (covered in 7.3) and there

Von Neumann Architeclure

Control

Arithmelic
Logic
Unit

Main Memory

The Harvard architecture uses separate memory for data and programs/instru
centre of the structure. It also allows the processor to pipeline, often utilising

Harvard Architecture
Arithmetic. =~
Logic
Lnit
o
=
a
=
g Contral =
T Unit o
a
ﬁ,&n;
=
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A simple comparison sume

Single’ Je system for programs and data Separate storage

i
Each instruction takes two clock cycles (decode and Processor can co 9
execute) cycle if pipelinin

i
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Pipelining cannot be implemented Pipelining can b

Older than Harvard, much more robust Modern architec

Embedded systems such as those found in digital signal processing syste
widely, whereas the Von Neumann architecture is primarily used in gener
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Addressable memory

In the early days of computing, computers didn’t need large volumes of RA
themselves were very simple and the majority of data processing could be
in the processor itself to complete the operation. However, as computers b
rely on the computer being able to store guantities of data on a medium an
currently being used.

Therefore, addressable memory is memory that is accessible from a comput
RAM). When the processor needs to access a section of memory it conveys
the address bus and uses the control bus to state whether it is reading from
The data bus is then used to transmit data to or from the address location.

Questions: Internal Hardwa

A component that contains the majority of the buses and acts a

must connect through. (1 mark)

A small volume of memory that contains frequently used data. T
very limited volume. (1 mark)

A component that acts as the interface which all external data be
speed is measured in hertz which measures the number of calcul

7.2 THE STORED PROGRAM CONCEPT

The stored program concept was born in the 1940s out of an idea of John V
computer programs could be run in computer memory rather than external
the instructions to be run immediately and to be modified by the computer

The concept proposed that:
® |norder to execute a program it must be contained in main memo

B [pstructions are read in machine code and are fetched, decoded if n
memory and executed in the processor.

®  The processor then performs the arithmetic, or.legical, operations

.. r (serially) and then COPYRIGHT
astruction defined. The results o PROTECTED

ctions and hence the course that pr

The instructions would be collected in a ;
arithmetic or logical operations,**
determine changes to t |

9
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Address

Processor

Data and instructions
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This idea is linked closely with computer organisation and how we design
concept allowed digital computers to become more adaptable and more f
concept. It was the first presentation of a computational device where the
could change the outcome of the program that required no human interv

The concept is still used to this day by most processor and computer man
makes the machine. A computer can be adapted and built upon to perfor

to how the hardware will interact; without the stored program model the
what hardware could be used with other hardware which would make bui
which possess moderate computation capabilities, almost impossible.

Did you know?!

The introduction of the stored program ¢ Il as theoretical comp
innovation in the field that has,.. n « 1 s.to"develop our technology to wher
e what computer architectures would b

‘stored program implementations is the Von Neuma

7.3 STRUCTURE AND ROLE OF THE PROCESSOR AND IT!

THE PROCESSOR AND ITS COMPONENTS

The processor is a CPU (central processing unit) on a chip and provides the
The specification of processors changes fast because there is a constant d

The processor can be considered to be similar to a travel system in which
location via buses. It is constantly changing the paths to the different ele
is performed by the control unit and regulated by the system clock.

Inside a processor there are certain elements which are required in order
The structure and role of the processor are covered in more detail on the

Memory

Address Bus
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Internal Bus (Contains data, control and add
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Arithmetic logic unit (ALU)

Arithmetic logic unit carries out arithmetic operations such as addition, mult
It can also make logical comparisons between items of data; for example, i

greater than another. Such logical operations can also be performed on non
first Intel processor to have two ALUs so it could manipulate two sets of nu
of the ALU is held in a register called the accumulator.

Control unit (CU)

The control unit governs the operation of all hardware, including input and
this by fetching, interpreting and executing each mstructlon inturn,inana
fetch-execute cycle is described in detail below.

Clock

The clock is the part of tl
regular pulse of hi

x‘ 1at regulates all of the actions that t
] lowed by low voltage (voltage is the electri
sition is known as a cycle, and each cycle implements

Program counter (PC)

The program counter, sometimes called the accumulator, holds the address o
When a sequence of instructions is to be executed the PC is automatically in
instruction. Depending on the length of the current instruction, 1, 2 or 3 has
the current instruction is a jump, in which case the destination address is us

General-purpose registers (AX, BX CX and DX)

The other general-purpose registers are used for performing general arithme
no pre-defined role by the chip designer and as a result can be manipulate
perform the role of any other registers.

Memory buffer register (MBR)

Values about to be added or subtracted can be copied, via the memory buffe
memory data register (MDR), into the accumulators. The arithmetic result car
copied from there into a main memory location. All communications betwe
place through the MBR.

Memory address register (MAR) and current instruction register

In order to fetch an instruction from memory the CPU places the address of
address register and then carries out a memory read the ‘nstruction is then
into the current instruction register. Similarly, Ctivn which itself req COPYRIGHT

PROTECTED

a;g register (SR or FR)

[
The status or flag register, also known as the processor status register (PSR), ¢ a
based on the result of an instruction. These flags determine the operation ¢ 9
result of the previous action. It also handles interrupts to signal to the con EdUC(}tiQr‘[
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THE FETCH-EXECUTE CYCLE AND THE ROLE OF REG

The control unit (CU) in the processor manages the execution of instructi
sequence, decodes and synchronises it before executing by sending contr
computer. This is known as the fetch-execute cycle (or fetch-decode-exec
in more detail below:

Fetch phase
Common to all instructions:

1. The contents of the PC are copied into the MAR. The MAR now con
instruction and a memory read is initiated to cony

ration on. This is described further on the fc

The action taken is unique to the instruction:

1. The opcode instruction in the CIR is decoded to a simple operatio
(see p.10) which affects the path the data will then follow.

2.  The instruction in the CIR is executed; if the result needs to be co
held in the MAR.

3. Unless the instruction is a STOP instruction, then the cycle is repe

Example of the fetch—-decode-execute cycle

Imagine a very simple computer that could have a program that consists
look like this:

LDA 2 (load 2 into the ALU)

ADD 1 (add 1 to 2 in the ALU - result in the accumula
STA result (store the result in memory)

HLT

In machine code these could be translated into instructions. Imagine a 2-
11 = STA store in memory location and 00 = HLT; the last three bits hold

01 610 LDA 2
10 601 ADD 1
11 101 STA (memory location 791
00 000 HLT

This program i m(;ry and stored in the locations as shown

o Contents Comme
001 01010 Load 2 into ALU
010 10 001 Add 1 to the ALU result in the accumulato
011 11101 Store accumulator in location 101 (memor
100 00 000 HLT - stop the processor
101 Empty Where the result will be stored

A Level AQA Computer Science Course Companion: Section 7 Page 8 of

COPYRIGHT
PROTECTED

9

i

Education




The fetch-decode-execute cycle would do the following:

1. The PCis set to 001 which is sent to the MAR - this goes to the m
010) into the MBR. The PC is incremented for the next instruction

2.  The contents of the MBR (01 010) are transferred to the CIR; the C
(01) and the operand (010). The instruction is then executed and t
the ALU. Instruction complete.

3. The next instruction from the PC (010) is transferred to the MAR -
the instruction (10 001) into the MBR. The PCis incremented for t

4. The contents of the MBR (10 001) are transferred to the CIR; the CI
and the operand (001). The instruction is then executed and the op

6. e ( R (11 101) are transferred to the CIR; the C
e operand (101). The instruction is then executed. In th
@. and the contents of the accumulator are copied into that |
memory location 101. Instruction complete.

7. The next instruction from the PC (100) is transferred to the MAR -
the instruction (00 000) into the MBR. The PC is incremented for t

8. The contents of the MBR (00 000) are transferred to the CIR; the CIR
the operand (00). The instruction is then executed. In this case it is H

This is an example of a very small computer with a very limited instructio
larger instruction set as described in the next section.

THE PROCESSOR INSTRUCTION SET

These are the set of instructions that a processor can apply to a flow of d
All processors will have a different instruction set as there is not a stand
This gives manufacturers the capability to push their hardware further an

Modern instruction sets consist of roughly 100-250 instructions and cove
expects will be required by the hardware, therefore if an instruction is rea
set then an error flag is produced and the computer halts that program tr

There are two approaches used in instruction sets:

®  Reduced Instruction Set Computer (RISC)
m  Complex Instruction Set Computer (CISC)

RISC vs CISC

RISC provides a fair < 7:+basic instruction set where in every opera
stored fi ereas in CISC the instruction set is much more
entire ce of operations across multiple clock cycles.

After the conception of the instruction sets, RISC tended to run faster bec
simplicity but it slowly became less commonplace because of how CISCm
leader for CISC components is currently Intel and the reason why CISC be
because of how they managed to implement RISC principles into CISC arc

As the name implies, the instruction set is composed of instructions of a g
two parts: the opcodes and the operand. The opcodes (an abbreviation of ¢
machine language instructions that tells the processor what operation is
data that is stored in the opcodes address.
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In a simple model, 4 bits might be assigned to the opcodes (3 bits for the
be done and 1 for the addressing mode) and 4 bits will be allocated to co
size of each instruction is 2 bytes. This means that a total of 16 instructio

For example, this might be the opcodes for addition using direct addressi

ADDRESSING MODES

Direct addressing

Direct addressing specifies the actual or effective memory address contain
address field of the instruction word. This addressing mode allows for the

e addressed memory loc

AN exargs dressing is that if the command was STA 5, the 5
of the simple computer in the fetch-decode-execut
A 5) is using direct memory addressing.

Immediate addressing

Immediate addressing is where the data is actually part of the command; f
will load the value 2 into the ALU register, not the contents of memory lo

MACHINE-CODE/ASSEMBLY-LANGUAGE OPERATIONS

The basic machine-code operators

The syllabus states that you should be able to understand and write prog
including immediate and direct addressing. There are various free version
such as Little Man Computer which will allow you to practise these skills

Three basic machine-code operations are LOAD, ADD and STORE. These are
memory to be moved about and added up.

LOAD and STORE are data transfer functions that make it possible to mov
and then store them in a relevant memory slot. ADD is an example of an
value from the memory and adds another number to it. Other arithmetic o
and SUBTRACT.

hich would load
ichwould add t
vsist of loading three n

A typical machine-code segment might be LOAD A, [15
memory at location 15. Another would be ADD £
to the accumulator. So a simple pro i

storing the result in the comr,

This program wou's

[15]

ADMET [16]
ADD A, [17]
STORE A, [18]
Halt

In order for this to work, the instructions for this program (i.e. the code w
in locations other than 15, 16, 17 and 18, and then the values from locati
the result saved in memory location 18. If the instructions were not saved
program would overwrite the instructions and hence destroy itself.
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Operation Example Expla

Loads the contents of a variable, or
Load Load A, [x] accumulator so that it can be used i

Performs an addition operation on th
Add Add A, [4] write it as a direct value, the value of
the keyboard or device.

Similar to the Add command, perfor
Subtract Subtr A, [4] the content of the accumulator. You
value of a memory address, or user i

. of the accumula
memory locat

Store Store A, [4B]
y.

¢ AND, OR, NOT and XOR comma
operation A, B. These are used in the
them in other programming languag

Bitwise logic

Compares the contents of the accum
Comp A, [x >1] memory location to produce a True
used to allow branching and determ

Compare ‘

Multiplies a number by powers of 2
Shift Left SHL A3 binary digits left and inserting O into
If we were to shift left 101 (5) by 2t

Similar to Shift Left except this is di
leftmost column is filled with zeros.
signed numbers. Least significant bi
101 (5) by 1toget 10 (2 or 5 DIV 2)

BRA Go to a particular line in the progra
Jump to the line | often is used with an unconditional
with that label condition.

BRZ

Jump to the line
with that label IF
the accumulator
is currently zero

Shift Right SHR A2

Unconditional
Branch (goto)

BRP
Jump to the line

with that label IF
the accumulator
is currently zero
or positive

Go to a particular line in the progra
Conditional
Branch

COPYRIGHT
PROTECTED

Jsump to the line
with that label IF
the accumulator
is currently not
zero
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Tells the computer to halt all proces
Halt Halt end the program safely and properly
to using System.Exit in VB.NET/C-ba
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ARM assembly language

The AQA specification states that the code written in exams will be of the
the commands will be described in the paper.

ARM technology uses RISC technology and is used in devices such as
the Raspberry Pi and mobile phones. The ARM registers and instruction
sets are different from those for x86 Intel processors as memory and
instructions are stored and referenced as separate locations.

The basic differences are described below and include additional command
sets. ARM technology also has more registers to be used within the
processor, and it is recommended that these are used rather than linking to
memory as this simplifies the process. Although regis /s an be copied to
memory (using direct or indirect me is can significantly sl

For most examples, utilising . 1S r4 to r9 (as variables / general p

Although comm an Computer and ARM may look similar, the
comm se of a different register to store a result from the reg
exampt Mle Man Computer instruction for ADD is ADD numl with the

numl to the contents of the accumulator and store the result in the accumu
ADD is ADD r@,r4,r5 which would add the contents of r5 to the content

Example showing the difference between Little Man Computer

If we were to write a program to take in two numbers and output the result,
inside an emulator whereas the Raspberry Pi (RPi) uses its own registers, so
complex due to setting up the messages and output but the fundamental as
given also utilises the routines bl and printf to output which allows the out

LMC code to add two numbers and output the result

INP
STA numl
INP
STA num2
ADD numl
ouT

ARM code to add two numbers and output the result for a RPi ARM
(note: included statements for input)

@ set up data reference and output statements

.da?a

é?:;ﬁ?oimat: COPYRIGHT
rasciz "%d” PROTECTED
.align 2

.asltz "Enter first integer.”
instr2:

.asciz "Enter second integer.”
.align 2

numl:

.word ©

numz2:

.word @

.text

.global main

main:

9
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push {ip, 1r}

ldr ro, =instrl

bl puts

ldr rl, =numl

ldr r@, =scan_format
bl scanf

ldr r@, =instr2

bl puts

ldr rl, =num2

ldr r@, =scan_format
bl scanf

ldr ré6, =numl

ldr r4, [r6]

ldr r6, =num2

ldr r5, [r6]

add rl, r4, rs5

ldr ro, =out_format
bl printf y
pop £

Commands similar to Little Man Computer
Below is a table of the ARM type commands which are similar to Little Man

@ used with pop at end of main, allo
of the program

@ load the instruction into r@
@ output to screen

@ sets up numl for input

@ calls routine to input numl
@ load the instruction into r@

@ sets up num2 for input

@ calls routine to input num2
@ load address of numl into ré neede
@ load value of numl into r4 nb othe
allow ldr r4,nu

; s of r5 to r4 and store
. dutput for “answer is: ” follo
@ output the solution
@ used with push at start of main, a

Mnemonic Example Functio
ADD ADD rO,r4,r5 Addition adds contents to r5 to r4 and stor
SUB SUB r0,r4,r5 Subtraction subtracts r5 from r4 and stores
RSB RSB e300 |3 e s cose back fo 1h
Multiplication multiplies r4 by r5 and store
MUL MUL r0,r4,r5 answer in a register used in the calculation
r4,r4,r5 will cause an error
AND AND r0,r4,r5 Bitwise AND between r4 and r5 returned in
ORR ORR rO,r4,r5 Bitwise OR between r4 and r5 returned in
EOR EOR rQ,r4,r5 Bitwise exclusive OR between r4 and r5 re
MVN MVN r0, r4 Bitwise NOT stored in r0
TST TST rd 5 Test (performs bitwise AND sets flags acco
e o |G rtendss e v 0 b
B B label wUmp/branch to a label
BEQ BEQ labe nal jump/branch to a label based
MOV Move contents of r4 to r0
jii;{ #¥Ldr 13, =sum Load and store work together, so in this ex
STR str r0, [r3] The value in r0 is then stored in =sum usin
BL BL printf fjiianzubroutine then return; in this exam

A Level AQA Computer Science Course Companion: Section 7
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COPYRIGHT
PROTECTED

9

i

Education




INTERRUPTS

Interrupts are the computer’s way of diverting away from the sequential na
Without interrupts a computer would continue to finish all the instructions
to see whether there are any interrupts. When an internal error occurs with
sent from the device to notify the processor. Interrupts are stored in a prio
In modern-day general-purpose computers the interrupt queue is checked
executed. If the queue is empty then the next instruction in the sequence i
is something in the queue then the processor runs a program called the in

Each type of interrupt has its own interrupt service routme so the ISR for a
to the ISR for a paper jam in a printer. However, whi
solve the problem, the volatile enwronme
stored so that when control is passe '

ain program the user c

Begin program execut

By,
|

v

Fetch current instruct

Decode/execute instruc

Yes

v

Is there another No Is there an interrupt
instruction? - service queue?
lNo lYes
Halt execution Service next interru
Types of interrupt

As mentioned earlier, not all interrupts are the same; each interrupt needs
understand what needs to happen when that interrupt is present in the int
types of interrupt that you should be familiar with just by general use of a

I/0 interrupts
Input/output interrupts occur when the comp ~rming a data tran COPYRIGHT
been completed or there has been a ransmission. An examp PROTECTED

of a file from main memory t:
without warmng Th

mory stick and during the transfer
erates an interrupt that prevents the fu
is no longer reachable.

There is a concept in computing and technology called time-critical data. T lg
critical files that take priority over the current instruction being performed
be seen if you stream a movie over a service such as Netflix - if the data w
audio and the video would be out of sync because the video portion of the
transmit and process than the audio. Another example of this can be seen
loading a YouTube video; the audio would play first while the video would
blank or only the first frame would be displayed until the video buffer cau

i
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Hardware interrupts

These are the most common type of interrupt that all computer users will H
interrupts mark critical errors in the hardware of the computer itself that a
performed by the CPU. For example, if there is a sudden loss of power, the
much data as possible and close the OS down as safely as possible to prev
OS is rebooted.

Program Interrupts

These interrupts are produced by the software of a computer system to tell
or an exception has been met. These frequently occur in games but will be
disrupt the gameplay experience.

“rie most common cause
produced is memory acce
sasdsetepegan | 3CCESS @ memory location

| When a program enters a
unresponsive, which is wh
Windows operating syste

e toatirn the proggm

s W B Ve progran To despondd

ae Whew penblins dutaile

FACTORS AFFECTING PROCESSOR PERFORMANCE

Multiple cores

A processor that supports multiple cores is essentially a processor with
multiple identical processors integrated into a single chip. The increase
in cores allows for a greater throughput of data. It allows the processor
to divide the labour of performing a task between all the cores.

If the software is written for multiple cores, the processor can split the
instructions into a number of simpler instructions in a process called
‘threading’. If the software is not coded for use of multiple cores then
the extra cores aren’t used for that process and are assigned for
performing other background tasks.

Cache memory

The cache memory for a processor is a small.
It enables the CPU to access repeatiai . 2d
requesting it from system = e is critical to applications such as
applications but iss' {4 « or general applications such as emails and

Aword is a group of bits that can be addressed, transferred and manipulate
processor. The size of a word, the word length, is determined by the width

the computer and is usually a multiple of a byte, thus consisting of 16, 24,

word size may mean that a computer can work faster than a computer with
efficient when that data does not need to use the full word length.

A Level AQA Computer Science Course Companion: Section 7 Page 15 of 2
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Clock speed

Every computer contains an internal clock; this clock is used to regulate th
are carried out. The central processing unit in the computer needs to have
carry out an instruction; this means that the faster a computer’s clock ‘ticks
carried out per second. The speed of the clock is measured in megahertz (M

Bus width

The width of the bus is another factor that relates to the performance of th
the amount of data that the central processing unit can transmit at a time t
that the memory or the input and output devices. For example, a 16-bit bu
Consider the bus in terms of passengers; if each pa :r was carrying so
destination you would want to fit as many or possible to save d

Did you know?!

exchang§ eat sink designed to carry heat away from the delicate compon
motherboard will reduce its clock speed, drop threads and reduce the number
called thermal throttling and is the computer’s way of cooling the CPU down.
simply shut itself off.

Overclocking is the process of increasing the clock speed of the processor thro
speed, the faster the instructions can perform. However, as above, the tempe
critical and so ‘overclockers” may spend more money on different methods of
water cooling, to prevent throttling.

Questions: Structure and the Role of the Processor

Which register in the processor must all input data pass through? (1
Describe all the steps required in the fetch and execute steps of the fe

Your computer is sat idle at the desktop; you are connected to the In
open and no programs are running.

a) Why do your CPU and memory usage never reach 0%? (2 marks
b) You decide to load an application; are interrupts used? (1 mark)

Are each of the following statements tr COPYRIGHT
? PR PROTECTED

b) The word size is ¢z

c) All softw
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7.4 EXTERNAL HARDWARE DEVICES

INPUT AND OUTPUT DEVICES

Barcode reader

Barcodes are used everywhere nowadays. They are generally used to track
items, such as products in a supermarket, or books in a library. Although
there are many different specific systems for encoding the information in a
barcode, they all work in a similar manner. In the EAN and UPC barcode
systems, the most popular for food in the UK and USA, two bars and two
spaces represent each character in the code. The actual system used is quit
complex because the scanners have to cope with.. de being folded,

na. of a series of bars which in combinations form the di
each ot} a set distance and so some multiple bars appear as thicker lin
to pass across the barcode. In most cases this is a laser light which is direct
The light will either be absorbed by the black bars or reflected by the white
known as a photo diode) produces an electrical signal based on the amount
interpreted as a 1 or 0 and fed into the computer. The combinations of 1s a
bar code number. The number is then used as an identifier on a computer d
about the item that has been scanned.

Radio frequency identification (RFID)

Radio frequency identification is used in a similar way to barcodes in that t
by a computer database to obtain the details. However, the technology use
that sends out an identifying signal that can be interp
passports, animal identifications and libraries among
semi-passive or active; passive and semi-passive rely
the power to send a response, whereas active devices
broadcast a signal continuously. Semi-passive devices
facilitate functions with the device (such as data stora

from a photography point of view, but has space :‘;‘:)llcations and size
(portable) implications. Most cameras these - lash memory cards to
images on, with the top-of-the-r. : ving many gigabytes of m

In additics f;ges are stored digitally, the camera can manipulat
directl erfects such as sepia tone to the image, and easily and quic
editing " Clusion in a word-processing document. Of course, the real adv
is that you do not have to wait for the film to be developed after you take t

How do digital cameras work?

The lens on a digital camera magnifies and focuses the light in the same wa
than focusing the light onto a conventional film (which then creates a chemi
cameras focus the light onto a device known as a charge-coupled device (CC
array of transistors which create electrical currents in proportion to the inten
is used for each pixel and for each primary colour. The image is then stored ¢

A Level AQA Computer Science Course Companion: Section 7 Page 17 of 20
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Laser printer

These give a very high-quality print. For an example of running costs, the
of paper from one new cartridge (which currently costs about £30) - a co
Colour laser printers are relatively quick and high quality but can be expe

How do laser printers work?

1. The computer’s printer driver sends information to the printer abo

2. The printer uses a special wire called a ‘corona wire’ which statica
even across the whole area.

3. The printer’s processor uses the received information to shine a la
the printer drum. The laser does not actuz'y " i¢ 'e; the beam is d
The drum becomes negatively se places where the

positively charged else

powder) is positively charged with anothe

. rates and the positively charged toner jumps onto the pl
§0d. Equally, the toner is repelled by the positive charge, making

6. Meanwhile, the paper is rolled through the paper train and given a s
The paper is then fed very close to the drum and the toner particles j

7. Finally, the paper with its particles of toner are passed through tw
paper. This is known as fusing.

SECONDARY STORAGE DEVICES

What is secondary storage?

The most common peripheral is secondary storage, which in this context
stores information permanently and is not immediately accessible by the
hard disk as being the main memory of the computer, in fact the compute
programs stored on the hard disk than those stored in RAM. The compute
from the hard disk to RAM, then writes back to the hard disk where requir
very large file or lots of programs running at once) it will start using the h
computer appears to slow down.

Hard disk drives (HDDs)

A HDD is a storage medium that stores large amounts of data. They first b

expensive. For this reason, they were typically.iv
how RAM is used nowadays. Over th

typical C'brh"buter uses is growing rapidly. External hard drives connect
through USB and provide additional storage when the internal hard
disks become full.

Information is held in blocks formed by tracks and sectors (see diagram).
Each block of information contains the sane amount; this means that
information is more compact closer to the centre of the disk.

A Level AQA Computer Science Course Companion: Section 7 Page 18 of

COPYRIGHT
PROTECTED

9

i

Education




Rotation speed

A hard disk consists of one or more disks which spin very rapidly in an ev
is such that the reading heads, which are very small indeed, are suspende
effect, typically about two millionths of a centimetre for a modern hard dr
to prevent specks of dust, or other airborne detritus, from damaging the d
speeds of rotation (typically 7200 rpm).

Capacity

The early hard drives had a capacity of about 5 MB, but nowadays it is com
specifications of above 1 TB of hard drive space. At the same time, the cos
hence hard drives are more affordable than ever. By way af example, a 10
might have cost £1,500 - a cost per megabyte 9f . | € £ 150. By contrast,
purchased for as little as £50, giving » :

Optical disk

tal discs embedded in a plastic protective housing.
- creating the disk, and placing the data on it.

Although you can get re-writable (RW) versions, most optical disks in use
(Write Once, Read Many) media; this refers to the fact that once they have
there is no way to change the data on them. For this reason, and the fact
facto standard for the distrubition of software and other media such as m

More recently, Blu-Ray discs are becoming more widespread, mainly beca
storage capacity (up to 50 GB) makes them a popular choice for storing d
content such as HD films and video games.

Optical spiral

Data on the disk is arranged in a very different way from that on a hard d
arranged in concentric tracks and sectors. For example on a CD-ROM, dat
track from the inside of the CD to the outside. The packing density is unif
order to sustain transfer rates at the inside of the disc, with reference to t
inside. Another difference between otpical disks and hard drives is in the
hard drives use a magnetic system, whereas CD-ROMs use a purely optica

Binary pits

Originally, during the mastering process, a very powerful laser used to bu
disc. When the disc is read back, the reading laser sees these pits as one s

method asgthis
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Modern CD-RW/DVD-RW use a rewritable technology in the form of dye w
laser beam. The dye has a special property whereby if it is heated to a cer
cool it goes opaque, whereas if it is heated to a hotter temperature and th
transparent. This feature allows the disk to be reused. The principle of th
with the transparent layer acting like a pit.

Solid-state drive (SSD)

Flash drives are everywhere in modern technology; something that was o
now been reduced to the point where two or more modules can fit inside
drives are a type of memory known as Not-And (NAND) flash memory tha
reading and writing of data. Modern operating systems find it easier to tra
as pages; a page is a fixed block of memory that i1 1 b facilitate the
efficient transfer of data. The controll (tain constraints.
Firstly, when you comblne mam:. ; a block - but a block
cannot overwrite other ix, | es. Secondly, before you can write
to an allosgted 1 n you must first erase the page that has

L i t location, but the underlying technology requires
that thd@illf'e block is erased if the page is linked to a block. The result i
a form of memory that has very low latency (response time) and transfer
speeds that vastly outpace that of the magnetic or optical format.

These benefits do come at a price, however. The way in which the data is
damaging for the memory components of the SSD and it can lead to data
have an expected lifetime that is based on the number of read/write cycle
decreased the more the data on the drive is accessed. Recent studies hav
longer than expected but the cost still remains high compared to magnet
that most who employ a solid-state drive only store the OS and frequentl
time, while storing all other personal files to a magnetic drive and keepin

Speeds of access and suitability

The suitability of which medium you use depends entirely on your require
change in the way that data is stored even in the last 10 years, and there
made every day so what is right now may change in the near future. It is e
drives (HDDs) have been employed all over the world in modern compute
large storage capacity and have a relatively fast read and write speed for
instantly. Their primary role is to facilitate the storage of your personal fi
the OS to interact with the user.

Solid-state drives, while having fast transfer speeds, are expensive to pro

COPYRIGHT
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Device Read/write speed ':19
Solid-state 550 MB/s Education

Hard disk 300 MB/s
Optical disk 7,200 KB/s
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8. Consequences of Uses of Computi

The power of modern computers and the volume of data handling has led to a whole
considerations. This area will continue to grow as technology continues to expand an
discusses moral consequences of computing, and the professional computer scientist
computing gives with responsibility.

This section covers:
Individual consequences pl  Llegal consequence
Social consequences p3  Cultural issues....

8.1 INDIVIDUAL, SOCIAL, LEGAL AMD

In the mid 1940s the smallest co

URAL ISSU

d 1,800 square feet, used
n«early 50 tonnes. It was capable of p

As technological breakthroughs are made it becomes more common plac
appliance found in a home or workplace. With great technological power
few people take into account when using computers. These consequence

B /ndividual consequences cover the moral standings of computer us
physiological and physical effects of computer use as well as how

m  Social consequences cover the ethical standings of computer use.
individuals, governing their principles and behaviour.

B [egal consequences are the written laws that govern computer us
fraud and the challenges facing legislators.

m  Cultural issues can cover a large variety of meanings from traditions an
Note: you are not required to know the specific acts and laws governing socia

context it would be a good idea to look into these acts to build on your under:
matters will better your awareness of how you yourself use computers.

INDIVIDUAL CONSEQUENCES

Morality

Morality is the notion of what is right and wrong or good and evil in socie
larger and more widespread, there have been iss : ave needed to
of individuals when using their computPr As puter users are no
algorithms in software, the mair ower lies with computer scie

However, those wh ware also have the responsibility to ens

Did yotl | ‘now?!

When you download social media apps on to a smartphone there is a small
agree to before the app will download. Many social media state the requirem

When you agree to these you often unknowingly sign in agreement to the ap
messages, call history and, most worryingly, your camera and microphone. In
Cyanogen mod now comes with a built-in data access protector to prevent g
remain private.

A Level AQA Computer Science Course Companion: Section 8 Page 1 of
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Health and Safety

Prolonged use of computers is a relatively new occurrence that has been st
has uncovered several health risks. Stress is common in employees where ¢
needed due to the fast-paced nature of communication. There is a wide var
disorders that are linked to computer use. These pressures can make you m
issues, potentially making it dangerous in the long term.

When working with computers, workers are at risk from health issues that
risk is RS! (repetitive strain injury), caused by long periods of typing or repeti
RSl is an umbrella term for a variety of injuries which can be traced back to
environments. Specific terms include tenosynovitis, tendonitis, epicondyliti
tunnel syndrome, and thoracic outlet syndrome. In 1957 a British judge dis
concept of RSI had ‘no place in medical textk wever, also in 1993,
use of VDUs in the workplace was the form of the Display Scr.

51 is now a recognised problem, to th
manufacturers put health warnings on
more of a problem than traditional typ
diversity of movement. A traditional ty
of paper, and push the carriage. These
computer, and it is perfectly possible f
more without a break. In addition, they
harder on a typewriter than on a keybo
therefore not as likely to cause RSl as

Other health problems include eye strain, caused by staring at a screen for a

with computers can be damaging to the individual’s health. The directive o
with computers states that:

B An employee’s work must be planned so that work involving the pr
periodically interrupted by other activities.

B  The workstations must be made of separate components (chair, key
employees can adjust the station to suit them. Monitors must meet
glare screens. An adjustable chair should be provided.

B Employers must analyse the risks of physical and mental stress cau
appropriate action to remedy the situation, including giving emplo
keyboard work.

You can now buy both software and hardware to help with these problems.
Hardware includes ergonomic mice and keyboarr < scessories such as
‘and other software ca

For exaﬁip“l“e, consider the possible implication of sharing personal or finan
someone be able to access this information and what could they gain from

A Level AQA Computer Science Course Companion: Section 8 Page 2 of 7
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The Ten Commandments of Computer Ethics
These were created in 1992 by the Computer Ethics Institute and form a gu
and ICT organisations. They are fairly simplistic and follow common sense
good base to consider when developing software or using computers.

Do not use a computer to harm others.

Do not interfere with other people's computer work.
Do not snoop around in other people's computer files.
Do not use a computer to steal.

Do not use a computer to bear false witness.

Do not copy or use proprietary software for which you have not pai
Do not use other people’s computer res out authorisatio
' output.

0 0 N o s W N e

It is illegal to write and/or deliberately distribute malicious software such
worms and viruses. Most computer professionals find the idea of producing
software morally wrong. Programs such as viruses can cause serious proble
computer systems and are also ‘out of your control’. The use of such progra
severe consequences; for example, if a hospital computer system was attac
malicious software, information and treatments could be seriously affected

SOCIAL CONSEQUENCES

The social implications of computer use are ones that few consider. There i
Internet can create what is known as a ‘two-tier’ society, comprised of thos
and fast Internet, known as information rich, and those who cannot, who ar
be seen at an increasing rate in situations such as education where pupils
digital versions of their work, or work that requires research that would oth
traditional methods of research.

With the widespread use of the Internet, particularly among the younger g
with social peers has become much easier. This has meant that social relat
have very different geographical locations, so now people can socialise in
strongly by interest or opinion rather than being limited by where they live

The Internet and the reduction in the cost of electronics have also had an i
experience and discover entertainment material. Th ays, websites such
eir work free of

habits and preferences in order to target marketing and even shop layout t
more money. Even the shops that we use today are only possible because g
stock ordering and POS (point-of-sale) terminals allows such large-scale sh
locally run and sourced shops out of business.
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The social make-up of cities has begun to change because large industria
during the Industrial Revolution and beyond. People have been looking fo
the countryside ever since. Computers have helped to make this possible,
wealthier within society. This has left a disproportionately large number

These aforementioned developments in digital technologies have drastic
made, and the way information is accessed and preserved has enabled th
large groups of people with very little effort. By monitoring data flows yo
personal data without the person’s knowledge. Once this data has been g
make money by selling it, publishing it or using it maliciously.

LEGAL CONSEQUENCES

aws of a country; the
./ dand integration into devices an
drawn from laws that are found in ¢
that arcausilily overn computer use and many of these are to pr
right t¢ y protection of data.

Lawful computer use is no different tn
illegal. With the growth of tha,

One indUstry that has been seriously affected by copyright issues is the mu
are copyrighted; it is illegal to broadcast or receive copies of them. Howeve
and Napster made the illegal sharing of such files very straightforward and

This is because there is so much Internet traffic that monitoring is an almo
very small proportion of Internet pirates are caught. This means that in ord
methods have to be employed. These methods hope to limit access, ability
once purchased. These have always been a concern, but since the widespre
degrade each time they are copied and their distribution is fast and straigh

Modern approaches include:

B Spotify (shown on the right) allows users to stream
music to their devices for a monthly fee. It also
offers a free service, which has limitations such as
lower streaming quality and the inclusion of
advertisements.

B Systems such as BBC iPlayer use a Microsoft Digital
Rights Management (DRM) system that makes sure
that BBC programs can be downloaded and stored
for a certain length of time, but they then expire,
hence making it impossible to copy and broadcast
them indefinitely.

pyrestriction on file
, this technique is easil

®  Windows media player formats (WMA)
they have been imported fro:

miake sure that artists, etc. are paid for t
that work. However, it is argued that the technol
uld they change player or the company go bust, then the
it makes@@#ipetition between providers difficult and stops a collaborativ
since the increased use of digital media.

With the nature of data technology what it is, the legislation governing it
the biggest challenges facing legislators is the act of copyright infringem
of copyright was still difficult, but digital technology has made it significa
price of copying and distributing has fallen to zero. Music and software ar
change as people cannot see why they should continue to pay for these s
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Identity theft / fraud

In 2013 alone there were 13.1 million reported cases of identity theft, and |
use and will be for the foreseeable future. Techniques such as ‘phishing’ an
attacks seen on the Internet when someone is trying to gather information
attempt to gather personal information by masquerading as a reliable sour
other hand, pharming is a social engineering method of diverting data flow

Cybercrimes leave no physical evidence, and a well-performed data-
gathering cyber-attack will leave little trace that an attack ever happened.
To add to this, the Internet allows for near perfect anonymity for those tha
know how to protect themselves. Given that there is no police force
dedicated to cyber-crime prevention and that an at be launched
from any computer, it is next to impossible t e while an attack is
happening. Once the attack is over
because of the lack of evi
with the use of vir

When computers became more prevalent it became seen as a basic right to
revolutionised teaching. Traditionally, teachers were the only source of kno
textbooks, but computers have slowly replaced teachers as the main source
challenge: what about those who are in poverty or are less financially secur
been bought by most schools to provide for those students that are less fort
to buy and maintain, and are often comprised of outdated hardware to drast

It is the responsibility of the owner of a website to ensure that the data fou
high quality; in real-world applications (i.e. a newspaper) this is easy to gov
complain, and it is governed by various acts that reduce libel printings and
computer/Internet use; information is largely unadulterated, but there are 1
dedicated to personal views which are promoted as fact that can be seen ag
propaganda. It is for this reason that the quality of information needs to be
from a reliable source.

It can also be said that cultural issues take into consideration how data can
consider a research group that wanted to document the location of every s
of Africa; how will that information be used and how will that use affect th
villages? Will there be any safeguards put in to prevent people using the in

Speech synthesisers and voice recognition

Such programs as word processors, spreadsheets a. ibases can be use
display. They can combine voice recoq e, allowing the user to
with a speech synthesiser to sponse to the user. Currently unde
allow blind and visu ple to surf the Internet.

m st be developed with a number of factors in mind, includir

‘pétibility with the desired software
B The quality of the synthesised voice
®  The ability to pronounce Russian and other foreign texts

A Level AQA Computer Science Course Companion: Section 8 Page 5 of 7
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Braille terminals and printers

A Braille terminal consists of an array of 20-80 Braille cells,
connected to the computer. This displays part of the screen display
in Braille, so that a visually impaired person can read it.

Such terminals are very expensive, but are preferable to the voice-
operated/synthesiser system in some contexts. It is highly suitable for:

®  Programming
B Dealing with formatted texts
B Non-natural-language texts

There are a number of Braille printers on the market, allowi
well in conjunction with the Braille interface

The operation of the printer . aired person

*Chnology can be used to improve quality of life for disabled pe
movement can control equipment attached to a computer by using just a fi
been developed to assist motion-impaired people. IRVIS (Interactive Robotic
system being developed to allow disabled users to interact with a GUI to fa
control of a robot.

Information overload

There are many information systems available to executives and managers.
informed decisions, based on the most up-to-date information. Systems inc
intranets and email. However, one argument is that increased access to inf
detrimental to business interest. A recent survey commissioned by Reuters
executive managers claimed to have been made ill by stress.

One of the key reasons cited was the overwhelming volume of information
Internet named as a major source. The fact that so much information is ava
where they have to keep up, or else they will be disadvantaged. Though the
subject, it is clear from the Reuters survey that in some situations the quan

Computing can do more to help situations such as this, through more intell
solution to this problem lies not in reducing the information load, but in be
organisation of the data. Both of these tasks can be performed by computer
would take a person to organise the same amount of data.

Forged documentation

Advances in computing and printing tech ned with its increased
affordability, has made it more pr '

impact of society 'S‘fhe level of control over |dent|ty is important
int re society. Producing counterfeit money is another

accuracy at= is achievable, due to technology.

In order to combat this, documents such as passports are becoming
increasingly complex in terms of the security features they contain. For
example, the most recent UK passport (2015) is printed using UV and
infrared light, inks and watermarks and uses a single sheet of paper for the
personal details page adjoined to the back cover to prevent it being
tampered with. However, with the illegal trade of ID being so widespread,
will surely only be a matter of time until a method of duplication comes to
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Questions: Computing Issues

You work for an organisation that would like to gather information regar
which calls are handled by employees. Discuss the potential ethical issue

Consider the implications of pirating software and how the act of rep
those who have produced it, those who are using it and those who ha

What are the implications of a government flying reconnaissance dro
area?

Research the health risk factors involved with heavy and prolonged us
with common health risks found 50 years agn
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9. Communication and Networking

The need for machines to communicate with each other has become an essential part
shows how we have developed our standards and methods to include networking. Thi
revolutionised the world and its business and social links.

This section covers:
9.1 Communication pl 93 The Internet.
9.2 Networking p4 94 Transmission

9.1 COMMUNICATION

COMMUNICATION METHOZ

e responsive and useful it needs to ha
pheral devices and its internal devices, so there
smission in a system that enable the computer to do

Serial transmission

In serial transmission, the binary signals representing the data are transm
several different classes of serial transmission:

B Simplex method allows communication in one direction only. This

..101001010... —

Serial Simplex Connection

B Half-duplex method allows communication in both directions, but
there is a single channel and the direction is switched after comp
direction.

A 4— ...101001010... ———p

Serial Half-duplex Connection

irections at the sa
interactive systems (

= Duplex method allows communicatio”
permanently available. Thi
continuously reguize

..101001010... ——p

<———..001110110..
Serial Duplex Connection

Serial transmission can operate either in synchronous mode (with a mutu

mutual clock). USB, SATA and RS232 are all examples of common serial ¢

serial connection standards, such as SATA which is used to connect hard
USB (universal serial bus) is a very common connection type used to conn
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COPYRIGHT
PROTECTED

9

i

Education




Parallel transmission

With parallel transmission more than one series of data bits can be transm
cables in place of the single cable found in serial communication systems.
be synchronous since there is a central clock that controls the timing of da

Parallel communication is only practical over very short distances due to
wires get longer, parallel transmission suffers from skew. As the distance
the lines move slightly out of sync and this massively reduces reliability.

Parallel communication used to be very commonly used to connect perip
However, due to the expense and limitations of the parallel system, seria
commonly used now. One place parallel communications can still be foun
PCl bus, for example, is a parallel system. However, =« here serial com

Asynchronous data tran
Asynchronous , is a method of transferring data that has
order 1 : < the transmission. This means the transmitter’s and r
¥and only become synchronised at the time of the transmissi

Start and stop bits are used as markers to indicate where the message sta
stop bits added to them before sending. Start and stop bits are used to sy
the two devices. Both devices must receive and send signals at the same
This is the reason why start and stop bits are required.

For example, the bit string 00101111001 would have the stop bit 0 and a
000101111001 1.

COMMUNICATION BASICS

Before you can understand how data flows through a system and how co
some basic principles and terms that you must learn.

Baud rate

Baud rate is the rate at which the signal changes (per second) in the commun
measurement used for a baud rate is called a baud. For example, 2 kBd mean

Baud rate is often confused with bit rate. The main misconception is that
sending one bit. However this may not be true, since one signal change m
represent more than one bit. If we take a voltage of a wire to determine t
voltages to signify more than one bit. For example, we could detect betw
than one bit at a time, as below.

Signal Voltage Level Signal Voltag

ov ov

25V

50V

75V

Bit rate

Bit rate is the number of bits that can be transmitted per second. The unit
kbps (kilobits per second), Mbps (megabits per second) or Gbps (gigabits
second) means that 9,600 bits of data can be transferred per second. A bit

Bit rate = baud rate * bits per baud
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Bandwidth
Bandwidth is the useful bit rate, also known as the information rate.

Usually, when transferring data between networks, some bits are required
handle communications which are considered ‘wasted’ bits. Bandwidth is a
measured in bits per second. A bandwidth of 2 Mbps (2 megabits per secon
indicates that there is 2 megabits of information lying in the communicatio
medium. This means that the bit rate and the bandwidth are directly
proportional to each other.

Latency

omoneendtoa
1.2 receiver receiving the mes
«ength of the connection and the s

Latency is the time required for one bit to be t-
between the sender sending a mes ‘
milliseconds. It is usually rel=.
routing/forwarding,

Protocol

When data is being transmitted in a computer sys
that constrain how the transfer of data will be do
established before transmission can take place is
Protocols are most commonly found in web-base
be indexed.

Questions: Communication Methods

What is the difference between synchronous and asynchronous tran

Are the following true or false?

a) Baud rate is the same as bit rate. (1 mark)
b) Bandwidth is the time taken to receive packets of data. (1 mark)
¢) Latency is the time taken for 1 bit to be transferred across a give

Using what you know of the different buses, what controls the direct
transmission? (1 mark)
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9.2 NETWORKING

NETWORK TOPOLOGY

Bus network topology
In this system, a single cable called the bus is used, to which the workstati

This system is simple to run and normally uses less cable than any other sy
as one cable is used for the bus, and computers simply connect into it usin
cables. However, if there is a break anywhere on the bus cable, it results in
the workstations being unable to communicate. Another disadvantage is th
there is a larger degradation of performance un n with some
other topologies.

Star network topology

A star network has one central message-switching device through which al
computers communicate. In this system, each workstation is connected dir
the central device - normally a switch - by its own unique cable. A major
disadvantage, of course, is dependency on the central device, as all
communications will cease if it breaks down.

The main advantage of the star topology is that it is easy to track down pro
because each workstation has its own separate cable. Also, this means that
with one cable or workstation does not affect the rest of the system. Perfor
doesn’t degrade when new nodes are added so the system is very scalable.
more cable to install a star topology, and the switch can be quite expensiv
instead of a switch; however, if the computer crashes, then the other comp
with each other,

The star topology is now the most popular choice when a new network ins

Advantages

Expensive to i
involved there

® No performance degradation

® Secure communication - communication i
therefore no eavesdropping is pr

® Scalable - easy to add n '
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TYPES OF NETWORKING BETWEEN HOSTS

Peer-to-peer networking

Peer-to-peer networks are those where there is no central server and every
computer has the same rights. There is no central management. Peer-to-
peer is useful when most of the time computers do not need to
interchange information with each other. Small companies benefit from
peer-to-peer networks since having independent computers does not
require an expensive server or hardware to manage and maintain.

Programs are installed on every computer; however, careful
management is required to ensure all software and datp «

networks will justify the extra expense.

In February 2009, peer-to-peer networks have been estimated to collective
70% of all Internet traffic (depending on geographical location). BitTorrent
for sharing files on the internet, and uses peer-to-peer networking to distri
Internet. This involves multiple computers (or peers) using a BitTorrent clie
with each other. No central authority is needed to coordinate the download
segmenting the file into pieces and finding separate nodes to download th
2013, BitTorrent was responsible for 3.35% of all worldwide bandwidth; mo
bandwidth dedicated to file sharing

Server-based networking

Also known as client-server networking Server-based networking is where
managing resources, security and other services. These services are provide
these servers. The server is the only computer that holds all the informatio
organisation; this is advantageous where a lot of interaction is required bet
organisation is able to control the access to the information better, provide
resources more efficiently (i.e. remotely) across a network rather than havin

Server-based networks are used in companies where people need to
access resources all the time. A server can cope with many people
connecting and gaining a resource without a drop in ner

L machine. There is also no need to
‘ ckmg up data, since it is all done by the server
itself A lot of people can be added to the network without a
drop in performance. Increasingly, home servers are also
beginning to appear as the need to share data and resources
around homes with multiple computers grows.
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WIRELESS NETWORKING

Wi-Fi

Wi-Fi is a high-bandwidth wireless method of communication which can
be used in place of, or in combination with, wired Ethernet networks.
Wired Ethernet networks are, however, still capable of far higher transfer
rates and are more reliable than Wi-Fi networks. Wi-Fi networks are
accessed through hotspots which are the areas within which a device
can connect to a local area network, and are used to allow a device to
connect to the Internet.

ALLWi-Fi networks are based on an international stan
device can connect to any network without h=

o that, given yo

Connecting to a wirele

Wi-Fi hotspots are & roadcast area of what is known as the wirel
often @il e > uter which in turn is connected to the network itself.
ld need to be connected to the router directly using cables.

The other device you need to connect to a wireless network is either a wire
attached externally to a computer via USB), or a wireless network interface c
hardware component attached directly to the motherboard (in desktop com
the PCl slots). Both of these act as an interpreter - to send and receive dat
easily transmitted.

The type of network adapter needed will vary depending on the protocols i
communication medium and the topology of the network to be connected t

How networks are secured

There are a number of ways in which you can improve the security on a wire
developed over time to help secure a network and prevent rogue users being

The methods that you are required to know are:

m  Wi-Fi Protected Access (WPA) versions 1 and 2
B Service Set Identification (SSID) broadcasting
m  MAC address whitelisting

Wi-Fi Protected Access (WPA/WPA2)

WPA was introduced in 2003 to address the shortcomir~
Encryption Protocol (WEP). When you connect 0.k that uses WPA

ecks to ensure that the keys have not been tampered with; whe
encryption type between devices is changed.
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Service Set Identification (SSID)

An SSID is the name given to a wireless local area network by the adminis
connected to a network must have the same SSID employed to their conn
each other through the network, otherwise they are invisible to each othe

Think about your home network; the odds are that your router broadcasts
so that if the device knows the WEP key it can connect. A way of improvin
be to switch off the automatic SSID broadcast; that way it becomes invisib
that know the exact name of your Wi-Fi can connect to it.

MAC address whitelisting

Many administrators of WLAN will use a MAC address whitelist to control
network. The whitelist effectively acts as a spam filter to block every devi
whitelist table, which can only be accessed by logging in to the router. Th
data being sent over a network simply isn’t feasible.

Carrier Sense Multiple Access with Collision Avoidance (CSMA

CSMA/CA is transmission protocol used in networks that acts to prevent t
nodes. As soon as a node receives a packet that is to be sent on the netwo
is a channel clear that it can use to send the packet. If there is no availabl
back-off time is generated, at which point the node will check again.

If a packet of data that is larger than a predetermined size is needed to be
be a certain handshake that needs to happen; this is called the Request to
This protocol only takes effect if the packet is larger than the threshold b
or will take more bandwidth to send than a smaller packet.

Questions: Networkin

What are the star network topology? (3 marks)

L : rdware is required to access a wireless network? (1
ExXETN how you could use a combination of networking methods t

network. (6 marks)
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9.3 THE INTERNET

THE INTERNET AND HOW IT WORKS

The structure of the Internet

The Internet is vast, and the Internet you see on a day-to-day basis when u
is just the tip of the iceberg - but if the Internet is truly that large, what is

The hardware that makes up the Internet is made up of servers which hold
servers together and other equipment (routers) that link computers to the |
makes up the Internet is invisible to people who use the.Internet. It produc

k it is broken down into a structure kno
2t cross the network medium. To give you some idea,

its, so a 2 megabyte file will be broadcast as 20,000 packets
network 50 the most direct route to the destination will change during the
packets will arrive in a different order to that which they were sent in.

To enable packets to reach the correct destinations and then be assembled
information is stored in part of the packet known as the packet header.

The header consists of:
B  The destination address Destination

B The source identification Source

B A checksum (for transmission error detection) Checksum

B  The packet sequence number

Sequence

Packet switching

Packet switches have two main functions:
1. To enable more than one device to share a (usually high-speed) da
2. To find the most direct route for information to travel

Packet switching was developed to replace circuit switching and to make t
autonomous. For example, the telephone system originally used dedicated
each other. This is clearly suboptimal, as a normal conversation would tie u
constant data stream, which could use far more bandw A more efficien
across a network as they are required, which tentially increase
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Routers are able to work because every piece of network hardware (with th
exception) has a unique MAC address (see 9.2.3). Routers can therefore cha
packet without changing the destination IP address. This means that route
another, changing the destination MAC address as they go, while maintaini
destination. Each router on the path is therefore able to work out where ne
at the destination IP address.




Suppose a user wants to send information from one computer to another ¢
prepares the message and sends it off to the router. The router obtains the
table. When the route is found, the message is transferred to another route
its network the destination node then the router transfers the message tot
the message to another router which performs the same process. All router
each other, which makes communication universal, and are able to transfer
architectures.

Gateways

Gateways are the entrance and exit of a network and can be considered as
main use of a gateway is to connect multiple net:in. ifferent architec
system. The gateway doesn’t have to be ¢ ct, though; it can be
and into the network software w2 en be distributed throughout th
: he gateway takes in a packet froma

the network security that has been employed by the network administrator

Uniform Resource Locator (URL) and internetworking

An internetwork is a collection of independent networks connected to each
other. Each network functions on its own and does not depend on other
networks. An example of this is the Internet. The networks in an
internetwork are joined together with routers which handle the URL
requests to find certain volumes of information. The Uniform Resource
Identifier can be either a Uniform Resource Locator (URL) or Uniform
Resource Name (URN). A URI provides a unique reference for an Internet
resource while not necessarily providing an exact location for the resource
as it could a query in a database or call to some application. This is why th
URL is an identifying location for a resource providing a means of getting t

For example, the URL http://www.google.com is the URI that exclusively id
namely the Google homepage. It describes the type of representation that i
implies that the Hypertext Transfer Protocol (HTTP) must be used to collec
hand, provides a way of exclusively identifying something, for instance an
identify a specific book, but provides no means of actually getting hold of t
equivalent to a person’s phone number or postal address, while a URN is e
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Domain names and IP addresse-

Domain names provide tk
domain name ser-

entered in the navigation bar of the
ned below) to return the specific IP address of
le.com’, then ‘www.google.com’ is the domain name
L op level part of the domain and is often related to the type
particular domain name. The ‘google’ part of the domain, known as the sec
word identifier for a particular IP address. The ‘www’ provides the name of
deals with Internet requests; it may also be possible to find addresses such
the host server that would deal with file transfer protocol (FTP) requests. A
in the hierarchy between the secondary and sever part of the address; for e
‘www.images.google.com’.
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Internet registries

If you stopped to think about IP addresses for a moment you'd soon realise
values, so an impartial system was required in order to facilitate the distrib
consequently IP addresses. This is the role of Internet registries and registr
organisation called the Internet Assigned Numbers Authority (IANA) that de
used in which regions, and the local Internet Registries and their registrars
assigned to them according to local legislation, etc. An example of a UK Int
www.nominet.org.uk. If you had just founded a company it would be a regié
approach in order to register the domain name of your new company. This
registry and you will also often have to ‘rent’ the web space where your we
them to be accessed by others.

These companies will also often be invol ec proceedings when i
should not own specific domair, .+ 1e  n.en they are profiting from anoth
company other than F g owned www.ford.com before it was a
that the\.as Ford’s name, then the domain name might be

INTERNET SECURITY

Firewalls

Firewalls are a very common and easy method of protecting your network,
and subsequently your system, from the risks of using the Internet.
Traditionally, users of a network would rely on the security of the individua
hosts to protect them but as the number of hosts increases it made it less
manageable; there was more likely going to be a lapse in security due to th
drop in uniformity of security. Personal firewalls were developed to comba
this and use services to provide the protection.

Packet-filtering firewall

Packet filtering operates at the packet level and studies each packet as it
arrives and passes through router interfaces depending on the filtering

protocol that has been put in place, which is checked against the features ¢
the packets themselves.

Filtering protocols are put in place by the network administrator or someon
who is overseeing the protection of the network. There are obviously too

many packets involved in data transfer to monitor each racket that attemp
to gain access to a network; this is why the netw will employ
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Stateful inspection firewall

These firewalls have no built-in concept of ‘state’ or ‘context’ - that is, the
is for, where it is going or what it does. This type of firewall examines eve
prevents any packets from entering or leaving a network if they do not me
of packet examination is very resource-intensive as there is constantly a str
the system at any given time. It stores the states of connections into a state
hashing of the data to be processed more quickly; the states that are store
against the states of the allowed policies. However, if the first packet of a
standard then there is no need to check the following packets associated w

Advantages

Can be less se
Slower than b
weighed down
Very resource-

Faster than using a proxy serv
Due toits nature it h :

‘to set up
Flexible but strict on the rule set ® (reating the p
can be difficul

Proxy server

A proxy server is often used with a firewall to increase the security of the sy
Computers inside a network use proxy servers to access external informatio
main advantage of this is that only one computer is exposed to the outside
the rules to be fine-tuned’ to allow control over connections.

Advantages
Only allows proxy services through B Protocols are
Protocols can be filtered and manipulated authentication
® Hides internal structure through information ®m Editing protoc
hiding ® (ost-effective

® |mproved authentication and logging
Cost-effective
Rule set is less complex than packet filtering
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SYMMETRIC AND ASYMMETRIC ENCRYPTION

Encryption is a technique used to protect data by making it unreadable. S

used to convert the data, which is in plain text, to cipher text. Plain text is
is the original data that has been transformed into a completely unreadab
understand without the use of a key. Keys are used to decrypt messages in
messages into cipher text. Symmetric encryption uses the same key for en
asymmetric uses different keys for encryption and decryption.

In public key cryptography, each party using a public/private key encrypti
known only to them, and a public key, which is freely available. These key

way, m encrypted using the private key can only be decrypted usin
what allows the process of digital signatures.

Symmetric encryption

As mentioned above, symmetric encryption is where the key that is used t
encrypt and decrypt a message. Technically, it is the inverse of the key tha
the data required to complete a process is derived from the secret key tha
feature of the application that is being used to transmit the data.

Secret key

Plain-text

Decr COPYRIGHT
PROTECTED

Encryption

Sender

which dates back to 1970. When it was first introduced the developers sai ig
symmetric key’s 52-bit secret key, but it soon came under scrutiny becaus

be secure. In 1997 there was a joint effort of 14,000 as an attempt to try Qg

and it took four months of continuous computation to derive the key’s val Educgﬂgn

was built for £250,000 which managed to crack the algorithm in just thre



Asymmetric keys

The opposite of the symmetric key is the asymmetric key. These are frequent
business world because they offer one of the highest forms of protection. Th

m  The sender doesn’'t need to decrypt the data once they've sent it
B Only certain people should be able to read the encrypted data
® By separating the keys people can only send data

By separating the keys and making them different, it allows you to control
messages because once the message or data is encrypted it becomes increg
private key to go with it. This is because with the s ‘ric encryption you!
were affected and still decrypt the message t ti.e plain text.

Without the private key it be
improves the integrity

Didem“bw?!

There is a wide variety of security threats that have been developed by people a
example, one of the most prevalent threats that has been making its way aroun

_(suimpossible to retrieve the plain
Lsdge being sent.

ware. This is where a virus has infected a computer and instead of self-replicatin
devices on the network, it will encrypt the data on the hard drive with a key with
you don’t pay the ransom then they don’t unlock your computer.

The public key is made available to everyone; it is either found on a compa
given to them by other means. The sender then encrypts the file using the
the receiver. Malicious users can try to intercept the file, but if they do it is
cipher text; other malicious users can still send traffic using the public key
by a spam filter on the receiver’s end. The receiver can then decrypt the me
produce the plain-text representation.

Transmission of encrypted file

Sender
Malicious user
sends fake
traffic
COPYRIGHT
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message has been tampered with.
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A digital signature is generated by analysing the document and formalising
using the mathematical notation, a hash function acts on the data and gene
depends on the content of the message. If any of the contents change then
document and show that it has been tampered with. Digital signatures are ¢
programmers sign their applications, which shows that a specific applicatio
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DIGITAL CERTIFICATS

Adigital cacti <«"of ID card which lets you identify a specific use
name, dch as a serial number, the user’s public key and the certi
that thé ate is real. Certificates are used to verify that the sender is a
reason for this is that maybe someone pretends to be someone else and se
you can encrypt the message using their public key instead of the intended
situation, a certificate authority gives you a certificate which verifies your id
someone wanted to send you some piece of data, then they should include
that the certificate authority is contacted to verify that the certificate is vali

SECURITY THREATS

Viruses

A virus is a computer program embedded into another apparently harmless
harm to a computer. The first step that a computer virus performs when th
itself onto disk and hide itself. After being copied onto disk, the virus can r
system so that it causes problems. Viruses tend to create multiple copies o
to other computers. Antivirus programs are used to detect and remove thes
have built-in virus scanners which scan files that are available for downloa

An infamous example of a virus would be that of the Commwarrior, the firs
multimedia messages or via Bluetooth. The virus would be sent by an MMS
the message then the .SIS file would install itself onto the phone; it would
messages containing a copy of itself to other phones from the contact list.
the virus was through Bluetooth connectivity; whe was used the virus
phones every minute and try to send a cony

The worms spread by several means but the most common is by email,; alth
damage to the host device until their payload has been delivered, they can
at which traffic is handled in a service.

Consider a server that handles the call requests for a business’s login detai
is the possibility that every time a data call is made to the server, instead o
worm could return a copy of itself. The user wouldn'’t log in, so they would
they wanted - they’d be none the wiser that their computer had now been
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Did you know?!

One of the most famous worms that has been seen is that of the Morris worm.
a Cornell University student in the USA. The student wanted to see how big the |
lines of code to trace an IP address, return the IP address and search the host cq
when files were transferred. Although the code wasn’t intended to be malicious,
that made the host service very unstable and often resulted in the machine bein

Trojan

The term Trojan is derived from the Trojan horse u
replicating virus that is hidden in a downloa
gain access into a system. The Troj
infected system.

Not to leaye )
found | g Apple computers in 2006. The virus was called ‘Leaj
be tran} 4 over the Internet. Instead the virus would affect local area n
home with multiple computers or those found in the business world. Leap
chat program found for the Mac OS. The virus would then target other prog
access to the most secure parts of the computer. It would ask non-admin us
admin rights; the admin would then put their password in which would be
to access the whole of the computer and would use the instant messenger’
computers and send a copy of itself.

Did you know?!

One of the perceived advantages of Apple Mac computers is that there are no v
However, this perception isn’t entirely accurate. In practice this is true because o
an Apple machine. The problem, or solution, with transmitting viruses on a Mac
run third-party applications without explicit permissions, so you can infect a Mac
be slow and limited. Apple products are no harder to infect than any other mach

The first virus ever produced on a Mac was by Rich Skrenta in 1982. Skrenta, a
cloner which was capable of infecting the Mac’s boot sector, a feat that is still im
virus predates the first IBM virus (the ‘Brain’ virus) by nearly five years.

Questions: The Internet Y% COPYRIGHT
PROTECTED

A packet is said to ha : t 64 bits. What does this mean?
g and why is it useful? (2 marks)

»acket-;‘iltering firewall? (1 marks)

i01s the difference between a computer virus and a Trojan? (2 m
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9.4 TRANSMISSION CONTROL PROTOCOL / INTERNET

TCP/IP

TCP/IP stands for Transmission Control Protocol / Internet Protocol. It is a
protocol that allows communications on LAN and WAN networks and is
widely considered the standard for Internet communications. The
protocol is arranged in a stack with four layers which are:

1. Application Layer

Transport Layer

2
3. Network Layer (IP)
4

Link Layer
This layer aroc ata at the application layer, which is the a
transn ves several stages before it can actually be transmitte
the trai #layer before being given an IP recipient in the Internet layer
to distinguish it from other communications on the network. Once these s
information is broadcast to the intended recipient, where the stages are r
original data. This involves removing the header and trailer and also the |
separate packets. The recipient can then process the application data as i
packets are labelled with an order position because often they will get di
reordering on receipt.

The complexities of each of these layers are removed by the introduction
a programmer to have any involvement in the layers below the applicatio
of Internet applications much more straightforward. They often allow soc
to file paths and then used to transmit data to the intended recipient. A s
‘www.google.com:8080° which sends the request to the IP address associ
8080, which may be waiting to receive information from a given applicati
page in text format once a connection has been made. This will be used b
into a web page using the formatting information within the HTML tags.
render the Internet resources correctly and control the content being disp
following diagram shows how the different parts of the protocol fit toget
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Host @ 1P:199.113.54.4

Web Browser: Data for
fransmission sent to
TCP/transport layer

Application Layer

A

take into account any of
the lower levels.

A 4

T'L‘ . The IP address of the The
g intended recipient is inte
g added/removed a
1] ——5s
.

l—

i

The IP address is like a
street address used to
work out where the data
needs to be sent.

A frame header and trailer
are added/removed

Network Layer
Link Layer

Routers use routing tables
in order to work out where
data needs to be sent to.

Router network made up of physical cables connecting man
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Well-known ports

Ports are the computer softwa hanging data directly; they eac

relates to the kind of
numbers, S . well-known ports and contain entries suc

. 80 - HTTP
21 - control FTP 110 - POP3
25 - Telnet 443 - HTTPS
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The port numbers from 1024-49151 are the registered ports which have b
Assigned Numbers Authority (IANA). The port numbers from 49152 are the p
outside of these three ranges are known as the ephemeral ports.



Media access control (MAC) address

MAC addresses are a unique 6-byte (42-bit) identifier that all network
interfaces have in order to communicate with a network. The MAC
address is assigned to a device by the manufacturer and, unlike an IP
address of network mask, cannot be changed once it is assigned. It is
used by the media access controller in the link layer of the TCP/IP model.

AlL MAC addresses on a network are kept in a table by the router for the n
with an available subnet address so that the packets that you're trying to
not someone else’s while also helping the router to maintain what addres

STANDARD APPLICATION LAYE

Hypertext Transfer Prqt o

the IP address and the server will usually return a web page or the like to
eight HTTP commands that are combined to allow all the required functio
requests a specific resource, POST which returns information, typically fro
is used among other things to create an HTTPS connection (which is discu
to make use of this protocol and to be able to retrieve web pages in text f
Java require Internet browser plugins which are initiated by these protocol

File Transfer Protocol (FTP)
