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Student Introduction

With an ever-increasing reliance on technology, cyber security is more critical than ever. Technology continues to
advance, and individuals, businesses and governments face an ever-growing number of cyber threats that can
compromise sensitive data, disrupt operations, and cause financial and reputational damage. Understanding
these threats, identifying system vulnerabilities, and implementing effective security protection methods are
essential for maintaining a secure digital environment.

The government National Crime Agency says on its website: “The deployment of ransomware remains the
greatest cyber serious and organised crime threat to the UK and its use threatens Critical National Infrastructure
and poses a risk to national security”.

This unit is a very in-depth look at networking and cyber security. There is a lot of detail, including technical
detail, that students need to learn off by heart so they can answer what could be a very wide-ranging selection of
exam questions.

To demonstrate the importance of cyber security, here are three examples of where it has failed:

e In 2010 the US and Israel developed malware called Stuxnet which targeted industrial control systems and
used it to physically damage over 1,000 nuclear centrifuges which set back Iran’s nuclear capabilities.

e In 2017 hackers gained access to sensitive data from Equifax, a credit reporting agency. Personal data of 147
million people was stolen and, as well as reputational damage, they were fined more than £11 million by the
Financial Conduct Authority and paid a settlement of up to $425 million to help people affected by the
data breach.

e In 2023 managed file transfer software called MOVEit had an AQL injection vulnerability which mean that
more than 2,500 organisations were impacted, including the BBC, British Airways, Boots, Aer Lingus, and
Transport for London. The attack was reportedly carried out by a Russian-affiliated cyber gang.

This unit is an excellent preparation for those students who want to go on to study a related undergraduate or
master’s degree or go into a related career. For everyone else it gives excellent skills in an increasingly dangerous
world relying evermore on technology.

Here are a few key websites that contain real and up-to-date guidance on aspects of cyber security and
incident management:

The National Cyber Security Centre (NCSC) https://ncsc.gov.uk

Get Safe Online https://getsafeonline.org

UK government security policy framework to protect https://www.gov.uk/government/publications/security-policy-
government assets framework

National Institute of Standards and Technology (NIST) https://nist.gov/cyberframework

US National Vulnerability Database (NVD) managed by NIST https://nvd.nist.gov

FAST - campaigns against software piracy and helps
organisations be compliant with licences

https://fast.org

JL Hagger, September 2025

A web page containing all the links listed in this resource is conveniently provided on ZigZag
Education's website at zzed.uk/12912

You may find this helpful for accessing the websites rather than typing in each URL.
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Starter Discussion Point

What sorts of risks and dangers to IT systems can you *hi" of? Categorise them ini
and into deliberate and accidental or forces 7% U, What sorts of consequences
| organisations? How can organis>*:r, - Tteatemselves against these risks and ¢
Y ol B e

e
s

.
Cyber securgy thrn e gjféawv“bring to mind hackers trying to get into system:,
holdac 'Lﬁ )/t ~ansom. External threats can equally include automated ro

e il

through Kg@##existing IP address looking for weaknesses without caring who ¢
even if there is no specific reason to be a target.

However, internal threats can be worse than external threats, e.g. a disgruntlo
manager who has the access and know-how to steal data or damage the syste
Unintentional damage can also be great, e.g. accidentally overwriting a datab.

Internal mistakes, lack of training, and not following procedures can enable a)
make the consequences worse. Similarly, if internal backup procedures have |
consequences of an internal or external cyber security failure can be worse.

Research Activity

Before we get going on the course it is a good idea to realise just k. © common and impactf
organisations. Look up each of the following real-life «--. *‘jf and for each one identify
attack, and whether it was accidental or del‘;;:g 2 Engmfiat he consequences were:
o TalkTalk 2015 cyberattack - sec % ./ 12912-talk-talk

e DixonsCarphene < 2 re 1 2017 - see zzed.uk/12912-dixons
e A 2020 - see zzed.uk/1291 2-easyjet

. = =

ls|
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A1.1 Internal threats

Employee sabotage, deliberate and accidental (A1.1.1)

Murphy’s Law Fnterprises is a badly run organisation suffering a series
of mishaps, outlined below.
|

Scenario 1: An employee, frustrated with outdater’f& X ;y laptops,
decides to 'borrow' a newer model from th I" e ¢nient without
permission. When it is not noticez .n gvj £t to a family member and
'borrow' another for therm s 8 o

o

"ﬂe;ﬁe'{if“é}sentative, intending to work remotely,
transfers{ G Yential client information onto a personal USB drive.
Unfortunately, the USB drive is in a bag which is stolen on the bus.
Subsequently the data appears on the Internet!

Scenario 3: An IT staff member, aiming to assist a friend’s start-up,
shares licensed company software without authorisation. The software
company spots the additional use which leads to legal action against
Murphy’s Law Enterprises for violating software licensing agreements.

Scenario 4: A keen employee is waiting for IT support to give him access
to a new department printer. He can’t wait so he installs a print driver
from the Internet. Unfortunately, it conflicts with the existing printers
and no one in the company can print until the problem is investigated
and fixed. il

o o 9 5 .
Scenario 5: An employee, attempting - v fa)sﬁ,\:,,@,curféy protocols for
convenience, installs a person=t3/ 1 . in_t.eif workstation. This
unauthorised VPN cavze s ) o ik mstability, affecting the performance
of all corzas@ars ';éﬁétw“grk.

Scenario § isgruntled employee, seeking revenge, installs keylogging
software on their manager’s computer to gather sensitive information.
The manager finds out and sues the company for a breach of their
personal data and harassment by another employee.

i

-

(

Scenario 7: To evade the company’s Internet usage policies, an
employee utilises proxy servers to access restricted websites. Unfortunately, 1
to the proxy servers has been put on the Internet by hackers and contains a pi
into the organisation’s network.

Scenario 8: To enhance productivity, an employee installs unapproved project
This software is incompatible with existing systems, causirz frequent crashes ¢
multiple departments. o P !

s
_

Activity A1 sd B0"
Study the scenarios At A fp'mﬁﬁ to the list of possible types of deliberate and accid

L

-

-

e
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Accidental or deliberate damage (A1.1.2)
Scenario 1: Murphy’s Law Enterprises have a burst pipe in their

offices which floods their server room and damages the servers ,One of th
and backups. As they do not have adequate disaster recovery in cyber
plans or backups in place, the data loss is significant. Furthermore, named &
the business experiences a power loss with no UPS j th’ was
(Uninterruptible Power Supply) systems, causine v, cond National
shutdowns and data corruption. As a reil" t ev.; .. severe States, le
setbacks in operations, loss of clizot at , “i.ancial loss from documer
halted business activities. ~ {é';; . customer trust. global su
Managemersthad ~* .- jtea'to spend money for risks they widespre
thought "'mi k.ly'to happen. and gove

Scenario 2: FortiShield Solutions Ltd are a well-organised and
security-conscious company and have a similar burst pipe incident
in their office. However, thanks to their robust disaster recovery
and business continuity plans, they experience no data loss or
operational setbacks:

¢  Prevention and early detection: The company has water
leakage sensors installed in critical areas, including the server
room. The sensors detected the leak immediately and
triggered an automated alert to the facilities team, allowing
them to take swift action and minimise water exposure.

o  Off-site and cloud backups: Even though a few on-site
servers suffered water damage, FortiShield Solutions hgas L
regularly scheduled cloud-based backups and 25 je |
redundancy. No data is lost as they caz re it j >
everything quickly. ol

e Redundant power < - fé ;:5.*77?3{0‘ Solutions has invested

in UPS Auinintary ;ky Jlerower Supply) systems and backup
5. r.aen the power went out, the undamaged servers switched
prev@S data corruption and downtime.

D

il

o  Disaster recovery plan: The IT team immediately follows the predefined ¢
alternative servers at a remote data centre. Employees switch to remote
ensuring business continues without disruption.

As a result, FortiShield Solutions only lost a few hours of
data in a few places, had only a minor financial loss, and
maintained customer trust.

Murphy’s Law En
What do you thin

(
As well as attempting to prevent and minimise damac<. ‘irganisations need {

and recovery systems in place as there are al‘;;gg s“sﬁifi”ims of both accident
. L
Damage to systems or infrast & L ¢ gwjt:@héppeﬂ through:
e Fire, flood, orpoyie ) ”:S,jws‘sﬁc"h can severely damage equipmentand o
o ACemei . T lun target or disrupt essential IT infrastructure includii
r \nefdrious states.

o  OtNinforeseen disastrous events including natural disasters such as |
\ i
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Weak cyber security measures and unsafe practices (A1.1.3)

Physical protections should be put in place to protect important and
confidential data. Physical devices are secure from unauthorised access
by physically locking them away, e.g. in permanently locked server rooms
with limited key access.

s
y

E
Wm

|
s

i

]
Normal computer devices which are connected to } 2y fgcal network

should have secure logins so only legitimat . st ﬁl}’,;jéc“cess them.

e
Visitors should be accomnz ¢ 4 ar 3 ;Tu'v%i{ored so they cannot physically
access devices on *hi » ﬁc,;i';{ ven if they are not able to login, they
could pl LB i};;.érri’{cg the back when unobserved, which then
collects kes, including passwords. Visitors should also be security
vetted if they will be accessing secure areas such as server rooms, for
example to carry out maintenance.
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Scenario: A cybercrime syndicate wants to make money using
ransomware. They create malware that encrypts all the files on any
network that a user has access to and then emails the syndicate to let
them know to email a ransom request to decrypt the files. They put the
malware inside an install file that also installs a legitimate print driver.
They copy word for word a legitimate website that has print drivers, and
create their own website called download-ace-printer-drivers.com. Then
they wait to see who downloads the files from the website.
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If you were at a friend’s house and wanter’ v }0.%wfﬁang to their printer,
would you search Google to find ae'ni | ;p,m‘fe”’? driver? If Google’s top link was
to the website in the . 4. 0 ‘j:;;vvjf would you realise that it may contain

i
W%/
V¢ aownload the driver but avoid the situation above?
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Accidental loss or disclosure of data or credentials (A1.1.4)

Many cases of personal data exposure have been in the news over the last feu
years. lronically, many of these were accidents rather than malicious. One
very common example is a school sending emails to a group of parents and
accidentally putting all the parents’ email address in to the To field, rather
than the BCC field, thus revealing the email addresses to 2! parents.

. 4 f’w ‘7}
Accidental exposure or loss of data might b ¢ %}j .
e  Human factors such as soll e

: e\ \ P .
o Negligence: cerai aw(:;,zw;rs can lead to data being exposed, e.g.
lezging 2= 1.5 DIV train.

W

o "traj;érr%’: employees not trained in security procedures may
ywingly compromise data, e.g. not realising they should lock
their computer when they leave it unattended at lunchtime.
o  Not following security procedures: ignoring set protocols can lead to

vulnerabilities, e.g. writing down passwords on a piece of paper thai
kept on their desk.

» Inadequate monitoring and reporting: if incidents are not noticed then t
data transfer logs aren’t monitored then employees or hackers may expo
noticed. Similarly, if incidents are not reported then management doest.
improve systems.

e  Weak security culture: a lack of emphasis on security
within the organisation means mistakes may be
ignored instead of being addressed, employees skip
security procedures to ‘get more work done’, and |

W

managers do not prioritise IT and security =3/ &

| What would you
| because the antiy
| there is malware

. )
9 L)
ResearchActivity
Lok up ny + . lreported data breaches there were in the most recent three-month
- Research Activity @

In 2024 a company called Tile was hacked. Read about it at zzed.uk/12912-tile
. What was the cause and how could this have been prevented?
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A1.2 Function of external threats

Malicious software (malware) (A1.2.1)

S

,/////

.

Types of Malware

Type of malwarethat attaches itself to a legitim:fr program or fi file and spie

Virus delete or modify data. Viruses are norm« & * at 1 by some user action o
an email attachment, dcwn ez A g fily il .Mﬁf‘ﬁe Internet or plugging ina | %/W%
e
Worm Self-rep Icatlilg fmzv"% X Mﬁsﬁreads without human interaction, exploitin: I

e

Wid‘“ K EN L by overloadmg networks, deleting files, or installing ba

oo
fo

iy,

o wf’gpart of a storage device {e.g. hard drive, USB drive) that contains ¢t
| %ot sector viruses infect this area, so they load before the OS to evade deii

e

\\\\\\\\\\\
G
\\\\\\\\\\\\\

Web Scriot ) Small program or code executed in a web browser, often written in JavaSci\ ) i
P used in attacks like Cross-Site Scripting (XSS) to steal user data or spread 0 i

o

o

Set of automated commands used in applications like Microsoft Office to po /////
Macro . . . 4

embed malicious code in documents or spreadsheets which execute when ¢ g |

Arootkit is a collection of software tools, often at the kernel or low-level ¢ ,/,,///
Rootkit admin access. A rootkit virus or rootkit cyberattack {sometimes confusingly M//

the rootkit tools to enable remote access for attackers, often by disabling ¢ /,,/
Trojan Malware which disguises itself as a legitimate program but secretly perfori

////////,,,

(Trojan Horse) | installing other malware, or creating backdoors.

it

Ry

.

\\\\\\\\\

A cyberattack that modifies browser settings without user consent, redireci:

Browser Hijack | . .~ L v
injecting ads to generate revenue or distribute malware. P
( )
Polymorphic A type of malware that constantly changes,*<- o\ while maintaining its co % //
Malware traditional antivirus programs tc de g jé.ﬂove ”//////
As well as the malware ﬂ"; -4 gdy;\;wéﬁii into systems, damage or steal data, | -/
other typesgf ma“ = n; Ofwvare: s ///
_ > s -
> Spyware Adware %‘
7’ e of malware that covertly collects user data (e.g. Software that autom.
browsing habits, keystrokes, personal information)and | displays pop-up or be.
sends it to attackers for advertising, identity thefi, advertisements.
or espionage. Some is legitimate.
o Keylogger / Data Thief: spyware that records o Potentially Unwai
keystrokes to steal sensitive information such as Program (PUP): &
passwords and credit card details. Some keyloggers that users may
also capture screenshots and clipboard data. unknowingly insi: PYRIGHT
o System Monitor: software tool (legitimate or which often incliy co G
malicious) that tracks system activity, including unwanted adwaty PROTECTED

keystrokes, applications used, and websites visitec
Can be used for security monitoring O gy on g 4

Wely Beacons: invisible tracking elements
% embedded in emails or websites to monitor when
and where a user interacts with content.
o Tracking Cookies: small files stored on a browser to
record user activity across websites to track
behaviour, usually for advertising purposes.

|

toolbars, or systet
modifications.

L

Abusive or Dece/
Adware: tracks l§§
excessively, hi jag
browsers, or push
fraudulent/scan%

.

Some forms are |

-
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Research Activity -
. Alisafantastic tool but it unfortunately also increases cyber security threats. Read the compar/
- and create a warning poster for students not studying IT who will be less aware of the risks. %

,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,

In 1989 a biologist called Joseph Popp sent around 20 vy %’ff}a ﬁ floppy disks labelled 'AIDS
attendees of a World Health Organizatior ¢ .7 . 2 0i~iDS.  They contained what was suk
Upon infection, the ransomwar~.v sufa % N e number of times the computer had been bo
would encrypt the ar ¢ *2; :ﬂ “21i6s on the computer and demand a $189 payment to 'PC

is/ d the beginning of ransomware as a method of extortion. Ransomware ha
sophisticated and prevalent due to advancements in technology and the Internet, affecting in
government agencies worldwide.

Hacking - commercial, government, individuals (A1.2.2)

Hacking is unauthorised access to or manipulation of devices,

services or networks. Here are some

hackers’ motivations:

e  Financial gain through data theft (stealing personal or
sensitive data to sell or blackmail), credit card and payment

Discuss th

fraud, fraud, cryptojacking (secret cryptocurrency mining), Cyberwa .

and ransomware attacks ; nation»sté
ik ! L

® Cyberwarfare ' e o o or dleUp%
e  Cyber espionage (between countriec ¢ o %W;wﬁdns) or data 0%
e To promote political or sociz<h "éwiig fucktivism) often for £l
e  Revenge or personsi ﬁj@;&m - It may §n§
; N A s

e Fun, ceglera - t)j;;.;os'rf"y ® Disal%
. refine

Hackers \g@#Wwide range of methods including: transg
o  Malware o Hack:
e  Social engineering attacks (see A1.2.4) busin.
e  Direct network attacks such as DoS and DDos orca.
e  System and software vulnerabilities e Spre¢
e  Browser hijacking or other PUP (Potentially Unwanted social
Program) e laung

e  Authentication attacks to gain or circumvent passwords daméy
e Insider or physical attacks —

Denial of Service (DoS) and Distributed Denial of Service (DDoS) attacks atte.
services to make them unavailable. i

Denial of Se7,i « * §) -/

S

W

Distribuy

A cyberattack = ﬁ’etg js,gle“’ﬁacker runs a script | A large-scale cyberatt
| onu *s‘\lf ) f§r «flood a website, server or flood a system with {¢,
\n€ L, AIK With excessive requests, making it These devices may bg
slower, unavailable or possibly to crash. hacker or set to run ﬁ

Definiticg

Detection and | Easier to detect and mitigate by blocking the Harder to mitigate sg
prevention attacker's IP. advanced filtering ta{é
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Data tampering is the process of intentionally altering or destroying data. Th.
e  back end: altering databases or data storage systems.
¢ front end: modifying public-facing applications, e.g. websites.

Hacking may be carried out by people or by automated bots. Bots are progra.
the Internet, often used for cyberattacks, spamming, or miping cryptocurrencgy

. s ~
By - L.elping older people to use computers. They have a simple web
\‘teu to the Internet, and no bank account. Despite having nothing of value

2

.

_

Research Activity

Read:

e 6 Motivations of Cyber Criminals at zzed.uk/12912-6-motivations
e ThePsychology of Cybersecurity at zzed.uk/12912-hacker-mind
e 7 ofthe Most Famous Hackers in History at zzed .uk/12912-famous-hackers L

. (reatea summary presentation combining information from all three, with one slide for each n

|

Sabotage -commercial, government *» ) :;ﬂuials, terrorism (/

Sabotage involves deliberate damaee o\ z‘}lpwﬁffor example:
e data poisoning: corruptir g’u@% }‘.,,w«r‘ia"ke it unreliable.

e data ‘£amper§"wgz;j‘f"q(}51:;z:'cr‘c‘fnw Discll
o fak, ati Lounterfeit images, videos, documents using |
: . SUC%

soft$ yr Al i %

i . . . . . Glsa
o  damage to or hijacking of infrastructure, e.g. machinery, iheé
vehicles, 10T devices, industrial processes, commercial i é
infrastructure such as credit card payments, or critical h ¢ o
| ho

infrastructure like power grids or water supply systems.

i

Stuxnet is a high-profile example of cyberwarfare. It was discovered in 2010 and is believ
United States or Israel because its specific target was industrial control systems used in Iran’s

=

Stuxnet was designed to get into these systems undetected to sabotage them from the ins
machine that controls how fast nuclear centrifuges spin. By sec-., %aking the machines s

Stuxnet caused physical damage without setting off "4 ){’6;#3\ 2king the workers suspicio
everything was running normally. Itis rep @;} . havedestroyed approximately 1,000 cent
L

2

_

*s@w* Ngx@i
w4

L
‘Tj L
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Social-engineering techniques used to obtain secure informat
Individuals are often manipulated to gain confidential information through on.

e Phishing is sending receptive emails or messages to trick recipients into f. s
e Vishing and Smishing are phishing via phone (voice) or SMS. ///
e Spear Phishing is Phishing targeting specific individuals or organisations u: ///////

customised attacks, for example creating emails uciz the style and email
of friends, colleagues or a boss. Whalmg s o v‘fowof Spear Phishing ||

\\\\

/

////////////

targets high-level managers or hlf“"- = fil torgets “such as politicians. g z
o DNS Spoofing is forgane Dpe0. ¢ o L Meg’i)ﬂls records to redirect users to me P—
without thear knca. }i & % % %
® Preg el o Wf»éﬁnatlon is convincing someone to reveal information /// P,
@ 2 B s é% ///
- Activity A3 &
- How do you know this is a Phishing email? Ifit was sent to ///
100,000 people, how many people do you think would follow / //
© the link and enter their email address and password when Dear User, //////
. faced with a site that looks like the outlook.com site? —
@ outlook.com. Y¢
Research Activity \ Dietoournevl
Research types of social engineering attacks, activate your act
e.g. zzed.uk/12912-social-eng @ Go to zzed.uk /12912 | http://account
a R*"F QA
Create a poster for your school or college computer raor gWﬁ hJ » Kind regards
;ﬁ_moutllnesthe dangers S etk Microsoft Accoul
In May 2000, a simple email with the subject line "I LOVE YOU" caused chaos across the glob
actually a cleverly disquised computer worm, created using a scripting language called VBScii
— titled “LOVE-LETTER-FOR-YOU.txt.vbs” — the worm activated, replicating itself and sending
Microsoft Outlook address book. It spread like wildfire, affecting millions of computers withi
But was as well as replicating the virus caused damage. It overwrote image files, stole passwe¢
governments, businesses, and individuals alike. Corporations shut down their email systems, COPYRIGHT
reached billions of dollars. It used social engineering by replying on curiosity and emotional ap PROTECTED
The creator, a 24-year-old student from the Philippines nar .. "l °Guzman claimed he ii
concept, not a global cyberattack. At the time, Phi"op fe'5...adno specn‘lc rules against ma
prosecuted. The “I Love You” worm m: sl ”“orf: 1 e most infamous examples of early cybe
world views digital security..» =, 2" f.eats. 19

By \mw

 Education
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Physical security (A1.2.5) and vulnerabilities (A2.1.6)

Suppose you have the job as head of security at a bank. In addition to cyber &
physical ways that James Bond (or more likely a bunch of thugs) might break i©

|

v'access control systems - m*:‘ral' 7 ik 5 readers, keycard sysi
Tailgating: sneaking allow one person per €.y, j 5

in behind an employee | v/ turnstiles ariri = ps “se security doors that lock behin
or customer to bypass {10 ¢ o :

security cherl«noumf ) 1 smrﬁ’y{ awareness training - train staff to challenge unknov
.~ doors open for strangers.
engineer wjj‘j‘_‘ 4 v security guards - position guards near entrances/exits to mo

v" surveillance cameras - monitor entry points to detect and ti:

v" reinforced doors and windows - use bulletproof glass, reinfu
impact-resistant materials.

alarm systems - install motion detectors and glass-break sei
24/7 surveillance - use high-resolution cameras covering a\|
physical barriers - install bollards, security gates and fencitx
to break in).

rapid police response - install direct alarm connections to
secure vaults - store money and backups in reinforced, firep)

AN

Forced entry

<

strict ID verification - require badges, photo IDs, and PIN ail
visitor management system ~ reg;ster and track visitors, issi
Impersonation, e.g. at all times. .

posing as employees, | v* multifactor authentica’ oif | 4{,2 )i use biometric scans, pin ¢
delivery workers, IT employew v, i

staff, oreven a \" i T 0 wx:qdj ipment checks - ensure all staff and contracit
celebrity (a fnrm 0f 4. 0 % 4 lm«ﬂmj and drills - educate employees on social engineerii
social eyl L0 ”"’; credentials before granting access.

v fake call prevention - implement a 'call-back verification sys
requesting access over the phone.

AN ENEN

%

v’ panic buttons and silent alarms - place hidden emergency & b

.

v' time-locked safes - use safes that only open at preset time es

Forcing employeesto | v employee safety protocols - train staff to follow protocols §

open safes or disable security without escalating the situation. %

security through v' two-person rule - require two employees to be present for§

coercion, e.g. threats, (e.g. opening vaults). %

) . L
blackmail, or physical | v* escort policies - ensure high-risk employees (managers, val

harm handling large cash transfers.

s

V' security escorts for at-risk staff - provude escorted exits for ¢
rge transaction
large transactions. -\ L

fwz’
- Activity A4 nASH
- Draw asimegn fy wdg and person check at an airport. Draw on security featu

L

Discussion Point

The head of IT at a bank suggests that they need better physical security to pre
However, the head of security laughs and says that their security is super stmg‘
considered to stop anyone getting close to the vaults. What might the head é

[
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Access to network devices, or stolen devices can lead to data breaches and un.
Sensitive business or personal data may be exposed.

If a cyber attacker can physically connect with any external device used to leg.|
more likely they can hack into your network. Therefore, organisations needt
unauthorised access to devices.

i

£

a0 0 & ow to protect agai

v ' 1;;';5 5 's, gf} Jevices with you, or secure them in a draw
Unattended devices = = ~behiind
v auto-logoff and screen locking - enable automatic screg

v privacy screens - use anti-glare privacy filters on monita

side-viewing.
watching someone enter | v* screen positioning - arrange screens so they face walls, |
their password, PIN or v" enforce a 'clean desk’ policy - ensure no confidential in\
confidential information printed bank statements) is left visible.

v awareness training - educate staff on how to spot and ¢

v" physical locks and tethers - secure laptops, desktops, ait
bolted enclosures.

v restrict USB and external storage use - prevent employe
USB drives or external disks.

v" data encryption - encrypt all sensitive data stored on lag
even if stolen, it remains unreadable.

v" two-factor authentication (2FA) - require employees to ¢
facial recognition) or 5 a 4 ey tolog in.

v' device tracking ‘e.( "E}J 'find my iPhone’).

v oy g?/j};n.évewremote lock and wipe capabilities {

) - {W i puttable devices - restrict which employees can tal

) ““the bank.

e v" surveillance and alarms - place security cameras and m¢

v" require employees to immediately report lost devices s¢
issue replacements.

Theft of laptop or mobile
device or data storage
devices {e.g. USB stick).
Accidental loss can also
mean these 1all into the
wrong hands.

Devices or interfaces v" tamper-proof ATM and kiosk designs - use anti-tamper §
installed in public areas; unauthorised modifications.

attackers may install v" reqular physical inspections - train staff to check ATMs &
skimmers, keyloggers, or (loose card readers, extra keypads, hidden cameras).

fake interfaces on v CCTV monitoring - install cameras near ATMs and publi¢
bank-owned devices (i.e. v" disable unused USB ports and interfaces - prevent attac:
ATMs, payment kiosks, devices to inject malware.

public computers) v" public device session timeouts - ensure workstations, AT

!
Many organisations which don't consider them;g!' el “aj’iig»,ws risk have poor or
experienced con artist can blag their way.'r o thus ould be a restricted area

e

a check or repair by the organi;;‘,g J @1&3 swhs the building.

Resea@¥Aviy
- Use gencRietd)., e.g. Microsoft Copilot, to ask for the different methods that the fictional chara
- your choice) has used to bypass physical and electronic security systems.

AAQ BTEC National IT — Course Companion: Unit 2 (Content Area A) Page 12 of 48
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A1.3 Impact of a credible threat, likely toresultins

If your laptop is stolen it might cost you £1,000 to replace, and yet the thiefm.
the impact of a cyberattack can be much more wide-ranging with knock-on ca
organisation to fail. Below are different categories of loss.

|

Operational loss (A1.3.1) 0%

Most organisations provide either a produc. o (@ cwiiice. Aftera
cyberattack an organisation mav z.7 je 1 i to carry out its (a
normal operations: A f:; X coff
e Manufzcturi v o :ft.wvﬂere may be direct delays or halts in 13{3‘
o 9 pi;ucé“‘sses so the organisation cannot create byt
‘__“'-s spi
e  Direct service availability: the service the organisation offers g
(perhaps via its website) may affect customers. lapt
e Indirect service availability: even if the direct product or service Thé,
is not affected, the organisation’s ability to take orders or provide forc
customer service can directly affect the organisation, as well as prig
user experience and satisfaction. mds
e  Data availability: loss of access to important data, which could _,Ez_i

hinder operations and decision-making processes.

Financial loss (A1.3.2)

The organisation may directly lose sales due to the operational loss and may [t
reputational damage or intellectual property loss (mn Ap tails below). Here ¢

financial loss may occur: . o fj »
¢  Organisational financial st=<74  © P L

o  cash flow prh‘t;’»é} > f‘:j arming out of money in the bank (or not bel
itogis (o ) L9};};cwzﬁ“é'red or suppliers paid

G csed insurance costs: future higher premiums due to elevated fi
insurance generally gets more expensive if you crash your car

o  Compensation costs:

o  refunds to customers for unsatisfactory or delayed services or produ.

o payments to customers for compromising their data

o remedial actions: staff costs investigating and recovering from backu
customers to try to hold on to sales

o contractual defaults: penalties for failing to meet service agreement:

o discounts or write-offs: offering reduced prices or debt
forgiveness to retain customers who have been affected

o  Legal liability: ;
o fines and penalties for breaking laws or regiy i s
o  statutory investigation costs arisirg ft’i‘ﬁg'ﬁ;@iuirea investigations
in the problem e . g
o legalfees: for hirl.w *égf;} yg;;oré%ionals to handle disputes

. LR e
resultine i, 1 e syberattack
L

W

e

o
%
N |

i

- Researd#Zivity
- Find out about the Colonial Pipeline ransomware attack. What was the financial and operatio

:
:
:
:
}
:

. organisations affected?
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Reputational loss (A1.3.3)

Reputational damage can have long-lasting effects on an organisation’s succe.
e aloss of trust with customers losing confidence in an organisation’s abilit,

e  poor customer reviews: negative feedback can spread across platforms, &
o rapid sharing of negative experiences via social media
o  persistent critical reviews on review websites v deter potential cu.
o direct negative product feedback on *{‘;j ¢ a““wgbsate or related fa.

e  reduced reputation or ratmgs scr;gg . sicuvthat assess reputational met
" 1\ " o0

In addition, when an.cog = ﬁ M’i’i‘as had a large data breach or financial

bei ) rrthe past, this is often mentioned as context in

'3taﬁ’s or interviews.

After organisations have suffered a cyberattack, in addition to improving
cyber defences, they need to put together a plan for mitigating any loss
of reputation.

. Research and Discussion Activity (with Al) - fixing reputations
Scenario: a travel company has had its main website hacked where all the photos were change
: days to fix and which generated a lot of negative press and a loss of bookings.

=

o
e

Step 1:  Write down a list of ways you can think of for how the company can recover their re
- Step2: Discuss this in a group, and add any suggestions from others that you didn’t think of
Step 3: Use Al such as Microsoft Copilot; give it the suggestions you have come up with so {2
additional suggestions. ;

When you present your work, ensure you clearlv N V(, 'Lbrﬁhe three steps each point it

Intellectu\s wrperty (IP) refers to an organisation’s inventions, brand names, ¢
secrets, proprietary technology, or other items which potentially give it an ed:
legally protected to give it a competitive advantage.

Loss of intellectual property through an attack can impede innovation and coty

e exposure or theft of new product designs can lead to loss of market advai

e compromised research testing and development data can delay or ruin p¢

e  breaches of organisational strategy and trade secrets can reveal strategic
confidential information could be exploited by others.

Act|V|ty A5

- All-Tools-For-You is a fictional company based in the UK who m: . oD ;hly designed bicycle tot
- employ 100 full-time employees and have a turnover /26 i f(,ﬂ pounds. They have protec!
Europe. However, a Chinese company h>r e simicked all of their products and are selli
. price. Explain why desplte Th-f A ny’ 0 \umﬁf’s mlght buy the imitation products and what |

wwwww
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A1.4 Cyber security threats vary over time and cybe

organisations provide regular updates on the curre

'. f”""”é M{Mw";w
National Cyber Secv" g wﬁﬁSC) UK
g S yudi/

_ or mdavnduals organisations and
the public sector to help protect against and
respond to cyberattacks. You can sign up to
receive details of:
o  the latest threat reports and malware analysis
e news (reports and advisories on recent
activity) that alerts companies, governments
and the public about recent cyber activities
and what actions to take to protect
against them

National Institute of Standards and Technolog\'

(NIST) USA . \,,\,f’ i

https://www.nist.gov/ i\ N

An ofﬁcnal website of ' - m ﬂﬁmeﬂt NIST
SOk w.».»»@1:)0rts similar to the
ver’\/’bne informed about recent

@ hey often explain how attacks took
place and offer guidance on securing systems.

Open Web Application Security Project (OWASP)
https://owasp.org/Topl0/

The 'OWASP Top 10'is a list highlighting the most

critical security risks to web applications. It's vi ey 4

§

useful for understanding what vulnnr}’ L ':&tL, ...... W
watch out for when develonir ot u . Jweb
appllcations They ase A W., Workmg on the
LS were concluded in

Research Activity

Cyber criminals find weakness in new software and hardware, new weakness.
invent creative new physical and electronic methods ti5 lak in, or combine &
aresult, it is an area that is constantly changin ja 11 ‘j;efére defences need |
updated. Below are three key organizsiiy wwaﬁ provide regular updates o1

Home  AdvicrGpuiioncs  Respondion

The National Cyber Sec

Making the UK the safest ploce taive

DRDETOHONT AT AR i rosouns

Find guidance and resourges for ...

You & your smal & medium -
tamily sizad orga
orgonisations

s NATIGNAL

|

What we do

Feow nanascate devioss that pewsy the most
measuremients and research fusl innovation
support and resources tn U.S, manufacturing

Discover how our work makes &merica safer iy
> Artifiotal inislligence
\v Uylrsecurity

% Mamdscturing

TRy

@ ownsp

i

Work through the quick training on cyber security from the National Cyber Security Centre webs;’ﬁ

AAQ BTEC National IT — Course Companion: Unit 2

~ontent Area A) Page 150
(C Area A} P 15 of 48

e

S

///////////%

ey
\\\\\\\\\\\\\\\
] \\\\\\\\

| -

///////

e
oo
fo

iy,

o
\\\\\\\\\\\
=
\\\\\\\\\\\\\

i

o

e /

////////,,,

s
\\\\\\\\\\\\\\\\\
&
i

.

S

e
il

g

g

//

R,

&
——

\\\

/

J
Ay /////

7/////////////////////////////%

S

\\\\\\\\\\

COPYRIGHT
PROTECTED

g

o

 Education




A2 System vulnerabili

A2.1 Vulnerabilities of different types of computer

different threats they are exposed tq,
s &)

Network vulnerabilities (A2.1.1) ,—_
Stmf’éard firewall ports:

e Port 80— HTTP (Hypertext Tr
® Port 443 — HTTPS (Secure H

e Port 25— SMTP (Simple Mail
e Port21 - FTP (File Transfer P

Your computer, your server, and* sl
computer network alé nfw o %“\ et f/
the Internet Th'* . mf‘a ﬁrewall
(ideally !ﬁWalé devnce orif not
built intc #' ternet router supplied by
your ISP} which stops unwanted
connections to your network. Data
needs to go out (for example a request
from a browser for a web page) and
come in {like the web page you have
requested). Different types of data are
allocated different ports (or holes into
the network).

Ports (1024 to 49151) are registe
e Port 3306 — MySQL database
e Port 3389 — Remote Desktop

.
Dynamic/Private Ports (49152—6/
used for temporary or private cor%
chosen dynamically by the opera

|

Attacks on network ports Z
Any open port is a potential entry point for To mitigate this i
attackers e.g. if port 3306 is open to connect ?r;a )

Open Ports s | firewall rules, ang
database, hackers attempt brute force e o 8 > Limit some open

{trying multiple passwordf‘ ¥ pen®

Attackers c:m wy N i ﬁfo appear as if they Use packet filterif

Spoofing cee ol wféé” source to bypass firewall limit exposure.

Lz und gam unauthorised access. P %

Demal il o Attackers flood a port with traffic to overwhelm | Implement rate ig
{DoS) the system, making it unavailable. configure firewall

Any external storage device which is connected to a device on a network ma
save work to external storage devices to take work home, but home comput
protected with outdated software and all sorts of programs installed. Then,
work computer, it introduces a virus or malware.
Devices include:

o flash/USB (universal serial bus) drives

o SD cards

o external SSD hard drives

o

—

L

|

Discuss th
|
| sofaront

o magnetic backup tape (a feasible risk, although rarelv 1ised | nathods tcé
by users) oy P9 f A | methods t%
, G\
Measures to protect against thac”) 10 20

i

e Disable AutoRun fungti o fft" »prevent automatic
executicn of rya *;; ?, > wﬂe

ﬂailgw@dﬁ extemai drives for malware with a virus checker befor.

o Proviie rnative methods for users to access data from other location
Storage in the cloud such as OneDrive and Google Drive is still a risk to sp

o  Purchase devices without SD card slots, CD/DVD drives or USB drives so

.

=

B

-

i

e

.

Misconfigured hardware, especially firewalls, can create vulnerabilities — see
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Organisational vulnerabilities (A2.1.2)

Organisations must manage permissions,
password policies, and password management | How many passwords do yau e

s
effectively to prevent unauthorised access, data If not, why not? If so, do youl ”77
breaches, and system compromise. i %WM

Category Threats ...~
. A v Follow lez
. v Natoot Iv ) naging permissions, | e
Permissions or Mol ' L _ v Implemen —
. e ovnd all staff admin access, can e
Privileges A4 . v Regularly .
U 3 “lead to unauthorised access. p—
ik unused at 77N
v" Unauthorised access to sensitive files ///
Access Control on and services. v Apply grai —
Files, Folders, v" Poor device security allows data theft. | v/ Use multif
Devices, and Services | v/ Misconfigured group policies lead to sensitive ¢ 7N
security risks. { /
v" Short or weak passwords make /////
brute-force attacks easier. Passwords v Set minim /
using personal details such as names . e
. . complexi.
Password Polic and birthdays are easier to guess. v Enforce i}
. . g,
y v Reused passwords can be exploited if . | ///
reviously leaked ¥ Disallowg \ /%
P ’ g v Restrict ¢¢ v
v Shared passwords increase 77N\
unauthorised access risks. ... | | /%
- : Y o\ O - ./
Storing passwords ir stdi. ' <t-exposes Train uset o
them foxac i« o - v" Encourage %/ !
T A8 ag/ o LW |
S5 fgat 2iupasswords encourage users password
Password 14 L . g
. dreuse passwords on multiple sites. | v Disable b
ey " .
LY Auto-fill credentials can be password
stolen through malware or v' (loud pas!
compromised browsers. multiple ¢
v' Implemen
v' Automate
v" New users are not yet trained. v Regularly
. v" Departing employees may still have v Automatic
New User and Leaving parting employ y
User Processes system access. used for
v Delayed account deactivation can be v Microsoft
exploited by attackers. deleting & COPYRIGHT
there are | PROTECTED
person of
4
o 1 InJanuary to March 2019 the /
- Activity A6 R le) » e .
g L 4 g all Microsoft user accounts an¢ iQ
- 1. Howananoroars . w.>icesecurity ) 9
§ L e B § usernames and passwords tha
k n ith o . 7 scniencein its k ! .
s 0\ i breaches at other online servic Qg
; \ | pulicies? ; Ed
¢ S : .
f ? ; . . \
2 WRnould MFA be used? ; 4 e e Flelodlely
| 3 Whatstge problem r:Nlth using th sgme | from which 91% said they und
password on more than one website? and yet 59% said they reuse

AAQ BTEC National IT — Course Companion: Unit 2 (Content Area A) Page 17 of 48



Software vulnerabilities (A2.1.3)

Scenario: Dave is a BTFC computing student who plays drums in a band and w.
He searches the web and finds some software called MusicRecorder on a site ¢
thinks sounds legitimate, and he downloads and installs it. Unfortunately, it is
hackers, and the software contains malware which goes across all the shared' .
encrypting all the files. This happens in April just before sc ool exams and the |
school otherwise all the students who didn’t ba?(y 2 & Jork will lose their ¢t
Dave is not alone — there are mazisl sb . >Lwhich appear legitimate which an
installers contain the re}?L; o i?i’;gwafb’ngside malware, so it appears to have i

9 “»/ N Ww"f w .

|5 t .t many people do not want to pay for software, which can
illegal co; ‘the software on the Internet, and do not download the softwa
software. Hackers know this, and many illegal copies of software contain mals

Yet another issue is where users steal software from the organisation they arc
the software install files are on the network and copy them to install at home.

software cannot be registered and therefore software updates can’t be down
software updates are to remove new or discovered flaws in the software. It is
stories where a virus is affecting thousands of computers that are running an.

Increasingly, schools and
organisations do not allow users
to install software, and they have
to request it from the IT
department. This is inconvenient
but protects the organisation.

-

If downloading software at home, you

e  Only download software that you h§

recommended or has a lot of positi\%

e Use the trusted source so, for exam
from the 2. Js ft websites

e Ensu’et - website is using HTTPS an

o8 (" 11{j"Che Drowser
mAOH _+*” Ensure you have up-to-date antivirus
o - L so it automatically checks install file.

E i

-

e

@ lsuppliers provide a cryptographic hash of the software. When
software updates, you run a program to generate the hash code, and check th
software supplier’s website.

Some sof !

. Activity A7

© Lawrence is a sixth-former who plays in a band and wants to download some music editing 5¢
edit recordings of the band. He has a school laptop and isn't allowed to bring in his own devi¢
+ allow him to install his own software and says that the GarageBand software is not sanctionét
. to Lawrence to ease his frustration?

. Research Activity o)
Find a specific example from the last 10 years = - » cv..- .any suffered legal issues or finanial
. organisation using unauthorised <c”...a. . . an find the biggest negative impact?

..................................... i a0
5 2 e

s
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The table below lists different methods that hackers may use to gain access th
This may involve either accessing data on the website or gaining control of the

Vulnerability Mitigation Strategies %

Attackers inject malicious SQL

. ) Use parameterised queriesor pref.
code into input fields, P 7 pregs

staterre § nput validation, least

SQL Injection manu;uiatmg dat'abase queries Ly ﬁi};»daﬁabase o et
to gain unauthorised acces: »aﬁ o Fremll e
modify data, or < a{_»‘s‘”h; e P )

Attactgie 2 ,;glstiéus scripts
0 :{:;suéd Wébsites, allowing Input validation, output encoding, i
them to steal user data, hijack frameworks with built-in X85
sessions, or redirect users to protection, HTTP-only cookies.
malicious sites.

Attackers trick users into Use anti-CSRF tokens (synchroniser
(Cross-Site performing unwanted actions on | tokens), SameSite cookies, requiriig
Request Forgery | websites. The attack relies on authentication for sensitive action.,
(CSRF) the victim already being proper HTTP method usage (i.e. GL|

authenticated. retrieval, POST for changes).

Occurs when a program writes Use safe string handling functions,
more data to a buffer than it can | boundary checks, address space lay

Buffer Overflow | hold, overwriting adjacent randomisation (ASLR), data executli
memory and potentially prevention (E)EP), consider only usit
executing malicious code. _@e;:o ~ e 2 programming languag

W :
- j
. . g e— >
Zero-day exploits e sQL Injectit

A zero-day exploit is a cvhe @ tack toa ¢
takes advantage of «ol % da o
vulneral pfc *,‘a,\ife”gaftware
develope Pare of it or has released a
fix. Since there is no patch available at
the time of discovery, these exploits are
highly dangerous and can be used for
cyber espionage, malware distribution,
and system compromise.

Suppose you go to your profile ot
name, but instead of your name
users;. In some circumstances
this query and output it on the s

The programmers should either
from all input at all entry points
the database which only treats t |
database fields as text (e.g. para |

N

arning
You can test this on your own cc.
experiment on live sites as thi«

kattempted hacking.

N
o |

¥ 4
L

Read The 10 Worst Zero-Day Attacks Everv o« w.:,;ed.“l‘i'ié/\12912-zero-day o
' . g wly

The first exagaple s e 3{3 “me(fbo 1) which infected over 359,000 systems globally in ¢
cost m¢ $2 o It exploited a vulnerability in Microsoft’s IIS which was widely usec
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Operating System (0S) (A2.1.4)

As well as software, the operating system {Windows, Linux, Apple 0S) can also
below covers some of the weaknesses that can let hackers in.

Vulnerability Threats and Risks
L ]

No security updates, leaving knnwr !

.

Unsupported or vulnerabilities exploitable J; ~ | e Upgradeto s
Qut-of-support '
. ® éncompatlblo N gﬁ g secaﬁty tools, e |[solate legac)
Versions
nrr gk
€ P
;wié?o«day exploits become more effective if * Ena‘ble. autofd
_ e Periodically ¢
Missing patches are delayed. been applied
Updates ™ e Known security flaws are advertised on the ppued

e Use vulnerab
missing patcii

e Strengthen

Internet to hacking communities.

e Default settings may leave ports and

. unnecessary
services exposed.
.. o /mplement &
Missing or Incorrect | ®  Weak access controls can allow .
. . . . SELinux/Apps
Security Settings privilege escalation. .
automatically

e Unconfigured firewalls or antivirus leave

systems open to attacks. e Regularly aud

ensure comp.

Cyber threats to Graphical User Interface (GUI) and Command Line Interface
Most of the threats to operating systems apply to bot'y ’j \ gand CLl operating «
few differences that need to be considered fj} S
e | -

GUIs are generally more accacsivh < - \ahrefore likely to also be used by user
knowledge who are 7w Al ”*‘"y ] 6e susceptible to social engineering attacks
s Gt 5 ywvﬁ”én trying to get something to work. The additional ¢
S ore  vulnerabilities such as buffer overflow or input validation |

Y‘é‘}b& ) b

CLIs are more efficient and designed to automate tasks which can suit cyber at
complicated, often in multiple hierarchical configuration files so mistakes canﬂf
dashboards it can be harder to spot alert warnings.

[ ]

Mobile devices reliant on Original Equipment Manufacturers
software (A2.1.5)

One key problem with mobile devices is that often the manufacturer (e.g. San
OnePlus, Vivo and Motorola) control the updates because they made custom .
So when there are updates to the underlying operating :v.zem (e.g. Android) |

and so there can be a considerable delay before thg" }}f‘s ;‘;et the updates.
- W o i

In addition, OEMs generally ston a %r i golder phones after a number of %
their old phone are fam' e o) ﬂ”g dif’orce of buying a newer model or stickin '
security U *‘es v\

Physica‘lwvulnerability points (A2.1.6)
See A1.2.5
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Human vulnerability points (A2.1.7)

Leaks Sharing Security Details § I

S

e Accidentalleaks occur when o Sharing passwords or login | e Weak or int! //
sensitive information is shared credentials compromises handling an %///////////////
unintentionally (e.g. via email, system security. "y to exploita / ///
social media, or insecure channels). | e Social erzirier s “atuscks | o Ineffective | &

e /ntentionalleaks can involve . con Xp itaeople’s passwords, | . /
insiders stealing or sharing .. ©_“sidency to share easily gues: et
e . (44 b e I
sensitive informaticz {0 3 o sensitive information with | e Human erro N

the wrong people. encryption P

sharing, or | { ;g

i

e

Key best practices for addressing human-related vulnerabilities:

e  Establish clear security policies for accessing and sharing sensitive s
data, ensuring users understand the importance of following / A Y

2 & &

these rules. w L Y /

e  Conduct regular security awareness training for all users on ,
common threats (phishing, social engineering), secure handling of th 7
data, and how to spot suspicious activities. @ W

o  Conduct regular security audits and tests {e.g. penetration tests, b
internal audits) to identify vulnerabilities in human processes. 7z

e  Require the use of password managers to avoid insecure storage
and sharing of passwords, and encourage strong, unique passwords fora

////////%

i

g

@

i,

-

: |

o i Bosswantsa |
Use MInG P made and I've |
({fﬁ» 4 my passvi
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Security implications of cloud computing and of the Internet of

Software used to be installed on individual computers. Then a lot of software
and then was networked through the Internet across multiple sites. Much of | s

I

cloud-based. This centralisation has advantages but also the following risks. ”77
%///////////////A

. Rsk Implications f ¢

e Improper configurations caz.z We 1 fud~
environments viize ! 2 10.2uacks (e.g.open | o Implemen

.
o

=
=

|

Missing, incorrect =\ @) ‘ \
or default security e, L u=r fon) ersre i T
settinas 2 AT security settings may not meet an e Regularly e
9 . worganisation’s needs, leaving critical default ¢ /////
w | |
data exposed. { //g
e The cloud software provider can access your
. " e Dataenc P—
Third party or sensitive data.
. . . data from

cloud provider e You are likely to use third-party API e Establish P
access integrations or credit card payments. /

.

and data .

.

e  Your IT support may have access. /////////

e Ensureth /
Reliant on third- e QOrganisations rely on the cloud provider's standard. ) % .

R
. . N . N s
security measures, which may not align with e Forhigh:

party security

internal security policies or standards. audits of | P
their prac { /%
Data movement ° UseVPNG vl
R,
) N . . to-end en 7N\
outside the e Risk of interception, theft or tamperi~y: hen . | |
e, . . o o Limitda. //
organisation’s sensitive data moves over “xw te 1 3t, © overnan \ -
network and over especially witheor. o eaerfption. . g larl -
the Internet Wil 4 eguiary W/
P YA across net p”

3 recalls 465,000 pacemakers due to security vulnerabilities!

Initially, in 2016 St Jude Medical denied the allegations and sued the two companies who clain
However, they subsequently made a security update to resolve some of the flaws in January 2t
software update to 'reduce the risk of patient harm'. Patients had to visit a healthcare provide
home. US CERT included the following details in their advisory notes:

e The pacemaker’s authentication algorithm could be compromised or bypassed

e Thedevice’s battery could be drained by an attacker repeatedly sending RF wake-up cort

e Some versions of the pacemakers transmitted unencrypted patient information via RF ¢¢

COPYRIGHT
PROTECTED
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Amelia buys a remote-corwl Ad _1-g wniich she registers on a
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loT devices
The Internet of Things {loT) refers to the network of physical objects, such as ¢
sensors, and other objects, that are connected to the Internet and can collect.
objects are often embedded with sensors and software to enable them to con
central systems without direct human intervention. The loT increases securit,
devices, their interconnectivity, and potential vulnerabilities in the way they a:
Below are some of the key issues: e

gy C
Pl kremitted by loT devices

Weak or no encryptionon 3
. e A . . e Enayp
loT devices and thei . 7| % “without encryption can be intercepted .
. . . . using 1\
transmi N or tampered with.
f e (Change

e Many loT devices come with default

Default passwords passwords that are often easily . ;n;;j:z
guessed or publicly known. loT devt

Lack of patches and e loT devices may not recgave timely o Establic
patches or updates, leaving them

updates . device |
P vulnerable to known exploits.
e Ensure |
e  Non-IT staff may lack the knowledge configii
Deployment by non-IT staff y . g 'g
to securely configure loT devices. e Provide
andop
. . e Secure
. e  Weak or insecure control interfaces |
Flawed or insecure control e | authen.
. may allow unauthorispia mus. to loT
interfaces . e B e Usemil
devices or syiter’s. ./ - ,
eming W accessit
et Y A . e Choose
e oL SoedloT devices may not integrate )
Poor or no compatihit® v 4 o o T _ security
(a7 well with existing network security
s . . . netwoi
tools, such as firewalls, intrusion
. o e Segmen
detection systems, or monitoring tools. )
isolate |

Eavesdropping, and smart e Voice-activated loT devices, such as e Disable

. . smart speakers, may constantly
devices always listening . when i
. . listen for commands and capture
and sending voice data . . e Ensure
private conversations.

Activity A8

You are the head of IT security for the UK prime minister and have been tasked with the cyber
Based on the above table of risks, what actions would you propose to your team to prepare foi
tips would you give to the very busy prime minister? /

s
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A2.2 Where to find up-to-date sources of informati
hardware and software vulnerabilities

Staying informed about security vulnerabilities is important for protecting syst

sources where IT professionals and cyber security specialists can find the late:
|

Manufacturers’ websites (Az.z.1) o ,; 5

Hardware and software manufactureru.» ta Mﬁltlal security advisories an.

They provide patches, ﬁrmu;a - N :;i';,s, and security fixes when vulnerabilii|

el 3 = A
hate 5 acomatic, e.g. as part of monthly operating system up¢
h time the user opens the application.

IT support may sign up to a mailing list or for RSS feeds to receive notification.
patches, e.g. to deal with a current computer virus.

Ideally the IT support department should have a monthly check that automat
any manual updates are approved, and a manual check on the websites for so
automatic updates. Organisation-level antivirus software normally provides a

support can identify any devices which do not have up-to-date antivirus upda.

Forums and technical help websites for IT professionals/cybet

Web forums and technical help websites offer
. . : ., 1 Stack Exchange | https://sec.
discussions among IT professionals and security Security) c "
researchers who share real-world experiences. ( ecu[|§v, ommunity
Security experts often provide workarounds, A ;é{} ,f(cyﬁer h‘ftPSZ//WW“‘
mitigation techniques, and best pr:—,u:*cu-m . security) Discusses Vil
Jf b security new
L 7 . . https://com
Sometimes they gre r @) m jmare Cisco Security ps://
manufactumi: a' r“w,mmes they . p/4561-set
. w Community .
are inde At Cisco-relatet
il ) https://tech
Often, vulnerabilities are discussed on forums MiCi‘OSOft. Tech com/categol
and technical help websites before official Community Discussions%
patches are released. -

Third party websites specialising in specific hardware or softy
The table contains examples of National Vulnerability https://nvd.nist. go&*

websites which collect Database (NVD) Tracks known vulner
| bilit ts f

vuinerablfity reports from Exploit Database https://www.explail

multiple sources, including . Lists publicly availah

government agencies, (Exploit-DB) : pubucly

researchers, and manufacturers. | https://www.sei.cmi

CERT Coordina'f “.w‘

aedC ’T/
They provide detailed Cpmi BT

“| Vulnerability repoﬂ:ﬁ
Mellon Umverszty

\\\

54 b
descriptions, lmpactanalyw ;»wf“ M,fi
and exploit avaliabll by ;ﬁ 2"

https://www.cve, or¢
Identify, define an
cybersecurity vulne

https //thehacker

Common Vulnerabilities
and Exposures (CVE) List

o=

S

-

The Hacker News

=
D
o
o
=
—
w
o
=
g
%]
(]
=
=
{Twn]

=
e
]
m
=
Y
L
-4
(=]
=
3,
=3
S

MITRE ATT&(CK Pubhc knOWiedge bzéi

understand how re%
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A2.3 Attack vectors

An gttack vector is a method or pathway that cybercriminals use to exploit vu|
devices. Below is a breakdown of attack vectors categorised under wireless, 11
network access devices.

o |
Wireless attacks (A2.3.1) A
Wireless technologies transmit data througia t %}lyﬁé\a’king them vulnerable |
unauthorised access. e

" fw,f' 5 ,,,;”M; e

s

e

-
(u“j%.,

. Security Risks

i
{\\\\\l

Weak encryption, rogue access points, Use WPA3, di
s packet sniffing access points
Bluetooth Weak pairing protocols, unauthorised access Use 'Not Discu
Cellular (36, 46, 56) Fake} phone towers, SIM swapping, insecure Use encrypted
mobile networks
Satellite Link Weak encryption, signal jamming, spoofing Use encrypted
Infrared (IR) Short-range attacks, device hijacking Use limited I}
Near-Field Contactless skimming, unauthorised .
Communication (NFC) | data transfer Disable NFC i
Radio-Frequency . . .
Identification (RFID) Passive interception, cloning, replay attacks Encrypt RFID |

T, @ Go to zzed.uk/12912 E"‘ yguamssn s

Research Activity e
. Read the article at 2zed.uk/12912-security whi-t 5 & fﬁwg;twd‘nﬁg wireless network securi
suggestions and categorise each one in* « { f’éﬁ _lur everyone, including home Wi-Fi netwo
organisations, or (3) only o 5 = %éemment organisations.
o Bl
N
111& W your home Wi-Fi setup as a result of reading this article?

< gd\y;.o " &
M

=

- Doyoul

F

Internet connection attacks (A2.3.2)
Different Internet connection types and devices introduce unique vulnerabiliti

Connection Type Security Risks

Copper Cable Physical tapping, man-in-the

(Ethernet, DSL) Cable Modem or Router middle (MITM)

Optical Fibre Fibre Modem or Router D;fﬁcult,.but stil possible tg
or read signal leakage

Wi-Fiand Wireless Router, Cellular Device, Covved under wireless atte

Cellular/5G or 5G Router L ' |

|
T e e—————
J

. 4 F e
N s sy ¢ ..

‘ KSECW- ;,;;"%}«.;..I,,s‘spéJci;Iised security tools
it dcking tools for penetration testing.
lere you can see the KSEC Haks Packet Squirrel Il

“#1 which is a network sniffing and automation tool.
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Internal network access devices attack vectors (A2.3.3)
Switches, routers and WAPs manage internal communication but can be explo

disrupt network traffic. s

= . e . /

Device Security Risks % M

Default passwords, open ports, firmware ,f 'd ///

Router Passworcs, openp h Change defa %//// 4
vulnerabilities T e -

. VLAN hopping (tnﬁk'f;%x, wisisto send traffic on v

Switch ) "\ . Enable MAC St

a VLAN theaal * o oaccess to), MAC spoofing P

" ) 4™ Adm BE

Wireless Access _ . 45 fjklfs”’weak encryption Use enterpii Sl

Point (V4 \ & bl y ‘ 7N

T

To reduce risks some general mitigation measures are to:
e Use strong encryption {e.g. WPA3, TLS, VPN) |

o

e

e  Disable unnecessary services (e.g. WPS, remote admin access) P
e  Regularly update firmware and software g %
e  Monitor network traffic for anomalies Yons®
e Implement multifactor authentication (MFA) W%
(You don’t need to learn these technical terms, but they help you understan%

in this section: |
1. Packet Sniffing: capturing data as it travels over a network, often to ste.
2. Weak Pairing Protocols: insecure methods of connecting devices (e.g. E
by attackers.
3. SIM Swapping: attackers trick a mobile provider 5 &ransferring yourr.
access your accounts. - *”j,; .
Insecure Mobile Networks: piiFZc.« ‘po.w"’séﬁcured mobile networks th
manipulated. el
Signal Jammirz 9. *fﬁ\---vﬁr“éi‘ess signals to disrupt communication bet.
Spge®lh: L Siwing to be a trusted device or user to gain unauthorize.
gé"f\ttacks: attacks that require physical proximity, e.g. interc.
“Hijacking: taking control of a device without the owner's permis.|
Passive Interception: secretly listening to or recording data without alte
0. Replay Attacks: reusing captured data (like login credentials) to trick a s\

B

&

(‘—‘.@9".\’9‘%”

Shown here is the Hak5 Wi-Fi Pineapple Enterprise Pro Pentesting Device from KSEC Worldwide

Basic Operations
1. Reconnaissance: COPYRIGHT
e Use the Recon module to scan for nearby Wi-Fi networks and devices. PROTECTED
e |dentify potential targets and gather information such as €', BSSIDs,
and signal strength. e ¢
2. PineAP Suite: W

o Enable the PineAP suitefo .. 1. '“f'jyfa.»-te”d Wi-Fi attacks.
o UseDeauthto 4 i~ vy utsTrom their networks, forcing them to
ctiy Ly 00r device.
N wl allows you to broadcast multiple fake networks to lure clients.
3. (lient Management:
e Monitor connected clients and their activities.
e  Use the Client module to manage and analyse connected devices.

g

o
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A2.4 Types and uses of tools and methods to assess
computer systems

Assessing vulnerabilities in a computer system is essential to identifying potet.
exploited. Various tools and techniques, like those below, help security profes
Attackers also use all of these tools to test for weaknesses .although hopefully

tools from outside your network, not from insid% o d
9 {‘w - A
\ij m.j

Port scanners (Az.4.1) L9 L

A port scanner chec'/f G 7 r,a’osed or filtered network ports on a system ¢
. . wgunauthorised access.

;)pers and system discovery tools (A2.4.2)

A network mapper (or system discovery tool) scans and maps connected devic
relationships and configurations. It can help you find old devices that are still |
not be connected.

Registry checker (A2.4.3)

A registry checker scans the Windows registry database for unauthorised chai
vulnerabilities. It can check for weak security settings, detect startup progran
identify malware modifications in the registry.

Website vulnerability scanner (A2.4.4) —

Vutnerability Manager Fus

A website vulnerability scanner tests websites for i
security flaws like SQL injection, cross-site scrir‘;jg - :f
(XSS), and misconfigured securlty settmo 5 * '
J*‘ o
\Iulnerabillty det A gg E W,fs'd management

NN 6N dea

)
o
sl wob piges, mionfigured

ié‘,@xf‘j mate the process of scanning for
vulnerabilities, assessing risks, and managing security P
patches. They may include all the above tools and give ~ [=ww
you an overview report of weaknesses. In addition, they
may identify outdated software unpatched
vulnerabilities, carry out automated penetration testing
to find weak spots, and manage the security policies
across an organisation.

Enterprise |

Ve

7
.

Commercial t
vulnerabilities, but

L

Assessing user vulnerabilities (A2.4.6)

This considers the human factor and examines how users may introduce sec
of training. To test the system for human weaknesses a ¢ ;urlty firm may us
1. Carry out training and test staff on the answg - AT

2. Carry out password tests looking for na fo:f .Jéed passwords

3. Create phishing s;muiat;o?f sl %‘t mher or not users click on fake ph

s

ki

s D

i

e

A e
Nmap Se@or . a'* yisa powerful free (open-source) tool for network discovery an
; -N‘Map which is an excellent YouTube tutorial video from NetworkChuck
rabout computers and servers on your network, which can be used by hackers

-

Warning: scanning or probing networks without permission can count as unauthorised
identifying open ports can be seen as attempting to access.
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A2.5 Use of independent third-party review of a sys
designs before implementation

Before deploying a new system or network, organisations can seek independe.
that security risks are identified and mitigated. These reviews help establisht.
the system’s security measures. j

S :

o\ e
Some industries have specific security angl «or bli+.é standards. For exampl.
payments then you need PCE DSSeul ip : e, and if you are a healthcare orga
1SO 27001. All organisay‘:y; = g.i; ‘ocomply with GDPR.

-
Establ{E: e diligence (A2.5.1)
ié\y:’.“‘f o

Due dilige®¥c s the process of assessing and reviewing a system or network ¢«
identify and mitigate potential security risks. Unless the organisation happen.
their payroll, they are likely to hire a specialist company to carry out, for exan |
e  Security Audits — where external cyber security experts assess system/ne|
e  Penetration Testing (Pen Testing) — simulates hacking attacks to find wea:
¢  Compliance Assessments — to ensure adherence to industry standards (e

8 & 8 /
Third party certification (A2.5.2) Third party cerd
Independent third-party reviews validate whether an e provides cre§
organisation has followed security best practices. best practicé

L
e helps organi§
. .
compliance
! o improves trt%
9 ‘ -
g“"“"g b //
w > w4 and reguiatc%
e
TeA: =/
- e =
X 7 o
RTINSO

Find three companies in the UK which provide third-party support for organisations. Draw up a//?
. Also identify what recognised accreditation they help you obtain. In particularly do they offer /51
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A2.6 Applications and features of penetration test:

Penetration testing, sometimes abbreviated as 'pen testing', is essentially app.
experts try to break into computer systems legally, using the same tools and {
weaknesses before the bad guys find them.

Use arange of techniques to find weak s»a™ §z.6.1)
Penetration testing uses vulnerability detertic rat ?jmag’éement software, s.
and organisational weaknesses, andiig o wfstaﬁijing of an organisation’s sp.
weaknesses. oA\ il
R "“i; 3 - 4

2 G \ists of known vulnerabilities (A2.6.2)

iing checks against known vulnerabilities which will include tho
well as current threats such as those listed on the National Vulnerability Data

Produce reports in appropriate formats (A2.6.3)

After testing, a report is created to summarise what was found and how it cai
clear and easy to understand for different audiences, such as technical teams
that the organisation can u.
what actions need to be ta.

1 Broken Access Control The OWASP Top 10'is a list ¢
2 Cryptographic Failures web applications, published
3 Injection Security Project (OWASP).

4 Insecure Design i

5 Security Misconfiguration s d y;

6 Vulnerable and Qutdated Component: T,

Research Activity
- Browse the large number of Hak5 penetration hacking tools at
zzed.uk/12912-hak5

: Also watch the video which explains what a lot of the tools do.

For those of you who have watched films where USB sticks are .
plugged in to hack computers — you can see that these arr. 1 )%
. basedon reality! s

%»5
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A2.7 Passive risk management measures

In cyber security, managing risks is about understanding potential problemsa
them. 'Passive’ risk management refers to actions taken to reduce risk withou!
For example, it might be considered that the risk is too low or the consequend.

the threat.
i

Risk transfertoathird party (A2.2.1) g

This involves moving some or all th= “ ¢ 1 . nourter party. The most common &
paying a service provider. 2. rvic J ;Mdér (or Cyber security Service Provide:
specialising in provici ¢ -« i@ty"é’ervices, such as threat monitoring, vulnerab
joi 1 _iients' information systems and data from cyber threats.

@< chool realises it is too costly or too complex to handle all its IT .
they hire an external Managed Security Service Provider (MSSP) to manage
school can reassure parents that they have professionals carrying out the ||
succeeds, the blame can be placed on the external company.

Risk avoidance (A2.7.2)
This strategy involves stopping an activity altogether to eliminate risk.

Scenario: An organisation has a software system which provides a service i
and now highly vulnerable to cyberattacks. The cost of updating the systei
programming, is much higher than the profits they are making from the sy,
offering that service.

Risk acceptanre ‘7o %.3)
Sometimes, thg'¢ g’:1;;.35,;'rn”aifigarting a risk is to¢
imaz g ;3 rsK event. In such cases, an org.
nal b ;ug:/‘ For example, a school might decide t
:; ~-%e?ng hacked is low and the cost of securing ||
ensure that all data on the computeris encry.
and to accept the low risk of being hacked, ai
systems instead. Only time

/ will tell whether, or not, it was

a good strategy!

&

| Discuss exart
| "accept'arist

 Activity A9

Eloise has just decided to create a range of Al-generated images and to put them on T-shirts with
. the slogan ‘Al Generated: Because Humans Need a Break!". They proved popular in her village ari
. she has already made over £1,000. She has set up her own website tn <*art selling them on the
Internet, but an IT expert friend has told her that there are m 4y dri. s issuies with her website,
She is worried that it would cost way too much m -~ ¢ - suileone to fix the problems, so.s.
. considering either accepting the f{fkfﬁ;y A & ff;& Ji-business.

|
|
.
|
|
.
.
|
|
-
|
.
.

AAQ BTEC National IT — Course Companion: Unit 2 (Content Area A) Page 30 of 4&

S
y
4

W////W
|
|

bt

Fas

S
e

.

A

fo

e
oo

iy,

2
i

oo
S

]

o

o

/////////%

, /
//’///////////////

////////%

5
.

s
s

e

N\

i

F

i
i

g

R,
V. %

N\

4
S

-
P

=

N

&
i

gt

WW

e
S

&

i

i
s
o
7/////////////////

i

COPYRIGHT
PROTECTED

g

o

 Education




e

A3 Legal responsibili

i
Students should know the responsibilities in relation to current legal legislatiat ”77
%/////////////
w 4

W////W
|

)

g

.

2 &
UK General Data Protection Rac'at = «JKGDPR) (A3.1.1)

=
=

EU GDPR legislation of 2016 e 14 ;;ﬁmp“of earlier legislation; the UK was | %M//;Z%
of leaving the UK, tha i . »,uvas created, which continued to make everyat % % §
responsigsfili fil . .4 rules about how the data is used, states the rights th ///////f
their dat T {
See zzed.uk/12912-1CO @ Go to zzed.uk/12912 | —

o

UK Computer Misuse Act1990 (A3.1.2)

This legislation aims to protect personal data held by organisations from —
unauthorised access and modification. In the late 1980s, it became clear /
that legislation was needed to address the rise in computer use. The  —
Computer Misuse Act of 1990 was created to protect against exploitation,
defining three offences:

i
.

sy
Pt

S

////////%

i

g

Sy

i

1.  Unauthorised access to data, requiring proof of access, lack of .
permission, and awareness of the lack of permission. y

o

&

\\\\\\\\\\\\\\\\\\\

45

2. Unauthorised access with intent to commit anothu gfence, requiring
evidence that the gained data would be v ¢d {5:} rther illegal actions.
' - L

3. Unauthorised modification of ~' ;aj . gdmg/spreading a virus. L

i

Lo
G 74
1 4 e

e

U

i . 5 . - . . . #
‘Obtaining access’ ir« 4 'pj‘ﬁlﬂﬁg such as copying, erasing or altering data, W////
or causi bu. v _irunsuccessful attempts to access or interfere with
security , count as offences.

The Act also acknowledges that computer crimes may cross national borders,
giving British courts jurisdiction when a significant link to Britain exists.
Updates in 2006 and 2015 enhanced penalties, included new crimes such as
distributing malware, and expanded the Act's scope.

Consequences range from six months in prison and a £5,000 fine for
unauthorised access to computer material, to five years and an unlimited
fine if you have intent to commit a further crime, to 14 years in prison for
damage to critical national infrastructure and life imprisonment if there is
significant risk of serious damage to human welfare or natignal security.

See zzed.uk/12912-legislation @ Go to z7yet | k/ . ‘3?2

COPYRIGHT
PROTECTED

The Computer Mis . »-**3 s | prompted by the 1987 case of Steve Gold and Robert 5 9
d ¢ .10 British Telecom's systems and even accessed the Duke of Edinburg Qg
aws, was overturned because those laws didn’t clearly apply to computer mi E dU cation
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A3.2 Areas current legislation applies to

There are some obvious ways the current legislation protects you and your da|
that if you order a product by email then the company cannot start using you
similarly they must keep your email address secure.

Protection of data, instorage and when ;*' s erred (A3.2.1)

Your data must be protected when it is stnuad A jfa‘:f)ase on a server, on thi

other storage medium, including ~.:l ve ; iy measures specific to stored dal

e Encrypting data anﬂ ME {o{ AUItS unreadable without the decryption b

® §mp§emnntm S ;”’éwess controls to restrict who can access stored da.

e Mc , gl,, v‘ackups to prevent data loss in case of hardware failure o
therQ. s be secure.

e Ensuring physical security of storage devices and servers.

Your data must also be protected when it is transferred, for example betweer
networks and across the Internet. Key measures specific to data being transfe
e  Using secure protocols such as HTTPS, TLS and SFTP to encrypt data durin
e Encrypting email communications, especially when sending sensitive info.
o Implementing firewalls, intrusion detection systems, and other network &

Privacy and Personally Identifying Information (PIl) (A3.2.2)

This focuses on the protection of individuals' privacy and the handling of theit
be used to identify an individual, such as name, address, date of birth, Nation.
number, email address, phone number, biometric data, arvg online identifiers |

S

o . FRE 5 .
All the data protection principles outlined t‘?i( W&, 0. o all personal data incl

is necessary for a specific purpose a1y L1 Pirfor the purposes for which it §

with individuals about how ,,.sz ar F Y 5 mg used and respecting individuals' ¢
restrict the DFOCP‘"! di «fﬁ L

. Y . ] Two S

G d access to computers and devices (A3.2.3) (Sanfl

As well as following the rules for how personal data can be used, g itie

organisations must prevent other, unauthorised access to caué

computers, devices and systems which hold personal data. This for é

means that cyber security is essential and not optional! oﬁerﬁ

o

\\\\\\\\\\\\\Q

Unauthorised access to and modification of data (A3.2.4)

One difficult area for organisations with thousands of employees is to ensure
organisation have access to the right sets of data, and also to ensure that em
need to have access to in ways that they shouldn’t. Some measures to imple
® Least privilege: giving users only the minimum necessary access to data ¢
Access Control Lists (ACLs): control who can accequ. fj modify specific d
Audit trails: to track who has accessed an fa;;‘ d qata.

Data integrity checks: to detecf g * yrised modifications.

Intrusion Detectlon/va ol i h,@%ms (IDS/1PS): to detect and prevent

M‘

Damams

& & & @

L
%
L
.
L
%
.
.
.
.
.
.
.
.
%
%
%
%
%
.
|
.
.
.
%
7
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A3.3 Legal responsibilities legislation

General Data Protection Regulation (GDPR) (A3.3.1)
See https://ico.org.uk/ for the UK government website with the full legislatio:

GDPR: UK Data Protection Act 2018

/ |
Everyone responsible for using personal data has to fe!'y {ﬁi} /ru s called ‘data protec

.

information is: okt

, y ';f;@o{lst’b@‘e handled in a way that is fair to the in.

«+( open and honest about how they are using the date

for processing personal data, for example if:

e the individual has consented to them having th
any time)

e itis part of a contractual obligation (processing

e the organisation has a legitimate interest e.g. |
must conduct an LIA (legitimate interests’ asse:
valid reason and that the processing is necessa

e processing the data is of vital interest, e.g. a b
with emergency services

e there s a legal requirement to process the da.¢
employee’s tax information to HMRC

e itisinthe publicinterest, e.g. a local council pi
health monitoring

Organisations must have a cl;ar and specific reasoin

in the first place, i.2.* - 1't simply collect data g

If they want t(7Use g} - uata for a new purpose, they

[

e used fairly, lawfully and
transparently

e ysed for specified,
explicit purposes

e used inaway that is adequate, T4\ W= .
y' . q, |41 Ly msadons should only collect the minimum amie
relevant and limited to o 0 04 . i ,
. . achieve their stated purpose, i.e. they shouldn't coll
what isggcesta: oy

Organisations are responsible for ensuring that th
up to date. If they become aware that data is inac
Organisations can't keep personal data indefinitel
how long they will keep the data, and they must
longer needed.

\\m

b

3,

e kept for no longer than
is necessary

o
L

e handled in a way that ensures
appropriate security, including | Organisations must take appropriate physical and {¢
protection against unlawful or | data from unauthorised access, accidental or delib

unauthorised processing, enforcing strong passwords, multifactor authentica
access, loss, destruction controls, software updates, anti-malware software
or damage
\'A
- {Z&ﬁ 2
=
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Your personal rights (often referred to as digital rights for citizens)

The table on the previous page outlines the responsibilities of organisations
holding your personal data. The following list outlines your rights from your
perspective as an individual. People have the right to:

i
access their own personal data /
W

e
i

L
e  be informed about how and why their data is used
e have their data corrected, removed or restricted . e
s & wt ¢
e object to the data being used N atT L e
. L " : »
e portability (have data supplledﬁ*rj F mﬁne%adable format) St
. R
e not to be subjectto a s ion » @wgsolely on automated g
: W A 1 rr‘j " Z % .
processing (whiv 4 ¢, strict the scope of Al systems) o
. = s,
si:)' . L s / %
Jits to be aware of % //%
There'is stronger legal protection for more sensitive information, such as 5
. P . . . . . . ////////////////////////////%
opinions, religious beliefs, trade union membership, genetics, biometrics | |
. . . ft
health, and sex life or orientation. ‘ o ‘ //////////,
2. There are separate safeguards for personal data relating to criminal conv. { Y
. | | ]
3. Ifyou hold data about someone else {the data subject) you are a data contro| % ) |

processing data belonging to another organisation then you are a data proce -

R
(data processing agreement) with the data controller. A good example ofa i /
»/////// s

https://eRevision.uk — Privacy and GDPR Notice — Terms and Conditions o s

- Activity A10 / )
- You should know the principles of GDPR and be able to recite them. v 7
5 What does GDPR stand for, and what is its primary pv=.os / %

: @ N

What s the difference between a 'data cortr lle “ar:, - data processor' under the UK
What are the six key principles o€ 2 K 4 0.2 .

A school collects Stlﬂ"':; = ﬁg.ﬁmsses, and medical information. What legal basis §
-y plywith the GDPR?

WW

B W N =

i
W%/

y
i,
g

Discussion Point

Suppose a housing association receives requests from organisations such as utilit
debt collecting companies for the addresses of previous tenants who have debts
they share the information?

| After your discussion have a look at zzed.uk/12912-case-study for a case stud

@ Go to zzed.uk/1291. COPY RlGHT
PROTECTED
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A4 Software and hardware sec

A4.1 Software and hardware

Physical security measures to protect softw=>:and hardware
Itis pointless spending thousands of pounds 017y e ’fcu{*ity if someone can

office and pick up a computer or hardain

ar _wiver. Protecting software an.

unauthorised access, theft, or gar 5\ = requires robust physical security mea

i :;::;(WM"J
li. N M“g’“

unauthor ¥ 3

and software are stored. These include:

e  Mechanical key-based locks; a simple solution but
susceptible to lock-picking or lost keys.

e Programmable electronic keypad locks, card entry
systems and biometry security. They can provide logs of
access attempts.

e Network-connected smart locks integrate with security
systems to allow remote access control and monitoring
through the Internet.

2. Card Entry Systems

Card-based access control regulates entry into secure areag,

Different types include:

o Near-Field Communication (NFC); shor:re ige : J,éfEESS
technology used to verify ac:cﬂw LdnlL ) mobile
devices for authenticatior 77 L7~

e Radio- frpquer”\ ol °"§1 mt]fﬁ?\ (RFID): uses radio waves

wc rds in users’ pockets to

i
i
e

e Barcode and QR Code: entry systems that scan printed
or digital barcodes and QR codes for temporary
access control.

o  Magnetic stripe cards: old technology using a magnetic
strip to store credentials, swiped through a reader
for access.

o Embedded microprocessor/chip (smart cards): chip-
based cards often used with PINs or biometric
authentication.

3. Biometric Security

Biometrics provide a high level of security by verifyihg ‘) 5
physical characteristics unique to each individ' ar’ fﬁ%ﬁgw "
include fingerprint scanners, eye mc/gy can.rérs facial
recognition, voice and hand ;mﬁ,n 1 3w«g"‘m“tton signature
and pattern reco;zm L ""’h &dn use a touchscreen or
pad to g ;,M/Te pressure, and stroke patterns).

Fingerpririvscanners are common on laptops; facial
recognition is common for mobiles; and voice recognition is
common for voice-controlled speakers and can also be used
over the telephone.

4. Closed-Circ
Surveillancec
around protec
preventing ac.
door security |
Features can it

e Motion de
e Remoten
e Al-based ¢

suspicious

5. Security Ste|
Physical secur|
access and res|
roles may incly
CCTV and alar)
access points o

6. Alarm Syste
Alarms in builg
security team.
breaches. The
broken windo.
also be installe
drives to prev%
7. Protected (jfx
Protecting ne{x
interception. i
stop physical &
preventing tan

8. Staff Traml?}
Security is omy
Training helps//)

® Recogmse

or phishnr§

.

e Follow acg%}é
e Respondt:
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Data storage, data protection and backup, and recovery proce

Backup types
Backups are essential for protecting data against accidental deletion, corruptic
cyberattacks. The three main types of backups are:

e Full backup: a complete copy of all selected data. It is relatively simple te
in one place. However, it is also relatively time- -cona fnmg and requires |

o  Differential backup: this copies only the filger 1a ;Maveéchanged since the
much faster than a full backup ar.'. - Ie Mgtorage Restoring data requ

the latest differential bpflﬁﬁ . 'Mj >

e Incremental haslih "uﬁjes only the data that has changed since the |

Lar ch{?ull or differential or incremental). Itis the fastest ba.
lmmal storage requirements. However, restoring data can be |
e it requires the last full backup plus all subsequent incremental bat

One possible strategy is to take full backup periodically (e.g. once a week) the
make daily differential backups. If that is not frequent enough for the
organisation, i.e. it is too big a problem if a day’s work is lost, then increment. |
hourly backups could be taken.

Backup strategies

Suppose an organisation takes full backups of their server every day and keep:
server. If the building ever burns down, then they lose the server and the bac.
Therefore, it is a good idea to consider:

o  Onsite backups are stored at the same location as the original data (e.g. |
external hard drives, network-attached storage). A'*''bugh very quick an¢
provide a backup in case of extreme disas*{’;“ , ﬁ“g,yod idea to keep the

e  Offsite backups are stored at a d*‘ 2 put Mca"{{ocation e.g. in remote |

would have to happen at fw: | "ﬁ{’tﬁe same time. The backup can be
external hard d*‘; ' f} " Aaken off-site, or the backup can be made ove

’kufu als 5?’?—51’[63 on a remote server provided by cloud services

P
o8
Lot

sy: thlrd -party services usually provide an additional periodic bat

Now that superfast fibre has been rolled out throughout much of the UK at re.
viable to make nightly cloud backups. However, it is still normally more costly
than to make your own tape backups and physically take them off-site.

Backup methods
o Automated backups are scheduled or continuous backups without user iy
specialised software and monitoring. If alerts fail, then no one may realis.

e Manual backups require a user to initiate the backup process (and possib
external drive). They give more control over what gets backed up and wi
error and may be inconsistent. Manual backups are more suitable to smo
simple backup needs. i h

Disaster recovery sites - )
o A warm siteis a backurus 1 t\ 8l us"’wcil as a backup of the data, has son
with some sefun, * JL " uecome an operational site within a few hours ¢

e Ah is ., any operatlonal backup location with real-time data
repl from the original site so that, in the case of disaster at the
origmal snte it can take its place very quickly. It is used by orgamsatlom
that need immediate recovery, e.g. banks and hospitals.
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RAID

A redundant array of independent drives (RAID) system is a way of
configuring multiple storage drives to act as a single drive for file storage.

There are many levels of RAID, which use the multiple drives in

different ways.

Aside from RAID 0 {which just means using multiple d=/+ és if they are one
drive) they mirror or duplicate data on more th | rive. Ideally RAID

drives should be hot-swappable, whir;@ X

15 .48 possible to remove any

one disk while the server is ru it x . “replace it with a new one. The U
server gives users a W i ;ﬁwa”rf\”/e fails. Once the new disk is inserted, s

This mear®

s

disaster at the site.

Archiving vs backup
Archiving is a type of backup, normally a long-term backup that is unlikely to ¢

|0 02600

Nt 5 . uuples the required data to the new drive. .

[

is much better than a backup in the case of a single drive
failing. However, backups are still needed in the case of a fire or other

s
|

Purpose Creates copies of active data for quick recovery in case | Moves inactive ¢
P of loss, corruption, or system failure. reduce system ¢
. Historical, rarely

Data Type Reqularly updated, frequently changing data. o
P guiarty up q y ging financial reports
Usually stored on-site, off-site, or in the clouguit ; Often stored in |
Storage ; . s & o .
retention policies. P ad ™ | specialised archi
Access Speed | Designed for fast recovar - A = Slower retrieval,
Retention Short- to mecsr “tert | _epending on business needs. | Long-term, sori

S .

Wl . Compliance, let:
Use Cas Dl secovery, accidental deletion recovery. P , ¢
S record-keeping.

................................................................................................................................

- Activity A11

. Quick recap questions:

1. Whatis the purpose of site security locks? 5
2. How do card entry systems enhance physical security? 6.
3. What are the common biometric security measures? 7
4. How does CCTV contribute to physical security? 8

What roles do seci
Why might cabliti
What are the thre
What is a hot site
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Data resilience
Data resilience refers to a system's ability to withstand failures and recover gu
downtime. Concepts include:

[ ]

Redundancy: keeping multiple copies of data across different locations (e.
Fault tolerance: systems designed to contir: M} ’vsin:,‘; even if a compong

-

load balancing). 5

. s .
Disaster recovery plans /l‘;w #04 ulizies and procedures to recover data in ¢
disasters, or harc - » wod”

2 ak .y WAz ensuring minimal downtime by using failover syster
i 3

ConQied data protection (CDP): real-time backup mechanisms that allo.
previous states.

Recovery types
There are many different situations where recovery is needed. An organisatic
different locations to choose from for recovery. For example:

[ ]

File/Data Restore: individual files or folders may need to be recovered du.
or software failure. Itis likely that they can be recovered from the most ¢
backup, cloud backup, or possibly a backup tape that has been taken off..

Image Restore (Disk, Device, System): an entire disk, device or system ma,

image backup (a snapshot of the system at a specific time). Different typ

been taken: :

o Disk image: backup of an entire disk, inc! Vth > operating system,

o Device image: backup of a worl:-t tic 1 »;;a;.m{jﬁ or server.

o System image: backur o7y e Jure system and servers, from which t
disaster or affc.s = ff‘:f;i aware attack.

Full/k4 W ”{'N_;u;’e?”fhe entire system, including the operating syster
oirhew or repaired hardware. This might take around four hat
exar\@® T practice recovery runs have been made to make the process a

AAQ BTEC National IT — Course Companion: Unit 2 (Content Area A) Page 38 of 48

s
p
b

W////W

|
s

i
i
i

gl

=
e

A

e
oo
fo

iy,

2
"

oo
S

e

s

e

o

/////////////,,,,

///////////////////
7/////////////7'

|

—
S
s

S

.

s

o,
i

.
T

i,

COPYRIGHT
PROTECTED

g

o

 Education




Antivirus software and detection techniques (A4.1.3)

Antivirus software is a security application designed to detect, prevent and re.
viruses, worms, trojans, ransomware, and spyware. Organisations will normal.
servers and computers, and possibly for other devices and employee home c¢
recommended to buy antivirus software for their home computers.
i

Antivirus software will normally carry out a perio?’f, < 4 (fall the files on you
month, and in addition scan each file you oo ei {:é};jrds software detects viru
e  Virus Signatures and chn;j;ﬁ 1 if:j;;wlsfgnature is a unigue string of byte:

specific virus. Anti o . fyare maintains a database of known virus sigl
kS &V o .nyfiles that match. This is a good method for spoti|

more chance of spotting new malware, although is more likely to give fal.

o File Integrity Check and Checksums; antivirus software computes a check:
saves it. When doing a periodic scan or when a user opens a file it comp.
one it saved last time. If the checksum has changed then it could indicat.
(possibly by malware).

Once antivirus software identifies a threat it may deal with it automatically or |
out one or more of the following actions:

1. Warning; the antivirus software displays a notification to the user about o
The user must decide whether to allow, ignore, or take further steps.

2. Logging; the antivirus records details about the threat in a log file. Thisc.
malware activity and analyse attack patterns. |

W :

“aw
3. Prevent Execution; the antivirus blocks th i ?ym running to stop potei

Quarantine; the antivirus meysith. ’.;,«ecté’a/lﬁle to a secure, isolated folo
L ol .
files and either deleto ﬁ'aj ‘rindanently or restore them if they are sure
¥

5. Deleticauths - I s removes the infected file permanently from the sy¢
d 5ot needed.

This screenshot shows the
event log from antivirus
software, demonstrating that
there were multiple brute |
force attempts made the day Eventlog

before via remote desktop. The malicious A
The first IP address was from The
a location in France, the The n
others from Russia.

been completed suct

R

- Activity A12 *‘ Although it reads like a pro
L . . %qﬁ,
. View the event log from the anti-virus software 2zed.uk/1291 z'a“t“’"“sg//%
. running on your home computer. software works and softwar%

L

e
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Software and hardware firewalls and the filtering techniques

A firewall is a security system that monitors and controls incoming and outgo
predefined rules. It acts as a barrier between a frusted network (like your hon
network (like the Internet). Most routers contain a firewall to filter the traffic
computers contain software-based firewalls.
:

However, the best solution is a hardware-based firzon w f;ich is a dedicated |
WatchGuard or Cisco firewall. This means “ha ths “.ewall can be one networ|
separate Internet network, and t.:« ﬂi; a,-that devices outside the network

i 1 e
the firewall. B’
- .

the heder information of each packet such as the source and destinatio
the protocol type (TCP, UDP, ICMP). It then accepts or blocks the packet |

o Application Layer Awareness (Deep Packet Inspection - DPI); this analysed
headers. Itis used to detect malicious content, block unauthorised apps,
example blocking P2P file-sharing apps, detecting malware hidden inem:
web filtering (e.g. blocking social media).

e Inbound and Outbound Rules. Inbound rules might, for example, block a.
web browsing. Outbound rules might, for example, prevent employees 11
personal email.

o Network Address Filtering (IP Filtering) blocks or allows traffic based on |
can restrict access from certain countries or regions, block known malicic

internal devices to access sensitive systems. -
- C :j >
-
CloudPanel is a website manapz:- ¢ A q Jf Al PORT RANGE
tool. This screenshot <5+ oty
page fromqget * - ©- LiPanel page. ASHSFTP 22
% L -
You can Xg#at HTTP and HTTPS are SBH/SFTP .
allowed of course.
MYSQL 3306 |
SSH allows the developer to connect to .
the machine to work on it with a digital HTTPS 443
certificate. |
HTTRS 443 L
MySQL allows the developer to access
the database on the live server. HTTR 80
CloudPanel allows the developer to HTTE 80 .
access the CloudPanel settings to |
make changes. . sass
e

There are no other ports open._ .

S

e
T U N ™
- .
ey

.
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User authentication (A4.1.5)

User authentication is the process of verifying a user's identity before granting
network. It ensures that only authorised users can access sensitive data and ro

User login procedures

The user login process typically involves: ;
Entering a username and password e

Authentication check that the usernarie [ Ad . M«é\ﬁord match thoseina i
Granting or denying access P‘ 2 (0 | yuchentication results

Optional Multi- Facf"“ o iﬁj—;g ication (MFA) for additional security
Accourgthrat! 's,_ glwr“progress;veiy increases the delay between login

loc e Latween five and ten login attempts

ARE R o

Strong password and password policy compliance

A strong password is difficult for attackers to guess. The UK National Cyber

Security Centre recommends, when passwords are used:

e ldeally use machine-generated passwords and save themina
password manager

e  Advise users to generate passwords with three random words such as
smashbugshirt

e  Users should avoid using the same password, or variations of the
same password, for different logins

Password policy compliance
The UK National Cyber Security Centre also recommends:
e Enforcing a minimum length to avoid very short p2<:: ords

e  Using password deny lists which contain ?{r i @f "é nost common passu
e  Donot force passwords to explre Do Gy
® Do not use complex1ty recs Wil ’Lﬁ armaximum length requirements
3 A%
Biometricg@ibhe | @.ﬁ-’*“ -

ESB\:nication is covered in A4.1.1. It uses unique physical or behay
anning, eye iris or retina scanning, facial recognition or voice rece

Single-factor (SFA) and Multi-Factor Authentication (MFA)
SFA uses one method to log in a user, most commonly a password.

MFA requires two or more authentication factors. If there are two types of al
code that is texted or emailed to you, it may alternatively be called Two-Factai
different types of authentication can be categorised as follows:
Knowledge (Things You Know) — passwords, PINs, security questions
Possession (Things You Have) — security tokens, smart cards, authenticatic
Inherence (Things You Are) — biometrics (fingerprints, voice, face)
Location-based factors — IP address, device MAC adriss, GPS location
Behavioural factors — typing patterns, mot'ss 4 ~,«'}»m§ms, writing style

- .

Uih W
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Security tokens
Security tokens generate temporary authentication codes for login. They incl.
1. Physically connected tokens such as USB security keys {e.g. smart cards v
YubiKey, Google Titan Security Key and Nitrokey).
2. Contactless tokens which are wireless/Bluetooth/NFC that auto-authent.
3. Disconnected tokens which generate authentication codes independently
o  Smartphone security apps (Google Authentis ,\. | ' Microsoft Authent
o  Dedicated security devices (Bank OT"me {é//x “ors; RSA SecurlD).
e | d
Kerberos network authentica.on | ; @ L0
Kerberos is a secure zéu A chfn”protocoé used in Windows® and Linux® ne!
fe 1y Mce you have been guthenticated at the entrance by
‘ 30 to some areas in the festival but not others, for example yol
Bor wristband isn’t the right one to get through internal security to ||
1. The cllent requests access to a service, e.g. when logging on.
2. The Authentication Server (AS) verifies the user and provides a Ticket-Gr.
3. The client uses the TGT to request a Service Ticket {ST) from the Ticket-Gi
4. The client presents the ST to the service, which grants access, if the user |

Basic key exchange process

Secure communication relies on setting up cryptographic key exchanges betw:
1. Client request — the client asks for a secure connection.

2. Serverresponse — the server sends a digital certificate.

3. Authentication of server response — the client also verifies the server’s c¢|
4. Key exchange — a secure session key is generated using encryption (e.g. [

|
This ensures that during the session only the clienff,"\ e rer can decrypt dak

j} ,J
Certificate-based authentlcatlon 1 e
Although less common th'-\ 1 e \g rf’j you may sometimes go to a website
are takang arisk hocn é e websnte This is because either (a) the websit:
{ bf o i\ ,,,Lur“éd connection (https), or (b) because the website is uy.
el by the Certificate Authority (CA). The latter option used to be
now gives this warning. So, when someone sets up a new website, they must |

may be semi-automated by the software they are using.

| Goept ) Detien | Rezl

PKI uses public-key cryptogia
e a Public Key(shared with
o a Private Key (kept secre
Certificate Authority | Trusted organisation that issues Let's Encrypt, DigiCert, Globe

Public Key A system that manages encryption
Infrastructure (PKI) | keys and digital certificates

(CA) verified SSL/TLS certificates certificates that allow websit
TLS (Transport e.g. when you visit https://wv
Layer Security) Encrypts data between client ; y(?;w %tlon s hackers can't§
(browser) and server - 4 A the current standard.

SSL (Secure Sockets sl W T o,

L 5 18 SSLis no longer regarded a$

ayer) - ﬂ'_ \ Ny '

Self-signed r« \* xnnate created without a CA May be used for internal corf

website before buying a rea.

.

certific:
¢ where security isn’t a conceir

22|~ not trusted by browsers

Client/device Digital certificate used to A company laptop has a dm%
certificate authenticate a user or device to the corporate Wi-Fi wuthc%

L

zzed.uk/12912-authentication gives more detail about some of the above autl
use them. @ o to zzed.uk/12912 |
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Access controls and the methods to restrict users’ access tores

Access control ensures that only authorised users can access specific resource.
data and devices. There are different types of access control models used in ¢ s

S

Discretionary Access Control Role-Based Access Control (RBAC) |
{DAC) With RBAC, the admi'gistrator assigns | | y / 9
R | |
DAC is when users have control access baspd ~{e._or groups. . Z///
over their own files and Users he 5n- W,«ér’bups (e.g.in . %
|

resources. The owner of a ¢ t aiothere will be a teacher group | | Yt
resource decides whojr”; o ‘%i; \|“and a student group) with predefined | . %/M//%/M/g
- ]
it. For examoie ' L Buid a permissions. This ensures that . “ /jf// i
. ////,,,//
students can only access shared | / ) Y
. . . [ | |
Yoogle Drive, you student files. Similarly in a workplace | ¢ 4 ///
can share that file with anyone. it ensures that employees only access | | i
hat they need for their job; for | L
W a M i
y J ’ ft

example, only Human Resources (HR) | | ////
staff should be able to access . | |
| /%

i
i

employee records. N

///////////
//////////////////////

g,
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I can'share photos inmy If 'm ill and miss a lesson the teacher
OneDrive with my mum &) puts them on the student shared drive

so I can catch up

Access control can apply to these resources, for example:

Example

Applications Restricting access to HR software only for HR employees

Folders Only finance staff can open the budget folder

Files A CEQ's confidential report is locked to only the '"EO and executives
Data Sets Customer data is restricted to authmf wf)/f: ]

Physical Devices | Only authorised staff can a7 ¢l W mﬁfms printers, and company L
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Trusted computing (A4.1.7)

Trusted computing is a concept where the memory of the computer {boot dri.
RAM) are all encrypted with a key that is known only by the operating system
The advantages are that:

e  unauthorised code cannot be run at start up to hack into the system
e  only software and hardware authorised by the opm‘ §1g system can be iy
o  only files verified by the operating system s *’Bj 4ved so there is reduce

unauthorised access wn
e ifthe hardware is stolpg‘g@’t% Mwﬁf r‘E is encrypted
4. 4

v © & W,aéﬁ{erﬁ; to the concept on the basis that it shifts the col
ié\‘:;w- o for instance:

o Usersnay be forced to use software and hardware from a specific manu
e  Users cannot install software that is not pre-approved by the system.

o It can allow companies to track and verify devices, reducing anonymity.

e  Governments or corporations could enforce restrictions on users.

Windows users can opt to install BitLocker which encrypts their hard drive. S¢
This works in conjunction with a Windows hardware component called a Trus.

Device based security (A4.1.9)

There are a few methods that phones, tablets, laptops and desktop computer .

unauthorised people accessing them:

e timed lockout: if a device is inactive for a set period (e.g. 10 minutes), it a1
password, PIN, or biometric login to regain accesy;

e repeated failed login attempts lock the de sice gfﬁj Jora period of time to |
all possible combinations of b5 wi: &

g

e  memory Wlpe or facts 2 Sspy axe‘r”éaﬁed login attempts or attempts to lo
generallv on! e ﬁ‘}r e Tor high-security data

o dev 'n \ mrﬁtructed to be wiped remotely so the data is not stolen

Findingiost orstolen devices (A4.1.8)

Device tracking and location reporting software is commonly used
by users. For example, Apple has the option to find your registered

friends and family through their phones, a lot of people use .
SnapMaps to see where their friends are, and many devices have GPS%
the ability to find them if they are lost or stolen. Sate%

d.ete%
Phone Home on Connection: devices such as mobile phones have 5‘9”%
multiple methods of connecting to the Internet, commonly by Wi-Fi, tos /

by the mobile network to phone masts, and by GPS. Each time it
makes a connection IP and location information is Iogm" entrally by the op
e &

There are a few concerns about location Tuso ware:

e  Privacy; some software tr {Lﬁ/ﬁtﬁout their consent.

® Cybercrlm;nals Cruy ,@ m Mfé("fkmg software if they gam access to the dé

emmmmeiBem

e

-

Group Discussion

u

| Amilitary officer fell asleep on the train and woke up at his stop. Worried he mi
realised too late that he’d left his laptop on the train. It contained highly conﬁd@
| wasn't backed up and so he only wants to remote wipe it as a last resort. Dlscusé

o
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A4.2 Use of encryption

Storage encryption (A4.2.1)

Storage encryption involves encrypting data before it is saved and then saving
This means that the data has to be decrypted with the correct password or ke,

e  Safe Password Storage: programmers or hackers uszriito be able to acces:

user database directly. Passwords are nov{:ﬂ{;' 512 “w_h a one-way encry|

a user logs in, the password they tve» s & ~c hashed and the two hashed ¢
N T ..

e Digital Rights Manageme. . Y uilaedcryption is used to lock digital conte

The encrypted fil .5 -3 ,f»f' widfore be made freely accessible, but only aut

keygsslcce 5 o Luntent.

o , Disc, Device Encryption: data files stored on devices are encry,
with the decryption key.

Communications encryption (A4.2.2)

Communications encryption involves encrypting a message before it is sent, ai
only decode the message if it has the key. Encryption is built into most mode. |
encryption technologies are also embedded into smart, mobile, and other dey|

There are two main types of encryption method:

e Symmetric Fncryption: uses the same secret key for both encrypting and ¢
Encryption Standard (AES) is a widely used symmetric encryption algorith:
encryption such as BitLocker, VPNs and messaging apps such as WhatsAp,
encrypting data in blocks of 128 bits using either a 128-, 192- or 256-bit k¢
multiple transformations on the encrypted dat> ¢ s shuffling the dat.
A 256-bit key means there are 2%°° possib &'k {ic 1 T

W
e Asymmetric Encryption: uses v f"k:} ., = public key (shared publicly) and ¢

S

@ir e
These two comma» ’a.;,‘f’"».};fglams“é”’s{e used for slightly different purposes for con
e  Riv! "{mj;»A”éﬁeman (RSA): a secure method to send encrypted mess:
sign&Ga@® with which to prove the identity of the sender. The keys musi

the communication. RSA has been replaced in many applications by ECD
curve mathematics) and offers the same level of security with smaller key
efficient. However RSA is still common for backwards compatibility. .

o Diffie~Hellman Key Exchange: a secure method to create a shared secret |
can subsequently be used for encrypting their communication. |

L

There are various reasons why people might want to hide their IP address an¢
browsing the Internet and communicating over the Internet. Some are legitin
investigating criminal gangs or using the Internet in heavily censored countries
reasons are for illegal use such as communication between criminals, to acces:
the dark web or to carry out cybercrime. There are two sc/mmon methods, 7L
table below. o\ &

-
E Feature

v W ]
How it works

el (e \_n Router (TOR)
g@jﬂ‘ﬁ&:‘ c and routes it through multiple servers (like |

e

rs of an onion)

- Maximum anonymity

Slower than VPN as it is more complex and goes through multiple

Disadvantage layers. Some websites block TOR traffic to prevent abuse.

s

e

|
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Certificate Authorities (see A4.1.5 User authentication) are trusted organisatic
certify the ownership of a public key by the named subject of the certificate. |
website using https, the website server sends its SSL/TLS certificate, which wa.
to the device to confirm its identity, and provides its public key. The device ca
to encrypt the rest of the communication and send it to the server; only the s¢

this communication and get the session key to be used to encrypt the rest of ||
|

End-to-End Encryption (E2EE) ensures that dat s o ;’étéﬁ onthe sender's ¢
recipient’s device, preventing third DG % V'?n,».@ﬂ‘iéessing the data. For exam|
the AES key between the usarsun | 1. anatsApp server, then uses AES to erit
E2EE is an additional./ -« A iﬁj;».mél”é that the WhatsApp server cannot read the

5 3
o i

" Application

Wi-Fi (WPAZ/WPA3) CCMP, SAE (for WPA3)
HTTPS AES and RSA/ECDSA
BitLocker (Windows) and FileVault (Mac0S) AES (128 or 256)
VPNs AES-128, AES-256, IKEV2/IPS
WhatsApp E2EE, AES and RSA
Telegram (Secret Chats) E2EE, AES and RSA
Telegram (Cloud Chats) AES
Cryptocurrencies and
blockchain (e.g. Bitcoin) ECDSA
- Activity A13 ol
Quick recap questions: e ) :::
i Explain the difference between <= 7 = J Ng.@asyﬁ’ffiné‘iric encryption.
- 2. When would you use 933' -~ Riv>s - Shamir—Adleman (RSA) and Diffie—Hellman Key Ex
. 3. Explaigguhat, - ';."ff AL N the context of cyber security).
4. WEEEAR- o icrence between normal encryption of communication and end-to-end ei
P — @ pe—
- Research Activity

+ Study the article File Encryption 101: Safeguarding Your Sensitive Data from Veritas at zzed.uk/1
the options you have to encrypt the files on your computer and highlight the ones that you think
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A4.3 Protecting a Wireless Local Area Network (W1
unauthorised access

Wireless connections to a network, e.g. through a wireless router or
wireless access point (WAP), are often publicly accessible, either by
someone outside the window of the office, or a guest, e.g i n the
reception area or in a coffee shop. e\ ¢

{wx’ i j o
Media Access Control (MAL = au. ms fiﬁermg and hiding
the Service Set !dﬂ; 55 ‘E,}.éi ) (A4.3.1)

hey o w@s.ﬁnesses and cafés you can generally see the
9 ';thaf’are available. Most will be secured with a
passworCa@®wever, you can tell a Wi-Fi router to not display their SSID
(their name). This way only people that you tell the SSID to can access
your Wi-Fi, which makes it harder for someone to hack in (although they still ||

Né

Every device that can connect to a network has a unique identifier called a M.
when connecting to a wireless network. If you log into your home wireless rc.
listed with its MAC address, as well as every other device that has connected |
your friends’” mobile phone MAC addresses who you've allowed to access you

MAC Address Filtering can be used to only allow specific devices (with known |
network, adding an extra layer of security (although it is possible to spoof MA.

Wireless encryption (A4.3.2)

WPA2 and WPA3 are security protocols that encrypt the d /ta traveling over yo
unauthorised users can't easily read intercepted d o Wt A3 is the most recer

enhanced protections compared to WPA? W AMXwaéé“for Wi-Fi Protected Ac

Wi-Fi Protected Setup (WPSHi va fe i J.e"{hat makes it easier to connect devic.
pressing a button oryi & »é.wzu or t by entering a PIN code. It can be very cony
tC ¢ ,)M.bf’é it if you don’t use it.

o ereiess vulnerabilities:

® P:ggybacking is unauthorised use of a network, i.e. when
someone connects to your open network without permission,
potentially consuming bandwidth or accessing sensitive data. This
can happen in cafés where the Wi-Fi deliberately has no
password, or the password is on the counter in plain sight.

o  Unsecured access point: an access point that does not have
encryption or security features enabled, leaving it open for
unauthorised access.

o  Afake access point (also known as an evil twin attack): a fake
Wi-Fi network set up by an attacker to trick users into connecting.

o Wireless sniffing or eavesdropping is when attackers | gatercept and
capture data sent over the network to extractsis m\ > information.

3 & i

Mitigation methods for attacks on “‘/';r. 1 ,.@ =8
e  Ensure your network tiue sirat | ml PA2 or WPAS3 if it is available.
e  Change fhe daf ik o éfsmord and names because many default admin at

L

[

e Use oot P ck and allow lists to dictate which devices can and cannot co

Virtual Private Network (VPN) to encrypt your Internet traffic if yo
confidential information.

e  Check the firewalls settings; these help to block unauthorised access and
network traffic based on predetermined security rules. For a home ﬂetwoé
router is normally sufficient, but for organisations a separate hardware ﬁr%

= =

-

\\\\%%\
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A4.4 Building in security issues during network an

Expect that attacks will happen (A4.4.1)
The government National Crime Agency says on its website 'The deployment ¢ W%
cyber serious and organis:?d crime threat to the UK and its use threatens Critic. /////m
a risk to national security'. When designing a netwoirk, exr‘;ect t‘hat attacks w;fi %///,%
e Assume your system could be targeted by attzsie ) yen if youdon'tth: Gt &
use automated programs to go throvgh e ‘er: .twork where it can find v r—_—
e  Plan for potential security hrzuizi s ?Ng».mpTéﬁwenting strong protective n\ \/
¢  Conduct threat mo*ﬁ’i; ﬁ%xék assessment to understand where atta. %///M%
resporgas ir i a OM - L .
e  Red "Jp;luete‘\}our security measures to tackle new threats. / ;
: . |
Design the system to run on ‘fewest privileges’ (A4.4.2) —
Use the principle of least privilege, which means giving users and systems the | I
to perform their functions. This limits the potential damage from compromise P an
access more than they need. Ensure that permissions are regularly reviewed o % ;%
requirements evolve. Nt
Do not rely on secrecy (assume hackers can work out your systi //
Design your system in a way that it remains secure even if details about its de.
applying the various principles of security outlined in this course companion, ¢ ///////
updates, access controls. Itis a very bad idea to rely on secrecy of the system | % //é
Compliance with information security : (;’ ISO/IEC 27001 i // Y
W'l that orgamsatlé LN
standards (A4.4.5) IV isosiec 27002: Nt
Organisations should follow establicke s+ oty s information se%? W%
standards, e.g. ISO 27000. t= 15T 7 berSecurity selecting and im{ St
Framework (CSF) anc+ 6 16 the Center for »  ISO/IEC 27005: f¢ e
Internet @SRy | ., ere are also specific standards, context of i“forg
for PCI Deiey): ent Card Industry Data Security assess and man§
Standard) {0 receive online credit card payments. security SVStemg
e ISO/IEC 27003: &

IS0 27000 — set of standards designed to P ISMS based on %
help organisations establish, implement, e ISO/IEC 27004:
maintain and improve Information Security performance off§

e |SO/IEC 27006:
Management Systems (ISMS) cert/iﬁcation boé%

\ e
Key Information Security Standards
Standard Focus App COPYRIGHT
150 27001 Information Security Management Systems (ISMS) | All industries PROTECTED
. Government certification scheme to proter | . - |
Cyber Essentials against the most common th--t ! All industries
o " A Government,
NIST CSF Cybetecqg& 1 “ij 1gument framework nfrastructur e% 0
PCI DSS Ry ot Security Retail, banking 19
S0C 2 L Jata security for cloud services Saas, cloud, t¢ oo
HIPAA Healthcare data protection Hospitals, msﬁ .
UK GDPR ¢ Personal data privacy UK citizens' <§§ » EdUCQt»EOQ
EU GDPR Personal data privacy EU citizens' (%
FISMA Federal information security Government a¢
COBIT IT governance and risk management Enterprises, f§§
ITIL IT service management security IT service prov
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B1 Network type

Students should apply their knowledge and understanding of the security issue
to secure them in organisational contexts. Students shoulc:be able to interprel

w

,,3

B1.1 Applications and

% ol Z .
A computer network is oo ﬁj}! 2 eomputers or devices connected togethe
printers) or far vson i;;; Imattunicate.,
. 5 3

s

w

Types @ <work (B1.1.1)

Local Area Network (LAN)

A LAN is a network that connects computers and other devices within relative
building or a school campus, so that a direct physical connection is possible. &
fibre-optic cables to connect buildings and rooms. Normally Ethernet cables ¢
devices within a room or area. The set-up costs can be high due to the installa
in place, adding new devices is easy and affordable.

Wireless Local Area Network {(WLAN)

A WLAN is a type of LAN that uses wireless signals (Wi-Fi) instead of cables to ¢
laptops, tablets and smartphones to connect to the network without needing |
commonly found in homes, schools, offices, and public places such as coffee ¢
using wireless routers or Wi-Fi access points to send and receive data.

W :

: o\ LI
Many workplaces and schools use a mixtur? o/ ph, =i arconnections for the me¢
computers and also provide wireles: (it s U hoints (WAPs) for laptops, tablets,

desktops in places where it s ﬁfﬁu,& ur‘égpensive or undesirable to install ph
W
- .

voice, video and data over long distances. WANS typically connect multiple L,
]

Storage Area Network (SAN)
A SAN is a special type of network designed specifically for storing and managi:

[

computers and devices like a LAN, a SAN links together storage devices (such é

large amounts of data can be stored and accessed efficiently. SANs are mainf{?
and cloud storage providers that need to manage vast amounts of data secure

e

Personal Area Network (PAN) -
A PAN is a small network that connects devices around an individual person’s §
someone is working in a café on a tablet, they might z'¢ 1y = connected to a BEEL
smartphone via Wi-Fi and a Bluetooth headse! ,,mv'rf:hwsue calls. '

The Internet ol j}; -
The Internet is the t7i 4 )}% gﬂ};m«gf’og)ai network of interconnected computers .
devices gt « . Lid'to communicate and share information. It mainly
: _ tt;y and between countries, including undersea cables, whic
e way the Internet works using DNS and IP addresses is outlined |

s
_

e

=
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Private network types (B1.1.2)

An intranet is a private network used by an organisation (such as a school, bu.
to share web-based tools, documents, and communication. Normally only em|
access it. For example, a school may have an intranet where teachers and st.
timetables, and announcements.
|

An extranet is similar to an intranet, but it also n'}rgw ot f:orised external use:
suppliers, or customers) to access specifiz tan ifg;u;&’ network. For example,
parents to access the intranet fr. 1 S » iocheck what homework has been s

extranet where suppiipf"@} . f:fj;utcj check stock levels and place orders.

'. % i ww”f »;
" Lk swnere data, applications and services are stored on remofte
g# "can be accessed over the Internet from anywhere in the world
Microsoft OneDrive allow users to store and access files from any device with

Over the last decade or so there has been a trend away from intranets and ext
websites, third-party suppliers (for example to host email services, accountant
file sharing.

Wired and wireless integration (B1.1.3)

Most modern networks combine both wired and Bandwidth determi%
wireless technologies to provide flexibility, reliability transferred across a§
and efficiency. Wired connections (Ethernet) are fast 1 Kbps =1 thousand%
and stable, while wireless connections (Wi-Fi) offer 1 Mbps=1 thousan%
convenience and mobility. In an office, desktop 7 Gbps =1 thousan%
computers may use wired Ethernet for speed, wﬁi'f /, o~ |

employees’ laptops and smartphones connict fffjj; SFrfor mobility.

Ethernet standards for v+ {07 ireless

The IEEE 80gfami®: If Acards defines how devices communicate over netw

05, Evaernet Standards (IEEE 802.3) define wired connections whi.

S Mbps, 1 Gbps or 10 Gbps) or fibre optic (100 Gbps).

e  The Wireless Ethernet Standards (/EEE 802.11) define wireless network co
(802.11a) operated at a frequency of 5 GHz, had a maximum speed of 54 |
(802.11ax (Wi-Fi 6)) has a maximum speed of 9.6 Gbps and can operate a

Compatibility/interoperability issues
Generally, there is not a problem with using a combination of wired and wirelt
wireless devices connect to a wireless access point (WAP) or router, which is ¢
However, there are a few compatibility issues with some wireless communical
o  Older Wi-Fi devices may not support new standards.
o  Some devices only work with specific access points.
e  Some old devices don’t support strong encryption (\'V"EAB).

&

Admin issues

E ) ﬁ;‘\’“f”{“:f o
Wireles @8 o “!75 w* ul"iffgrent frequency channels; too
much ovXEG#Uses interference.
Devices on wired and wireless networks need unique IP Use Dynamic Host Configu
addresses to communicate. IP assignment.

In terms of network security; wireless networks are more

vulnerable than wired.

. L
Set non-overlapping chann%

L

e

Use WPA3 encryption and b
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Common technical issues
The IT support team can spend a lot of time with technical network set-up issu
and even more so when new equipment has been installed. Below are the s
the day in the life of an IT technical support engineer:

g, 00 e ] Gk

1 Weak Wi-Fi signal Dlstancg from r?ﬁts‘; 9 %acies (walls, | Mowi
floors). intvé fne .o orai
) Interference (from other Jo R yi-wf{efworks, microwaves, Chan
devices or networks) . f:"’” ;mété'oth devices, cordless phones. use
3 = Too many devices Use
streaming/downloading at once. routy
. High congestion, poor routing, Usel
4 Y (delay in data transfer) overloaded network. impo
Overloaded access points Too many users connected to a single
5 ) - . Add ¢
(too many devices on Wi-Fi) access point (AP).
T i i h Enal
6 IP address conflicts wo devices assigned the same nab
IP address. autal
7 Wi-Fi channel overlap Multiple networks using the same Usei
frequency. 114
g Packet loss (unreliable Wireless interference, damaged cables, | Use s
connection) or overloaded network. chati
9 Jitter (inconsistent latency) Network congestion, poor router Optii
settings. use u
10 DNS issues Incorrect DNS settingii i}w Use l
(slow or no Internet) DNS ser}ﬁe“ﬁf j 5 . (11
Hardware failures L ) Reple
-~ Eiw’ {1 .
11 (routers, switches, cabl=3' 7 | | \0: 1. o faulty network equipment regll
Network sern </ ol f;sué{ Poor separation between
12 W . . Use \
nlk)e wired/wireless networks.
13 \ o Data signals from one cable interfere Uselt
(wired signal interference) with another.
i <
14 Network Loop (switching loop) Imprf)perly connected switches create Use o
continuous loops. preve
15 Power over Ethernet (PoE) Devices don’t support PoE, or power is | Use
problems insufficient. powt

AAQ BTEC National IT — Course Companion: Unit 2
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Schematicdiagrams (B1.1.4)

As you can see from the long list of possible technical issues above, it is impor!
network works to be able to troubleshoot and to design new networks, or adi
can look at a network design in two ways.

A physical network diagram shows the physical locations ~f hardware devices
including server rooms, routers, switches, and enﬁc‘g« s, f;helps IT teams sel
network. A physical diagram is like a flocr la f‘é}@&éﬂding, showing where |
are physically placed. o0 4 j e
A9A L

X s
5. _inall LAN {physical)

e

Kitchen Dining Room

Router

WAP (in loft)

Desktop Switch |

Hy f
Server
Lounge

Printer

Study

i
A logical network diagram focuses on data ﬂo‘;,,; a jﬁnéﬂnication between
It will represent IP addresses, subnets .t ‘f)t,.‘j;;,,g paths, so if some users are
their data flows from their lap*:s. 11 ~g4 arouter to the Internet. It might,
external networks anc'.lit - ;”;«1 Lirrows to show connections. A logical diagrei

routes arag@aos \ Taon 't focus on physical distances.

Es

Small LAN (logical)

\\

Router |
/ Switch
]
Printer Desktop Desktop Server WAP |
i G T .
S : . T
’ y‘j e N — .
y | Mobile Mobile
. i
1 g
).‘;,}3 :M
. A
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Features/requirements of networks (cyber security related) (¢
Following are key features and requirements of networks to consider froma ¢

e

s

5 ///////////////////////7/
Explanation Cyberseci /
//4 S

The ability to expand the
- . . e  Use hardware that can bt S
Scalability network without affecting e . ( ////
 Fanin higher specificati Yt &
erformance 0 B
p - — ag_ = s
3 s . . E 4
Software and e ool e Secure authentication (€ W
. Ensurino 4727 tc ) lesand . Sl
Hardware Sharing / Nl e  Reqular security updates —
- 7ey o any vtk together. . : Bl
Compatibility -~ ~ = e Preventing legacy device e
u\ L . e Encryption for data in tra P
Data an@wlciharing | Secure transfer of files across P . . / |
. e Secure file-sharing protoi N J
/ Transfele®™ devices. i R
e  Access control policies & i
—— - ////////////////////////////é
- e  Optimised security toold
Performance / Speed and efficiency of )
. L e DDoS protection to preve gy
Response Time network communication. \ .y 7N
e |oad balancing to distrib | .

.

.

e  Encryption of off-site/cly /////////

Creating and maintaining

Backup Management . ) e Use of immutable backiy / '
copies of important data. .
e  Regqular backup testing & ) W
Configuration settings to *  Strong passwords and Mf
Security Settings g g o  Network segmentation i Va
protect the network. o 4 4
e  Reqular patching, firewal L //%
Ensuring the network is e Redundant network coni / o
Reliability 9t e _Fiilover mechanisms for / |
always available, - x . ) |
, 7% 7 Seurity audits and netws NN
Ability to keep functinag f’}‘ Redundant hardware (ba gy
Fault Tolerance N e . »
despn‘f P E L ” e  RAID hard drives and ha (»
@ e End-to-end encryption. #
Commurg s ;f lwecure exchange of data. o Zero Trust security mode
N ] e Regular audits of commi
 Activity B1
' 1. What are the differences between Ethernet and fibre cables, and what are their maximt
© 2. Whatis the maximum bandwidth of standards 802.11a and 802.11ax?
. 3. Whatis the difference between a WAN and the Internet?
COPYRIGHT
PROTECTED
1
o\ 4 :
Y
.w“"; -
: fj s T
"ol \ L & A
447 s Eg
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B1.2 Applications and features of network topologi

Physical topologies (B1.2.1)

Star network topology
A star network has one central message-switching device through which all the
computers communicate. In this system, each workstatior.is connected direci

central device — normally a switch — by its own unien b 2.
18 W
oA
The major disadvantage is deper‘;f 1 ¥ o e central device; nothing can
communicate if it breaks =+ ‘;Z'; equires a lot of cable, and if there are a lol
devices thethe s “*‘r:;} inwe expensive.

S

i s

; advantage is that it is easy to track problems because each waor
has its own separate cable. Also, this means that a problem with one cable or |
of the system. Performance doesn’t degrade when new nodes are added so t.
the central switch can copy with the additional connections.

If you have a single Internet router in your home which you run physical cable.
and/or Wi-Fi for mobiles, tablets and TV, then your home network is a star!

Extended star network topology
An extended star network topology is a specific variation of the star topology |
interconnected through additional hubs or switches. For example, you might |
classrooms in a school, where the central switch in each classroom is connecte
scaling up without disrupting the structure of individual stars. If a single cent).
that star lose connection, but nothing else is affected. .«

Wett Js
Hierarchical network topology =
In a hierarchical topology, th2cen 2 ;i;m,fftﬁh connects to other switches, whic
other switches which @9, "« ﬁxw%ﬁmputers. This means it is very easy to sca¢
B\ v .ien only devices below it lose connection to the rest af
2 gorT'(?s affected if a central switch goes wrong or loses power.

W

i
14

.

o

.
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Wireless mesh

Wireless mesh networks consist of a mix of WAPs. Some of the WAPs may wo
are connected to other WAPs wirelessly. Others may be connected by wired .
Internet. The WAPs covered can overlap with each other meaning that if one |
WAPs can find other WAPs to maintain the network connection, i.e. there isa |

This is very useful for users on a campus where thev ¢y éve about the camy

can seamlessly move between WAPs to main t'cr. cc ) jécrfon. Itis also usefu!

enemy may destroy a WAP with limit7 . ,_V"?‘cz @ their communications.

e\ T A

Mixed and ad-hoc p2v « ﬁ..m‘oﬁies

)ric o pudcan be redrawn as a one-level hierarchical network, &
Qa« star network. The reality is that many networks are a ¢

A mediun®®%ed organisation on a large site is likely to have a central server ro

to a super-fast switch with high bandwidth, which in turn is linked to a numbe!

the site. Any one area on the site is likely to have one or two cables going to .

topology with all network ports in the room or area going to that one switch.

In addition, many or all areas of the site may have WAPs providing wireless ac.
employees/students BYOD (Bring Your Own Device).

Logical topologies (B1.2.2)

This describes how data moves across a network, regardless of its physical dex

e Ina Logical Bus Topology all devices on the network share the same comi
all devices but only accepted by the intended reciuiz 5 This is easy to ui\
there is a problem with the main line, the win flpy;.:?twérk can be disrupte.

e Inalogical Ring Topology dat.t av: s acircular pattern around the rig,
Each device on the ne*wrk’h « =xdctly two connections to other devices.
and each devicvil % h :yas““{o handle its own data, but a failure inany ca.
enty Wi e

- Activity B2

. 1. Define physical topology and logical topology in the context of computer netwaorks.

2. Describe the key characteristics of the following physical topologies:
a. Logical bus topology

b.  Logical ring topology

¢.  Physical star topology

d.  Wireless mesh topology

AAQ BTEC National IT — Course Companion: Unit 2 (Content Area B) Page 8 of 37

S
y
4

W////W
|
|

///////

Fas

e
S

A

fo

e
oo

iy,

2
i

oo
S

]

o

o

R,
7N

-

s

o
S

s

b /
//’////////////////
7/////////////7'

////////%

N\

i

@

i,

g

|

-

COPYRIGHT
PROTECTED

g

o

 Education




B1.3 Network architecture

Peer-to-peer (B1.3.1)

Peer-to-peer networks are those where there is no central server and every co
communicate with others. There is no central management. Peer-to-peer is us:
computers do not need to interchange information with each other. Small con
networks since having independent computers dorf. Y re juire an expensive ¢
. . L. . b ) ' .
manage and maintain. This is now more fa sil e W._,,f%”l‘nany of the business &t
software, email and storage can 2l o 1L ad servers,
e e
e ’“ﬁ’ o "f/ . .
On most peer-to-ract . = wiks the data is stored locally on each machine any
i ":io},;wi‘"‘?jegular backups to prevent data loss. However, somet |

e

gectories on individual computers, i.e. individual devices act like

The Internet has made global peer-to-peer networking possible and cheap. Ho
peer-to-peer networking. {For this course you don’t need to learn the examp.

Software Examples

. . BitTorrent (gBittorrent, uTorrent, P2P file-sharing protot.
File sharing and . -
content distribution Transmission) efficiently.
IPFS (InterPlanetary File System) Decentralised storage &
Jami Secure, decentralised \«
Communication and Tox Encrypted, P2P messa
messaging Briar P2P messenger that wo
 Sluetooth or Wi-Fi).
Blockchain and Bitcoin _ g f: _}‘f ;}ecentra!ised digétélcg
. . 4 Blockchain supporting ¢
cryptocurrencies Ethereum .o .7 L
Y\ A (DApps).
Decentralised cloud 24 ¢ = Distributed cloud storat
storage, L\ DeSia Blockchain-based cloud
Gaming! ’ ..W 8 Popcorn Time A P2P-based movie str¢
streaming
Collaborative and Freenet Anonymous P2P platfoi
distributed computin BOINC (Berkeley Open Infrastructure Distributed computin
puting for Network Computing) puting

Client/server (B1.3.2)

. ) ) Servers |
The client—server model is a network architecture that .

. . L to clien
dominates network design. The basic principle is that most or all .« id
computers in the network are either a server or a client. A client . Fiie&)
is the machine or application that is usually interacting with the . Pt
user. It is responsible for sending a request for data viz.i/ | . pd
network to a server, or a small group of server. A Se J r réceives thrg;
these requests, processes them accorg,;l i andsnen returns the

. u iy e En.
requested data to the client o1 e ework. \_______j

wy )

Many org tic: s used to have their own servers on site are now either

3 s S A N . . ]

they carl{ @igdidessed by users outside the site or from home more easily, or ar

. et g . |
provided @ nird parties.
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Thin client (B1.3.3)

‘Thin’ computers are reliant on a powerful server for most of their processing -
large amounts of memory. This separates the computer into two parts where |
interactions with the user, containing only the minimum number of parts, wh.
computations and stores the data. If the server has any ‘downtime’ then all d.
application useless until the server reconnects.

. 3ur school has given you a i
The advent of cloud applications makes thi«- f‘:f _ﬁ’f gieny |

client more feasible. Forexample.,o Usy -5 icrosoft Word and. other apps
can have their email, word féf;:z;f,g; : Inedns y(?u can use it on your (@
spreadsheets cusin, o fﬁ"’aj&gement software your device only needs access
and acc@ykiicy ;\ﬁ«}var; all in the cloud most of the processingis done
rather th w @ alled on the computer, so the works fine for basic documents
computer doesn't need to be as powerful. desktop software for complex d

Further advantages are that there is less complex software on the client, and
software updates are managed by the central server, and little data is stored
on the clients so there is less of a security risk.

Disadvantages are that the server{s} must be more powerful and therefore
more costly to cope with the demands of the clients accessing it at the same
time, a fast and robust network to ensure a good connection is needed, and
losing connection means no work can be done.

Discussjor

\ Ay
| Smartphones a ;m,{}fjgwthm client. If you havea
| smagny ‘whicit applications do you prefer to use o1

% -
X LR {
7 ¢ paeér or laptop than on a smartphone?
U
i o e
. 0 Mw'} .
iy
M_,.,J
%
L
-
.
|
|
|
.
-
-
|
|
|
-
-
-
|
|
|
-
-
-
|
|
|
-
-
-
w .
fw‘ 3 S /
-t ¥ A %
w .
L
|
|
|
.
-
|
|
|
|
-
-
|
|
|
|
-
-
|
|
|
-
-
-
.
|
.
L
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B1.4 Modern trends - applications and security isst:

Virtualisation (B1.4.1)

Virtualisation is the process of creating virtual versions of physical computing |

networks, storage, or even entire operating systems. Instead of relying on de¢

allows multiple virtual instances to run on a single physica!)machine using softy

This technology is widely used in cloud computjfi,r g,., ,dulfg for whole websiic
' 5 \\mwj s

One key advantage of this VIrtua"' s sugmentation, which involves dividit

smaller, isolated sections,” 4% A or t@s“fﬁat if one part crashes, or is compron.

movetoothﬂrar' "L
Mj»@

It also md (G at resources can be shared more efficiently. Suppose a server
virtual servers. Each server could be allocated 32 GB of RAM, but as long as at :
an average of less than 12.8 GB of RAM no one will be affected. Normally you |
dedicated RAM, compared to shared RAM where you get a lot more for yourn

Isolation, sandboxing and containerisation are three closely related concepts.

e [solation: separates different environments so that they cannot interfere |
running multiple virtual machines on a hypervisor, each with its own ope.

e  Sandboxing: creates a restricted environment where applications can run
This is commonly used for testing software, but also for running suspiciol
for malware.

e  Containerisation: uses lightweight, virtualised environments (containers) |
system to avoid duplicating the OS in every container but aside from that
Docker and Kubernetes are popular containarsy i m.. Docker Desktop ¢:
to create a Linux virtual machine for\ive {;:}.gé}dae.

The attack surface is thé* {:l;;weér of possible entry points where an attac.
the attack sgafocs = e 3 mm*’masmg these entry points, making it harder for |

o haviiy Wer physical machines; instead of managing multiple physu:al s

workloads into fewer, more secure virtual environments.

e  controlled access; virtual machines and containers can restrict access to |
vulnerabilities.

e  easier patching; virtual environments can be quickly updated or reverte
are found.

e

-

.

Discussion Questions

.
| 1. Whatis the difference between isolation and containers and when would e%

2. Discuss the limitations of sandboxing. Are there any scenarios where sandlé

1 3. How does containerisation help in reducing the a** Jksurface of a system7
S C "}m“‘
oL

/
L
///,
|
%
L
|
.
.
%
%
%
%
%
%
%
%
|
|
.
.
.
.
-
.
%
%
%
%
%
%
.
.
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Cloud computing (B1.4.2)

Cloud computing is the on-demand delivery of computing services (such as se:
networking, software, and analytics) over the Internet. Instead of maintainin
and individuals can rent resources from cloud providers like Amazon Web Ser.
Cloud and Digital Ocean. Cloud computing offers scalability, flexibility, and cc.
security risks, like those outlined below, that must be maraged carefully.

e 6.
Configuration issues and default access <= tir §§f=wﬁy”cloud

AT —-.-...

services come with default settinz. ' at ) =,-not be secure. If an Iq 2021
organisation does not pro {S:f) figure these settings, different
unauthorisedusaic « o't Gant access to sensitive data. Examples online fro
of miscc@FR ti. 1.5 mclude: types of d
e PubN&G#cessible storage buckets: breaches sometimes pers.onaEz
happen when organisations accidentally leave Amazon S3 tracing, €
buckets, Google Cloud Storage, or Azure Blobs exposed to social sect

the public. employee

e Overly permissive access controls: giving users more addresses
privileges than necessary can lead to data leaks or employee
..

insider threats.

o  Unsecured databases: Cloud-hosted databases may not be password-prot
passwords that were used for development.

Reliance on service provider: when using cloud services, companies trust thire
protect their data. If the provider experiences an outage, cyberattack, or polic,

critical data. In addition, employees of the cloud provider tould accidentally &

stored data; in 2012 hackers stole 60 million usgs, et ticls after gaining acce

stored password. Users may be able to rin et *”,é visk by encrypting sensitive

cloud to prevent unauthorised ~is  (a Jcuse more than one provider for reg
. L 4 . )

their own backups of crpeas 4 4oy -

&

! -

Applicai 'gi amming Interfaces (API) and vulnerabilities [
in cloud \&##¢s/storage: APIs allow applications to interact On 19“]]3"'”&‘
with cloud services. However, insecure APls can create was accessing
vulnerabilities that attackers can exploit to access cloud over a year ing
resources. Common APl vulnerabilities are weak numbers, date
authentication and no rate limiting issues to prevent repeated was further to
brute-force APl attacks to gain unauthorised access. agreeing to pe

el

Account hijacking: cloud-based accounts can be

compromised if attackers steal login credentials. In 2017 Uber revealed tha
This allows them to access sensitive data, launch account (a programming ¢
attacks, or use cloud resources for criminal activities breach including names, €
(e.g. cryptojacking, sending spam, or deploying 57 million users and 600,¢

malware). Attackers hijack accounts by phishine =/ t. implement reasonable
testing to see if users reuse passwords th2t we 0 | former Chief of Security O
exposed in previous breaches or v gl ) reak convicted for covering up |
authentication (not usinz? = { wer :

Activit ‘
Outline th€pros and cons of using cloud applications through a browser compared to desktop
. future all applications will be cloud-based?
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BYOD (B1.4.3)

BYOD (Bring Your Own Device) policies allow employees to use their personal |

for work purposes. Similarly, universities allow students to BYOD. While this s
productivity, it also introduces security, privacy and management challenges. ”77
. %////////////////

|
Issues . . ¢ //,/
Non-endorsement of password policies: personal devize i+, 1ot unforce i
.. N . . i - ) ?/} l EﬁfOfC€5§ e
strong password policies, making them easier .« ym, 2aise, or employees accountse | /g
. e - L W
might reuse weak passwords acro<z:ix S« 2! nd work accounts. They may -
. R 1 a0 Y . employee: sy
store passwords insectrzy - » A <.9tes app) and not use multifactor store all e

iy,

(Mit e ®

2
i

a3
o

s

—
[
s

ot
:
3

ok hisation’s privacy: employees may feel uncomfortable if an

o

Some Mol

organisation has remote access to their personal device. On the one hand , p
s . o exist that SRR—
employers need visibility over work-related data, but this could conflict with
.y . o personal i P—
the employees’ right to personal privacy and there are legal implications if b0 implem o~
organisations monitor personal activities without consent. Privacy concerns W/:ariz e { %
may lead employees to disable security settings or refuse device monitoring. emploved ////////
Companies may accidentally collect personal data, leading to legal and US,’;’IZ . i/ 0@; MM%
ethical issues. /
Data security (on-device and during transfer): work data stored on personal | Fncryptal
devices is at higher risk of theft, loss or exposure. Employees might use Use secuis ////////f
unsecured cloud services, email, or messaging apps to transfer work data. encrypteq % //é
Personal devices might lack encryption, making stolen and lost devices a unauthori: /// d
N P
major risk. i Google [r. % Y
Patches, maintenance, updates and compatibility: p~..2 al ‘xﬁceé may not | Reguire & ///,/////
receive regular security updates. Emplov,e;w 7 Uswsdtdated operating accessing. ——
systems or applications with vt uai ft.;,meés’i)omte applications might employec: ot
not be com;;ati_lllwe yvii‘i A f;ug-fa‘f devices. versions i W////

i
i,

/s« ,:sdna’{ gpplications: employees may install work apps Use applic

#ces, mixing corporate and personal data. They may approvec .
download apps for personal use (e.g. social media, gaming apps) which personal
contain malware or data tracking. Jailbrokes

Erasing/wiping data after use or when no longer required: when employees
leave a company, corporate data may still exist on their personal devices, or | Use remc:
they may deliberately leave it on there to use in the future. If a device is lost | 7o return ¢

or stolen, work data could be exposed, and personal devices may not have Support &
secure deletion methods.
Tracing and auditing data use/movement: organisations need visibility over COPYRIGHT
data b intrud Ldata. Emol Use Data |
corporate data but can'not intru .e qn p?r§oﬂa ata. Employees may usg monitor d PROTECTED
personal storage solutions, making it difficult to track where work rata is
. . : L only use ¢,
stored or shared. A lack of logging makes it hard to invest it Led ity .
g W 1% | e activity lo.
incidents and so data breaches may go undeteste ! if | rack.uy'mechanisms .
o s compliarnc
are weak. 200 35®
i | ! e E »
i L 9

e

o

 Education
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Software-Defined Networking (SDN)

SDN is an approach to network management that centralises network control
administrators to manage and configure network traffic dynamically, rather ti.
based network management. SDN is commonly used in cloud computing, dat.
to improve flexibility, security and efficiency. Key aspects of SDN follow.

e  Segmentation: SDN logically divide a physical networ' into multiple virtu:
isolated to reduce security risks. For examnie \ s tal network could ul
from administrative systems. if i

*  Remote management: fr </t a jwéﬁmrks require manual configuratio

whereas SDN e7ii 4. fi.jjti ra‘flsed control to manage entire networks ren
il 7 quwr‘fgla fixed remotely, changes can be deployed across the
'ewces and IT teams can enforce policies even for remote brai

e  Automation: SDNs automate network configuration, traffic managemeni,
predefined rules. Al and machine learning can be integrated into SDNto |
automatically. This can reduce human error by preventing misconfigurat,
vulnerabilities, speeds up deployment of new services and applications, &
detect network failures or cyberattacks.

e  Scalability: traditional networks require new physical hardware (switche:
allows networks to scale by adjusting configurations via software, withou

resources can be added or removed as needed, bandwidth can be dyna:
applications, and can scale during peak times

o  Reduced hardware requirements: SDN reduces expensive proprietary n¢|
dedicated firewalls, load balancers, and routers, replacing it with progran

These white-box SDN can be supplied as bare-rme: 1 here you choose wi
(some are open-source), and others are b mnic g{l}gth a vendor network €

Storage Area Network (SAM! wud ”
ASAN is a scalable sa i 4 jjf,mﬁmitiple storage devices, e.g. an array of hary
ra s awagement. A SAN may be expandable — for example, by

&9 s hardware to link drives together and a management system {
right component. Key features of SANs are:

e  Redundancy: redundancy in a SAN ensures that data remains available e
It is achieved through RAID, having multiple physical paths between the ¢
controllers and power suppliers, and backup power (USPs).

e  Scalability: new disk arrays can be added without downtime, Logical Vol..
allocation of storage resources, and as storage demands increase, worklg,
across available resources.

e  Access controls: to prevent unauthorised access and ensure proper data |
zoning (restricting which devices and servers can communicate within the
Control (RBAC) to define permissions for administratcss and users based ¢

W

o  Encryption and digital certificates: securl* “a ',,» \ffor»toncern in SAN eny
data integrity and confidentiality e 0 *)r. ¢ storage, and when data is |

. . iy 5 i e .

used to authenticate d@V’fwﬁ* N event unauthorised access.
o w

&
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internet of Things {loT)
The Internet of Things (loT) refers to a network of interconnected devices thal
other networks without direct human intervention. loT devices include smart |
medical equipment, and connected vehicles. These devices collect share, and |
automation and convenience. However, loT security remains a major conceri
exploited by cybercriminals.

| loT Security Issue | Descriptizy 7~

.
loT devices use AP'~ -+ mi ::caté with cloud

’7&1
.

AP Security Issues services f;,ﬁ: s ‘E;I «entication and encryption can gfti;i:;
. N
kg e dtive data,
Default B rds o ladany ToT devices come with default credentials that | 2016 Mirai
Security\ 2k =~ | users don't change, making them easy targets, passwords,
Lack of Pa¥ loT manufacturers often fail to provide security Older sma:
Updates updates, so devices are vulnerable. vulnerabi.|
" k encryption on Zi r h'5, makes i
Low-Power Wireless Weak e .C yptio O. ngbee.o ‘Bluetooi >, makes i Attackers ¢
. easy to intercept signals. Limited range forces users
Technologies A Zo . trackers ¢
to install more devices, increasing the attack surface.
loT devices can be hijacked and controlled as part The Mirai .
Botnets of a botnet, launching DDoS attacks, spam, into attac.
and cryptojacking. Internet e,
ing via N rk . . .
Spying via Networked Hackers can access cameras and microphones in This can be
Cameras, Smart Hubs, . . . _
smart devices for surveillance and data collection. identify val
and TVs
. . . . ) mart car
Exposure of Critical loT systems, including medical equinment, Smart carg
", . . . . m» and acceli|
Non-Traditional home appliances, industrial machizes = ju rehicles, insulin and
Networked Devices are at risk of cyberattacks, 4 o> :
- attacks ant

Remote working
) nd convenience but also introduces several |

Remote v g

g

. 3
e

Need for VPN/encrypted link

Virtual Private Networks (VPNs} ensure se« Devices §
connections to company systems . Triay L Emplcy%
4 devices

s L
protects data from man-ir. .; a L ITM)
attacks when using Wi e Wi-Fi

o r——

=
aata storage/transfer and cloud usage
grstore work files on personal cloud accounts
which may lack enterprise security controls. Unsecured
file transfers via email or USB drives increase risk of
data breaches. Misconfigured cloud storage can expose
data to the public.

visible t /

.

Weaknesses of t
Video conferenc
services are ofte
Phishing attacks
lack end-to-end

.

-

i

D

.

AAQ BTEC National IT — Course Companion: Unit 2 {Content Area B) Page 15 of 3

.

s
y

WM

|
s

=

S
=

.

S

e
oo
fo

iy,

2
i

oo
S

o

T

o

o

/////////%
%////////
W/’
g
i
i Wi,

i

s
.

S
F

i

g

F

i
i

R,

&

\\\\\\\\\\\\\\\\\\\

U

WW

i
W%/

L
i

COPYRIGHT
PROTECTED

g

ag

 Education




B2 Network compon

B2.1 Application and features of hardware compor

End-user devices, with connectivity and proc> ising (B2.1.1)
Mobile devices -y 5 >

The key features of mobile devices oresii "'75 .2l as being compact and portt
Wi-Fi or Bluetooth, and thev 9.0 1 E';;@a’ﬁéred so need to be recharged.

¥ a'l» 4

mut o Lones are smartphones which are handheld devices wh
‘ co‘rnputer or laptop, albeit with a much smaller touchscreen. |
Zails and access the Internet using the mobile phone network. The,
using Wi-Fi, and connect to other devices such as smart watches and headphe

Laptops (interchangeably called netbooks &
version of a desktop computer with a built.|
portable, the components need to be adap
and they also need to be more robust, so la|
same specification, are designed to consun
connect using wireless.

Initially, the key difference between a tablet and a laptop was that a tablet ha.
touchscreen rather than a keyboard. However, many laptops now have
touchscreens, and wireless keyboards can be used with tahiets so the two typ
devices are now merging. The key difference betvvgp- s ﬂartphone andata
was often size but the lines are blurred wit- b'/ge. ja«ftphones widespread |
Internet telephone and increasing Ysrol o calls.

1 -
: Ly ﬂmajy portable gaming devices which have built.
' Mf)a“ézlmes Examples are Nintendo Switch, Steam Deck, |
Portal. Some smartphones support gaming through cloud &
GeForce Now).

Smartwatches and fitness trackers are wearable devices that sync with
smartphones for notifications, fitness tracking, and health monitoring. They
provide apps, GPS tracking, payment, and phone call capabilities. Fitness |
trackers, with Fitbit and Garmin being the biggest brands, specialise in heart re
steps, and sleep tracking.

e

Digital cameras are dedicated devices to take high-g
videography. They include both DSLR cameras, mirr
such as GoPro. Many cameras now feature Wi-Fi am
images and video. . g

kK
b
i

k-

Virtual Reality (VR) headsef;j 413 waiuest HTC Vive, PlayStation VR) i lmm
users in 3D virtual wa 4 w& Nrﬁ%ﬁtEd Reality (AR) devices (e.g. Microsoft

e ""; ;w.»:»fro) overlay digital elements onto the real world. Th
nmg, virtual collaboration, training, in education and have

=

=
.

Multi-functional device refers to devices that have features traditionally in ot
smartphones have cameras (largely replacing digital cameras), watches can
phone calls, and gaming devices can be used to surf the Internet.

i
-
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Fixed, networked devices with processing and/or storage

Fixed devices are permanently installed devices that handle data processing, &
They are traditionally connected to networks through physical cabling for spec
increasingly PCs, printers and scanners make use of faster Wi-Fi networks. As
restrictions of portable devices, they are often more powerful and are usually |
relying on batteries.

/
&ﬁ%::::::jz
—Devit:e Type Descriptior anit o res

.

A powerful comniierai s v d to manage network resources |
L eﬁj co |
and sece | it;s si.ared applications, and store data. Can run .
Server "f.i’ﬂ f sapport continuous services. As a result, it normally has |
. tdster, bigger and more reliable hot-swappable hard drives, g
processors, RAM, as well as redundant power supply and is
. |
linked to a UPS,
Network Attached A dedscgted storage device connected tjo the network. Provides | b
Storage (NAS) centralised, shared data access to multiple users. Often N
9 includes RAID configurations for redundancy and backup. .
Non-portable computer, sometimes called a desktop computer, .
Personal . . . , \
for personal or business computing. Traditionally workstation
Computer (P() . - .
referred to higher specification computers. 3‘
A peripheral device that produces physical copies of digital ¢
. documents. Network printers connect directly to LAN/Wi-Fi for
Printer . L |
shared access. Most common are laser printers, but inkjet and .
thermal printers are available too. .« =
A peripheral device that captur <y vs | ﬁo@ments or images
Scanner and converts them ini sl rusiats. There are flatbed, sheet- | |
fed and raraute b 1.:2éld models. Network scanners allow .
o AENd = grfents to be emailed directly to a user.
ﬁu.snff)i'ﬁes printing, scanning/copying and emailing in one ¢
device. Often networked to allow shared access. May include
security features to protect confidential data. ’

Connectivity devices (B2.1.2)

Connectivity devices are the hardware components used to create network co
other networks and the Internet.

Switches have ports to connect multiple devices within a
LAN, most commonly using an Ethernet connection.
Either computers and servers can plug into them directly
using a CATS or CAT6 cable, or they plug into a wall
network connection which has a cable that conza «s ¢ f’
the switch. Unmanaged switches are ha.i» ’uluj‘mmu‘*«’f}léy
with no configuration. Manar;;y A "’fjfw,éycén manage
traffic better by forwersi 4 e = specific locations, by
including summit B lés,”gnd sometimes can be controlled remotely.

W
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Routers connect a network to the Internet. They handle the traffic sent out
from the network, sending it to the ISP {internet Service Provider) and incomi
traffic. Home routers normally have an inbuilt firewall for security and to dire.
traffic to and from specific computers, although larger businesses have a
separate physical firewall device to do this. Wired routers have at least one
Ethernet or fibre connection, although some contain a mini switch with four ¢!
more Ethernet ports. Wi-Fi routers allow multiple deviyo ,{fo connect to gain
access to the Internet. Most provide both phy e fﬁ;}fgaﬁd Wi-Fi.
P ’,; e

Gateways connect networkc 1! ;mfi . ‘iferent protocols. This may include cor
computer networks ‘it ~a 3 w«a’sfof the old analogue phone network has be

; 25, CN Mﬂ»éféms to the Internet. They also provide a link betweo
9C ofgateway, linking network traffic with the Internet.

Bridges connect two networks together. They are generally lower cost and loy
may have just one in and out connection. However, they can link networks wii
protocols and can also be useful to connect legacy systems that do not suppo!|

Repeaters boost and retransmit signals to extend network range. They are us:
Fi and wired networks. If you have an area in your house that doesn’t reach t|
can buy a relatively cheap Wi-Fi repeater to receive the Wi-Fi signal from else.
house and boost it.

Wireless Access Points (WAP or AP) convert wired s
as a hub for Wi-Fi devices, and 2 gnesh of WAPs can |

a site.
- o)1

. >}

w

USB hubs expand the numl s B upﬂ?jts avaalable For example, if you have
USB slots in vour l“r i {cmant to have a USB mouse, keyboard and charge |
3 gefa USB hub which converts one USB slot into four, for

plugged mtowthe USB, so you only have to plug the USB hub into your laptop v
you arrive. Passive hubs rely on the power through the USB connection. Activ
need to be plugged in for power but can support more devices.

Modems (Modulator-Demodulator) are devices that connect your network to |
signals from your network to analogue signals for transmission and vice versa.
Types of modem are:

e DSL/Copper Cable Modems convert signals to/from copper telephone ling
These are often called legacy lines as most of the UK is converted to fibre

e  Optical Fibre Modems convert signals to/from fibre-optic cables using ligh
data transmission. |

W

d o .
e Wireless Modems connect to the Internet ;.a :‘?effs_ ar rietworks. A mobile
is a mobile hotspot. 4G is relativ;i:. © v Luecan be helpful in areas withe
available this can provide e Lk Larvice than legacy copper phone lines.

w
§

e

;’.,»‘i ty devices have overlapping capabilities. As mention:

,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,

Activity B4
Explain the differences between gateways, bridges, switches ag
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B2.1.3 connection media
This table contains more technical detail about the different types of wired an.

specification

Twisted-pair cable | Rel ia?\'ﬂ ] §ow latency, L;m;te§
Ethernet 7 installat
(Cat5e, Caté} .F - j |
g W cable wi
Wil“' it dj\ M} - 4
R o et o . - Short ¢
. . 1 peripherals and Universal compatibility, dlowers
Wired 71 o data transfer. fast data transfer (USB 3+). versiont
il (USB 1.1, 2.0, 3.0,
3.1, and 4.0)
Uses light pulses to x
. : Expens:
Optical transmit data Extremely fast, low )
. . . . fragile, |
Fibre through fibre-optic | latency, long-distance. .
with the
cables.
Wi-Fi Wa‘reless Fonnectnon . . Interfei
(802.11 using radio waves Convenient, flexible, fast cance B
: (24GHz, 5GHz, | speeds (Wi-Fi 6). ge. 2
standards) vulnera:
6 GHz).
Wireless,
short-raqge .(4 ) Contactless.' w power, Limiter
NFC communication Zaly Antication transfe:
using 13.56 MHz_ | 7% (8 ntation.
e
radio W 4
T 2 wﬁj‘gt‘w” .
Ao wrré less . %
Wireles; . Low power, easy pairing, Short 1.
communication wide compatibilit speedé
(2.4 GHz) for device Y .
pairing. %
M(.}bde cqnnectswty High-speed data, low Limite/é
Cellular using radio towers latency. subports man ex0en %
(56G) (millimetre-wave device}: PP y sefun i‘%
and sub-6 GHz). ) .
|
Data transfer using :/nir{zjgzt;peeds, SECUIe, Limite§
Optical Li-Fi | visible light instead : line of s
. electromagnetic .
of radio waves. , techn%
interference. L

16-core fibre-optic cable

b

L
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B2.2 Application and security issues of external me

External media and storage refer to physical devices or digital platforms used |
outside of a computer's internal storage. These devices can be removable, po.
them ideal for temporary or long-term data storage and sharing. Removable
drives, external hard drives, SD cards, CDs and DVDs, and tape. Network-base
attached storage (NAS) and cloud storage platforms |

y.g

f” Jjw

Encryption (B2.2.1) r

Encryption is used to prﬂ"" - at“ *iwe?({jernal media by converting it into unre
decryption kay. Ao "*}Hﬁs"helps prevent your data being accessed or stole|
ityvin data protection regulations (e.g. GDPR) if it contains per.
encryptiqEEg®t into devices) and software encryption (BitLocker, VeraCrypt)
issues with encryption are:

e  outdated or weak encryption methods can be easily cracked

e losing or mismanaging encryption keys renders data unrecoverable

e  encryption can slow down data transfer speeds

e  encrypted media may not be readable on all devices or operating system:

Securedisposal (B2.2.2)

When external media comes to the end of its life (for example if it has some et
broken) it’s important that it is disposed of in a way that any sensitive data ca
individuals. Disposal methods include physical destruction (shredding, demag:
secure erase tools). Security issues with secure disposal, which can be avoide:
e  disposal companies may claim they wipe the data but cut costs and send |
e incomplete erasure may leave residual data aczei b
o simple file deletion or formatting does nc rco gfg,«%«:e‘:rI\,f;erase data
e  some media retains metada?a ™ ﬁlﬁ v rae etion

2, f‘ \ ; i

Loss or tlwﬁ Aihe } ;a &2.2,3)

'is wrtable which makes it prone to being lost or stolen. Also, |
transfer, mporary storage, it may contain more than just current workin,
c0n53dered a risk in the case of loss or theft:
e lost media without encryption or password protection exposes sensitive ¢
e stolen devices with confidential data can lead to legal and financial conse:
e unlike cloud storage, physical media cannot be remotely wiped
e unlike smart devices, it can be difficult to trace or locate lost and stolen i

e

Interception/copying (B2.2.4)

Data transfer between a computer and an external device gives more potentia
during transfer between devices. This can occur through physical tampering 9
wireless transfers through Bluetooth or Wi-Fi. Considerations for security are*
e  media contents can be copied quickly and covert‘ |
e  data transferred without encryption is earny w - epred

e employees may copy data from ff\ e ! niedia without permission

Data lossr coxi4 »awn’f.z.s)

'*rLMo’h occurs due to accidental deletion, physical damage, o
'ary storage as they are not kept stationary. Therefore, good
cater for the following possibilities:

e  media failure or file corruption can make data unreadable

e incomplete writes or improper ejection can lead to corruption

e apower failure during transfer can result in corrupted or incomplete ﬂle

»
_

s
_

g

e
-
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Medialifespan leading to failure (B2.2.6)

External media has a finite lifespan, depending on usage and quality; cheap flo
lower quality than those built into devices. Over time media may become un|
which can render stored data permanently inaccessible. In addition, old med
speeds or data inconsistencies. Itis a bad idea to rely on a single external me.|
any files. /

¥ s v >
Malware vector (B2.2.7) Y ("
External media can carry angf@e « ;',,;@véfé (e.g. viruses, ransomware); con\
drives, SD cards, and <ol 1+ e disks. This is because users can use extern:
o ss - . o .ion and oversight, and some users such as consultanis

e

roblems specific to external media are:

e files on external media can contain hidden malware or payloads
e cross-device infection: infected media can spread malware to multiple sy,
e  media without proper antivirus scanning before use may introduce threa

Key mitigation strategies for IT departments to consider implementing for employees using ¢
o Usestrong encryption (AES-256) for sensitive data.

e Implement strict media disposal policies (e.g. shredding, degaussing).

o Enforce access controls and require multifactor authentication (MFA).

o Use secure file transfer protocols (e.g. SFTP, FTPS).

o Regqularly back up data stored on external media.

»  Employ anti-malware scanning tools before connecting exte= | media.

¢ Implement media usage policies (e.g. disable au;::: ﬁ'ﬁ rict unknown devices).

N AN

- Activity R

W

r h;»s*sté;rt':éd a business. They take a tape backup of all their files each night.
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B2.3 Application and features of network softwar

Network and device operating systems (B2.3.1)
Network and device operating systems are specialized systems designed to m. W%
switches, firewalls) or devices with network capabilities (servers, loT devices). %///////M
following interfaces: ; ™

e  Graphical User Interface (GUI): this proviccy (v ;;éu ;%presentation ofno
it easier for administrators to mez2¢ - na wontigure them. Like in Windg

WM

|

=
=

navigation, visual dasht;o - t ;';;gfﬂft’o“‘r performance, and drag-and-dr¢ WZ
training to use thenz X £ ” Pl

o Ly interface (CLY): this involves typing commands. Although ////%
i , and the output is often harder to read and understand, it doe %// //Z

low resource usage, faster execution particularly for bulk operations, and Ty

for repeated processes and setup. |

e  Web Interface (Internal Web Page for Device Control and Configuration P
firewalls, access points) have built-in web interfaces for remote managen Z /?
normally have a password protected login to access them. It is a massive N

so multiple devices can be configured and monitored over the network fi¢ W%

this from home by going to your home router; the IP address will be ont\ //j/////m

192.168.0.254, 192.168.1.1, 192.168.1.254 or 10.0.0.1.

i

I . 4
Network monitoring, management and troubleshooting tool: . ),
Large networks can be difficult to administer so several tools have evolved to | 77N
l Category Application _ =) @ L Key Feature%2 /////
Remote access tools feo ne ey e Secure encrypted con ey
multiple rf;‘;;« "t ,:;j;;us and servers | e File transfer capabilil é,//%
Remote Access | 56 T Sotation e Multi-platform suppo e
Adminisie@ 7 Af{Virtual Private Network) can e Encrypted tunnel
el give secure remote access to other o [P masking
internal networks e Bypass geo-restrictiol
. , o Live resource stats
Performance Real-time performance to monitor L
. o Historical data
Monitor network resource usage I
o Alerts and notificatiol
Log management tools to analyse and | e Log filtering and sea
Events and Logs ) g g y ) d g
Viewer display system and network e Time-stamped record
event logs e Exportable logs
- Security assessment tools to scan for | e Automated scanning
Vulnerabilit . e . L
Scanner y security vulnerabilities in devices e (enerates vulnerabil| COPYRIGHT
and networks o (Compliance checks PROTECTED
s.1 Packet inspection
Network Analyser / . . p v P o
. Traffic analysis tools sy 7 0 e Real-time monitorifk
Packet Sniffer e " I |
N e Protocol filtering
- : o .
g - e Automated device ¢ .
Network @0 B0 el <2 fe
. 2 0 runrguration managers o Performance tracking
ManagemensToc's, oy »
L e Alerts and reporting Qg
e Ping and traceroute .
Network \G” L . N Education
. Diagnostic and repair tools e Route analysis o ’ '
Troubleshooting g P y -
e |atency measuremen

i
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RDP stands for Remote Desktop Protocol and is a technology
developed by Microsoft to enable users to connect to and control
another computer over a network or the Internet. It is often used by
employees working from home to access their work computers.
Ideally it should be used in conjunction with a VPN, which adds
another layer of security to prevent cyberattacks. —

Y o . Mj A

w.%

e
Sy
‘; G 5 M
S

lications (B2.3.3)

Remote desktop tools enable remote access to network devices, workstation:

e VPN or Remote Desktop to connect and use workstations and servers

e  SSH clients for remote management of routers and switches

e  Cloud-based remote monitoring by applications such as Cisco Meraki anc
time network monitoring, alerts and remote configuration

Remote database management software such as MySQL Workbench, phpMy .
enable you to connect to databases on other services or SANs to edit data, ch.
corruptions and import new or updated data.

Wiew  Query  Datshsse  Server Tools  Scripting Help §

.

o

bal_setty .
? orel e Screenshot from Myscé
. L
og_smar — Workbench showing tkﬁ
og_events . 3 //
maifing_list the live website datab%
mailing_subscription §Ef't, and a query to ad
page field to a table.

DErscna_access
persana_access_pending_reg
SourCes

’ T
-

»
»
N
»
R
»
» media
»
N
»
»
N
»
»

i

.

Document Management Applications (DMAs) are ;ﬁf ‘a é solutions that en
access, manage, and collaborate on documant Fo\ *f‘j ~etwork. These tools i

control, and document security, mf'g’fg, A ;a essential for businesses handli
kY e

>

&

Network discovery .4 /. l;é_;g*ngf tools are software applications used to ide

devices @il kra 1 L _tate. These tools automatically scan the network, detec
network gy maps. They help IT administrators understand, manage an
by offering detailed visual representations of network components.
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B3 Networking infrastructure servi

B3.1 Application and function

Transmission Control Protocol/Internet Protc;ol (TCP/IP) (B3
The four-layer model 2’

TCP/IP stands for Transmission Control Pini vcx fe/;net Protocol. Itis a seriy
communications on LAN and WAZ 4 ¢ ‘W m*and is widely considered the stat.

The protocol is arrang«ﬂc‘ N %wﬁh four layers, which are shown here:
_—

|t \wpﬁmﬂoﬂ layer defines the protocols for the application (which the
| interface {communicate) with the transport layer. The application layer |
Naming System), HTTP (Hypertext Transfer Protocol), FTP {File Transfer |
Transfer Protocol), DHCP (Dynamic Host Configuration Protocol), RDP (R
Shell) and Telnet.

The transport layer permits source devices and destination devices to st
Transport layer | defines the level of services and the status of the connection used wheil
protocols included are TCP (Transmission Control Protocol) and UDP (Us¢

The /nternet layersplits the data up into data packets known as /P datay
destination address. The /nfernet layeralso determines the route that ¢
arrive from a source in a different order from that in which they were sei
layer to put them back in the right order.

Internet layer

The network access layer defines the protocols of how data is physically
bits are electronically or optically signalled }“’, " j + hardware devices tha
cable. The most common protoco Gk ﬁ“é’;j o

Network access
layer

Transport Layer Security (T! $‘ Jf 4

TLS is a cryptographic.u L 3. w’ea to provide secure communication over a ¢
the Trang 1 ’,‘a)'a 5 “ie TCP/IP model, sitting above the TCP layer and ensur
09 ;anﬁ server is encrypted and authenticated.

Y. & \}c@mﬁ

Packets and headers
For data to be sent across a network, it is broken down into a structure knowh
broadcast by a device across the network. To give you some idea, a single pac:
800 bits, so a 2-megabyte file will be broadcast as 20,000 packets. This will cau
the most direct route to the destination will change during the course of trans
in a different order to that which they were sent. |

To enable packets to reach the correct destinations and then be assembled in |
up of a header, the body (or payload) and a trailer or footer. See more on pagﬁa
Error correction .
A checksum is a simple calculation — e.g. adding up the kit 1 the package and ¢
calculated again when the package arrives. If t?‘ e *’fm -after arriving is diffe

it means that there must have been ar* Ariin '“sisn“i"iftting one or more of the |

have been accidentally swapo;'& 1l ﬁjanﬁmlsswﬂ then the checksum wouﬁ

.

\\\\\\\\\%&\\&&\\\

\\\\\\\\\\\\&%&

A cyclic redundanc:/ ;j ?’ »"i’tw«,} Joes the same job as a checksum, but it uses .
\ st 4 Dieks” up an error if the same digits are sent in a different

.

e ransmltted if there is packet loss (when a packet doesn't arrive
happen if, for example:

e  there is network congestion because the network hits maximum capacit
e  electrical interference causes packet corruption, or

e  faulty hardware fails to transmit packets correctly
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Ports (B3.1.2)

Hardware switch ports are the physical ports in a network switch that device.
network devices) plug into for communication with other network devices. T
i.e. RJ45 ports for Ethernet or fibre-optic ports. The switch forwards traffic fro
their MAC addresses; they maintain a MAC address table which maps the MAL
ports. Switches with port security block or allow specific MAC addresses to set
unauthorised devices from accessing the networl§ - pf}rts will be normal
or more trunk or uplink ports that can tran:es %;;Ja’higher speed to conn.
prevent bottlenecks. o0 g:j e
A9A L

s
. s

Software orgrirtr: x?«gf’g f&wﬁmonly referred to as Internet Protocol (IP) ports
b £ ) _wéen applications running on devices over a network. The
services on a device (like a web server or an email service). An
number ranging from 0 to 65535; see section A2.1.1 for more information abc

Packets (B3.1.3)

Here is an example structure of a packet:
Header Payload Footer
Destination CRC (Cyclic Redundancy Che
Source check whether the data has |
Protocol Data during transmission
TTL {content)
Checksum Pad(*‘?g (if required to en;gf

o "2 acket matches what is €

Sequence et

e
Time To Live (TTL) prevents. ‘ack i ;’;mﬁ/\ circulating indefinitely in case of rou
each router, and if it "'i;}f‘?e fger’(:i ghe packet is discarded.
$ CP/IP and UDP:
e IP (Internet Protocol):
o Responsible for addressing and routing.
o Used for routing data between devices across different networks.

e  TCP (Transmission Control Protocol):
o Establishes a connection before transmitting data.
o Used with IP.
o Ensures data is delivered in order, with error correction and retrans)
o  Used for web browsing (HTTP/HTTPS), email (SMTP), file transfer (F1|

e  UDP (User Datagram Protocol):
o No connection set-up before sending data.
o  Does not guarantee delivery, order, or error checking beyond a simp|

o  Used for streaming, DNS, VoIP and onlin7sg2 wn, where speed is ma
R e : .
v i
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Network address translation (NAT) (B3.1.4)

Each device active on a network has a unigue IPv4 1P address. 1Pv4 addresses |
between 0 and 255, separated by dots. This IPv4 addresses can therefore be
255.255.255.255 {(with some limitations, more on this below).

In addition, if you are connected to the Internet, then you-router will have an
allocated by your ISP. You can see what this is bv 7z Zfirifzthe Internet for “\
understand that every router in the world von fers .10 the Internet will have |
that each network can also have . ﬁ%g;g& of IPv4 addresses.

T
X 4 -

X o -
NAT (netwegk ard = & }jimat:on)
b1 | .2rnet web server will have an internal IP address. But the v
has been given to the server by the web hosting company in th
an IP address. When you send a request to the server, it converts its domain |
server has a NAT table that maps the public IP address to the website interna.
mapping. This is helpful for security because it means that all connections mu.
and cannot communicate with it directly.

PAT (port address translation)

A local area network might have 1,000 devices with IP addresses, but only on¢
IP address, so it needs to have a one-to-many mapping, with each internal dey
a unique port number.

If your computer communicates with another computer through the Internet, e.g. if you are \

following process happens:

1. Your communication goes from your computer to your In*. 'router.

2. TheInteret router makes a note of your (privat ;¢ 4 ; ivsess and logs it against a uni

3. Itthen sends your request, identifinc 5y : . Oler’s (public) IPv4 address as well as y¢
sending your friend’s ro':*21 s (pL .y v 4 address and their (public) port ID.

4. Your friend’s't s % du ~witl look up your friend’s (public) port ID to find their (priv:

s@TIA" 1 Lommunication.

igé "y i . . 7
5. Trgsgg@vhole process happens in reverse when your friend’s computer sends commu

-5
A

Static and dynamic IP addresses

In terms of public IP addresses, a web server, mail server or VPN server need:
can be found by the address which is verified against the public DNS records.
connection may be dynamically allocated by your ISP each time you restart yai
IP addresses, or they may be static which means they don’t change.

Similarly on your network the internal IP addresses can be dynamic (they can ¢
for more details.

IPvb Ve &

IPv6 (Internet Protocol version 6) was deyeing %\'Ei»j;; seplace IPv4 due to severy
including the maximum number =20 Ar ¢ ey and the need for improved effici
the huge number of IoT > ‘7%} L0

{ I‘i‘ t §h_wmftjéjlﬁp of four sets of numbers up to 255 which can be st.
The IPv6 % is made up of eight sets of 4-digit hexadecimal numbers whic
e.g. 2a00:23c7:d43¢:8101:333c:da5c:5c6b:cde?. IPv4 can hold up to 4.3 billior
340 trillion trillion trillion unique 1Ps!

Currently most networks currently run dual IPv4 and IPv6 addresses, but this «
years; in 2025 just over 50% of Internet traffic used IPv6.
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RFC 1918 private addresses

For internal networks, the RFC 1918 standard specifies that the following rang
use in local networks and cannot be used as public Internet IP addresses:

e  (Class A: 10.0. 0.0 to 10.255. 255.255 (16,777,216 possible addresses)

e (Class B:172.16.0.0to 172.31. 255.255 (1,048,576 possible addresses)

e  (Class C:192.168. 0.0 to 192.168. 255.255 (65,546 possfible addresses)

There are also a few reserved IP addresses: 9 5

e  Automatic Private IP Addressing ;ﬂw 2 "'\;fbwdHCP (dynamic IP allocation,
169.254.254.255 il 4

e 127.0.0.1loopkac¢ i ﬁwﬁoﬁcalhost) — used for internal testing

o 25°gMES. . M;é;@«»ﬁ%dcast address for local networks

Né

- Activity B6 |
. Sasha s talking to her friend James on WhatsApp. WhatsApp is not peer-to-peer, so all trafé

: .
i address 62.37.148.219 and James' Internet router has IP address 62.30.148.69. %

' Drawa diagram to illustrate a packet of information travelling from Sasha to James, and ho i
. ]
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B3.2 Application of domains, sub-domains and seg

A domain is a group of devices, users and resources that are managed togeth.
policies; for example, a domain may cover all devices, storage and usersinan
e Asub-domain is a smaller, distinct part of the main domain, often used fo

e.g. dividing network resources into the sales department the developm.

HR department. R
e Segmentation refers to dividing netwerks ntc jafler manageable sectic

security, e.g. the HR departmﬂ By jeoe parated into payroll and nev
R —— 2 Mmzed uk/12912 ,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,, .
- Research Activ’*; j\ %
. Read 22509 wN“étwnrk-Segmentatlon on the topic of Network Segmentation. Extn%
- and illus\\&s##&m as an infographic or a poster %
e L |
Hierarchy (B3.2.1)

The hierarchical structure of domains and sub-domains ensures:

e  Centralised management: network administrators can apply global policii

e  Granular control: each sub-domain can have different security rules and .

e  Ffficient resource allocation: network traffic and resources are organisec
sub-domain membership.

Trust relationships (B3.2.2)

A trust relationship defines how different network domains or sub-domains int
permissions. It determines whether devices or users in or : domain can acces:

o

sub-domain. This means that: |
e  Users can access shared resources azriss rwljuxi/cfomams without additiu
o  Network admins can selec*n \{lc x orblock trust, protecting sensitive ¢

e Thereisno need 104 } o Viwﬁate user accounts across domains.

&,é\f&
Access cor®0/ in network segmentation defines who can access what

resources based on user identity, device, and trust level. It ensures that only

authorised users can interact with specific devices, data and applications.

Types of network access control include:

e  Role-Based Access Control (RBAC) - access based on user roles (e.g.
admin, employee).

e  MAC Filtering -> restricts access by specific device MAC addresses.

e  |P-based Access Control Lists (ACLs) = limits access based on IP address

Security benefits (B3.2.4)
Benefits of structuring network around domains, sub- dom’;ans and segmentat

o |imits access to devices data, and appllcatmr}f{@. i yéy are allocated to spe
individual segments. For example. 2 fiai ‘i;,w
guest VLAN can be set up ’rh:‘,@ 15¢ & e d from the main network, preve

3
3]
t o
(o
D
w3
D
~
o
o]
~+
o
[23]
—+
o
B

e restricts lateral moy 2 - {Mf mélware e.g. if malware infects the financ
sidews "fﬁfs L f;ﬁ Linor HR departments.

> ma‘ii’?—zr attack surface: isolating network segments reduces th
WP Charder for attackers to gain access; for example, loT devices can
prevent them from exposing core business systems.

o  resulting in simpler damage control in that if a breach occurs, only the ¢
which reduces downtime and speeds up recovery.

=
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B3.3 Application of network devices to configure n

Previously we’ve covered what each of the following devices does. We outlin.
used in networks:

e  An organisation normally has one or more servers (B3.3.1) to manage ust
control centralised printers and manage backups. Othfer services such as
software may be on an internal server or a cloyd N

2 ,,é
e  Each server normally connects to a megite f’(éix;;,jﬁsive and fast) network .
a switch in each room or Ioc;‘; ) 7tcuoch computers and printers can co
o Thereare likely to b 5 = {iggs%%éess Points (WAPs) (B3.3.4) around the «
Etherr, pio - ‘*y;};;or*fn a wireless mesh to other WAPs.

'j switch will probably also link to a router {83.3.2) which in turn
conr#cd via a fibre-optic connection to the ISP (Internet Service Provide

o  The Internet is also made up of routers which direct traffic on to the next

e If the network has a lot of traffic in separate zones, then a bridge (B3.3.6,
which will intelligently send traffic for one zone through one port, and tro.
another port. For example, if an organisation has a very busy printing de.
data through to the network printers, then the bridge enables this traffic
the network.

e  Agateway (B3.3.7) can be used to connect part of the network using difte
rare now. It can also be used to deal with email data, but this is now nor.
gateway on the email server. However, credit card payment machines lit
gateways between the network and the phone system.

|

-

S e
Activity B7 {:f s
Draw a diagram 0:: p W(f;. ‘u.atillustrates all the network devices me

L L e
5 i
W e
N .
% y}»“
\.n\"y .
i
R i
y L 4
W
| A
Y
T N W 4
y F’M‘g} L
o .
- v -
e
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B3.4 Application and function of network infrastru

Domain Name System (DNS) (B3.4.1)

The Domain Name System (DNS) is a network service that translates human-ro
{e.g. google.com) into the IP address (e.g. 108.177.98.101) that identifies whe!
DNS you would have to remember IP addresses instead of domain names.
10 ¢ ;

DNS resolution process f:jj .

The DNS resolution process is t;’lf}’f o fer ¢ Uf steps through which a domain ne
1. The user enters the 2« in 1 rue, for example www.eRevision.uk, into ||
2. The degice figt hione j.é, w5 local cache to see if it already knows the IP addi

service (e.g. Google provides DNS 8.8.8.8 and Cloudflare provides 1.1.1.1)
4. The recursive resolver contacts one of the 13 root servers to find informat.
5. The TLD server (e.g. .com, .net, .org, .uk) directs the resolver to the
authoritative name server responsible for the requested domain.
6. The authoritative name server provides the IP address for the domain.
7. The recursive resolver returns the IP address to the client device, which
can now connect to the server hosting the requested website.

Reverse DNS resolution (rDNS)
This is the opposite of standard DNS resolution; it maps an IP address back
to the corresponding domain name. This is used to verify that an email serve;
name to reduce spam.
1. The client sends a reverse DNS query to identify the
2. The resolver queries the reverse DNS zoné};}* Mmooy fraéﬂge,
3. The server looks for the PTR recor? «  ici \:ﬂiﬁ{ﬂs the domain name lini
4. The hostname is returneﬁ@ry; Wy y';m

1 1l s A

oy

* bstname associated

DNScachoem -~
DNS cac@mw‘éﬁly store previously resolved domain names and IP addre:
times an&&@®work latency. Users frequently access the same sites and acces:
site. Occasionally, if a website moves to a new server, users will not be able to
has been refreshed; each DNS record has a TTL value that indicates how many
(website developers will temporarily reduce this during a website move). DN.
o  The browser on your devices and the operating system cache DNS entrie:
e Your ISP stores frequently requested domains for faster resolution.

o The recursive resolver caches responses for future queries.

IPv6 DNS handles domain name resolution for devices using IPv6 addresses. |
for a site, if it has an [Pv6 address it is stored in the AAAA records instead of t
don’t yet have AAAA records, but they will be created by the hosting compan ¢

]
: Activity BS @ Go to zzed.uk/12912 [ o v ! :» .
Go to zzed.uk/12912-DNS and search frr v j,ev.«:rﬁniﬁktoﬁnd its IP address. It will ¢
' (46.101.67.170 at the time of *- ani) w 2 € AAAA record (doesn’t yet exist at the time of
. foremail, thename e ¢ 1 . serfes of text records used for site security and verification.

sec | 15,50 the server will check for any update approximately every two and
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Directory services (DS), identity and access management (IAN

Directory Services (DS) are centralised systems that store, organise and mana,
and resources in a network. They are essential for Identity and Access Manags
only authorised users and devices can access specific resources. JAM involves
e  Authentication: verifying a user’s identity {e.g. login with username and |
e Authorisation: determining what a user is allowed to o after successfully

.

applications). ¥s &
e  User management: adding, modifyirs,an (o ;Jiﬁg user accounts.
e  Single Sign-On (SSO): enabii;; ¥ fiew};wmmﬁpie systems with a single at.|
"1 e Y

L . w
Two of the Malin " e ‘2(;;1 * services are Microsoft's Active Directory, which is lig
'm saaApple’s Open Directory which is licensed with the macQ!

ch is free and open source, designed for Linux platforms.

Authentication services (B3.4.3)

Authentication services are systems and protocols used to verify the identity ¢
attempting to access a network, service or system. It plays a key role in Identi |
ensuring only authorised individuals or systems gain access to resources.

Types of authentication

Single-Factor Authentication (SFA) uses only one factor to verify a user’s ideni
This is the least secure, as it relies on a single piece of information, and is vuln
brute-force attacks.

Two-Factor Authentication (2FA) or Multi-Factor Authentirgtion (MFA) uses tw
categories to authenticate users. Althoughitis ml;;f“ A\ isecure it also hasf}%
can be more difficult to recover from if you lo: 53 ~usword. Factors include:%
e  password (something you knex ' 5 =
e SMS code or smart caz( om } ;';mgjygu have)
e biometric finza j;}sj&ﬂ hing you are)

SWZ)) allows users to log in once and access multiple applicati
authenticate again. This is more convenient for users and removes the need
However, if the SSO system is compromised, all linked services are vulnerabl
o  The user logs in to a central authentication server.

o  The server generates a token or session cookie.

e  The user accesses multiple services using the same token without re-ent

.

o

oD

i

-

Sign in with Google or Microsoft
Admini
ign it with Microsoft hCIS to

ks

B

.

e

i Enabled < D

When should MFAbe  ® Eachtime a

\\\\\ applied?

Which role/s should MFA be ™ teacher_ads
» applied to? ™ iL_support
A £ ation’s eRevision system & teacher
gives users a choice to log in with an
email and password, or S50 with

Google and Microsoft

) student

.
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Authentication protocols

These are standardized rules and procedures used to verify the identity of use:
access a network, application or service. Having standardised protocols crea
different platforms and services.

RFC documents issued by the IETF (Internet Engineering Task Force) containt.
organisational notes. For example, they define how cz; §tials (username, p.
transmitted, verified and validated between th o« ar | nd'the server. They in

e  RFC1334: PasswordAuthen* fon; wocéﬁPAP} This is a basicand ot
uses plaintext passw" A for JchenticatIOﬁ where the client sends the u.
in plaigaxt 204 Ly m ‘matched to the credentials in the database th.
use 'LL mcw.sgécy systems with minimal security requirements it is insg

i in plaintext.

e  RFC 1994: Challenge Handshake Authentication Protocol (CHAP). Thisis o
using a challenge-response mechanism for authentication. Itis used for
works as follows:

1. The server sends a random challenge code to the client.

2. The client hashes the challenge with the password.

3. The server checks if the hashed response matches its own hash.
4. If they match, access is granted.

e  RFC5247: Extensible Authentication Protocol (EAP). This is a flexible aut |
supports multiple authentication methods. 1t is used for VPNs and wirelo
defines a set of standard messages and procedures but delegates the act.
methods. Common EAP methods are:

o EAP-TLS: uses certificates for authentication. |
o EAP-TTLS: combines TLS with passwo"‘ s “4L_hentication.
o EAP-PEAP: secure channel with24 -C 125y 2 authentication.

e {m ity
a Y N
ST g a8 Y e e %
i Activea ) T |

V | L Lo . ule difference between PAP, CHAP and EAP and when you would us
Then have a look at the DNS records for your school domain.

Dynamic Host Configuration Protocol (DHCP) (B3.4.4)

DHCP is a network management protocol used on IP networks whereby a DHC
addresses to each device on a network, so they can communicate with other ¢
means that network administrators don’t have to manually assign IP addresse.

A DHCP server is a device (often a router or a dedicated server) that runs the |
IP addresses and leases them to clients. It also provides other configuration it
default gateways, and DNS server addresses.

A DHCP client is any device (computer, smartphone, prinic , etc.) that request:
information from a DHCP server. When a citeh*;; 5’15 3 ”i‘etwork it broadcasts |
configuration information.

s b

The DHCP IP address allcw r i“pn Lss f’{,'plcally involves four main steps, ofte|

1. Theclientbronai - *'a MHLISDI’SCOVER message to find available DHCP st

» ‘ Hat ’recelve the DISCOVER message respond with a DHCPC

P address, subnet mask, lease duration, and other configura:

3. The client chooses one of the offered IP addresses and broadcasts a DHC?
acceptance of the offer.

4. The DHCP server that offered the chosen IP address sends a DHCPACK (a.

client, confirming the assignment and providing the complete configuratic
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IP address ranges

e A DHCP server is configured with a range of
IP addresses that it can assign to clients.

e  This range is defined by a start address and
an end address.

® Example: 192.168.1.100 - 192.168.1.200. This
example would allow the DHCP server to

Basic configuration se

DHCP servers provide v

clients, including:

e [P address: the uni
each device on th

4 ?fSubnet mask: dete

\&i&\\

=

v

\\WW\

lease 101 different IP addresses. W o “V)C “host portion of an
e = Default gateway: Y%
DNS server address adl & allows the client tr%%
This is the statlc IPadiw j;; w"assagned to the other networks, m §
DHCP seg e uats need to be able to e DNS server addres%

W\\\\\\\

P server so the server needs a

&;Ck‘* o

consisten®®address. This address is not in the
range of IP addresses that are allocated to clients.

Name System serv
names to IP addre

e [ease duration: ho

IP address before l%
/
Lease duration L

A DHCP lease is the duration for which a client is granted the use of an IP addi ¢
expire, the client attempts to renew it with the DHCP server. If a client does 1
returned to the pool of available addresses.

IP addresses are allocated in one of three ways:

Dynamic IP Address .

Allocation

Reservations (Static IP Addresses)

=
g
. 2

Dynamic allocation is the DHCP servers can be configured t~  Automatic allocation |
standard DHCP process where | reserve specific IP addf"cr i 33 SDHCP server semi-pe;
IP addresses are assigned partaculaf devicyr y {, ng a | client the first time t
automatically to clients as dE‘ G N M;wess wuih a table of past assignmi

they join the network. . oA P address This is useful | address to the cléenté
| for devices that require a %

consistent IP address, such as This is different fron‘%

%2 defined range | printers or servers. This is also does not manually cor cor o

of IP addresses. Thisisthe | known as a static DHCP lease. address and [P addré
most common use of DHCP. | The server should not allow two | by the DHCP server. 4

devices to reserve the same device then the origin
IP address. a different IP addres:

\\\\i\\\%&

Routing (B3.4.5)

Routing is the process of selecting a path for data packets to travel across a
destination. Routers are the devices responsible for making these path selec
commonly manually configured (static) whereas more complex larger netwo

>
-

Lon o

=

Static routing is manually configured with ﬁxer’w *ﬁaydo not change uni¢
predictable paths for data packets, arv‘ LS G Mme”’jor]ﬁgured with securit
domains to use a path. It doef il "fa h'} nanual updates are needed when
link fails the data cam"; 74 % oL M‘Wn Y another available route if it has not been

m

e

B
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Routing tables are data tables stored in a router that lists the best paths to vai
determine where to forward packets. Each entry in the table typically include
e  Destination network address

Subnet mask

Next-hop IP address (the address of the next router in the path)

Outgoing interface

Metric (a value that indicates the "cost” of the oz“‘jr; g

W

e & @ @

A

-
Different protocols are used whether. s ,in;wﬁé‘f/())r external packet:
e Interior Gateway Protoce. S ¥ ;,',,Mffé"ﬁswed for routing within a network u.
(e.g.a corporata ¢ ;\ ;iﬁ,wéd“mmon IGPs include:
¥y, ¢ |  Jrmation Protocol): a simple distance-vector protocol
?pé’hﬁShortest Path First): a link-state protocol that uses a more
#width. It is more scalable and efficient than RIP.
o EIGRP (Enhanced Interior Gateway Routing Protocol): a Cisco-propriet.
features of distance-vector and link-state protocols. Fast convergence
o IS-IS (Intermediate System to Intermediate System): a link-state routin:
service provider networks.
o  Exterior Gateway Protocols (EGPs) are used for routing separate network:
o  Border Gateway Protocol (BGP) is the standard EGP used for Internet rou.
that exchanges reachability information between networks. BGP makes |
and path attributes, rather than just hop count or link cost, and is crucial |
scalability of the Internet.

Remote access services (RAS) (B3.4.6)

Remote access services refer to the technologies and m= ! bds that allow usets
the device from a remote location. These servizus i f"é users to access files,
printers, and other resources without b2t ‘t:)hi‘,:xa“ri“\/}present at the location
handshake is the initial comm_. WL noracess to verify identity and establist

Lk *; g e .
@ . > —  Description Connection Proce

=~ | Uses traditional phone lines and modems | Client uses a modem to ¢
to connect to remote networks. Used for | server’s phone number. |
legacy systems, emergency remote access | server authenticates the

Telecommunications

Services) . . .
and remote terminal connections. access to resources is i
Secure remote access over the Internet Client initiates VPN coni
2. VPN (Over the which creates an encrypted tunnel request. Server authenti
Internet) between the client and the server. user. A secure, encrypted

Protects data over public Wi-Fi. established.

Handshake/connection processes (client-host/server)

The handshake process is the initial communication between the client and th:

secure and authenticated connection.

e Inadial-up handshake the client dials the server’s ©> ne number. Modet
audio signals. Authentication through useziz ne vjd password,

e Ina VPN handshake the client serds » \m;j\;ymdﬁ request to the VPN sery
challenge, requesting au?';_,;ﬁ e fif;,,»s Jdetails. If authentication is successi
encryption protony’ i i«x:""p,x client is assigned an internal IP address. If ¢
iS reicammd. ’

. Activity 510
. Teachers at a school can connect to the school file system in the evening when planning thei
can access Internet files and the intranet. Describe how the VPN works.
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B3.5 Application and function of network services

File and print services (B3.5.1)

File services

File services enable the storage, retrieval, sharing and management of files ou.
multiple users to access shared files simultaneously, enhar;ing collaboration.
networks have a centralised storage location, prov'{;’ . ec 'y access to shared ¢
on one or more file servers which have Iere, hior fii), ,je§ or dedicated networi.

- W

Having centralised storaga o gﬁ ;bét'i‘r"{dividuals can hot-desk {desktop and ||

computer ygaen ‘*;’g; ‘ogson) as well as collaboration and file sharing acro:
simplifie bz wup and recovery.

File services are specifically set up for file management for multiple users on &
file access control and permissions (e.g. no access, read-only, or write access).

e Tracking: monitoring who accesses, modifies or deletes files. It may also
(e.g. Git) to help track file changes.

e  Sharing: users to access files from different locations. File permissions ca:
specific files.

e Security: encryption protects files from unauthorised access, and backup .
file safety in case of hardware failure or data loss.

Print services

Print services manage and control the printing process over a network, allowin
efficiently. These services optimise print jobs by managine fueues, prioritising
configurations. po e ,é .

A networked printer is a prmter gl fc}gu%e of being connected directly to t
(via Ethernet or VV| 3’-"1) r““* o wi; aeeding to be connected to a desktop comp
This meancgmcar.  » m 0 seﬁ‘“by multiple users without the need for a dedica:
, ’3 ¢ tenbe configured with a static IP address to help with print

A print server is a server or device that specialises in managing print jobs from
printers on the network are listed on the printer server, and when a client req!
provides the printer drivers if it is not already installed on the client. It receive
sends them to the appropriate printer. It may have the capability to improve ¢
prioritising jobs. Print management includes:

L
o  Sharing of network printers by multiple devices and users, reducing the r\
permissions control who can access and manage print jobs.

e Queueing: print jobs are placed in a queue and processed in order. Users
their print requests.

e Prioritising: admins can prioritise specific print jobs, or users may be ablé//
may be allocated by user or department. ngh@r 2;\ ’nty jobs are prmte(zi

%9 f,y’ L
Adding a new printer to the network ’ B s

i

e  Printer conﬁgurat:on st me »}Mm-é’jprmter s P address, network name
define defaul* v f‘ éiwgﬁ“ (e.g. black-and-white vs colour) and print q

B

,} 'va&m%nt print drivers translate print jobs into commands th
mus{Eg#¥re correct drivers are installed on the print server to automat
them on all client machines for each printer type they use. Drivers need
compatibility and performance improvements.
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Web, mail and communications services (B3.5.2)
Web services

Web services are software applications that enable communication and the si
systems over the Internet or a network using standard protocols.

HTTP or HTTPS are web protocols that are used to send m‘prma’uon between

w

web browser: W
e HTTP (Hypertext Transfer Protoca” 3 T ’w svff':dsa GET, POST, PUT, ot
processes the request anr‘ SAANY . ﬂwgmdnse

o  HTTPS (HTTP Segic b fﬂwéc“ure version of HTTP, using SSL/TLS encrypt
Vi ;.érr‘ag, tampering, and man-in-the-middle attacks. Itis
) pa"yments over the Internet.

The response from the web services is normally HTML data, or files such as im.
to be displayed in a web browser. The response is more likely to be XML, JSO.
from an APl or an AJAX call or if the data is to be processed in some way.

Comparison of HTML, XML and JSON to return details of some book info

Representation

HTML <IDOCTYPE html>
<html>
<head>
<title>Book Information</title>
<fhead>
<body> )
<h1>Book Details</hi> N
<p><strong>T|tlﬂ <jitre "j.wae Hntchhlkers Guideto |
<p><strongai 1 or: ~cf?f*f:rong> Douglas Adams</p>
Yol je”ar </strong> 1979</p>
ok w’/ s >
\ ;t:w
»<2xml version="1.0" encoding="UTF-8"?>
<book>
<title>The Hitchhiker's Guide to the Galaxy</title>
<author>Douglas Adams</author>
<year>19y9<fyear>
</book>
JSON json { "title": "The Hitchhiker's Guide to the Galaxy", "author": "D

Web protocols allow applications to exchange data and interact with each oth:
language or operating system they use. For example, a Python application ru.
an https request to a PHP-based web service running on a Linux web server.

Mail services i
Mail services are the systems and protocols involvzii e dmg, receiving anc
involves a physical server (sometimes a dadice ecﬂ;, ﬂl server), mail server soi|

and receiving email, and client sc*f 1 fejo \.ebsite code to create and send th
o 1,»' w

Originally Yahoo in m ) Cm‘)gle and others hosted free email on dedicated ¢

» WV | .wsde businesses with managed email services which are pa

services. (G5 businesses used to host mail server software on their own ser.

lot of technical knowledge is needed to keep everything updated to comply wi

treated as spam, so many have moved to managed mail services.
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Mail client software for desktop computers includes Microsoft Outlook. Outlo
available on devices including tablets and mobiles. Users can also manage thi
needing no software other than an Internet browser.

Mail protocols include:

e  SMTP (Simple Mail Transfer Protocol)

|

mail servers. It handles the transmission of er:2i' Je sages.

Y

which is used to send email froma

e  POP (Post Office Protocol} which is vsed | §?i~';wéfvfing email from a mail .

email to a mobile phone.

=4

- w

e IMAP (Internet Mes Sy A %@gﬁ ”f”fotocol) is an alternative to POP, allowil

email gamth.

‘(f:wj=‘;isitrf6ut downloading it. IMAP is better for keeping e

ultipurpose Internet Mail Extensions) extends the format of em:

other than ASCll and non-text attachments such as images, audio and via:

These old protocols have a lack of built-in encryption and transmit data in plai
eavesdropping. To address this, SMTPS, POP3S and IMAPS have been develop

When an email is sent, the sending mail server uses DNS (Domain Name Syste
Exchange) record of the recipient's domain which specifies which mail server
for that domain. The sending server then connects to the destination server 1¢

Communication Methods

.

Communication L |
. Description i %
Service =0 .
, Digital messaging system fc:.e» fian_ iy imiessages over a L
Email : . 4
network. e\ N
Y o %
VoIP (Voice over | .. ., @y = " o S
v SaVel ﬁmmﬁ’étmﬂ over the Internet. Converts voice signals ¢
| n digital data packets. 0
Short Message Service for text messages on mobile phones. Uses | &
Messaging cellular networks. D
Video Real-time video and audio communication between multiple k}i
Conferencing participants. Used for remote meetings. »
Sacial Platforms for connecting, sharing information, and E
Networking communicating. Offer various communication features such as EE
Applications messaging, posts, comments. ‘
Online Applications facilitating teamwork and collaboration. Provides L
Collaboration features such as shared documents, project management, and b
Tools team messaging. y_ a2 .
L ?,L o -
Cloud-based delivery rma¢ ! o ”"fv;ﬁg communications toolsand |
. 1 L s Fi ‘o i
N~ services over ' N s 07 BUSinesses can access advanced |
Communication R 1 gl \ § 25 Lo e |
. carc o asedtures without investing in infrastructure. '
as a Service Ll . . .
. Lies VolIP, video conferencing, messaging, and collaboration
(CaasS) 1 e , )
tools. Caa$ providers handle the maintenance and upgrades of
communication systems.
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AAQ BTEC National IT

ncident

Cyber Security 0:2a;

Content Avca C: Cyber security

Contents

C1 Internal policies and general IT policies ........ccccirrecccimmecncimneecnennnennenn

(1.1 Use of general security-related IT policies and their effectiveness....... .
Cyber security policies (CL. L1} e
Security audits and their application to check compliance against policies |
Backup policy {CL.L.3) et et e sne e
Data protection policy to ensure organisational compliance (C1.1.4)........
Cyber security incident response policy (C1. J SN
Disaster recovery policy (C1.1. 6) / g
External services policy (C1 374
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C1 Internal policies and gene

C1.1 Use of general security-related IT policies and 1

You need to know and understand the governance policie~and documents net
security on an ongoing basis. B
{‘M; fﬂm}g o

w

Cyber security policies (C=8% ® | 2
e . B
Cyber security policiazui - L f}wﬁlfithe Plan-Do-Check-Act loop {(PDCA

loop) degss@ro < . ;.orthe International Organization for
Standard #5: ! 1S027001:2022 (previously 2013). The PDCA cycle
ensures {4 the ISMS evolves with changing threats, risks, and

organisational needs. It promotes a proactive approach by identifying
vulnerabilities and addressing them through continuous feedback loops.
The cycle is iterative — each time it completes, the organisation refines
and strengthens its security:

1. Plan:
o  Define the scope of the ISMS (Information Security Management Sy
o ldentify internal and external risks and requirements.
o Set security goals and policies.
o  Create a risk assessment and treatment plan.
o Assign roles and responsibilities.

/
2. Do: ‘h

by

. 18 »
o Put the security controls and procase 5s'i. *~ practice.
v nd aware of security measures.

»
§
&

e D
5 y Fw N . .
< hay well the ISMS is working.
@ or and measure its performance.
o Carry out internal audits.
o  Review the risk assessment results and spot any issues.

4. Act{lmprove):
o  Take corrective actions to fix problems.
o  Update policies, procedures, and controls as needed.
o Use audit findings and incidents to improve the ISMS continuously.

Activity (1

Overleafis an example security policy on the use of Internet and email at an organisation. The
need to know about for your exam. Compare this security polic: ., ur school security policy
suggesting any improvements, if there are any, to ou fS“Lf} *:tl Joacy.

Sl e e

.

= | Exam Tip! It may be primarily larger “:, :
businesses that need and pay for IS0 ‘
certification, but small businesses also

need comprehensive security policies.

AAQ BTEC National IT — Course Companion: Unit 2 (Content Area C) Page 2 of 17
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Internet and Email Use Policy

1. Inappropriate, Offensive, or illegal Material
o  Prohibited Content: employees must not access,
download, store, or share content that is inanngr f,f %
offensive, or illegal, including but nc? Liait ﬁ:i},/’ -
o pornographic, 0[})5(35; o féiﬁ Ayexplicit
mater'{al’:} Ay i

@ 't ) oraiscriminatory content.

\ m_Lerial promoting violence or illegal activities.

‘content that may be considered harassment,

bullying, or abusive.

e  (Consequences: any attempt to access or distribute such
content will be considered a serious violation of
company policy and may result in disciplinary action,
including termination. Illegal activities may be reported
to law enforcement.

2. Sending Confidential Information
o  (Confidentiality Protection: employees must not send
confidential or sensitive information (e.g. financial data,
customer details, or intellectual property) via unsecured
email. When sending confidential information:
o Use encryption.
o Apply email classification labels (e.g.
‘Confidential’) where avail oo =
e Unauthorised Disclnv 0S¢ N ;;g,{én‘ﬁdential
informatinr /4 f;m%ﬁ Feci@ieﬂts is a breach of
[y <1 . ytead to disciplinary action. Any
| nfél disclosure must be reported immediately.

14

\ ¢
p !

3. Privacy Issues

o  User Privacy: employees should not assume privacy
when using the organisation’s Internet or email systems.
The company may monitor, log, and review usage to
ensure compliance with security policies.

o  Personal Use: limited personal use of Internet and
email is allowed but must not interfere with work
responsibilities. Personal use must comply with the
same security and privacy rules.

4. Upload/Download of Copyrighted Material, Music, and Vi »
o  Prohibited Downloads: employees must ncjup. gnfy,bai
download copyrighted materizl g :g, s,
software) without praz i du. 1 ysaeon or licensing.
Peer-to-ne %, /1 “siiafing of copyrighted content is
o ven”
e Cﬁmpliance: violating copyright laws could result
“1n legal consequences for both the employee and the
organisation. Employees involved in unauthorised
distribution may face disciplinary action.

osoon e

5. Download of Exe

¢ o  File Downlo
download ¢

.msi) from t

IT departmi
increase the

o  Software In\
permitted. |
system vule.

6. Visiting Potentia.
e Restricted |
websites tha
o flaga
softwa
o hostil
o promgl
o  Web Filteri,
filtering too.
Attempts to |

; of policy.
7. Organisation’s Rig
Monitor Activitie.,
e  Monitoring
reserves the

o Monitt

visited
o Scani
o Retaip

e  Email Rete:
emails for ¢
purposes. £
audits or iny

e  Employee N
of the orgail
expectatior
provided sy

f Acknowledgment ang
~ All employees must re!
Failure to comply may
termination. The org.|
this policy as needed ¢
security requirements.
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P ————

- Activity Q2 |

Below is an example set of security and password procedures. The headings match the pom% —
. your exam. % /
. Read the article called 'The logic behind three random words' - 'zed.uk/12912- rand/ ( //
. ways should the password length and strength pollcy h"'"* e &} da.od? ) / A
Zm»m»,MHMMmmm,,M»‘wm‘»,,mw,,,MHAWT», , ;f“ e @ Go to zz %
) :f 2 Securlty and Password Procedures
. e // ’””//%
1. Pal p ength and Strength Policy 4. Monitoring and Loy é /%
o | ength Requirements: all passwords must be at least e  Failed Login. 8
12 characters long. For privileged accounts (e.g. admin, logs all login . WW/%
root), passwords must be at least 16 characters. after multiple W//Z/f/m
Passwords must not be more than 20 characters. e  Logging Dete / %
o  Complexity Requirements: Passwords must include: username an. % //%
o atleast one uppercase letter (A-Z), attempt, IPa.| / /
at least one lowercase letter (a-z), failure status. /
at least one number (0-9), e Incident Resp //////////////////////
o atleast one special character (e.g. |@#$%"&"). automated se. N
o  Passwords must not contain usernames, email result in temp: / /¢
addresses, or repeated or sequential characters to the security é ///
(e.g. 123456, aaaaaa). g,
\ 5. Lockout Policy for It g/ )]
2. Management and Enforcement Tools 1 ""f © e Account Locke //////////
o  Password Management Softwaro; shiin Wal M,,@mn login attempt WM
uses password manager <. e [’“ :@merate and store minutes. Fur ()
strong, umm uplE Mafmp oyees are required to lockout perso;i
@rivﬁ password managers. e  Automatic i. o ///
29 ’*cement Measures: the IT department enforces log out mactu%
sword policies through Active Directory (AD) or e Re- authents%
equivalent systems. Password complexity and authentncate%
expiration rules are automatically applied. %
o  Self-Service Reset: a self-service password reset 6. Use of Technologé
(SSPR) portal is available for employees, with multi- Passwords %
factor authentication (MFA) verification. e  Multi- Factor§
uses MFA to /;
3. Deny Lists of Common/Weak Passwords required for é
o  Blocked Passwords: the organisation maintains a cloud/remote% COPYRIGHT
deny list of common and weak passwords such as o  Biometric Aug
123456, password, qwerty, letmein, admin. It also authenﬂcatm% PROTECTED
denies variations with numbers or special characters - f used instead §
(e.g. P@sswOrd). o (U f *’3 ~ e SingleSign (é;
e Automatic Checks: the system a'z2.( 3 (s Mf solutions (e. g%
passwords agamsta a2 {Ma Rl Mm comprom;sed of mdwsdualé .
credentiak "ﬂ 30 am 24 on the deny list, the user S50 integrat: 2 19
: . Mse a stronger password. o Passwordles%? Q 9
organisation § .
methods, su%  Education
authentlcato/
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Staff responsibilities in cyber security policies
Staff IT security training aims to empower employees to become a strong firsi
threats. It's not just about compliance; it's about creating a security-conscious

1.  Complete required security training: all staff members should be requirec
security training as part of their joining process and at regular intervals. Re.
of current threats and know how to protect comopzs {%ta. Training cover.
password management best practices, sec iy ﬁl} ing'of sensitive data, int

s w e

2. Follow security procedyr s W .ort problems: employees should adh¢
procedures. This &4 % ;g«ffowmg password policies, locking computers

pe L woroved software. Staff should immediately report any:

':,S\ﬁords), using unauthorised software or system errors or fail.

. Consistent adherence to security protocols minimises vulnerab

3. Respond to/report suspicious activity: employees should recognise and ¢
phishing emails, unexpected login attempts, unusual system behaviour a.\
data. Staff should avoid interacting with suspicious links or attachments
the IT team because quick reporting of suspicious activity enables faster
potential damage.

4. Maintain security in own workspace/behaviour: employees should secu:
workspace by locking screens when away from their desks, securing cont
shredders and locked cabinets), following clean desk policies (no sensitive
company-approved devices and software only. Remote workers should 1
ensure their home office environment is free from un“guthorised access.
unauthorised access and reduce the risk of c{e{w } LKy

9 " &

Act|V|ty(3 Vs o}

At All40ne Solutions. sc:/ S Z .riﬂUl’ES were discovered during a routine IT review. Emma,
r) ufur/ty tra/n/ng and fell victim to a phishing attack, compromising her
: 1, asoftware developer, accessed confidential HR files on an unlocked computet
. report the re 1¢h, allowing the incident to go unnoticed. Mark, a marketing associate, ignored i
. and didn't report the suspicious activity, letting a hacker bypass security measures. Jessica, worki
. left her laptop unattended, and malware was injected into her device via a USB. To make matters
. passwords without enforcement tools in place, making it easy for hackers to break into accounts
unnoticed due to the lack of a proper lockout policy.

Outline the key failings of staff responsibilities at All40ne.

AAQ BTEC National IT — Course Companion: Unit 2 (Content Area C) Page 5 of 17
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Key elements of effective staff IT security training
By implementing a comprehensive and engaging staff [T security training prog
significantly reduce their risk of cyberattacks and create a culture of security ¢

oo
1. Leadership/management commitment: if leadership must recognise cyb: /
investment, they will allocate sufficient budget, staffing, and the necessa: W
This includes allocating time for all staff to train eo fwsuring that the IT . //
create and deliver training. Leadership ce vy art L cléarly communicatin N
and how it impacts the organisatiza ’;{e\.wr”si}ccess in addition to maki.

)

g

W////W
|

=
=

4
prioritised activity. v 1w p—
2 v A e
2. Fleye® b o\ . ug'programme: training should be accessible to allem /////////
teci il xpertise, location, time zone or work schedule. This can be ac % ;%
train®zTormats (online modules, in-person workshops, webinars). Train ® //
training content is customised to specific roles and responsibilities of diff. ////////////////////////////%
example, finance personnel may need specialised training on phishing ar¢ S
may need training on secure coding practices. ///////
3. Range of training resources/learning styles: utilise a variety of training m N’
. . . . . . f//////////////////////y
and cater to different learning styles. Ideas for this are interactive online /
simulations, in-person workshops with hands-on exercises, short, engagii W

simulations to test employees' awareness and gamified training. It is alse
examples and case studies to illustrate potential threats and demonstrate

////////%

i

g

F

i
i

4. Progress tracking: in any area of business just asking for things to be don¢
monitoring is needed by implementing mechanisms to track employee pa g
assessments and simulations can be used to e~ L€ imowledge and skill

oy,

4
-

i
J
///////////////////

%//////////////%///////////é

45

rates, quiz scores, and the number of 72p fte ' .ashing attempts. Repott
where employees may need ~;'¢ (it | v upport.

;
.,»

- i
¥ 3

e

5. Incentives rath \‘;‘*\;}ﬁ ;:ﬂn‘i’ghment: focus on positive reinforcement anc
der att;}_\j&ﬁ"’éecurity practices. Offer incentives such as certificated
con (g ewsletters or meetings, and small gifts or rewards. When emp
constructive feedback and additional training rather than resorting to pun
environment where employees feel safe to report security issues.

6. Provide ongoing training:

o  Reinforcement and updates: cyber security threats are constantly ey
Regularly reinforce key security concepts and provide updates on ne\
regular training is often better than infrequent long training.

o New threat awareness: conduct training sessions to address emergin

techniques or ransomware variants. Provide regular security bulletin COPYRIGHT
o Annual refresher: conduct a yearly review of security policies and pro PROTECTED
A WY P—
. Activity (4 S\ 4

Imagine that the IT students studying cyber sec =i, " a, ﬁf ;mmé their services to parents who
brief suggestion, under the six hear:j:a a0 *’\wlfwﬁ.ﬂavyou could present to a parent running ai\

employees, outlining wh~* - 1 ", > aney would put together for their staff IT security trait 19

\ ik : g

 Education
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Security audits and their application to check compliance agal

A security audit is a systematic evaluation of an organisation’s security structt.
policies, and practices. Its primary goal is to determine whether there are vuli.
from internal or external threats, either deliberate or accidental. Partofthe o
organisation's security measures comply with internal policies, external regula
well as identifying vulnerabilities, audits mitigate risks and. 2nsure continuous |

.

W

Audit goals and scope {;' ¥
The goal of a security auditis to 3 ! St o v offective the current security cont
weaknesses in securitv po e gmswgﬁ,«&wcheck compliance with external standarc

actionable el ‘suijgnf"for improvement.
e 1

i s

ﬂes what will be audited, which could include physical infrastt.
apps, storage and databases including encryption and access controls, proces.
with industry standards {e.g. 1SO 27001) and legal frameworks (e.g. GDPR).

Identifying problems, gaps, and weaknesses

Methods used may include penetration testing, reviewing configurations and .
event logs, and comparing current policies with industry standards. During th.
to detect:

o Vulnerabilities: outdated software, misconfigurations, unpatched system.
o Weak authentication: insecure login methods or lack of multi-factor auth.

e  Access control issues: overprivileged accounts, weak role-based access co

e Data handling gaps: improper encryption, insecure data transfer/storage.

e [Incident response gaps: lack of proper logging, monitoring, and response |
|

Checking against internal policies g e ‘&

Auditors review the organisation’s intcan ac e ohcnes to ensure:
e  Consistency and comp/etr 7 £ L oudlenecessary security measures defing

e  Enforcement: are HEk e s a‘ctaveiy followed in practice?
o DoCgipto . roche pohcaes well-documented, accessible, and regula
e Em, 'Jariérence are employees aware of and compliant with policie:

Checking against external regulations and laws

Auditors ensure that the organisation complies with industry standards and le
PCI DSS (credit card data protection), ISO 27001, and NCSC best practices. Thy
areas of industry, e.g. the NHS DSPT (Data Security and Protection Toolkit) wh
healthcare organisations in the UK.

Reporting of results, required improvements, and changes

After the audit, the findings are compiled into a comprehensive report that ing

e  Executive summary: high-level overview of the audit findings.

e  Detailed findings: specific vulnerabilities, gaps, and non-compliance area.

e  Severity assessment: classification of issues by severitis (low, medium, higi

e Compliance status: evaluation of how well *h " .mn ation adheres to int
or regulatory standards. .y W * &

e Recommendations: steps to i ﬁeﬂtifued weaknesses including inve:
improvements, staf . w o8 and security controls, and training.

,,\w

. 3
e ) efecommendations are agreed, a remediation plan shat
s with deadlines to address issues.

Activity (5
An organisation had a professional security audit five years ago. List reasons they need to re

AAQ BTEC National IT — Course Companion: Unit 2 (Content Area C) Page 7 of 17
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Backup policy (€1.1.3)

Below is an example of an organisation’s security and password procedures. |
you need to know about for your exam. There are a few weaknesses in the po
by doing the activities below and reviewing your answers against the answers |

) {w; f’a:&j . -
Happy Cards charges customers for crafti' Fa ﬁfmﬁ]ng cards.
This policy outlines the proce 1o b ;«@ up critical data at
Happy Cards to ensuz 4. e j;mﬁfnﬁity and data recovery in the
oS .B~M failure, or cyberattacks, including

B4 3nis is crucial for maintaining our online platform,

1. Selection of Data; critical data is:

e Website database including details of all products,
customer accounts including purchase history, order and
payment information.

e Website configuration files and website server operating
system images.

\ e  (loud marketing platform including all customer emails
and names.
e  (loud accounting system including all financial records.

e Cloud email service and archives.
e In-house design asset libraries (card designs, templates... /
graphics), website code and other user ﬁles{w " j j b
. o
2. Backup Methods; carry out p@;jjf,‘ Ll %}&le*eﬂcrypted
backups for each of the =5 iny =7
o g@mel écaf’f?les, e.g. design assets, user files
@Nem’téﬁevelepment code base.
o N@ios ing provider system image backups for web servers.
o  (loud-based backup services for website database, and
the marketing, accounting and email services.
3. Backup Type and Frequency
e Monthly full backups of all datasets, cloud services and
website images at 1am on the 1% of each month.
o Weekly differential backups of all datasets except the
website database on Sundays at noon.
o  Daily incremental backups of the website databases at
2am each morning.
|
4. Storage Strategy: o P
e Off-site Storage: use a reputable rl¢ «« va S seivice for
website and cloud servicii 1 E;é N,m‘ag‘e. Take the

monthly back:ri ) e £ 7e-to be stored ina

P
-@;pmﬁzﬁll backups are encrypted using AES-256
W Tyption.

e  Retention: daily incremental backups retained for 7 days,
weekly differential backups for 4 weeks, monthly off-site

L\ﬂups/fcr 12 months.

B e .

Happy Cards< ? ickup Policy
A

5. Responsibility,
e ThelTMa
o Imp.
bac.

o Mon
suct

o Peri

o Ensi

o  Allemplo
lossorba.

e  Managem:
backup pu.

6. Backup Testing |
o Applyautt
backup is ¢

e  C(arryout.
been suct:

e  Documen

7. Legal/Regulatc:
o Annually,
PCIDSS (1

e  Maintain
and comp|

to manage

8. Emergency/Rect
e Intheeve
building b
customery
suitable a |
internal s¢
house files

know thal

e Intheeve
up new we
import da.

e Intheeve
purchase o
recover ir-

tape. Iso@f

if necessar

the netw

i

-

.

Wy
o
|
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Activity (6
Scenario 1: a gas explosion at 11pm one evening on Thursday 22" January 2026 destroys the v
. which will take two years to rebuild. Fortunately, this didn't affect their website or cloud serwcg
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A
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.E % s /
- Scenario 2: on Wednesday 7 January 2026 the accounts team arrived to work to find that the% b
© with ransomware and the supplier goes out of business. %
. Scenario 3: one afternoon the accounts department discover that a virus has infected their compi //
* random. It has only affected files that the accounts department can access and has not affected |
[
1. What would be the negative impacts of each of t= . jfcen?arios, despite them robi
each one, split the negative impacts inz B Wi afe definite impacts, and those th
o ad ’f“ \.& o
- 2. Onthe previous ~z-» "4 “huppy Cards backup policy. Propose improvements to the b
argeflhe 1. 1. impacts you have identified.
- Activity (7
- How might the 3-2-1 Rule be incorporated into the Happy Cards backup policy?
Activity (8
The customer decides to classify all their data into one of three categories below. How might
-« Customer data and financial records are classified as Highly Sensitive" COPYRIGHT
- o Design assets and website databases are dassified as ‘Sensitive'. PROTECTED
- o Email archives and general operational data are classified as “General”.
LY 4 ¢ o
P ig
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Data protection policy to ensure organisational compliance (€

A data protection policy tries to ensure that an organisation remains complian
upholds the privacy and security of personal data. The organisation should en.
associated parties familiarise themselves with and adhere to the policy.

 Research Activity — Data Protection Policies i |
.
Use the Internet to research what should be coveredine -t pr ! %orfpollcy and put togeth%
: key points. Also explain why it is needed to Py qa. Mfioﬁ’/ | compliance. %
ST i |
i CRlTRREGEE .
z\“ il
2z 25 w»-uat/ a-protection explains that the DP0’s minimum tasks are:
e orm and advise the controller, its employees, and any associated processors &

‘with the UK GDPR and other relevant data protection laws such as Part 3 of the Act
e tomonitor compliance with data protection laws, including managing internal dat
data protection impact assessments; train staff and conduct internal audits; and
s tobethe first point of contact for the Information Commissioner and for individual
(employees, customers, etc.).

,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,

. Activity (9 — Quick Quiz
Use the Example Data Protection Policy on the next page to answer the following quick quiz qu

1. Which of the following is NOT considered personal data under data protection laws?
A)  Email address é) Employee ID nuri
B)  Date of birth of an employee ~ D) Ageofanonymou

2. According to data protection prlnaplec A '*asllguld be kept for:

A)  Aslongas convenient jer 1 L) ¢ ()  Indefinitely

B) Onlyaslona £ By ; D)  Until requested

P 3,

e g ()  Handling complail

{ B Overseelng compliance D) Managing IT

4.  Ifacompany suffers a data breach, it must:

: A)  Keep it confidential () Firethe employee
B) Reportit D) Delete all data

5. What is the purpose of data minimisation?

: A)  Collect as much data as possible ()  Collect only neces:
B) Delete data immediately D) Store duplicate co

6.  Anemployee requests a copy of their personal data. What should the company do?
f A)  Ignore the request () Chargeafee
B)  Provide the data within the legal time frame . D)  Askforareason

L

t7 employee loses a USB stick with cu::'\r ) 1a.w)‘;}nar’§h5uld the company do first?

A) Firetheemployee = oo*CRGLJ° "~ ()  Follow breach res;
: B) Waittoseeif™ -~ : 3:- > Al D) Callthe café

8 1g 5 Apany sends promotional emails without consent. What principle is beit
E ()  Lawfulness, fairme
B) Data minimisation D) Accuracy

- 9. Personal data must always be encrypted when stored digitally. True or False?

10. A company can share customer data with third parties without consent if it benefits the

AAQ BTEC National IT — Course Companion: Unit 2 {Content Area C) Page 10 of 17

e

S

/

////////////
W

////////////////////////

\\\\\\\
\\\

\\\\\\\\\\\\\\

-

s
B
S

iy,

\\\\\\\\\\\\\\\\\\\\\\\\

\\\\

7///////////////////////////?

o

T

/ sy,
%

j—

\
i
i

COPYRIGHT
PROTECTED

ig

St

 Education




Introduction

We are committed to ensuring the protection and lawful
processing of personal data in compliance with relevant
data protection laws and regulations including the UK

e

security, and ensuring accoun’gb}w‘fi ™

organisation. For any e 0 i’;;,.w’ncems regarding
e n, 5o e Data Protection Officer at

9 34

Siess.co.uk

For the purposes of this policy, personal data refers to any
information relating to an identifiable individual. This
includes but is not limited to:

e Names, addresses, phone numbers, and emails.

e |dentification numbers (e.g. employee 1Ds).

e [P addresses.

e Sensitive data, including medical records or financial
information.

Non-personal data, such as general statistics or
anonymous data, Is excluded from this definition.

1. Data Protection Officer (DPO)

protection laws, providing guiraz <« id g as
the primary contact ez =%, o5 iun matters.

o‘;w«*sm

L Ll e
2. D! wctiaPrinciples
We mitted to processing data in accordance

with our responsibilities under the DPA:

o  Data must be processed lawfully, fairly, and in a
transparent manner, ensuring individuals are
informed of how their data is used.

\ e Data must only be collected for specified,

processed for other purposes.

o  The minimum necessary personal data required
for the intended purpose should be collected
and processed.

e  Personal data must be accurate and kept up to

date; inaccurate data must be corrected or

deleted without delay. .Y
\ o  Data must be kept only ;ni, s ﬁ Ms Jecessary
for the purposer i folgeaied, with

2070, * - Ciorrand disposal policies.
® @m&wb@ processed securely to protect

o 1st unauthorised access, loss, or damage.

be demonstrated through documentation,
policies, and audits.

Data Protection Act 2018 (DPA). This policy outlines 7z 4
approach to safeguarding personal data r*;,; o A

We have appointed a Data Protection Officer (DPO)
responsible for overseeing compliance with ¢ ta C P

explicit, and legitimate purposes and not further

e  Compliance with data protection principles must

B S |

Example Data Protection Policy

3. Protection of Rights anc |
We are committed to uph:
their personal data, includ

i 5 Be informed about

) | 5 o Access their person.

e  Rectify inaccurate &

e  Erase personal dat.

e  Restrict orobject

e  Data portability

e  Not be subjecttoa

without consent

4. Staff Training
All employees handling p.
protection training to eny\
requirements, and organi.

5. System Security Procedu:
To safeguard personal da.
measures, including:

e Secure storage of !

e Access controls and

i Encryption and pse.

: 7 and highly sensitive
“ e Regular system augi
e  Incident response i

€

6. External Contractors, Con
All external parties proce:
comply with this policy. Lt
include data protection ¢«
legal obligations.

7. Breach Response Procec
In the event of a data bre.
organisation will identify
assess the impact on persa
authorities and affected i
law, and record the breac

8. P.sponsibility and Accouy
'« The DPO ensures pe

w monitoring.

o Al staff members i
data protection con
e  Management is resp
support for data pro

7,

-

.

[

9. Policy Review and Upda/

This policy will be revie\%

necessary to reflect chan§

e
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Cyber security incident response policy (C1.1.5)

Contacts

A clear list of internal and external contacts is essential to ensure timely and ¢
This section should include names, roles, and multiple contact methods. Bela.
may be in this list.

—Contact Role _Respits) L dti

Oversees and manzgen ')Vtmﬂ'ff incident response process. Make
mitigatizrand A% ca‘f/ Coordmates between all teams involved ||
T Ngagéjment to provide updates and guidance.

Incident Response
Team (IRT) leader

'y reads technical analysis of the incident to identify the cause and it
strategies to stop the spread of the incident. Works to restore systet
Coordinates with other teams to ensure affected systems are isolal:

IT Team \Gow#?

Approves strategic decisions related to the incident, including resa.
direction and oversight during high-severity incidents. Makes decisi
including public relations and legal notifications. Ensures continuity

Senior
Management

Advises on legal implications of the incident, including potential c2
Legal regulatory reporting requirements. Coordinates with law enforceme
manage the legal aspects of communications with customers, parti

Manages public and media communications to control the narrative
public statements or press releases. Coordinates with external age.|
inquiries. Ensures the messaging is consistent with legal and orgaii

Public Relations
(PR)

Manages any employee-related issues durir J the incident, such as |
Human Resources | Coordinates with legal and serisr ita ~en.2nt on disciplinary actic
(HR) employees are informe 2 'd Mﬁr{@é during the recovery process
and orqan‘" GR ”*;,a@t

% 4 MJ:»;~»-ri5§cscieni:s impact on the company’s cyber insurance co
(isdrance claims for damages or losses. Works with legal and mana
legal liabilities. Ensures that claims are made in a timely and accuie

Communication

It is very important to ensure reliable communication during an incident. The |
key contacts should be immediately compiled as well as backup details in cas¢
mobile numbers, messaging apps, email addresses.

A conference call facility should be set up to enable real-time communication |
secure dial-in with details distributed to all authorised participants and the ca,
incident tracking in real time.

Procedures, flowcharts, and checklists
These should be created for: \ 4

- W«

1. Initial decisions, triage, and esca:;*g) " A ﬁcuc’i’eﬂt s severity should be ¢
response level, which i |s I» ;y " “"w,.»iwto the following classifications:
® Low: Minor e . *ﬁ; ,sUe ﬂo data exposure — report only

. M.méé’i data exposure, localised disruption — some action

[

|

:
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2. Main response, analysis, containment, mitigation, and recovery: the air|
effectively and fully, and to minimise damage.

1. Analyse the incident including identifying attack vectors (phishing, n.

scope of affected assets.

2. Contain the incident by isolating infected systems and changing com|
Mitigate the impact, e.g. applying patches or updfates and enhancing
4. Recover systems from backups; but verif\;;"ﬁ N iintegrity before go

signs of recurrence. ;!:;'mj -*

3. Reviewing, reporting, anr;;;« 5 ?‘%}Qiﬁcident: ensure proper documeni.
improvement to o ¢ . ~uirance for future incidents:

1. g@ew - ;g’;&gam”éwnt: create a detailed incident report. Include th.

w

3. Debrief and lessons learned: hold a post-incident review meeting to
improvements.
4. Close the incident: verify all systems are operational and ensure no

.

.

Activity (10 - Role Play

You are working for a large organisation which specialises in providing IT security systems.
all the computers in the organisation are locked with ransomware. The organisation imme
respond to any ransom demands.

seEer

e

In groups of between 3 and 6, each take on the role of someone in the initial triage meeting
response and actions will be. Someone must take the role of IRT Leadggr.

6

i

Disaster recovery po!igyf{‘; T L e
This is the general dis=. ~v;f"«.-f».‘\ ry policy for the business, to try to minimise

business o W “_ying to help the organisation survive. If the disaster i
zjurié”tion with the Cyber Security Incident Response Policy.
1. Purpose and scope
e  Purpose: this policy outlines the procedures for responding to and ri.
that may affect Happy Cards' operations, data, and systems. It aims ¢
business continuity, and protect the organisation's assets and reput.
e  Scope: this policy applies to all Happy Cards’ employees, contractors.
access to the organisation's systems and data. It covers all IT infrasti.
processes, including website operations, customer data, financial sy:

2. Triage, possible events, severity, and response
e  Triage: when disaster strikes, the leadership will designate personnée
determine the severity and impact of the event.
e  Possible events, severity and response. In all ~.: s the stakeholders
situation and progress. Here are thre . ffe 1 ?;t cypes of events:
o  Cyber attack and/or ranagifsand N.sta(:"i: initiate the Cyber Secu!
o IT-related, e.g, s t . lure, website failure, database corruptic
backuniw i i "1,\«:\ “dry server is unrecoverable, failover to second
Ne sdster: may include physical damage to facilities, pote!
";owﬁ"ti'me. The primary priority is to ensure personnel safety, ai
®Continuity Plan which might involve relocating to an alternative
systems and restoring set-up and data from offsite backups.

AAQ BTEC National IT — Course Companion: Unit 2 {Content Area C) Page 13 of 17
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3. Activation procedures: depending on the situation, the appropriate pro.
e  Activate Cyber Security Incident Response Plan in the event of a cyb
e  Activate Disaster Recovery Plan: in the event of a system failure, data

oo

»  Activate Business Continuity Plan in the event of a major disruption | ——
fo operate from its primary location. /

p

4. Roles and responsibilities | & /
e Leadership: responsible for activatin;ffi'} va ifop;?iate recovery plan e

needed. Also responsible for 2«2 e iy communication with the ste

)

g

W////W

=
=

I |
.ot L 1y . . A . by /
® [T Manager: respons’’:ic ¢« 1 aementing and maintaining the Disas! o
e X @A\ : , -
Security Incizat .ase Plan and reporting to leadership. B
® , o idi: Juwrtment managers, e.g. the Accounts Manager is resp. //////////
2% en nting data and assisting in the recovery of financial systems ant | ;jg
i Fw‘ . . %//
\@#01ts if cash flow or profits are affected. v 7
- . - . %
o All employees are responsible for reporting potential disasters or sy. WW/%
[
security procedures and for following instructions given during a dis. s———
. P
5. Contact lists // |
Organisations should have pre-compiled sets of contact lists which are ke | //
- o . * . ///////////////
someone joins or leaves the organisation or gets a promotion there shou —

////////7'
should be on the list). Key roles and contacts that should be on the lista; //

the IT manager, members of the cyber security response team and depai L
contact list should have key IT-based suppliers including any cloud backu

email hosting providers. %///m%
6. Monitoring and reporting requirements ¢ ///
e  Backup monitoring: daily monitoring of backup lngs to ensure succe. a
verification of backup integrity. _— . |
i B
e  System monitoring: continuous rron ort, Tust-critical systems for per
Regular security assessmmins ey ;Jihé’?yabiiity scans.
e Incident reportini {dis ,:s-se?’“?ecovery incidents must be documeni
A nast-ir o “‘L.‘;ﬁ ;’é\;ﬁvﬁ'@ill be conducted to identify areas for improv.
o 2 .ew: review and update the various recovery policies and |
CoPded
o Cbmpliance reports: annual reports to management regarding GDPR
backup and recovery procedures.
. Activity (11
. You are the head of IT for a programming company and receive a call at home to say that there /i
. everything in your basement server room. There is also infrastructure damage so the building wi
months at least. You are informed that there will be an emergency meeting the next morning i
COPYRIGHT
Put together a bullet point list of the key suggestions you will make in the meeting, and what PROTECTED

g

 Education

AAQ BTEC National IT — Course Companion: Unit 2 {Content Area C) Page 14 of 17



External services policy (€1.1.7)

An external services policy is a set of rules that explains how a company work:
storage, hardware vendors, or software providers. It aims to ensure these ser.
the law. The policy covers such things as who can access the services, how thi
what to do if something goes wrong (e.g. a security breach). It also sets rules 1
quickly problems should be fixed and who to contact if iss’.es aren’t solved. Oy
information safe and ensures outside services are sy s ‘onsible for their pa

e S e

- 3 i “"‘“’f - » »
Extract from an F> ., {e . ‘ternal Services Policy —
Key internal and supp(!‘g" % j - 4 ¥ snailed to key personnel on the 1% of every month.
. W
Authorisaj A Suatrol

o MFA to access the cloud email platform. Passwords must meet the
organiSation’s complexity and rotation requirements.

e Only IT admins can modify email configurations and permissions. User accounts must be
assigned least privilege access to minimise risk.

e Inactive or terminated user accounts will be deactivated within 24 hours. Regular access

reviews will be conducted every six months. -~

Acceptable Use

e  The platform is strictly for business communication and related activities. Users may sen¢
and receive work-related files (following data protection rules). Sending personal,
offensive, or inappropriate content is forbidden. Sharing sensitive data with unauthoriseq
recipients is strictly prohibited.

Data Protection
o Encrypt all emails in transit and at rest to prevent unauthorised 2« ess. Sensitive
information (e.g. financial data) must be encrypted usinc et “d-e_d encryption tools.
. . . . T e ff{ - .
e Retain emails for 5 years, in compliance with.'« al' e usmess needs. Deleted emails ate
permanently removed after 30 (:;‘;3, L\ o> -
e The platform performs 7 ] sy packups. Backup data is stored in multiple location:

reqini H%

organisation of planned maintenance or downtime at least 48 hours in advance. Issues wil
be reported through the IT support helpdesk. Response time to minor issues is within fout
hours, to major incidents within 1 hour. If unresolved within the agreed time frame, issue:

are escalated to the cloud provider's senior support team. /

Incident Response

e The platform is to be monitored for suspicious activity (e.g. login from unusual locations).
Suspicious emails are automatically flagged or quarantined.

o |ncase of a security breach: isolate affected accounts and restrict access, notify affected
users within 24 hours. Report incidents to compliance officers and external authorities (it
required). A full review will be conducted after incidents to ide=*/ y causes and apply fixes.

& ”g i
Compliance and Audits e —
e The cloud email platform must comrbar i o ‘% aid 150 27001 standards. Annual

security audits will be conc:ut (4th g.gm*ff\éwplatform meets compliance standards.

s

L

immediately.
o (loud provider: ensure service uptime and data protection. Provide technical support
as per the SLA.

oo (S
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Cloud services

Cloud services require careful consideration because (a) you have
responsibility to ensure that they look after your confidential data, (b) they
may be in direct contact with your customers, and (¢) they, not you, are in

S
control of their systems. The policy should also outline how your users /

interact with cloud services.
e Cloud resources requiring protection: it is impe=tz - v ldentafy the ///
critical assets (e.g. customer data, prozrie ﬁ‘f} 'Wmatlon) that =

e

\\\\\

% | |
require protection. e St
e Acceptable use: defiz+ qw\ﬁjyjcﬂ' éﬁ’lployees should behave when using g%/m/g
cloud sgevica s o, sgaﬁfble it may prohibit them from unauthorised i ///@ :
she 7.“’ wads or modifications of cloud data. It may outline the / /é
use \&5 %is and secure connections when accessing cloud % //%
services remotely. —
e  DPA: the cloud service will be processing your data so, under GDPR, you W
will need to have a DPA (Data Protection Agreement) with them which is ///////
them which outlines the responsibilities of both parties. You need to che Z /é
protected; for example, that databases should be encrypted, files contain ) -
be encrypted, and communication should be encrypted in transit, includi /M/
backup systems should be in place. /
Hardware P
A hardware section of the policy will outline: %/ %
e  Authorised suppliers and contractors: if the company requires a high leve N7
organisations, defence, biotech) then suppliers and centractors may need // /
procedures before they can become an authof o {0 5pher é //%
e  Service agreements: as standard harilviar “u g; adxme with a basic warran. gy
consumables then there |;" s ijﬂ,ea‘dy be a basic service level agreen é/
e  Maintenance anr’ o) r.trie business relies on key hardware (e.g. pri. 7
el NER & faa hospltai) then this may be a negotiated agreemen.
cal OCKS ‘of consumables on site, and penalties if printers have dow
will &¥5ecified whether parts are included in the cost for repairs, and w
Software
The software section of the policy will contain:
1.  Authorised suppliers and contractors: as with hardware, the higher /
the level of security required, the more detailed this section will be. '
Off-the-shelf software requires regular security assessments.
Bespoke software development requires thorough vetting of
contractors. COPYR'GHT

2. Service agreements: the organisation needs to carefully read and
understand the service agreement and any terms and conditions.
They will be looking out for details of patch manz "k Ent update
frequency, and security fixes. They also r ¢ ;0 sure that
software providers adhere to fhrfb L sauu’*ﬁ s securaty policies.

3. Licensing: this section | 1 X on e L%mpliance with software
licences and s 1 *“5"? i o do this the organisation outlines how

1 e usage to prevent violations or overuse, and

Ro0s for renewing or terminating licences.

PROTECTED

g

o

 Education

B

4, Software support: specifies support levels offered by the vendor
(e.g. basic, premium) and response times and how problems will
be resolved.

-
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Support
Support has been mentioned briefly on the previous page within the hardwar:
bit more detail about what to look for in a support contract.

oo

1. Service time and availability defines the operational hours for external se. W%
support availability or standard business hours. It may include provision | /

. . . . p

2. Response time — report to support starting defines exzected response tiri e

. . . i . | |

outlines the process, e.g. ticketing systems, o*gm > .ot >mail support. //

W////W

|
s

e

& o
3. Troubleshooting and solution time s> ifi. g!{;;ms«r:«’f}ines for diagnosing and .

. . . . ..
between minor, moderati;‘,;f, Xy vgju wssues. May include provisions fo.
; A i
permanent solutinre = =~

e

A

¥

e
oo
fo

iy,

o :gjﬁﬁ:“ﬁ define what happens when issues are not resolvec

2
"

oo
S

e

o

Activity (12

Your organisation is intending to move from a bespoke in-house email service to either Mic
systems. Someone else is researching the technical features and the pros and cons of each s
your organisation’s External Services Policy to each one.

o

”’///f///////////

W/'
g

|

2
S

@

el

i

i
45

(reate a bullet point list of the things you will have to find out to apply the policy.

e

i

R,

&

| |
/’; o % //
SR fa
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AAQ BTEC National IT
Cyber Security and Incident

Content Area D: Forensic p

- V»x ‘\‘f‘i
& J\’,,# e
Contents
D1 Forensic collection of evidence ...c..oeciiineiccnnnciiiimeimmmemcmmo. .
D1.1 Forensics on devices — servers, PCs and mobile devices.....cccccovvvivnnn
D2 Systematic forensic analysis of a suspect system....cccccveeiccinneeccrnmnnnnees
D2.1 Requirements for maintaining an accurate record, made at the time, o
AS POSSIDI 1ttt
D2.2 Assessing the findings.....o e
D2.3 Writing SECUNTY FEP OIS coiiiiiirieiiieceiire e e eeesriitrr e eereeenerbeereeeeseeearereenaois
e ¢ ’
i
W f\@ i >
& yyr‘ =
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D1 Forensic collection of

Digital forensics uncovers, analyses and can be used to reconstruct criminal a.
exciting as the forensics you see in crime dramas such as CS/ and Silent Witne.,
and methodologies. Digital forensics are just as deadly serious and urgent whe
hospitals which have been hacked, and in cyberf\ly'ff " lfirff,Jkraine and Russia.

Students should apply their knov!+ ! & - y understanding of the methods for
Gt

following a security incidz= 0 Lo
YA 47 =

s on devices - servers, PCs and mobile

Meeting requirements for forensics (D1.1.1)

Confiscation of devices

When investigators seize {take) devices such as servers, computers, or phone.
ensure that any evidence they take will be admissible in court. The evidence i\
scrutiny of the defence lawyers.

Investigators need to be prepared for different devices (e.g. laptops, servers, |
very old or uncommon models, custom built or from other countries. They st
store each type of device without damaging data.

Key points they need to consider are:

e Ifthe device is locked, investigators will try to get the ?IN, password, or b
from the suspect. If they can’t get the passvgr{mﬁ ~/e_may use forensic t¢

e  They need to have the correct charg2v an ﬁ}wge‘}s to keep the devices cha
cables to access data. JE% f’ij; .

e They need to retz®y < . ";‘{f,pd\ﬁ‘ié'r state, if possible, i.e. if the device isa !

to kegeg th - 3 Chis’is because some data might be only accessible w
pirograms or temporary files.

@ vice could be remotely accessed or wiped, it must be cut off from |
are on. Network cables should be unplugged, and they need to know how |
communicating, or to turn on airplane mode which disconnects all wireless

e  They need to carry appropriate packaging to avoid damage. If they want |
need special Faraday bags to block communication signals. They should «
they found with the device.

e  The document chain of custody is very important if it goes to court to de.
tampered with. A chain of custody is a record of who handled the eviden
date of seizure, the names of the investigators handling the device and a.

e |nvestigators need legal authority, e.g. a search warrant, to confiscate ani
permission, the evidence could be thrown out of courE.

:
W

&
e

Taking an image of the system Nl
Before analysing a device, investigatcis e :;e a\y'br;é:nsic image (an exact copy
the original evidence from h» ig’a A suw! Investigators can then work on the ¢
intact. It’s done by "« e 0 ff;::srifytwools to make a bit-by-bit copy of the device'

3
e

i

- analysis tool |

used to create and view the image, and then tools such as autopsy can be u
Sophisticated tools such as EnCase can be used for network analysis.
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Reviewing files and settings

Investigators look through the files, folders, and system settings to find clues. Fo
«  Documents and images to see if anything suspicious or illegal is saved.

o  Hidden files or encrypted folders which might hold concealed evidence.

e  System settings to check for tampering or suspicious modifications.
Reviewing system logs |

System logs are records of what the device dic! {\«,f Y“h ﬁrograms have bee
and error logs. They can help to cont‘f 2 tnwffne of what happened wher
malware was introduced, and <t a4 . /including:

e Login history: shcu. 4 j;w{essed the device; this means you can consu |
bt of perhaps identify the person who introduced the mé
'Ioﬁs lists recently opened, edited, or deleted files, which may |

e Internet history: displays websites visited or downloads made which coult

Reviewing user activity

Investigators look at user behaviour on the device. For example, they might ¢
find any suspicious communication, or social media activity to see their posts, |
will also see which files have been modified when the user was logged onto s
(legitimate or otherwise) and also to check if the user tried to delete or alter ¢

Malware analysis and alerts
If the device is infected with malware, investigators examine it carefully. If the
will then analyse its behaviour to see what it does, e.g. replicate itself, send e
access, steal or damage data, or spy on the users.

S R S R gir o ,:*f.,.“,. ,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,

- Activity D1 w7 s >

1. What must investigators ensussiiy ";fl.»rg dewces?

: A) Devicesarefistaw b ~ () Device
B) e i L Jinodels D) Eviden

2. WIRES d investigators do if a device is locked?

f A)  Tryto get the PIN, password, or biometric info from the suspect 0 Tumo
B) Connect the device to the Internet D) Discar

3. Whyis it important to retain the current power state of a device for forensic investigatio

; A)  Toaccess data that will be lost when the device is turned off QO Topre

» B) Tosave battery life D) Toens

4. What s the purpose of a chain of custody?

* A)  Totrack the battery life of the device (0 Toreu
B)  Toprove evidence wasn't tampered with D) Tolist

5. Whatis a forensic image?

A)  Photograph of the device () Screen

B) List of the device's files r i;w;*’ . D) Exact¢

6. What might mvestlgators Ioo' ‘,. o\ <+ _n.dogs?
A) Battery usaqr . () Device

D) User.
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The challenges of live forensics (D1.1.2)

Live forensics, the practice of acquiring and analysing digital evidence froma
set of challenges compared to analysing powered-off systems. Some of the ke,

Changing data
in situ

corrupted ata
and preventing

A running system is constantly changing. 5
Processes are running, files are bais *
accessed, and networ' S i Merﬁgelng
made. In ad f“@ wﬁiwactlon with the
D :ﬁi wﬁos‘enﬁc purposes, is likely to
4 ;w‘tri’e evidence.

.

Use specialised fore
without changing &t
methods to view it
SO you can show wii
on the system.

Malware or system errors can corrupt data.
The malware can continue running while you
carry out live analysis, and some actions (e.g.

Use professional sai
fast and so give thu
that focus on data |

further corruption | running programs) could restart the malware. | techniques that mi
Ca?turmg data in RAM is volatile and requires specialised Use deducaFed RAE
active memory ) the RAM without ¢
tools; the capture itself can alter the data. .
(RAM) memory analysis on

Capturing remote
data

Data can be stored on remote servers, cloud
services, or other devices, anywhere in the
world. Cloud services may restrict your
access, or they may wipe the server when you
tell them about the malware on their system.

Obtain legal authai|
(e.g. SSH, HTTPS) to
devices. The cloud
can take a snapsha.
agree how you will |

Avoid losing
temporary files

Operating systems and applicatloﬂs AGH )

numerous temporary files that i - "ﬁﬂuain&

evidence. These S5 } nae”leted when

Identify and presery
file recovery tools.

file activity. Use to
that is often delete

the cwt A §s§\x | LOWR or when applications
0 ' include the tempoi

The AG@%%GI‘I’OH of Chief Police Officers) has published a Good Practice Guide for Digit
interesting information which is relevant to this course. Here are a few extracts:

By profiling the footprint of trusted forensic tools used to gather volatile data, the digital foren
impact of using such tools and can explain any artefacts left by the tools. . .. Regardless of the
capturing the contents of RAM, the volatile memory.'

If other tools are used before the contents of the RAM are stored, it is very likely that running !
ofthe RAM !

'The tools used to capture this volatile information are generally run from removable media lik
floppy disk. A USB stick is generally most convenient, as the output of the tools can be written {
to the original drive should be avoided whenever possible, as this changes the contents of the
evidence. Aqain, principle 2 does allow the investigator to do thi-.. - a conscious decision will

& »»"

written down.' a®)!

And, it should be noted that in live forer<i su s . w«,alwajfg b&ssible to know upfront which ap
Whichever method is chosen -1 #mh :i.. wue meticulous notes."

ey “"‘ﬁ& o

1 #¥it challenging to change data in situ on a running system?
. 2. Why is meticulous documentation important when interacting with a system for forensi
i3 Why is live analysis risky when dealing with malware?

4. What should be obtained before capturing remote data?

5. Whyis it important to identify and preserve temporary files quickly?
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Network forensics (D1.1.3)

Network forensics are more complicated than device forensics in that you can
away for analysis, or take a snapshot. Also, networks may be shared betweer
or to public networks. It is more complicated than signing a DPA and policy ag.
and permissions may need to be sought from supervisory or legal bodies befa.
permission you are likely to need to present justification a»d evidence of why !
network, possibly to a court. Unauthorised scanr;i'ﬁ, 4 Lf}; considered hackin
Once you have written permissics; < 1¢ . wegin testing. But the network is il
your methodology must .z« o %}; che'live system. Steps you can take to he |
1. Use noz.invasly ”“(,'f‘. I-sipact tools to avoid adding too much load to the !
2. Ust he .5 u1s where possible which monitor the network without dire
3. Acti s test by sending data across the network or sending probing r¢

active scans during low-traffic hours to reduce the chance of overloading

Investigate individual network hardware in the following ways to look for mal.

e  Suspicious traffic patterns such as constant outbound communication to |
communication to non-UK locations.

e  Flagged malware files in antivirus software.

Device/Component Why It Matters .

@ hardware firewalls

sitting between Internet
routers and networks;

@ software firewalls built

Firewalls control incoming and outgoing
traffic; they only allow traffic through that
meets the rules. They detect suspicious
connections and blocks threats 2~ 'ep a

Traffic logs |
unexpected
rules and po

into routers, servers and . . N misconfigu .
log of failed and succes 7t or xﬁioﬁs. gu
computers) ath %
Directe i v @l swork traffic to devices via
Y ol 4 = Check port &
. e e S, routers and WAPs. Logs can j
Switches Y4 4" _ port scannit
@ reveal communication patterns
A\ . spoofed or U
between devices.
Traffic logs.
Connects the internal network to the patterns. Cl
Routers Internet. Stores logs of incoming/outgoing suspicious it
traffic. traffic which
firewall.
Analyse the

. . Provides wireless network access to devices. .
Wireless Access Points ) ) suspicious ¢
Logs reveal device connections and

APs . iy or WPA2. Ch
(WAPs) signal activity.
are strong. |
. Check for fa
These log user and system activity, so can be ¢
. . o force attacks
Client or Server Logs a key source of evidence for detezti | )
s unauthoriset
breaches. ot Y | T .
.y service crash
e B

“»v,»« 5 »yg e
If malware is identified i*o 7. ‘;‘:y o€ analysed to understand it, which can he||

; & . . L
likely to hozamspics » "3 swiocations, whether it has released any data to thit
»\«‘} Y

e (:I«J'vbi% for third parties to access the network, whether it has
il

into the »»,sc.x- i

-

S

Always use sandboxing when analysing malware, which means running the m
environment to see how it behaves and what files and devices it interacts wit
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Documenting the scene (D1.1.4)

Prior planning

Before the search and seizure of digital evidence from a scene, a planning me.
charge of the investigation and personnel of other specialities who will be inc |
you may be investigating a cybercrime, or a crime such as online fraud where |
central element, or criminals involved in the drugs trade where communicatict
part of the evidence but the initial action at the crize. e = will be to arrest at
and samples. ' i;,/} -

Also, planning is needed "« *’féﬂc—;,tm*e may be multiple locations where crim
sometimesiaa ciiis ‘*:'.:; Jrsdiction where additional legal authorisation is rec

W

Key plan; fnsiderations in terms of the digital forensics:

e Permissions for the seizure, and for any additional access to passwords fo
and cloud services.

e  Which devices need to be analysed on-site (for example, before power is

off-site before analysis starts.

Equipment also needs to be planned and checked. It will include laptops with
hardware, spare cables, write blockers, blank hard drives and other mediato »
cutters, cameras and video cameras, evidence boxes, bags and tags, markers o
magnifying glasses and masks.

Personnel involved in the operation should wear appropriate protective cloth\|
contaminate the scene in any way. Even if the primary focus is the forensic in\
will be a search for fingerprints and DNA. O

Coordinate with speci
units (DNA, Crime U
Fingerprints)

z

-

N

-

Consider RAM capture Isolate from Triage
Usm g dESi gnate d [ — network i a Ccordiﬂg to bt
(if required) defined plan

i

Encrypted
device?
#

/
o
-

Turn device off

A

e

Perform decryption
procedure D)

&

.

Flowchart adapted from the Interpol Guidance
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Securing the scene

The aim is to prevent the loss, alteration or destruction of possible evidence. @

1. Stop anyone at the scene from using mobile phones, computers or other |
damaging it. Ask them for their PINs and passwords to access their devic
this jurisdiction).

2. Remove and forbid unauthorised personnel from accessing the scene.

3.  Remove any wired network devices and disable v/ ,fss communication:

4. Tagequipment as either being available t: e ) ;’éy;"br for investigatiol
This investigation may start imm < 1 vilide another member of your @
other devices. il A

‘ . "“‘ij 3 s
‘el 1 v wwed guidance for securing the scene can be found in the
guidelines. It also includes details of specific tools useful for fo

Plans, photos and diagrams of the scene

The crime scene should be accurately recorded before any evidence
recovery starts {except where there is risk of losing evidence, e.g. if
there is bad weather in which case markers should be used to indicate

.

T
-

w©
.

|

where evidence has been recovered from). %

.

The methods to document the scene can include: . %

o  Still photography (wide-angle shots of rooms and close-ups of . %

devices and screens) %

e  Video photography ‘Z

e  360°imaging %
e  Drawing plan ;

e  Contemporaneous notes é |

r;?y:j”’

:

If it is important to, for example, 1unidg ¢ ’ewuofl?yér Internet cables

-

%

. &% e%/” . %

before properly docum{er:ﬁ A ‘he . cune, it may be best to use a live %
video camera to Ao - f whe unplugging of the cables. ® §
% . i w’j . ® %

These are notes made at the time or shortly after an event occurs. ® fé
Therefore, they are the best recollection of what you witnessed. e |
They should include the date, time and location, and details such as: e
e  Environmental details: was it hot, cold, damp? Were computers e
on or off? Was there any noise or music playing? o

e  What were the names and roles and contact information of —

anyone on-site, and what did they say?
e  What was displayed on screens when you arrived? Was there any literatiy
e  What could you determine visually about the makes, models and serial ni
e  What were your actions and the actions of others in the team?
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Witness statements

Whether the scene is from a police raid or an office of an organisation thatha
can be invaluable. Witnesses who are suspects may be interviewed under po. o
Witnesses in the building may be taken out to a neutral office away from the . s
Other witnesses may include security staff or third parties, e.g. cloud softwari /

off-site technical support.

e

i

o El . Z////}
i i . 3 : e% g v
Witnesses may be asked questions suchas: f:/x N s
e  When did you first notice the isSigmR iR il % | /é
P R v 3 LR ® K
e What unusual activity dic yut ¢ ..ove, either before or after you % gy
- - - = | ]
noticed the isst:efv ) % 11
e« Wh o A _ywu'take, e.g. to run antivirus software or . | // \
reb i device? % |
- . L N //
o Who'¥iU you tell, and what did they say or do? . % v
) - i
e  Have you shared any passwords, or clicked on any email links, or % ////////////////////////////%
noticed any USB drives plugged in or seen anyone unfamiliar in % S

. s
the area? ® P o
. '

s

i)

B

”//////////////////
BTSSR SSSSR S snm s . — 4
- Activity D3 | Z

You are the chief forensics investigator and have arrived at a scene where five laptops, three%

. found. The laptops are all on with some sort of program running; the tablets and mobiles m% Pt
. and have been apprehended. % / %
. You have a team of five. List your role and draw up a list of tasks for each team member to do Pt

///////////////////

%//////////////%///////////é

e

COPYRIGHT
PROTECTED
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D2 Systematic forensic analysis of

Students should apply their knowledge and understanding of the requirements .

D21 Requlrements for mamtamm jaccuratere

 Activity D4 oels’

- Follow the v b f* = v~ “anighlighter to carefully match each relevant point in the sto
’ ®Iv 1.0m the specification.

.............. oo BRI
My statement

I was reviewing the report of a recent cyber security incident when my work m:
frantic, from one of our clients. 'Something's wrong,' he stammered, his voice |
strange characters, code, just... appeared on all the accounts department scre.
We've been hacked, I'm sure of it.’

My stomach clenched as it always does when | need to kick into urgent action.
real time. 'I'm on my way,’ | said, grabbing my go-bag. Arriving at the compa.
atmosphere was thick with tension. Mr. Henderson, his face pale, met me at |
and have disconnected everything from the network and have turned off half ¢
on,” he explained. Every minute counted. The malware, or whoever was behing
lying dormant, waiting to strike. But this wasn't just a techfgical problem. This .
balance speed with meticulous procedure, ensuring 2y /- tep was documentc
was ticking, and the digital ghost was still cut ﬂif; {“ ;;B,wem'?here.

My personal camerawomarhiu'o ar wf"z ust before me. She filmed me arriving
and fol!owed me thr i} é» f? w,;mﬁ’; into the building. | had to expla/n to the

video snippets for my marketing YouTube channel, but | didn’t mention that!

Before even touching a keyboard, | retrieved a pre-prepared document from
bag. Mr. Henderson, the most senior person present, looked surprised that |
wasn’t going straight to an infected computer. 'This,’ | said, holding out the
document, 'is crucial. It's an authorisation. It grants me, as your representative
full administrative access to your systems and files. Without it, | can't
effectively investigate. It's also a formal acknowledgment of my obligations.

\\\\\\\\W\\\\\\\\\\\\\\\\\\@“\\\\\\\\\\\\\\

i

i

| pointed to the lines requiring his signature. 'This confirms your consent. And
face him, 'is my signature, binding me to your privacy policy and the UK GDP
processor, handling sensitive information, and | want S ;ure you that | tak
seriously.’ N 4 wfé :f .

Mr. Henderson scanned the Hr i 4 3 Js*’bmw furrowed. 'GDPR? Is that real
'‘Absolutely,’ | rep/:er" iy ;,,& e ,Mr*n but calm. 'Even in a crisis, we can't comp
"{)t\ L V@Ur data is paramount. This document ensures everyt
Ve fﬁid, 'oh yes of course’ and signed the document. | signed a

AAQ BTEC National IT — Course Companion: Unit 2 {Content Area D) Page 9 of 2
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With the authorisation secured, the real work began. The delicate balance
between preserving evidence and preventing further damage was a tightrope
walk. 'We need to isolate the affected area,’ | said, addressing Mr. Henderson
and a few anxious-looking staff members. 'But we can't just power everything
down.' 'But the malware is still running?' someone queried. 'Malware often
resides in volatile memory,’' | explained. 'Turning off the power erases that
data, wiping away crucial clues. But we also can't rick Sl %ading further or
deleting more files.' As they looked to me, | ex i el jg rther:

e 'First,"| said, gesturing towarrds 1 . . rorstables snaking across the
floor, 'we need to ensiiz efﬁfff: Y M;w%olat:on | need to double-check every
device, includin:# e 7 uﬁﬁ disconnect any network cables leading

s ks rf“;went | began tracing cables, including to and from th.

it sthch ensuring nothing was connected to the wider networ.

or the Internet. Any wireless devices should have their Wi-Fi and

Bluetooth turned off and put into airplane mode if they have it. -

e  'Secondly,’| continued, turning to Mr. Henderson, 'l need you to confirm
that no one who was here this morning has taken any electronic devices ~
mobiles, tablets, laptops — out of the office. If they have, we need them
back, immediately. They could be carriers.’

e Thirdly," | added, 'l need all mobile phones belonging to staff present to k¢
placed in a box. We'll examine them later. It's a precaution.’

o  'Fourthly, I need all of your staff either here, or in a room nearby. | may ho
some of them may be able to help me with the investigation.'

e  'Fifthly, please put the entire company on high alert. Anyone who sees an,

needs to report it to me immediately.’ {

e Sixthly,' | said, a sense of urgency creepina ln g W ce, 'if any members
office today, on holiday or otherwise, v e Pf‘j J’Irecall their devices — lap |
turn them on. We need to ntiw Jejg zecurrent state. !

e  'Finally,"I said, lonks 7] = fi‘, 'y-at Mr. Henderson, 'l need you to contact y¢
eNCr gy (= © ,L:”tmcates that might be used to access encrypted file.
see hitg”

Mr. Henderson nodded, his face grim. 'I'll get right on it.' The room buzzed wit.
and a desperate hope that we could contain the damage.

Creation of visual evidence of findings (D2.1.4)

The immediate priority was clear: secure the digital scene and document
everything. ‘Right,' | said, addressing the room, my voice firm and focused.
'We need to treat this like a crime scene. Every action, every image, must
be preserved.’

'My first step is to photograph every screen that's currently displaying
anything,' I stated, pulling out my digital camera. 'This cnc"gures the current
state of the compromised systems. It's vital for est - «. n. a baseline.’ |
systematically moved from computer to covop. fex 5 M%mg h:gh resolution

photos of each screen, ensuring f"fj S0 ga}’ vere clear and detailed.

W

w
y* §

4
'Has anyonegtakearin }, *)tas or videos of the screens before | arrived?' |

asked. ', hg Lear, even if you think it's insignificant.’

Whands went up. 'l took a picture with my phone,’ one of the staj}
slightly blurry image. Just when it first started happening.' 'Excellent,’ | said,
phone to be placed in the evidence box after the image was copied. 'Every det.

AAQ BTEC National IT — Course Companion: Unit 2 (Content Area D) Page 10 of 21
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'Is there any video surveillance footage that might have captured what was oi
that might have shown the code appearing?’ Mr. Henderson looked thoughtf.
hallway, but I'm not sure if they'd capture the screens.” 'We need to check,' | s
worth investigating.'

[ then turned my attention to my own equipment. | had brought a set of video
cameras, each carefully selected for its forensic capabiii: f 'These cameras,’
I'announced, holding one up, 'are set up with < ¢ fic ). rameters. ['ve noted
the make, model, and serial number ¢ ?;, ? V'?nwvi” he metadata and location <
settings are preset, ensurin.ccdi . a'preventing any later challenges in
court." | checked the <t j;}m"é ‘on each camera, ensuring they

were syrgflise 1

'I'm going et up a camera pointing at each active screen,' | explained. 'This
will capture both the ongoing activity of the malware and my own keystrokes.
It's vital to demonstrate that I'm not altering evidence or creating false
information.’ | began positioning the cameras, carefully framing each screen
and ensuring a clear view of the keyboard. The cameras began to record, theii
red lights blinking steadily, documenting every digital flicker and keystroke.
The digital crime scene was being meticulously captured, every action recorde.
for potential legal scrutiny.

'Now,' I said, turning to the task of capturing a snapshot of the infected
systems, 'we need to create forensic images of the affected drives. This is
critical for analysis and preservation of evidence.’

I began with one of the powered-down computers, . i é it was completely
off and no longer being altered by the molv ar . "fuf;;fsfart with this one,' |
explained, 'because it's in a static =iy 2. & - Leed to preserve that.'

14 - & >
s e -
Carefully, | removed .=, Ar ,*.»dfi"f;', and any other storage devices. 'I'll be using

o aced, ?rolding up my laptop. 'It's a trusted forensic tool for
it copies of storage media. We'll create two identical images

my FTK
creating gl
of each drive.’

'Why two?' someone asked. 'One for evidence,' | replied, 'which will be sealec
and stored securely, and one for analysis. This ensures we have a pristine copy
for court, and a working copy for examination.'

'‘But how will the court know that it’s definitely the same hard drive?' someon:
piped up. 'Excellent question! Firstly, my FTK Imager generates a unique *
checksum from the data on the original hard drive which it saves to a file and |
also print a copy. Then | do the same for the pristine copy. The printouts and |
drives go in the number evidence folders and are sealed in full view of the vide.

. . - .
recorder and then will be taken to the evidence locker - ;. e police.’
T &
- s_fs
N W
. 4 ; ’
e .
™ ¢ 4
2l o
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I meticulously imaged each drive, including hard drives, any server hard
drives that may contain virtual machines, any USB drives found, and even the
SIM cards from the mobile devices. 1 even took a copy of the BIOS; in case the
malware had altered anything at a low level. In addition, | put a request in
for any backup tapes made in the last week to be locked (sliding the physical
tab that stops them being overwritten) in case it was zero-day malware that

was already on the system before the last backup. > f

) {w; f’w : . -

Each original device was placed into ¢ g ?rwf evidence bag, sealed, and
clearly labelled. The analysi<.c 9 v \«aced in a separate, equally -
well-labelled bag. .« " ==~

.

jf'fd?'d, ‘the RAM from these powered-down machines is lost.
ory disappears when the power is cut. But we can still get a

RAM capture from one of the active machines.'

I moved to a powered-on computer, aware of the delicate dance between
capturing data and potentially altering it. 'This will be a live capture,'|
explained. 'The data may change as we copy it, but it's crucial to get a
snapshot of the RAM while it's still active. We'll use a specialised tool to
create a flash copy of the RAM." | carefully initiated the RAM capture,
knowing this data could hold vital clues to the malware's behaviour.

'Ideally,’ | continued, 'we'd want a complete image of the entire machine, but
with the boot disabled. That way, we can inspect it without running the
malware. We can create a full disk image, and then, usina the imaging
software, ensure that the boot sector is not copied ;.7 " i ithe boot sector is
edited to not boot the OS. This allows us to mc int - _utive on an analysis
machine, and see the file system,{' it ?ﬁfj} wning the malware.’

16 b

L
W i

'One crucial auestio ‘«:fa,:;au”;fng my analysis, 'does the accounts
is i1y Virtual disks or virtual machines?’

wlooked perplexed. 'Virtual... machines? | don't think so. We just
have our reqular computers and the server.’

'That's a relief,’ | admitted, a genuine sense of ease washing over me. 'Virtual

machines add another layer of complication.” 'Why?' someone asked. |

'Imagine,’ | began, 'a virtual machine is like a computer within a computer. It
has its own operating system, its own file system, its own memory. If the
malware had infected a virtual machine, we'd have to image and analyse not
Just the physical hard drives, but also the virtual disk images, which can be
massive. 'Essentially,’' | concluded, 'although there may be some helpful

snapshot backups, it is another layer of complexity. The fact that | |
I} . . . . e i , & Ret;
you're using physical machines simplifies the process cons:c{erably, (D7
) ; W s_jé 5
Starting a cold analysis ¥ L

&

It was past noon, the infectzd com N ;s“fil;’ had code scrolling down their sci
start the investigatic: /i L Jt:u“’;r;y laptop into my own encrypted 5G SIM ro.
T wne infected network. | downloaded a fresh copy of the
) ers, as well as the bios for their specifications, and copies of ti

my cyber software could analyse which files are different and advise whether ||
changed. This includes the databases used by the software and the registry i
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In addition, my cyber toolkit was running the latest antivirus software from
multiple suppliers to run through all files in all the folders on all the drives to
look for any hidden malware, including system files, software files, user data
files, temporary files, downloads and even deleted files in the user’s recycle biv
Even if it found some, it is not necessarily the malware that is currently causing
the problem. ;

f“ j B
Starting a hot analysis
While my analysis was runninegit. 1 M mmd to the infected machines the
were still running. "M, Mjwnf‘h(:e'rs’ setting up another analysis

eflhve o delve into the data. We're looking for patterns,

": ';hiﬁg that will shed light on what happened.’

'T'll be focusing on process and sub-process output and activity that is happeni:
at the moment,” | explained, opening my forensic analysis software. 'This invol,
at the time of the incident, their parent-child relationships, and any unusual a.|
We're looking for rogue processes, hidden services, anything that doesn't belo.

| began parsing the RAM image, searching for evidence of malicious code injeq|
and any unusual resource consumption.

'We're also looking at network information,’ | continued, switching to a netwc:
addresses, user logins — these can reveal communication with external servers,
the malware took.” | meticulously examined the network traffic logs, searching
malicious IP addresses, unusual port activity, and any signs of data exfiltration.
10 ¢ ;

'User login data is also critical,’ | explained, sci illir. - arough authentication
logs. 'We need to see who was ."O"”' » v n the incident occurred, and if
there were any unauthorw\ >, ﬁ’gm mrfj can help us identify potential points ¢
entry and comproinc *“;c wnts.' 'For example,’ | said, pointing to a series 0}
he s ,fuen “look at these login attempts. Multiple failed logins

froman wf«xﬁ P address, followed by a successful login with administrative
privileges. This suggests a brute-force attack, although this happens all the

time so it may not be related.’

I then turned my attention to the hard drive images. 'We'll also be examining
file system activity,' | said, opening a file analysis tool. 'Looking for recently
maodified files, hidden files, and any suspicious file creation or deletion. We're
searching for the malware itself, its configuration files, and any other traces it
might have left behind.'

'We will also look at event logs, and the registry. These are the windows
operating system’s record of what has happened, and the configuration of the
machine. The registry often holds keys and values t""n e jv what programs
have been run, and what network connectmns ,am f b pen made.’

sty
I ran some commands to sto ﬂl’ff,)ﬁ jy.»ﬁyic“ks running on the computer, which \
giving me a chance 5 4. s _uie it. I know that would mean that this particul
ny s Ut | needed to open files, affecting the time stamp, ah
9= of the malware.

'The goal is to reconstruct the timeline of the attack,' | explained. 'To understa:
system, what it did, and what data it compromised. Every piece of information,
potential clue.'
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'But I've heard that the malware will delete its original file and will attempt to |
said one clearly knowledgeable member of the team. 'That’s right’, | said, 'bu:
network activity we can delve into the system’'s hidden corners. System-gener.
that attackers overlook.'

'Take the System Volume Information folder for example,' | explained, navigat |
folder stores system restore points, volume shadow cciii fand other critical s,
files, previous system states, and even remnan"gws, m //z _vare activity.'

Y wh
I carefully examined the volitr 251 ) e Mv{‘jifpl(?S looking for evidence of file
modifications or delst " f;; ﬁfi’gﬁt have occurred before the incident.
s ¢ u . snapshots of the file system,' | explained. 'They can
L8 |5’ [ooked like at different points in time.'

'Wext, we'll analyse the hibernation files,' | continued. ‘These files store the
contents of RAM when a system enters hibernation. They can contain sensitive
information, including passwords, encryption keys, and even fragments of
running malware.' | loaded the hibernation file into a specialised memory
analysis tool, searching for any unusual patterns or anomalies.

'Crash dumps are another valuable source of information,' | said. 'These files ¢!
and they can reveal the state of the system at the time of the crash. They can )
crash and potentially reveal the malware's behaviour.'

'We'll also examine the page file," | stated. 'This file is used by the operating sy
RAM. Like hibernation files, it can contain fragments of ser*gitive information.

[ ran a specialised tool to analyse the page file, loo/ziz, *vny traces of malici
synchronisation files; these files are used by cl tud . jage services and other ¢|
between devices. They can reveai fir {Tif vere recently accessed or modifiec

was exfiltrated.’ @ir e

. “‘v\j ""”) e?
| examir sy h.w:))’ﬁsatlon logs and files, searching for any unusual activii
generate it ften hold the key to understanding the full scope of the attaci.

activities, deleted files, and even the attacker's tools and techniques.’ 'It is like
system itself leaves behind, often without the user knowing that they are there

Hours passed and | worked into the night, drawing together the evidence. | tro
stick that someone had plugged into a computer. The USB had some meta dai
called 'Dmitri Popov' had previously saved a document on the USB stick; the vic
I discovered this.

Over the day my support team had arrived and now were taking over so | coule
in my chair with a contented smile on my face — | had earnt a lot of money tod.
on the dark web to plug in the USB stick with my code when he delivered a pai |
probably been arrested but it couldn’t be tracked brck: ) ée as | used an encr)

Prologue \
The cold steel of handcuffs %, I mto "7 y w.wff/sts the metallic click echoing the fing
lights pamtea‘ the wf ;, »é ..:nyw ‘Detectives swarmed around the room coll¢

broken an‘el "'Z:ryption used on a dark web marketplace and had recorded my c¢
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Ensuring the evidence is relevant and not a false positive (D2.

It can be very frustrating when a legitimate email from a friend goes into youi
positive, i.e. an email that has falsely been flagged as positive for spam. Inth.
software used to find and identify malware can identify false positives. Aside |
undermine the case in court.

|

Defining file signatures, search criteria, etc. - 4
When looking for malware there are severaith ‘i%;f Mf ?hay ﬁag up a file for fu.
e amalware file s:gnature is ll 1 fir 3 rorint' of a malicious program; it cai
sequence of byte'; N ﬂm&\g.ﬂe that is unique to that specific malware
e malwazaderv v, N;il viave a number of search criteria to look forward .

ler w,,wﬂés or keywords inside files

o the {&@#¥uta in a file may match those from known malware, or may be (

on thesystem

Those attempting to hack or who create malware understand how anti-malw.
new ways to work around it to hide their malware.

Known/estimated error rates of tools and target data types

Forensic tools and algorithms are tested on known data to give their accuracy |
error rate helps determine how reliable the evidence is and how important it |
manual review:

e  Folse positive rate: the percentage of irrelevant data mistakenly flagged &
e Folse negative rate: the percentage of known actual evidence that is mis.

Feedback of false positive data to improve detection =’ 1od and algorithms
When false positives are detected, they shouk‘ 2 fj“sj ’%o improve the systen
This might be a case of: Mx
e  Updating an algorithm 10 e Wlt is detecting malware.
e Addingand remc.ii o o) Mr?fh words.

s
o  Wheggilistc . . o o probability of containing malware the sensitivity the
. \ammg or Al tools can be given the false positives as feedback @

Regularly updating the tool with feedback data improves its reliability and pre.
more likely to pick up new variants of malware.

Alert fatigue for high false positive rates
Alert fatigue occurs when investigators receive too many false positives. Asw.
this can mean that analysts may start missing or ignoring alerts and real threa
the system needs to be analysed and a mitigation strategy put in place, which
o  Lower alert thresholds if still very likely to pick up issues.
o  Group and prioritise alerts by severity or confidence level to focus on the
o  Automate initial filtering, e.g. use Al to dismiss low-confidence alerts.

/
Manual review of all positives to filter obvuou° i) s&: »fés
For example, if a forensic tool "'j;b v n*},ﬁ.@o‘h \K)mdows system file as suspicio
whether or not it is Ief*‘t'ﬁ ;“L W °

L

e

i

Further 14}19 ,awdn and check of filtered positives

Once fal s\ ¥ tives are removed, the focus is on the remaining positives to in
their valldlty before they can be confirmed as a definite lead. Questionstoa
e  Does the context match: do surrounding files, logs, or user activity matc
o Isthere other evidence supporting or contradicting the flagged item?

o Do other forensic tools confirm the findings?

\\\w\\\%

&\\\ %\&
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For example, if a flagged email contains a suspicious link, further investigation
destination, analysing related email headers for inconsistencies and checking |
known malicious activity.

.

. Activity D5
. You are a digital forensics investigator assigned to a case involving st'<r ;cted malware on a co
- department has provided you with several flagged files that *'e. . i1 alware software ident,
. are concerned about the high number of false 2% g §Zi@,Mrf”é‘0'7?17sure that only relevant

w e

=

L

s

.

: e
. Outline the steps you w,g*':g > - pport the IT department.

L i

e

:

D2.2 Assessing the findings

Provide evidence of a crime and/or an incident (D2.2.1)
Different types of crimes and incidents will require slightly different variation:

Type of incident Key Evidence Type:

e Logs and timestamps of unauthorised access or suspicici

Criminal offence e Hard drive images (with hash values to show they are th
(e.g. hacking, fraud, e Evidence of wrongdoing, e.g. malware code samples, of |
identity theft) financial records showing fraud.

o Witness statements, e.g. 0%355%14 g suspicious activity.

e Proof of unauthori?jf ol ;ﬁpw data access.
Regulatory breach e Details ofov o ‘ar. L1uw the breach was detected and f¢
(e.g. GDPR, HIPAA, PCI ® £ 2.k of compliance checks and scans.

g
i f... S

055) Nl *j;flwﬁié‘swf)f correspondence with regulatory bodies. .
e The effects of the breach, e.g. what personal details wer

Civil liat ) e Contracts and SLAs proving contractual obligations. %
(e.g. contractial breach or | e  Evidence of breaches of contract and associated comm u
damages) o  Expert reports, records and calculations of financial los{i
Internal policy e Logs and timestamps of unauthorised access or suspici;
non-compliance e  Evidence of showing deviation from security policies. %
(e.g. violations of company | e  Internal communications showing disregard for poiicie;
rules) e Evidence from witnesses. %
e Logs showing IP addresses or domains linked to the atta

Cyberattack e Network logs showing suspicious activity patterns. %
(e.g. ransomware, e  Malware evidence. %
phishing, DDoS) e Forensic hard drive or device images of compromised s%
e Ransom demands or frauduler: mails. %

, e Policies and proceriz 7 7 .
Negligence or Procels=t JS "
. o Proof of 2my ~ e zudrity training (or lack of training).
mismanagement o smdilel ?y%)éﬁé demonstrating delayed or ineffecti\é
(e.g. lack of due care) AL g detay -

v Asgessment of mismanagement or insufficient security p

‘Wiiimalso be key to include the chain of custody (who handled
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Demonstrate that a system has been externally and/or intern;

Unusual traffic

Both inbound and outbound traffic logs may contain thousands of entries froi.
viewed. Users from different countries and airports and cafés may connect te
complex. In some cases, Al might be used to look for patterns and to rule out |

|

Here are some things to look out for: Yo o yé

¢  Inbound or outbound traffic thatis to urt %r;};;féddresses on watch lists.
or from IP addresses that argwl f‘ﬁ;:f;a _veo the organisation (i.e. rule out i
mainstream websitzot i,s e

e Inbourgor » & ‘5. Tteaffic that is from unexpected or blacklisted locatig

SN Loesn’t have employees, suppliers or clients in Asia.

® %ustained traffic at a higher rate than normal, even if from mu|
may be a DoS or DDoS attack.

Unusual login attempts

Examples may include:

e  logins or attempted logins to multiple accounts from the same IP addres.
e  Logins at unusual hours or from uncommon locations.

e  Brute-force attempts or account lockouts for unknown reasons.

o  Users with unexplained increased access, or unknown logins appearing o

Unusual DNS requests

Examples may include:

e  DNS request to domains that do not exist. ;

e Ahigher-than-normal number of DNS queries i= ¢ - £ iod.

- fj} o
Increase in file or data reads or recu 500 s
A spike in the number of fil-s ‘ndt N mé’!m”g read in a second, or in a minute, ©
hacker or malware b A e ;ieu{hé network and is viewing lots of files. Simii:
going thelis \th. ;;,lwéf?(, or database record requests may indicate malwai.

L

Unusual port usage

Ports have standard usage, e.g. 22 for SSH, 443 for HTTPS and 110 for POP3 e
ports for traffic that doesn’t normally go through that port would be a red flag
Similarly, using ports that are not on the standard list of ports could indicate &
should close any ports that are not needed; therefore, traffic attempting to ac
a problem.

Suspicious changes to files or data (including system files and data)
Sometimes users will report that a file has been unexpectedly changed and cc
code), or a file is trying to run a macro that they didn’t create, or that a databa

code. These would be suspicious.
|

s
Similarly, unexpected file modifications or det:sv 5 1 us that don’t normally &

files, or changes to configuration or rfﬁ_,"; . sewuigs, are an indication of possi
o § o
ol e

B i s
A Aan
» L
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P ————

- Activity D6 b

- Below is an example of an extract from a log of email-related traffic which contains a numb% s
. explain why each looks suspicious. % ///
- To do this task you will need to use your understanding of what th~ fferent ports are used 7 7
. look for patterns in the data. = j :f o % - _
s\ @ |
Date Timg ; j; -~ 12;; | Destination IP | Protocol & %M///ZZ
2025-03-30 ., » 4 07 192.168.1.10 | 62.31.137.89 TCP i % % %
R5- 1 :;M;;:oﬁ%7 192.168.1.10 = 62.31.137.89 TCP 26 ////}//,%
0,-30 08:10:01  192.168.1.20 | 62.31.137.89 TCP £ ’%
G#5-03-30  08:10:23  192.168.1.20 | 10.0.0.5 TCP 4t $ J
2025-03-30  08:19:23 = 192.168.1.10 | 10.0.0.5 TCP i WWZ
2025-03-30 @ 08:22:13 | 192.168.1.25 | 10.0.0.5 TCP & ) ‘
s 2025-03-30  08:22:18  192.168.1.10 | 10.0.0.5 TCP 1 //ZZZZ
2025-03-30  08:38:11 | 192.168.1.30 | 10.0.0.5 TCP 1 | %
2025-03-30  08:55:45  62.31.113.5 192.168.1.10 TCP 2 % /
2025-03-30 = 08:55:47 @ 62.31.113.10 192.168.1.15 TCP W//;Z;/// ,
2025-03-30 = 08:56:09 @ 62.31.113.15 192.168.1.20 TCP /
s 2025-03-30  08:56:10 | 62.31.113.20 @ 192.168.1.25 TCP W
; 2025-03-30  09:00:17 = 62.31.113.25 192.168.1.30 TCP

2025-03-30  00:02:22  62.31.113.30 192.168.1.10 TCP ///////’//’/’%
2025-03-30  09:10:00 @ 62.31.147.202 @ 192.168.1.15 TCP % ;%
2025-03-30 = 09:22:20 @ 62.31.113.40 | 192.168.1.20 TCP A\ R4
; 2025-03-30  09:22:28 | 62.31.113.40  192.168.1 25 TCP ////%
2025-03-30 09:22:37  62.31.113.40 109 ] ,} 30 TCP % /?
2025-03-30  09:32:15  62.31.112 55 g@‘f.%w‘;ﬁ@.fzo TCP ’””///////////
2025-03-30  09:32:27 F2.540 , 0 “192.168.1.15 | TCP =1
: 2025-03-30  09:/0 07 %_,_,/{2‘7‘?202 192.168.1.20 | TCP St
§ 2025-03-27 yzﬁfﬁﬁﬁ?m 62.31.137.89  192.168.1.10 TCP W/
: 5-03 5 094814 62.31.137.89  192.168.1.10 | TCP oy
; \-04-30 00:48:28 62.31.137.89  192.168.1.10 TCP

i 5-03-30 | 10:03:51  62.31.113.85  192.168.1.15 TCP

: 2025-03-30  10:04:11  62.31.113.90 | 192.168.1.20 TCP

‘ 2025-03-30  10:10:00  62.31.147.202  192.168.1.25 TCP

E 2025-03-30  10:18:41 | 62.31.113.100 @ 192.168.1.30 TCP

: 2025-03-30  10:19:23 = 62.31.113.120  192.168.1.10 TCP

2025-03-30  10:19:24 @ 94.181.146.37  192.168.1.15 TCP

2025-03-30  10:10:25 | §4.181.146.37  192.168.1.15 TCP

2025-03-30 @ 10:19:26 | 94.181.146.37 = 192.168.1.15 TCP

; 2025-03-30  10:19:27 | 94.181.146.37 @ 192.168.1.15 TCP

2025-03-30  10:19:28 | 94.181.146.37  192.168.1.15 TCP COPYRIGHT
2025-03-30 | 10:10:29  §4.181.146.37  192.168.1.15 TCP

2025-03-30  10:19:30  94.181.146.37  192.168.1.15 TCP PROTECTED
§ 2025-03-30 | 10:19:31 | 94.181.146.37 TCP

§ 2025-03-30  10:19:28 = 62.31.113.12734 TCP

2025-03-30  10:19:36 62 7.1 2¢ .492.168.1.10 | TCP

2025-03-30 - 47202 192.168.1.30 | TCP .
©2.31.113.130 | 192.168.1.10 TCP E9

i 62.31.113.135  192.168.1.15 TCP .

; 62.31.113.140 | 192.168.1.20 TCP 09
: 10:21:42  62.31.113.145  192.168.1.20 TCP EdUCQtEOF\
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D2.3 Writing security reports

Actions to prevent security incidents from reoccurring inthe f

The security report is an official document to communicate the details of a se.
recommendations, which you want to be taken seriously, so it should be a pr¢|
is an example of the outline of a report illustrating the keyv features that shoult

Sect;-ify iacident Prevention
Resr ~,}§;‘Wg ‘to the 15™ January 2026 (
A by Alan Hanson, March 202t

i s

|
troduction .....oviiiiiii it e e 3
Incident Summary ......ccoiivvnvennecrneense. 4

Appendices ..ttt 14

Introduction
This report outlines the **preventive actions** imple
to the security incident on.. e

Scope of the Report:
The scope of this report covers..

Incident Overview:
On 15t January 2026, the company experienced..
'
s
Incident Summary *"””7’f§fwf“
On 15 January 20300000
e Natir F71 }i nt..
o i+ A aethod..
3‘ﬁ4¢¥%2ted Systems..
e Data Impact..
¢ Immediate Actions Taken..

w

]
Actions to Prevent Future Incidents .
To prevent the reoccurrence of similar security incid
corrective and preventive measures are proposed: .
o Technical Actions** .
o Administrative and Policy Changes Em———

e Training and Awareness Measures

e

Conclusions Conclusions

Footnotes and Citations v fg,” ‘
1. OWASP Foundation. jQ}‘k){N;ﬁqt Injection Preventiai
2. NIST. (ZQZS}NK 1;?@jdﬁuk Incident Response and Mar

5 o L e

Coendix A: Firewall logs showing suspicious outboun

“Appendix B: ..
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Analysis of the incident
The analysis of the incident is likely to be a detailed and technical report whic
report. It will address the following points, even if only to indicate that there .

e  Were there any errors or omissions in preventative measures? Areallt
complete, e.g. for firewalls, error monitoring, antivirus software, etc.? |

e  Were there any errors or omissions in our procedusre**g and were all the p.
training and documentation good enough? W S ie checks that proce

why not? . e

e  Were there any unforeseen ;v ‘féj;x s For example were there any ung
vulnerabilities Wh!C" j o :j;ﬂg ap a weakness? Did any external factors |
contribgre? .

o )
o 9 emf/ errors or delays in detection or alerting? How long did il

st 4
Aud 0S5

@ crated promptly and accurately, then effectively communicated
e  Were the remedial actions satisfactory, or did they not fix the situation v
Were the remedial actions taken promptly and effectively? Was the reca
downtime at a minimum? Have the lessons learned already been incorpo

. Activity D7

Match up these weaknesses with the analysis points above:

o  Therecovery took three weeks, and we lost a lot of business in that time.

o  Staff were il so checks were not carried out or updates not installed.

e  (loud software didn't enforce 2FA and a password was qguessed.
L
L

The hardware firewall was replaced, and the new configuration didn’t block unnecessé
The malware was detected but was missed for three weeks because it was in a very Ion%

A4 0 A 0 0 A 3 0 4 50 B 8 4 4 3 SRR

[T-relatedggm-e: »,i ensure that the organisation’s technology resource
ucnas access control, password management, software install.
irincident response.

Once the incident has been analysed, improvements may need to be made tc |
improvements may be within the scope of the IT manager to make immediate|
needs to be approved, possibly waiting for the conclusions of the Incident Prey
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Improvements to security protection measures (D2.3.3)

Depending on what problems were found, improvements may be needed inc
Although not an exhaustive list, the table contains those that are more likely.

Security Area improvement Measure

Access Control

Add biomefgic access control.
Ingsad stiles, scanners and secil
3 s

| 771 e ice access to server areas.

Technical Security Training

Role-Based Security Trairiin

. Activitz
- What in\gle®

h o

e

3

g A

. Lo 7 e Improve visitor management systen
PhySK.:al “ﬂw ..... ;‘:”‘ > 3 w& Mj C Upgrade CCTV Wlth ana[ytiCS.
Security ! Suurvg.,,g “"2 2 “itoring o |mplement motion sensors and int|

.;.;iréﬁmental Security e  Add air conditioning to server root
. e Implement cable locks to desktops.
Asset Protection o  Ensure all servers are in locked cup
e  Automate vulnerability scanning ail
Vulnerability Management e  (Conduct penetration testing and ail
e Add a monthly checklist that all sofiv
Access Control and e  Enforce strong passwords and MFA.
Software Authentication e Implement or extend least privilege
Security . e Implement better encryption (at re.
Data Protection e |mprove frequency of backups.
. . e  |mprove secure coding practices.

Application Security e  Conduct code reviews and security |
Endpoint Security e Implement antivirus software with {

Secure Boot and Firmware e Implement secure boot processes.
Hardware Updates ) }F;ﬁij‘z "« mely firmware update pi
S:Euri ty Hardware-Based Encwptiop B { *’W .. *.de nardware encryption for stor
Network Hardy gef &\t ~e  Secure network hardware with strot
) A W) e v o  Physically secure network hardwai.
iy \ S e  Develop incident responsestoarai

k Re %}]g:jisponse Plan e Conduct incident response drills.

e Establish clear communication prat
Processes and Security Policy Development o  Develop comPyehensive security‘pja
Procedures and Enforcement e Regqularly review and update polici¢
Change Management o  |mplement a formal change manag:
e Conduct risk assessments before ci
?;s:tsiie;igecovery and Business o  Test Disaster Recovery and Busine:
o  Conduct regular security awareness

Security Awareness Training e  Tailor training to specific roieg. '
e Test employee knowledge periodii:
Training e Implement phishing simulations.
e Providn . cialised cyber training ft

e | }fmu“{ certification to IT stat

i
Provide specialised training for sef

5t measures might be considered after each of the following scenarios?

. 1. Aprotester against an organisation’s commercial practices has thrown a smoke bomb into
2. Anemployee has downloaded and installed a program to install a new printer driver, bt
i the company intranet.

3. Adata breach has occurred on your company website through an SQL injection attack.
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Preview of Answers Ends Here

This is a limited inspection copy. Sample of answers ends here to stop students looking up answers to
their assessments. See contents page for details of the rest of the resource.



