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Teacher’s Introduction

This resource is intended for use by students studying the OCR Level 3 AAQ
Cambridge Advanced National in IT: Data Analytics, Unit F200 Fundamentals of Always check the exam
Data Analytics, first teaching 2025. This is a mandatory external unit for this board website for new
qualification and is assessed by an exam. information, including

changes to the
specification and sample
assessment material.

The intention of this resource is to provide a condensed ‘Topic on a Page’ which
provides an overview of the content of each topic area, which will enable students to
review their learning and apply it to the supplied activity sheets.

How to use this resource

The resource consists of:

e 10 A3 posters covering the topics as listed below, Iabelledzo o °

e 10 A3 activity posters which are partially completed and provide opportunities for students to fill in gaps to
show and answer exam-style questions. These are Iabelied:@ —_—

Opportunities for use:

e  Printed out and displayed on classroom walls

Individual copies to be given to students as the topic area is delivered

Activity sheets can be given out at the end of topic delivery to check understanding
Can be given to students as revision aids

Topic Area 1: Understanding data
1.1 Data, information and knowledge
1.2 Big data

1.3 Data and file formats
1.4 Data types and classifications

Topic Area 2: Managing data
2.1 Data lifecycle management (DLM) and data analytics pipeline (DAP)

2.2 Creation and capture: data assurance considerations and data gathering

2.3 Storage: data states, data stores, data storage, onsite storage, cloud storage

2.4 Data transformation: data wrangling, data maintenance
2.5 Usage and analysis: data analytics, types of data analytics
2.6 Usage and visualisation: presenting data, visualising data
2.7 Archival

2.8 Destruction

Topic Area 3: How data can be accessed and managed across platforms
3.1 Application Programming Interfaces (APIl)

3.2 User access controls

3.3 Permissions

Topic Area 4: Legal considerations

4.1 Legislation and the role of the ICO when using data

5.1 Job roles related to data analytics
5.2 Personal attributes
5.3 Communication skills

June 2025



TOPIC AREA 1: UNDERSTAND!

1.1 Data, information and knowledge

-
What is data analytics? Sources of Data”™ X \ { Business Data: Relevant to 4/
Our daily lives are filled with data. Everything we interact or Data is drawn from data repositories, data Snu'rces _  organisation — financial,
clickstream with online becomes a data source, from a social warehouses, spreadsheets, databases. of * .7 functional, client data

media comment, to uploading different types of files to the - i . i .
Internet, such as text, images and video, More and more, we Sources of Information . 2 L B :g;rmzitz'oif?:;ii:e'f ? ;Z
are reliant upon technology and the loT (Internet of Things), Data can be drawn from ~z or._nisa’_n'si.x _ databases, manufacturing tran(p;mﬁv
which facilitate our daily lives and have access to our data. using queries to e~ o 2 on. S specialised S{;;wam“toeis o
This all adds to an ever-increasing explosion of data which is So 4 . - ko : ; .
being stored. - : /dw Public Data: Data collected 4/

Lt
Big Data: Data formed from;
knowledge, draw conclu, sets, hard to organise and
guide decision-making. %pages, social media.
o > H f
What data, Information and knowledge are: Interaction of data,

is raw figures and
Data values that have
no context

is processed data
information which has been
given a context

is gained from the

Knowledge information

_«r_Nledre . m jasaresult of analysing data and

-l

i 7
e il omnas above.

academic and government o7
— statistics, census data.

information and knowledge

s Customer information

<

® Destinations
Collect the - -

data = Dates of travel

Patterns

>

1

R
<

P

®

=

=

®

®

= Trends
data

<

Popular travel destination
Gain e Average age of customers

. o .
information|

*  More flights
Have s Personalised offers

<

/

Educa

Q‘eu} ~a\ @i Utilitie COPYRIGHT
Example: Airli-.» - 2
- 4
J PROTECTED
- .
Data and information in society / . ¢ / 7 Finan_
= .
9
enefits and limitations of the use of data and .
information to organisations and individuals Police (o} 9
Benefits: healthcare, transport, public services, E d »
. /,//i\ere can competitive markets, consumer behaviour . UCQtlon
o . o
“%s0 be negative Limitations: cost, data privacy, security, quality of data, Transy.

consequences.

lack of skilled professionals

. . Security issues, cybersecurity, hackers,
How data and informationcan "V >* yoe v
0ss of reputation, data protection

have negative consequences issues. Misused in the workplace.




TOPIC AREA 1: UNDERSTAN
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1.3 Data and file formats 1.4 Data types /////j/ -
. Data con be }‘G{mm‘t@%

_

g ”"// J Itolso has dif}‘eyewtd% /%4?%
F

Benefits and limitz ////%
7 i

y

To be used and recognised by the
different software systems in use, data w

in the form of encoded and stored files 2 % %

must have a specific file format.

G

.

o )

-

Benefits and limitations of data/file formats -

' Limited character set, difficult to
represent other language, low
data security.

o
Z

:

e

=
o

Boolean

o
.

Encoding
data » use, uses less memory space.

Gy, wn
Y

. 0
Tex % %
. |
Trancoort of Used for exchanging data Large files, slow, not good with Character pun% /%
. e XML between different systems, binary data. Compatibility and Fixef% ) P
stores in plain text format. memory issues. % %//////////////%
/ 3
dd 7
Used for data exchange in . i% —
Data . Supports 3 limited set of data stol % e
. I50N web services, Fast and . . / "
interchange o types, low data security. % ///
simple syntax, % %/ /
| o
. No formatting. .txt uses TAB . Integer Wh‘% //////////
Plain Text Ccsv t0 senarate each fleld cev .csv only used in spreadsheet. un%
data X1 b . .Ixt can be used in any application. %

uses a comma. / //
T -

A

Real/fl
Integer can be Float and decimal slower eal/float

processed faster. to process.

Numericdata  Integer/decimal/float

s

]
m

.

MOZ

Hol

b
]

of ¢

COPYRIGHT

- ///" '
As they are | . 4 g

AIFF Large file formats, peediohe il

X
i
"

Audio

. . L
high quality. | ////////////// PROTECTED
.
Vi : ause of compression, % %
l'i o can reduce image quality and //////////////
- become pixelated. Classifications of | I 9

PNG does not support CMYK
colour mode, and not printable.
TIEE because of large file size, not
good for transportation.

O )
.

-

&

- s

// iz
large file format, high
quality image.

Gualitative

Quantitative

i o Structured
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TOPIC AREA 2: MANAGINC

2.1 Data lifecycle management (DLM) and the data analytics pipeline

2.1.1 Data lifecycle management (DLM) 2.1,“/: 3 qan . fics sipeline

o
What is data lifecycle management (DLM)? v Wi. Jthe dataanalytics pipeline?
An approach to managing data with five phases. F 4\ 9 _An approach to data analysis with five phases.

The interactions =2iter { ~ 5.  dhuses The interactions and iterations of the |

<

Ca ptu re Data ingestion

Creation | *

<

e Secure storage must be organised to

protert the data ?rﬁcess Data transformation

Storage

K

* Processing of data for analysis Data Storage Data stores Storing th
¢ Information and knowledge

Usage
g 7 o
. , /// Trie process of
e When no longer needed it is ; -/ analysing the data to
. g . - " ?Iyﬁ‘s obtain information
archived for a period before k4 / N and knowledge
Archival destruction i =
. g
- 3 o . - 4
X
. Use Visualisation
o onger needed must be

. / T of securely
Destruction

<
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2.2 Creation and capture
2.2.1 Data assurance considerations

What is data assurance?

When considering data which is to be collected, how

TOPIC AREA 2: MANAGINC

The purpose and importance of data
assurance considerations

2.2.2Datag
Whatisdat
Why do we have to have data assurance consider~*". ~: * o Data gathering *
If data does not go through these assuran- = Ges . o sources, as opp
P o guality, which ig
do we know that the data is accurate and reliable? e ddabeon s g et . /// /- '
There must be a system in place to ensure that data GIGO Garbage in, Gar' . 4 // U
supplied has been quality assured. ; . o U .
Poor d&* o e “ﬂ‘/ﬁt./m = i/naccurate knowledge Method
o £ L —
- . i
. 1 4 - Documents &/
o How each consideration affects records
What areas m_ the collection and use of data
Focus groups
Tnhecdu“cy ed » ,,gyf“ /////////// Although there are data assurance measures
e data supplied must %6?:"3 / //////// to be considered, it is important that there is
p & %/%% an accountability process to follow. .
Quallty % interviews
The data supplied needs to have gone through checks to //////// %% Data prcf:hng:
¢ it i irate ar id % .
ensure that it is accurate and valid. %% Analysing structure
. Observations
Redund | L 4
edundancy _ %
Errors in data must be removed; if there are duplicates, . .
such as the same data stored in different places, this // Data Cieansmg:
provides unreliable data. Z Identifying redundancy
.
.
—_
.
Rel ) “'W . . ; Wity %
Crganisations rely on data having gone through the data Yo,
assurance process to be reliable.
-
Timeliness

N\
That the data supplied is up to date. If it is not, then it will
not provide accurate information.

f\lalldutlon

/

A defined set of rules can be implemented for data entry,
so that the correct data is input. Methods such as drop-

down lists, input messages all help to prevent GIGO.

e
Validity
Data must have a proper struct:.
intended purpose, e.g. d g
m i

Verification

.

Data that is input must be

%é‘ / ///é'nsure thatitis
4

correct. This can be done b'y"('ﬁ//e

date source.

W
cking against an up-to-

Q
\\\

N

R

Online trackiz;

Data entry:

Questionnair
Validation methods implemented

and Surveys

Social media
Data documenta*’ -~ -

S

monitoring
. i // . T : /
Guidancepr : fab( ! jedaw ransactiona,

. 7 J tracking
. - 4
| -
%%/, ' i

{a 4audits: Verbal histor 2

“To ensure reliability of the
data assurance process

Factors
effectiv,
Confidence in data itis import
If organisations cannot be sure that the
data has gone through data assurance

considerations, they will not have

confidence in the data they have been
provided with. This can lead to a bad
reputation for the data provider.

meaning d
need to be
if possible.
consider th

and the fory
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2.3 Storage
2.3.1 Data states

Whatis adatastate?

Whern data is used by computing
equipment, it can be subject to different
states, depending upon the stage
reached in the DLM. (See 2.1,1)

U has three shates:
e Dataintransit
e Dataatiest

e Dalainuse

ver a
P

network. 1t may also be in'the
transferring from one local device to

another. It will be encrypted for

S
process of

This is data which is stored for later use.
It may be stored in the cloud oron a
physical backup. It will be encrypted for
»fecurity purposes.

%iecurity purposes. )
é Data at rest h

R j
4 Datain N\
This is data which is being used, in other
words in the process of being analysed.
Because it is being used, it does not
%need encryption. )

2.3.3 Data storage

There are three different ways
that data can be stored within
cloud storage - block, file an~

object storage. oo e )
o9 sets.Data is split into

 uniquely identified, equal-
sized blocks which can be
accessed quickly.

When cansidering data
storage types, the following?
must be considered.

2 Isthedato sel larpe

g

ar small? Limitations: It is not
suitable for larger data
sets as it becomes more
expensive to maintain.

Is it structured or
unstructured?

What does the
arganisation want to do?

TOPIC AREA 2: MANAGINC

2.3.2 Data stores

What is a data store?
The purpose of a data store is to store data.

1t allows users to access and use the data in
adata store. .

Data stores are primar’
are designed to + /M,/ﬁ

- /An organisation may store its data on its own
networked storage or in cloud storage.

Big data (see 1.2) - stores which contain
vast amounts of data sets are:

e Datawarchouse — a central repository
of data ready to be analysed
Data lake — a central repository of data
inaraw format
Data mart - contains subsels of dats
Datasilo - contains data which has
been isolated from other data sets

Use of Data
Data Warehouse

Reporting

b IR % -

////»»,

,,,,,/,/Kéti on the server. It can be used for block and file s

NN

2.3.4 Onsite storage

-

Organisations may chrose to keep their data onsite.
storage whick "

-

sed. Each has its own security

-

o

. o
o .
in ,u,,,wﬁ/s:iﬁ:m, all computers will generally be matv%

a0

o

Hard drive
A hard drive is contained within a computer or laptop t%
. HDD — Hard Disk Drive — Inside a computer, itis t%

.

-

stored in a binary format. /

o  SSD - Solid State Drive — Inside 2 laptop, it s smzf%
An SSD drive is expensive. Data is stored in NAN%

/

Network attached storage - NAS %

This is very similar to a file server. The limitation, how
They are typically file-based storage rather than i bl

s

Portable storage device
A portable storage device can be an external hard driv
It is portable, which means it can be used anywhere 3

a0

The limitations are that it can be easily lost, stolen or

Storage area network - SAN
A storage area network is a network which can have
fibre network and best suited to large orpanisations al

X\\\\\\\

2350

.

-

i
//ﬁ% ///‘//» \
" 4 ile Stor
Benefits: File storage is
is suitable for unstructured
data, and is simply a
hierarchical file and folder
system. It has a single
path — think of how you
access a folder on File
Explorer.

Limitations: It can become
quite vast as it continues
to scale outwards as more

Organis

%meme&%

All 3;‘&%

. . - . %///7/ ’ Gﬁmm%é

- /////// | B share th
nE&E == .

ff//? = BE "g&m%
it Privat%

/ \ Organisa
Object Storage their ow

Benefits: Object storage is suitable
for objects such as video, image

s

.

and sound. They are given a unigue /
identifier, being the metadata Public %
contained in the object. It also Accessib

contains details such as the age and
access rights of the object. Itisa
cheap system, and as it has a flat

.

zr:«s;::;ae;ge quantities of data rybrid%
. mix of%
public

Limitations: An object cannot be

folders are added.

/ A\ /

%&jited directly within the store. /

-

-

— |
¥
///////

N

r

G

.

o )

-

L
.

-

L

.
B

-
e W

4
il

////////

i
Qe

@

-

o

.

s
\\\\\\

"
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TOPIC AREA 2: MANAGINC

2.4 Data transformation 2.6 Usage and visualisation
2.4.1 Data wrangling 2.6.1 Present{ng data

What is data wrangling? |

The purpose of data wrangling is to transform raw data into a usable format. / . /‘d' ’dlh pmuntntion

This makes it easier to analyse and to make decisions with the data. Itis
important, as it makes sure that the data is reliable and accurate for use.

{ nce /z: ta has been analysed and
//,étlon and knowledge has been gained,

- /the next step is to present the information.

. - ¥ | 1 % 4 When presenting data, it is important to have
2.4.2 Data maintenance y & /// = information laid out clearly and also to
¥ o
. . 2 - | » 5 consider people with accessibility issues.
What is data maintenance? -l e )

4
Another important process which ensures that th a

data is regularly checked to maly
continues to be reliable ¢

Information can be presented in the
following formats:

e  Graphical

e  Tabular

& Textual

2.6.2 Visualising data

2.5 Usage and a!
2.5.1 Data analytics

Whatizsdataanalytics?

Data analytics is the processing of data,

The different processes are:

s Collecting gata »  Anslysing data « Interpreting data

infographics

Graphical, Textual, Tabu/z
format. Infographics are 2
visual representation of
data and information usi
images, symbols, charts
diagrams. They are used /
simplify information.
Minimal text is used and
tables can be used for a
clear layout.

The overall purpose of data analysis is to find patterns and trends in the data, which will then enable an
organisation to make informed decisions, solve problems and ultimately improve business functions.

2.5.2 Types of data analytics

In order to process and analyse data, there needs to be a specific purpose. There are different reasons,
and different questions to raise about the data. Therefore, there are different types of data analytics
processes which can be used. »ﬁy/’”’

All of the different types of data analytics have one purpose, to make informed decisions — which are of
course benefits. The limitations of the systems are that interpretations could be biased, especially if
there has been an incorrect interpretation.

This method uses machine learning algorithms and Al to take a look P - ‘g/
The purpose is to extract further insights and make predictio~ ~ , *° Hrmi
This type of data analytics can be used to predict surh e L

market trends, anticipating customer behavi- -
This method uses past data and insial 5~ 1 @n,

identify trends, basad on th? at <. Netflix gathers this type of data to determine Gray

Lognitive

Descriptive

: tyg
haﬁ/fzéned and why. It looks at descriptive analytics and digs deeper to find Thio
p ' Itis used to test a hypothesis, such as if we do this, will this happen? It also o "”
Diagnostic ﬁ/‘( different variables which might explain and examine customer behaviour. Hello ®
Fresh may find that there is a trend in fish dishes being ordered, and, therefore, it will supply more fish B ®
recipes. dauney
This method looks at an outcome and then considers what should or could happen next. It uses
Predictive historical data and looks at trends to predict future outcomes. Organisations can use this to determine

their future financial needs, staffing solutions and marketing trends.

This methods looks at past decisions and events to estimate the likelihood of different outcomes and
Prescriptive  to choose the best course of action, e.g. on TikTok the For You feed is based on what you have

watched previously and assumes you want to watch more of the same.

COPYRIGHT
PROTECTED
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TOPIC AREA 2: MANAGINC

AN

2.7 Archival 2.8 Destruction

Why do we archive data?
Once the data has been analysed and
knowledge has been presented as

Why do we have to destroy data?

.

When a decision is made that the data is - o e ed, itis
important that data is securely de - o ‘Ut ;- "D?}/fegaiatams

information, it then needs to be archived. datamustbe keptfornrloy ert anith ,,/ecf or used for any other

This means storing it securely, not deleting it, purpose than the
as it may be needed at a later time. being e~ E
;o 7

L oadey Mé,/ atherw:se the regulation is

aw kb //,e «én be legal consequences.
o

There are different ways to archive data: in. T } /{af/é is x:festroyed the procedure chosen to destroy it must

cloud storage, networked sfnrage ore
storage. {See 2.3 Sto g

Data destruction methods

Degaussing

This method is used for destroying any magnetic storage device, such as a
HDD (hard disc drive).

A degaussing machine is used, which uses a strong magnetic field to
rearrange the magnetic structure of the hard drive.

Drive destruction

This method is used for destroying any type of hardware storage device,
such as a HDD, SSD, USB, SD card.

It is physically destroyed by either burning, breaking or crushir - . 4

>
o ‘ -
Erasure/Overwriting Yo\ )\ e
5 ,/ /////
This method is used for 2~ ' _device.

It involves completely
old data with new data
to perform these action.

Shredding

This method is used for destroying any type of hardware storage and
basically involves cutting the hardware up into small pieces and then
burning them.

>

m{{e thaft: it is not readable, and that it cannot be used.

The different methods used can contribute to e-waste and it is always
best to make an environmentally conscious decision.

¢ Benefits — This is a reliable form of data destruction an2

X Limitations - The machine can only be used on one sto:
organisations. The demagnetising process renders the ha/
regulations. The magnetic force must be very strong, hoy

v Benefits - Th: - {',/f)le :rm of data destruction, as |

.
: ///

. X ‘tau ? i can be a costly and time-consuming pri

v ,Jnmental impact and then be subject to e-waste re;;

¢ Benefits — This is a reliable form of data destruction, as
a cost-effective method as many devices can be erased s/

X Limitations — It can be a time-consuming process. Softs

¢ Benefits — This is a reliable form of data destruction, as

X Limitations - This method also can contribute to envirgs
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TOPIC AREA 3: HOW DATA CAN BE ACCESSED AND K

3.1 Application Programming Interfaces (API)
Therole of an API

An APl provides an interface between
two applications. It allows them to
communicate with one another.

For example, a weather app (Client)

on your mobile phone will collect the
data from the source data (Server) | I
using an APL

.

k-
A / 4

e

D e(ﬁ/fhentlcatlon methods. The WikiMedia API
ate’an app and link to the vast amount of knowledge It

AP A

S

These are paid for APIs. They will require authentication to connect an app.
Public: The Hunter AP links an app to professional email addresses, which can be
checked for authenticity.

This APl combines several APls and can perform more than one job at once.
Cnmposite: When we purchase something from Amazon, APIs are used to add a
product to basket, update the basket, checkout the basket and pay.

These are private APls and restricted to private organisations for their use
Internal/Private: only. These are the most common type of APl and are very quick to
develop. These are generally used to improve organisational functions.

These are APls which can be free to or paid for by a limited audience.
They are limited to invitation only and have restrictive authentication
methods. They are, therefore, very secure. Organisations will use this
type to monetise their products.

Partner:

Benefits: Reduced costs, secure, scalability, greater productivity, data accuracy.
Disadvantages: Vulnerable to security breaches, complex to maintain, compatibility issues.

Stands for JavaScript Object Notation - Remote Procedt
JSON-RPC  platforms use this type of API to send and rer1e.«
architecture build. It uses HTTPS requ S “ / o

i

s arr/(ifé/er system, and, therefore

S0AP i it 5|gned to move data around organisations.

Stands for Rep! 'sentatlonal State Transfer API. The most commonly used APl and
REST used with social media platforms and platforms such as Uber. It generally uses
JSON-RPC as well as HTTP requests to interact with data.

Stands for Extensible Markup Language - Remote Procedure Call and uses HTTP to
KML-BPC  transport an XML format to encode data. It is known for its information security.
Generally used in content management, tasks and password management systems.

3.2 User access controis

What is user acc~ 3s control?

Thisishowac” ;ﬁputer systems can be controlle,
d'rffere o s /‘,ce control, This helps to keep datz ¢
w‘(oud Access Controf (ABAC])

This't type of access is dependent upon a set of attributes
user, their user ID, their age or their location. If the attriz;
in financial institutions.

]

(DIsentlonary Access Contrel (DAC)

This type of access allows persons who have control of ac
An example of this is 'sharing' a Google document. By s

]

(Handntory Access Control (R2AC)

This type of access is determined by an agreed policy, set 2
person being given access. It is generally used in health

]

i

Role-based Access Control (RBAC)
This type of access is allocated by the role of the person
This is a reliable and secure system. Users can be given

Rule-based Access Control (RBAC)

This type of access is determined by an agreed set of rule’
cybersewrity threat and if there is infrastructure overlo
type of organisation, the sensitivity of the data, and who

]

W

3.3 Permissions Adminis

Administr

User Right- control fev
Oncea. a4 /me d has privileges. 7/
- A sen ¢ ﬁlssmns are then accesstoey
“rant > //what rights the user

/,/Jsers can be given read, write,
ed|t delete access depending on
their level of access.

There are different categories of user privilege:
User level: This is determined by the user
rights allocated.

User group level:

e  Administrator: Full access.

e  Standard user: General access, controiled
by administrator.

®  Guest: Temporary access, some
restrictions in place.

W

File and folder level:
Again, this is determined by access level rights
and different permissions can be granted.
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4.1 Legislation and the role of the ICO when using data

When working with data, there are several areas of legislation to consider and to
adhere to, particularly with personal, identifiable information.

o
- |
.

®  Thisact provides legislation on crimes Ranging from fines to
. risks with access to data. prison time, from a few
d procedures to ensure months right up to life
ompliance; failure to comply could imprisonment for the
result in disciplinary procedures. [T most serious offences
administrators should under Section 37A
implement appropriate user access
levels and permissions, and put robust
acts causing or creating security measures in place. Operating
risk of serious damage Example is systems to be kept up to date with
cybercrime, which has a serious risk to security patches
human welfare, damage to the economy
and national security.

Legisiation

connected to the use of

Regulations

This act controls how organisations use our A legal requirement to register An organisation can be
personal information. There are seven with the Information penalised at two levels:

principles that organisations must adhere to. Commissioner's Office (ICO) if an € Higher maximum

1. lLawfulness, fairness and transparency — organisation processes personal level — up to 4% of
When collecting information, it must be data. the organisation’s
clear what it is being used for. e Examples of who might hold your worldwide income.

2. Purpose limitation — It must be clear personal data are education, e Standard maximum
what the data is being collected for and health and public service level — up to 2% of
it should only be used for that purpose. systems. the organisation’s

3. Data minimisation — You must only ® A person is entitled to ask for worldwide income.
collect the data you need for the purpose. access to their information, have ;

4. Accuracy — Data collected must be it amended and have it deleted. j
checked for accuracy, and updated as .

5

necessary. /
. Storage limitation — Data collected must / - ////’ -
only be kept for the time it is needed ‘ /// .
and no longer. . . §
. Integrity and confidentiality — Data ”

collected must be stored securely and ,/,'; . _
kept confidential. It mu - . )
passed on to a third n-r
7. Acco iy

The lCOistherey
legislation, asw/ |
e Data Prote, .

®  General Dy
e Freedomg
®  Privacyani |

.

a.
B //
// This act g,/,,,,,,,,,/{({é// ;/mbiic the right to access Public authorities must publish certain  If the public authority
o | / information held by UK public authorities. information about their activities. does not comply with a

FOlreguest the ICO can

Some data s exempt, e.g. personal, If there is a request for public issues fines and
confidential and sensitive data if it is information, the organisation must enforcement notices.
information that has been recorded and provide the information if it holds it,

///, stored by the public authority. and respond within 20 days.
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5.1 Job roles related to data analytics
Data Analytics Pipeline

Data Scientist
Works at sourcing and
analysing large data sets.

They will use software
and Al to determine
patterns and trends, °

which will help ar g

organisation mak
informed decisions.

Data Analyst
Works at
collecting data .

Data Lifecycle Management

Artificial
intelligence
Scientist
Works at using Al to
create algorithms to
provide solutions or
adapt existing solutions.

Machine Learning
Engineer
Works at designing and
creating Al algorithms to
enable machines to take
actions, such as a self-

driving car.

Database Administrator
Data Architect
Data Engineer

2 |

- . . .
-/ Do not use casual language in formal situations.

B.2Pe

As so muc/;
also the p2/
these per

Database
Administrator .

Capture Works at mai .=« -/
perf - i sect 3 Analytic
Jteg vanto, o agof
ada. =+ Theyalso Ie 7
.. Avetoensuredatais ommu
/ correctly stored.
Indeper/
Data Engineer
Data Architect W°T"5 a.t b uilding and Leaderst
o maintaining the data
Works at designing infrastructure.
the structure of Transforming and Planning
the database .
ensuring the data can
model for data b d with
torage. e stored with correct Organisii
s data formats.
Problery
Self-mo’
| souce:Glassdoorvec 2026 level  XPerisnced.
Database rator £20,000 £27,000 Time mar
Data Analyst £25,000 £60,000
Machine Learning Engineer £30,000 £75,000
Data Scientist £35,000 £82,500
Artificial Intelligence Scientist  £38,000 £75,000
Data Engineer £53,000 £75,000 o
Data Architect £58,000 £125,000 .
.
Y _ - /'/ P |
/,,,,,,/ | 1
Appropriate U 0. an¢ 0 et
of o giehé'éi”

7 4 tro tcehnical language the audience won't understand.

1 e into account cultural differences.
The language you use should always be appropriate for the particular
situation.

Non-verbal Communication
Facial expressions - smiling.

Body language - appropriate gestures such as nodding and pointing.

Questioning Techniques

¢ Closed questions - 'Yes' or 'No' - easy to analyse.

Open questions - allow for full answers, which can be useful but har¢/
analyse.

Give people time to respond to a question.

Limit questions to the most useful.

COPYRIGHT
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ACTIVITY POSTER

TOPIC AREA 1: UNDERSTAND!

1.1 Data, information and knowledge

What is data analytics? Sources of Data”™ X 3 4 Business Data: Relevant to
Our daily lives are filled with data. Everything we interact or Data is drawn from data repositories, data ; “_rces _  organisation —financial,
clickstream with online becomes a data source, from a social warehouses, spreadsheets, databases. of * 7 functional, client data
media comment, to uploading different types of files to the - 7 - .
. 7 7 loT Data: Generated ina

Internet, such as text, images and video. More and more, we Sources of Information . 3 format. from industries . he
are reliant upon technology and the loT {Internet of Things) Data can be drawn from 7~ or nisa__n'si.*c = aatabases, r i

. . . . . . . 4 manufacturing, transportati;
which facilitate our daily lives and have access to our data. using queriestoev. = 1 on. e

. . . . . 7 : specialised software tools for
This all adds to an ever-increasing explosion of data which is 8 | o

. So- A /dw ;
being stored. .~ 4 Public Data: Data collected

Data analytics is about making sense of this data, ~~

knowledge, draw conclu;
guide decision-making.

L

_« wledre . m asdresult of analysing data and
. - 4
wife . JnaSabove.
7

academic and government o7
— statistics, census data.

Big Data: Data formed from;
sets, hard to organise and
pages, social media.

data, information and xnowl Interaction of data,
information and knowledge y .
. . w/,////}%
Data Collect the
data
. Analyse the
Information ciita
foummation Add the ldbeis
Knowledge for each of the
descriptions. p
Have
Describe what each of these are. © knowledge COPY RlGi—ET

Example:

PROTECTED

4 )
e
Data and informationiin society M y, and add an example of each stage.
7 e
senefits and limitations of the use of data and
information to organisations and individuals Q 9
) S— .
— Education
consequences. \ .
“ What are the benefils and limitations of the use of dala e
and information fo organisations and individuals?
How dats and information tan Security issues, cybersecurity, hackers, |

. loss of reputation, data protection
have negative conseguences issues. Misused in the workplace.




TOPIC AREA 1: UNDERSTAN

1.3 Data and file formats

To be used and recognised by the

ditt o tems if , data N |
1 e frs o encoded snd st s %/2?}%

must have a specific file format.

Benefits and limitations of data/file formats ‘

’ ' Limited character set, difficult to
represent other language, low
data security.

Encoding 3 X _iustry standard, easy to
data >3 / se, uses less memory space.

Used for exchanging data Large files, slow, not good with
between different systems, binary data. Compatibility and
stores in plain text format. memory issues.

fi h i
Data e e Supports a limited set of data

. eb services. Fast and .
interchange mple syntax. types, low data security.

o formatting. .txt uses TAB
0 separate each field. .csv
ses a comma.

.csv only used in spreadsheet.
xt can be used in any application.

Plain Text
data

Integer can be Float and decimal slower

nteger/decimal/fioat processed faster. to process.

Large file formats,
high quality.

G, because of compression,
can reduce image quality and
become pixelated.

PNG does not support CMYK

colour mode, and not printable.
TIFE, because of large file size, not
good for transportation.

1.4 Data types

.
Data con be }‘G{mm‘t@%
It nlso has different ch

Benefits and limit

|

.

.
TW;

Character

Real/float

////
o<

|
L *

P

G

.

o )

-
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ACTIVITY POSTER TOPIC AREA 2: MANAGINC

2.1 Data lifecycle management (DLM) and the data analytics pipeline

\<\§ \\\\g

2.1.1 Data lifecycle management (DLM) 21" ; fai fics sipeline

What is data lifecycle management (DLM)? ’m > tne data analytics pipeline?
An approach to managing data with five phases.

, 4 = appmack to data analysis with five phases.
w Fill in the gaps of the data lifecycle managepe o % © Fill in the gaps in the data analytics pipeline.

The interactions a=gliter { ~ ». ° 56 The interactions and iterations of the |

7

The proces

Data ingestion

Subject to legislation

e Secure storage must be organised to
protect the data

Data transformation

¢ Processing of data for analysis Data stores Storing the
¢ Information and knowledge

7

g “ o
| ; 'I({e process of
¢ When no longer needed it is = — 4 analvsmg the data to
hived f iod bef 1 ] obtain information
arcnivea 1or a perio efore G ” / o and knowledge
destruction il L
. o g
a - ) - 4
X
- Visualisation

,onger needed must be
£ //.q/of securely

<<<<<<<<<<
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ACTIVITY POSTER

2.2 Creation and capture

TOPIC AREA 2: MANAGINC

What is data assurance?

2.2.2Datag
The purpose and importance of data
assurance considerations
Why do we have to have data assurance consider~*

If data does not go through these assuran~
then the data becomes unreliable

Whatisdal
= fes, . . o
o
. s -
GIGO Garbage in, Gar’- .~ = U
L U Method.
Poor d?* i e “ﬂ'/at.,m = inaccurate knowledge
; ~ [ — ”
“ Explain what data assurance //,// A -~ Documents
7
. . . records
How each consideration affects
What areas m the collection and use of data
The d Facy lied b /////////// Although there are data assurance measures
e data supplied must b. ‘?;(‘3"’ //////// to be considered, it is important that there is
| -
. an accountability process to follow. .
4 . % interviews
---Il------l--i--fl- . . //// % iis
The data supplied needs to have gone through checks to ////////// %/% Data prcf:hng:
b i e 0 .
ensure that it is accurate and valid. % %% Analysing structure _
. Observations
e %//
Redundancy /% .' e
Errors in data must be removed; if there are duplicates, / .
such as the same data stored in different places, this /; Data Cieansmg: Online trackiz;
provides unreliable data. % Identifying redundancy
.
1 .
aki /
Reliability | =
Crganisations rely on data having gone through the data % A %
assurance process to be reliable. 7
-

Data entry:

N
That the data supplied is up to date. If it is not, then it will
not provide accurate information.

Validation methods implemented

\ 4

f\lalldutlon

U

R

A defined set of rules can be implemented for data entry,

Social media
monitoring
Data documenta*’ -~ - J ; .
. i - ransactiona/
. Guidance pr— % 7abt 1 Jedscd i
. . tracking
. 4
so that the correct data is input. Methods such as drop- . L
down lists, input messages all help to prevent GIGO. ) Z 4 audits:
“To
-
Data must have a proper struct
intended purpose, e.g. d g
m
E—

ensure reliability of the
data assurance process

COPYRIGHT
PROTECTED
(o

Data that is input must be %«é4 / ///é'nsure that itis
4
correct. This can be done b'y"('ﬁ//e

date source.

W
cking against an up-to-

Factors
Confidence in data effective
If organisations cannot be sure that the itis import
data has gone through data assurance
considerations, they will not have
i confi
“ Provide the missing headings.

there are ¢

is needed.
idence in the data they have been meaning d
provided with. This can lead to a bad need to be //
if possible.
consider th
and the for

Qg
Education

reputation for the data provider.




ACTIVITY POSTER

TOPIC AREA 2: MANAGINC

2.3 Storage 2.3.2 Data stores

2.3.1 Data states
What is a data state?

When data s used by computing
eguipment it can be subject to different
states, depending upon the stage
reached in the DLM., (See 2.1.1)

What are the three data states?
Fill in the missing heg

Big data (see 1.2) — stores which contain vast

What is a data store?

{ Explai hat a data store is

Name the different types of
big data and data stores. w

2.3.4 Onsite storage

v /W«/K’é
»uran organisation, all computers will pencrally be nety
tored on the server |t can be used for block and file &

Hard drive
A hard drive is contained within a computer or laptop ¢/

There are two types:
L]

amounts of data sets are:

— a central repository of
data ready to be analysed

- a central repository of
data in a raw format

— contains subsets of data

— contains data which has
been isolated from other data sets

This is data which is being
network. It mayalso bein tﬁe process of
transferring from one local device to
another. It will be encrypted for o
security purposes.
N / .
4 N
This is data which is stored for later use. ®
it may be stored in the cloud oron a ®
physical backup. 1t will be encrypted for
%security purposes. Yy
4 T )

This is data which is being used, in other

words in the process of being analysed.

Because it is being used, it does not
need encryption.

N » J

2.3.3 Data storage

There are three different ways
that data can be stored wirtg
cloud storage - block, fil
obhject storage.

When coniidering data -

storage types, the foll Eewmg

must be considered.

®  Isthedatasetlarpe Limitations:
or small?
Is it structured or
unstructured?

What does the
organisation want to do?

Use of Data
Data Warehouse
Reporting
Tools, % -
Data W e / ;s
Mining

%

Benefits:

Limitations:

Network attached storage - NAS

Portable storage device
A portable storage device can be an external hard drive
It is portable, which means it can be used anywhere ar

The limitations are that it can be easily lost, stolenor ¢

Storage area network - SAN

2350

Organise
internet
bllarep

’/////'/ //
///////
%////////

=
£

Object Storage

Benefits:

B |

Accessibiz

Limitations:

.
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TOPIC AREA 2: MANAGINC

2.4 Data transformation 2.6 Usage and visualisation

2.4.1 Data wrangling 2.6.1 Presenting data
What is datawrangling? -

it are the three ways that
- bcan be presented?

7 ﬁothods of data presentation
Once the data has been analysed and
information and knowledge has been gained,
the next step is to present the information.
When presenting data, it is important to have
information laid out clearly and aiso to consider
people with accessibility issues.

2.4.2 Data maintenance

What is data maintenance?
Another important process which ensures that th
data is regularly checked to maly

2.5.1Data analytics
What is data analytics? w Describe what data analytics i§, its purpose 2.6.2 V!suallsmg data infographic
and the three different processes involved, is the visual fc |
// ¥
,,/// /// infographics

o )

2.5.2 Types of data analytics

4

s

(?n order to process and analyse data, there needs to be a specific purpose. There are erent reasons,
and different questions to raise about the data. Therefore, there are different types of data analytics
processes which can be used.

All of the different types of data analytics have one purpose, to make informed decisions — which are of
course benefits. The limitations of the systems are that interpretations could be biased, especially if
&here has been an incorrect interpretation. j

w Add the names of the five erent types of data analytics.

This method uses machine learning algorithms and Al to takr |
The purpose is to extract further insights and make nrr o h o / da{a analytics might miss.
This type of data analyticscan be used topr- 7 " ingc . '-mfaal health treatments, potential

: market trends, anticipating customar X o e

. 1 /eﬁ’data e.g. Netflix gathers this type of data to determine
ne /pefﬁient upon the historical data. If something is popular, it will offer

il
correlation nf dlfferent variables which might explain and examine customer behaviour. HeEIa Fresh may
; find that there is a trend in fish dishes bheing ordered, and, therefore, it will supply more fish recipes,

This method looks at an outcome and then considers what should or could happen next. It uses historical
data and looks at trends to predict future outcomes. Organisations can use this to determine their future
financial needs, staffing solutions and marketing trends.
This methods looks at past decisions and events to estimate the likelihood of different outcomes and to
choose the hest course of action ez on TikTok the For You feed is based on what you have watched

COPYRIGHT
PROTECTED
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ACTIVITY POSTER

2.7 Archival

TOPIC AREA 2: MANAGINC

2.8 Destruction

Why do we archive data?

# Explain the purpose} % >
archiving data. ~

Why do we have to destroy data? ﬂ"

the purpose of

//

Data destruction metheds w Identify and explain how each data destruction method works.

Benefits — This is a reliable form of data destruction and a /.

Limitations — The machine can only be used on one storag.
The demagnetising process renders the hard drive storage
The magnetic force must be very strong, however, and tec

Benefits — Thisisa reli T 1 of data destruction, as th.

= J
// 7 L

- . i F / L . .
Limi otic s—'-« = dacostly and time-consuming proc
) nemw«fﬁpact and then be subject to e-waste regu

b1
Benefits — This is a reliable form of data destruction, as th.
It is a cost-effective method as many devices can be erased //

///

Limitations — It can be a time-consuming process. Softwa:,

Benefits — This is a reliable form of data destruction, as th

Limitations — This method also can contribute to environiz
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PROTECTED

'9

7og

Education



TOPIC AREA 3: HOW DATA CAN BE ACCESSED AND

3.1 Application Programming Interfaces (API)

TherclecfanAPI = @ Sl @ ------

%

catione

S\ /;.) adthentication methods. The WikiMedia API
; ate an app and link to the vast amount of knowledge it
//1 supplies data to your app. They are commonly used with
SPZiE apps.

Public:

These are paid for APIs. They will require authentication to connect an app.
The Hunter AP links an app to professional email addresses, which can be
checked for authenticity.

This APl combines several APls a erform more than one job at once.
When we purchase something from Amazon, APIs are used to add a
product to basket, update the basket, checkout the basket and pay.

Internal/Private: only.

These are private APls and restricted to private organisations for their use
ese are the most common type of APl and a

develop. These are generally used to improve organisational functions.

‘ Disadvantages:

“ Add the missing certifica

Benefits:

These are APls which can be free to or paid for by a limited audience.
They are limited to invitation only and have restrictive authentication

""""" methods. They are, therefore, very secure. Organisations will use this

type to monetise their products.

Describe the benefits and

disadvantages of using APls. w

///%//// s
/////

JSON-RPC

Iy \ \! ﬁ

o f
Stands for o
Social media platforms use thic *vp? 3 /,,,equest data Request and

response architg Huile T 5 ests ‘to interact with data.

S0AP

Stands fo c //Jto(ol Thisis an older system, and, therefore,
slower. It 1o ) essagmg format, and messages are usually transmitted
via a web r¢ i@"d v initially designed to move data around organisations.
ltis secure as W/,,Mr“a(y used in financial transactions.

REST

Stands for Representational State Transfer API.

4.REST — what is.

the most common
use of this API?

XML-RPC

re Caé and uses HTTP to
ion security.
agement systems.

Stands for Extensible Markup Language - Remote
transport an XML format to encode data. It is known
Generally used in content management, tasks and passw

3.2 User access controis

What is user acc~ 3s controf?

-

.z
/y’ - ]
L
e

This type of access is dependent upon a set of attributes
user, their user ID, their age or their location. if the attrii
in financial institutions.

i}
I

This type of access allows persons who have control of ac ¢
An example of this is 'sharing' a Google document. By st

i}
i

This type of access is determined by an agreed policy, se
person being given access. it is generally used in health

4

This type of access is allocated by the role of the person

This is a reliable and secure system. Users can be given rz;
L ]

This type of access i mined by an agreed set of rule
cybersecurity threat and if there is infrastructure overloa,
type of organisation, the sensitivity of the data, and who 7/

. s s
3.3 Permissions Administ
User nghf’
Once 2 -~ % //me ':-d has been
//axz fJerr‘ /é /’!S arefﬁen grantea
15 to _its the user has. —_—
S
S

-

.
c

What are the four user rights permissi
Name them and add what they allow.

There are different categories of user privilege:
User level: This is determined by the user
rights allocated.

User group level:

W

VY What are the thre

File and folder level: Again,
of account at user

is determined by access
level rights and different
permissions can be granted.

level, and what ty, /
access do they all
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ACTIVITY POSTER

4.1 Legislation and the role of the ICO when using data

When working with data, there are several areas of legislation to consider and to

adhere to, particularly with personal, identifiable information.
Legisiation

Name the

= R Thisactprovides legislation on crimes
connected to the use of col
Unauthorised gccess

b
o

g huancial data with

mit fraud, introducing
e G s
Unauthorised acts causing or creating
risk of serious damage Example is
cybercrime whichhas s serious risk 1o
human wellare, damage to the economy
and national security

This act controls how organisations use our

personal information. There are seven

principles that organisations must adhere to.

1. Lawfulness, fairness and transparency —
When collecting information, it must be
clear what it is being used for.

2. Purpose limitation — It must be clear
what the data is being collected for and
it should only be used for that purpose.

3. Data minimisation — You must only
collect the data you need for the purpose.

4. Accuracy — Data collected must be
checked for accuracy, and updated as
necessary.

5. Storage limitation — Data collected must
only be kept for the time it is needed
and no longer.

6. Integrity and confidentiality — Data
collected must be stored securely and
kept confidential. It must not® */ ;

information held by UK public authorities.

Some data s exempt, e personal,
confidential and sensitive data if it is
information that has been recorded and
stored by the public authority,

7

sr. d atedaboutthe
A risks with access to data.

- _4licies and procedures to ensure
compliance; failure to comply could
result in disciplinary procedures. [T
administrators should
implement appropriate user access
levels and permissions, and put robust
security measures in place. Operating
systems to be kept up to date with
secunity patches

e Alegal requirement to register
with the Information
Commissioner's Office (ICO) if an
organisation processes personal
data.

e Examples of who might hold your
personal data are education,
health and public service
systems.

® A person is entitled to ask for
access to their information, have
it amended and have it deleted.

; o
o /
- ,W,////

- o

Public authorities must publish certain
information about their activities.

If there is a request for public
information, the organisation must
provide the information if it holds it,
and respond within 20 days.

i

o
%Z%%%%%%

Ranging from fines to
prison time, from a few
months right up to life
imprisonment for the
most serious offences
under Section 37A

An organisation can be
penalised at two levels:
€ Higher maximum
level — up to 4% of
the organisation’s
worldwide income.
e Standard maximum
level — up to 2% of
the organisation’s
worldwide income.

The Informat

h

Whatlisthe!

Whoare they |

if the public authority
does not comply with a
FOlreguest the ICO can
issues fines and
enfarcement notices,
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ACTIVITY POSTER

5.1 Job roles related to data analytics
Data Analytics Pipeline

Add the five job roles
involved in the DAP. 4

Data Lifecycle Management

Machine Learning
Engineer

Artificial
intelligence
Scientist

Database Administrator
Data Architect
Data Engineer
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Non-verbal Communication

*  Facial expressions - smiling.

« Body language - appropriate gestures such as nodding and pointing.

Questioning Techniques

e Closed questions — 'Yes' or 'No' - easy to analyse.

+  Open questions - allow for full answers, which can be useful but hare .
analyse.

+  Give people time to respond to a question.

e Limit questions to the most useful.
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