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This resource has been written to support students who are preparing for
the ROS0 external examination in OCR Cambridge National Level 1/ Level 2
in 1T {J836}. This pack contains guestions and detailed mark scheme
answers that strictly adhere to the unit content and guidance stated in the
updated 2822 specification. This will therefore give you confidence that this
respurce will guide your students on the correct learning path to success.

Teacher’s Introduction

Ablways check the exam board
website for new information,
including changes to the
specification and sample
assessment material.

Mote: it is likely that OCR will award marks for other acceptable answers beyond those stated in the specification.
However, rather than trying to prejudge these, the mark schemes in this pack have been limited to answers
stated within the 1836 specification content only. When a student gives an answer that is not on the specification
{and, therefore, is not in this mark scheme), please use your professional judgement and award marks as you
would expect an OCR examiner to do.

These papers can be used either as mock examination papers or 1o access additional questions while the
specification is being taught. The specification coverage grid on the following pages indicates where each
specification point is tested.

This pack includes four brand-new gquestion papers and supporting mark schemes, These papers contain:

&

@

L]

ariginal questions that students will not have been able to access before

guestions that are structured similarly to the way their actual exam will be structured

guestions that cover all of the specification points more than once — you will, therefore, be able to assess
how well your students understand the content across the whole unit

a range of written questions that students will need to be able 10 respond to in their exam

practice diagrams to give students additional practice drawing flow charts, mind maps, wireframes and
visualisation diagrams, which students can often find tricky to draw — a full solution is given for each of

these diagrams

extended questions to give students additional practice responding to these types of guestions

up-to-date content that reflects the latest 2022 specification changes to best prepare students for their exam

December 2023
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Specification Coverage
Topic 1. Design fools

Types of design tools
s Flow charts &
e Visualisation diagrams ®

1.1

Q18

siter Interface (HCI) in everyday

Topic 2: H

ose, imporiance and use of HCI A
s Banking ¢  Embedded systems Q6
e  [ntertainment ®  Fitness
e  Home appliances ®  Retail

2.2  Hardware considerations
s Display Q14 ;
e  Resources :

2.3 Software considerations
#  (perating system
e Digital platform

2.4 Userinteraction methods
e  Gesture &  Keyboard
¢  Maouse &  Touch
& Voice

a7

Topic 3: Data a

3.1 infolge@®On and data :
e What datais
. L Q4 @
&  What information is
s  The relationship between data and information
3.2.1 Use of data types in different contexts
&  Alphanumeric e  Boolean 010
s Date e Numeric
e Text

3.2.2 The difference between validation and verification A
e Datatype check e  Format check
SRR
e Input mask ¢  length check C116b
e Limited choice s Lookup

e  Presence check ®
3.2.4 Data verification tools
e Doubleent Q5
33 Da Ql%
e  Primar Qisb,
Y Q19ci
e  Secondary 01d.

Practice Papers for OCR Cambridge Nationals 11/2: RO50 Page 2 0f 79

COPYRIGHT
PROTECTED




3.4  Siorage of collected data

& Invalid (Erroneo

e logicallocation Q20
e  Physical Iocation
3.5.1 Importance and purpose of testing Q153
3.5.2 Testdata
e  Extreme cash

015¢

Topic 4: Cyber-security and legisiation

4.1 Threats

Data Protection Act
Freedom of Information Act
Health and Safety at Work Act

8 & & B

&  Denial of Service (DoS} e Hacking Q(;;a
s  Malware ¢  Social engineering
4.2  The impacts of a cyber-security attack
&  Data destruction
s Data manipulation 5
e Data modification i7b
e Data theft —in transit and at rest E
&  Denial of Service (DoS) to authori
e ldentity theft
4.3 Prevention ma
& 3 02
® Q3
s Secure destruction of data
4.4  Legisiation related to the use of IT systems
& Computer Misuse Act
Copyright, Designs and Patents Act 013
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e leaflet s Infographics
e Newsletters e  Presentatio
&  Raporis

e Audic e  Collaboration tools

s Video
e Yoice over Intern
5.2 Softw

&  Audience demographics

@ g (DTP) Q9
® priications
5.3 Digital devices
¢  Smartphone e  SmartTV
e  PC/laptop s  Tablet
e  Smartboard
5.4  Distribution channels
e Types of distribution channel Qi1
e Distribution channel connectivity Q12

i 6 Digital communications

Usa of ok
e  Whatisthe ok
e  The four pillars of the Q8 -
s  The interactiviy fe four pillars
®
6.2 Apt 1 areas in everyday life
® rgy managemasant
e Health
e Manufacturing
& Military / Emergency services
&  Smart devices
& Transport
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ZigZag Practice Exa

Practice Paper 1

5

Name

Time allowed

1 hour 30 minutes

instructions

Answer all of the guestions &g uprovided.

The total i8S available for this paper is 70. The number of marks available f(
each guestion is shown in brackets. Z

COPYRIGHT
PROTECTED
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Answer ALL guestions in the spaces provided.
SECTION A
1. Malware threatls pose a risk to individuals and organisations.

State two types of malware threat.

xampie of physical security? Tick (V) the cmrrecf

A Enciyption

Usermames

[
¢ Passwords
()

Facial recognition

3. Which of these is an example of logical security? Tick (V) the corrects

A RFID

B Keypads

¢ Anti-malware

D Doorlocks

4. State wh rm ‘data’

5. State the name of a tool that involves entering data twice to ensure thy
the same. ;

........................................................................................................... . C@PYR%@HT
6. Banking is one example of where a Human Computer Interface (HCE);;} PROTECTED

identify one more example of where an HCI sed.

ample of a user interaction method that can be used to a

Practice Papers for OCR Cambridge Nationals 11/2: RO50 Page 6 of 79




8. Which of these is not one of the four piliars of the Internst of Everyt
Tick (¥} the correct box.

A& People
B  Things
¢  Places
D Data

9. Drawaliogf the correct matching software that woulé

Writing a letter to & customer

Producing graphs and charts

Creating a poster thaf contains
text and images

10. Which of these is not a numeric data type? Tick (V) the correct box.

A  Boolean

Currency

B
C  Integer
(B}

11. Which? e is not an example of a distribution channel? Tick (V) t

A Email

B Inslant messaging

¢  VoIP

D Data validstion

12. When choosi hich t f distribution ¢ch Ft hould COPYRIGHT
- When choosing which type of distribution channel to use, you shou
demographics to ensure it is suitable for their needs. ; PROTECTED

State one audience demographic consi
distribution channel.

13 State t name of legislation that makes hacking illegal in the United &

Practice Papers for OCR Cambridge Nationals 11/2: RO50 Page 7 0f 79




SECTIONB

32

Reaad the scenario in the box below. Questions 14 to 20 relate to this sceni:?i

Scenario

Felix owns a luxury cake business. He makes cakes for special events su
anniversaries.

Felix would like to start selling cakes igure 1 shows part;

fnstr

Please complete this form to order one of our delicious cakes.

Full Name

Address

Postcode

Phone Number

Cake Flavour

Size

/

Figure 1

Z

14. State two factors that can impact the way an HCI is displayed on a de\

15, {a) Felix will need to test his cake ordering syste

Explain why it is important o efore customners use @

Practice Papers for OCR Cambridge Nationals 11/2: RO50 Page & 6f 79
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(b} Fealix will test the cake ordering system using a range of different

Complete the table by identifying three different types of test dat:?:«:
the size text box shown in Figure 1. You should give an example.
of test data.

Type of data Example

{c} Describe the difference betweean technical testing and user {esti

16, Felix will validation in his cake ordering system.

at is meant by the term ‘data validation’.

Practice Papers for OCR Cambridge Nationals 11/2: RO50 Page 9 0f 79
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Figure 1 is shown again here for your referance.

Cake Order
instructions:

Please complete this form to order one of our delici

Full Name

Postcode

Phone Number

Cake Flavour

Size

/

Figure 1

(b} Felix would like to use data validatior .ke ordering syster‘r%

our different methods of valid

Complete the table ! :
: Cexample of how each of these can be

You shoul
fo

.

alidation type Example

COPYRIGHT
PROTECTED
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17. Felx wants to ensure that the cake ordering system is secure {o avoid
his business.

(a) Felixwill make use of ‘white hat’ and ‘grey hat’ hacking to identify§
security systems.

Explain the difference between ‘white hat’ a

ay hat ethical

{b) Explain three possible negative impacts that a cyber-security atté\

FeliX's business.

18. When a customer wishes {o order a cake:

Thay select the design of caka they want to order.
They enter the occasion for which the calke is for.
They enter any food allergies.
They choose a delivery method.
if they choose “Next Day De
If they choose “Express
if they do not ok
is displayz

. 9.99 Delivery Charggﬁg
‘£9.99 Delivery Charge” &
3 ay Delivery” or “Express Delivery” 3

NGO &S WK -

o

e process, “Order Confirmed” is displayed.

Draw 2 flow chart on the next page 1o show this process.

Practice Papers for OCR Cambridge Nationals 11/2: RO50 Page 11 of 79
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Draw your flow chart here.

COPYRIGHT
PROTECTED
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19, Felix would like to collect data to find out other types of cake that cu
considering using either primary data or secondary data collection m

R R

(a) Describe the difference between primary data and secondary dat;

ferent types of primary data collection methods that

{d} Explain one drawback of using secondary data 1o Felix.

COPYRIGHT
PROTECTED
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20, Felix is opening more cake shops across the United Kingdom. He is
allow the different cake shops to share data with one angcther.

Discuss the advantages and disadvantages of Felix storing his data

COPYRIGHT
PROTECTED

End of Question Paper
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Practice Paper 1

Answer ALL questions.
SECTION A

1. Malware threats pose a risk to individuals and ¢ sations.

State two types of malware threat.

3l security?
€ Passwords
D Facial recognition

2. Which of these is an exan
A Encryption
B Usemamr

e is an exampie of logical security?
€ Anti-malware
B Keypads D Doorlocks

4. State what is meant by the term ‘data’.

5. State the name of a tool that involves entering data twice to ensure thy
the same. ;

6. Banking is one example of where a Human Computer Interface (HC
identify one more example of where an HCI can be used.

7. Siate one example of a user interaction method that can be used to &
with HCls.

8.  Which of these is not one of the four pilla
A& People
B Things

t maiching software that would be used

Writing a letter to a customer

Producing graphs and charts

Creating a poster that contains
fext and images

10. Which of these is not a numeric data type?

A Boolean ¢ Integer
B Currency D Real s COPYRIGHT

PROTECTED
11.

A Email
B Instant messaging

12. When chocsmg whach ¢
demogr

State
distribt

n channel to use, you should &
8 suatabie for thair needs. :

Shce demographic consideration you would make be
hannel.

13. State the name of legisiation that makes hacking illegal in the United

S

Practice Papers for OCR Cambridge Nationals 11/2: RO50 Page 47 of 79




SECTIONB

Read the scenario in the box below. Questions 14 to 20 relate to this sce

Scenario

Felix owns a luxury cake busingss. He makes cakes for speciaé gvents su
anniversaries. 5

Felix would like to start selling cakes aon

Full Name

Address

Postcode

Phone Number

Cake Flavour

Size ' \\

Figure 1

14. State two factors that can impact the way an HCl is displayed on a de\

15. {(a) Felixwill need to test his cake ordering system.
Explain why it is important 1o test software before customers us

(b} Felix will test the cake ordering system using a range of differen
Copy and complete the table by identifying three different type
used to test the size text box shown in Figurs 1. You should give,
for each type of test data.

Type of data

R Ay

Example daty

rence between {echnical testing and user testing%;

% e use of data validation in his cake ordering system.
(a) Describe what is meant by the term ‘data validatior’.

Practice Papers for OCR Cambridge Nationals 11/2: RO50 Page 42 of 79
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18.

19.

20.

(b} Fealix would like to use data validation in his cake ordering systerr%

Copy and complete the table by identifving four different methoc%
could use. You should give a specific example of how each of the
ordering form shown in Figure 1. .

BB

Validation type Example

ensure that the cake ardering system is secure to avoia
his busi#&ss,
{(a) Felix will make use of ‘white hat’ and ‘grey hat’ hacking to identify:
security systems.
Explain the difference between ‘white hat’ and ‘grey hat ethical h

(b} Explain three possible negative impacts that a cyber-security c:iﬁc:é
Felix's business.

When a customer wishes to order a cake:

They select the design of cake they want to order.
They enter the gecasion for which the cake is for.
They enter any food allergies.
They choose a delivery meathod.

if they choose “Next Day Delivery”
if they choose "Express Deliv
if they do not choose
is displayed
At the e

NSO EON -

o

s, “Order Confirmed” is displayed.

Draw a'iiow chart to show this process.

Felix would like to collect data 1o find out other types of cake that cu
considering using either primary data or secondary data collection m
(a2} Describe the difference between primary data and secondary ¢
(b) State two different types of primary data collection methods tha
(¢} State two different types of secondary data coliection methods

(d) Explain one drawback of using secondary data io Felix

Felix is opening more cake shops across the

allow the different cake shops to ; i one anocther.

Discuss the advantageas ntages of Felix storing his data o

End of QGuestion Paper
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lark Scheme

Practice Paper 1~ N\

1 1 mark per threat, up to a maximum of 2 marks.

s Adware (1) ¢ Botnet(1)
+ Ransomwars (1) ¢  Spyware (1)
s Trojan Horse (1) rus (1)
s Worm (1)
2 | D~ Facial recognition (1)
3 | € - Antimalware (1)
4 1 mark
® es / raw material (1) + Values that have ny
® swith no meaning (1) ¢ Values have no st
& {1ma :
+ Dala vesrafication (1)
»  Double entry (1)
& 1 mark for:
e Embedded systems (1) ¢ Entertainment (1) -
+  Fitness (1) ¢ Home applances ¢
+ Retail (1)

Allow examples of these. For example, allow ‘smart meter’ as an example:
7 | 1 markfor. :

e {sestures (1) «  Kevboard (1)
+  RMouse (1) « Touch (1)
s Voice (1)

Allow other examples of gestures that are suitable for touchscreen,
8 | C-Places (1) :
9 | 1 mark for one correct match. 2 marks #

¢t matches

Writing a letter

#is and chars Lw—""

‘ iing a poster that
“ontains text and images

10 | A — Boolean (1)
11 | D - Data validation (1}

12 | 1 mark for

s Accessibility (1) s Age (1)

e {sender (1) « Location (1)
13 | Computer Misuse Act (1)

14 | 1 mark for each factor, up to a maximum of 2 marks.

+ Type of device / type of touchscreen (1) CQ PYR%@HT
PROTECTED

s Size of the screen (1)

18a | 1 mark for staling an initial point and then 1 mark fora
+« To ensure the program works correctly 4

o ensure customers have confidens
s To ensure it meets his r
+ To ensure it produ

B
B

15h
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1 mark for technical testing and 1 mark for user testing, up to @ maximum
» Technical testing checks the system works corectly / functions corr
results (1) // will check that the system meets the user requirements {
« llser testing — observing users completing tasks / interacting with the
feedback on how it can be improved (1)

3ble expansion, up

16a | 1 mark for siating an initial point and then 1 mark for
¢ Checks the data entered info a sy&te* &*(1) to check that it
reasonable / without boundaries (& the number of errors (1)
Do not accept ‘o check dats
16b | 1 markforeach § ation and 1 mark for a suitable example, up &
« Da ensure the full name contains only lefters (1)
® we (1) to ensure a valid Havour has been selected (1)
s ¥ (1) to ensure a valid flavour has been selecled (1)
¢ Presence check (1) to ensure an address has been entered (1)
+ Range chack (1} {o ensure the cake size is between 1 and 4 (1)
Allow other suitable exampiles of data validation.
17a | 1 mark for white hat hacking and 1 mark for grey hat hacking, up to a ma
White hat hacking: :
» The hacker has permission from the organisation to use their skills to i
their systems (1) f
+ Rtust follow sthical guidelines/standards (1)
Grey hat hacking:
e The hacker doesn’t have permission from the organisation to use their:
vulnerabiiities in their systems (1)
+ Doesn’t always follow ethical guidselines/standards (1)
17b | 1 mark for stating an inifial impact and then 1 mark for a suitable expansion, ug
+ Data destruction (1) could mean that impcrtan is permanently
unrecoverable (1)
+ Data manipulation/modificatio h that data is changeg
impacts the business (‘E)
» Datatheft{1)co Sers’ bank account details are stolen ;
their moneay.
® : meaning that customers cannot access the ¢
hige money due W orders not being placed (1)
s y theft (1) — customers’ personal data may be stolen for illegal
Allow other suitable answers as long as they are suitable for the cake ord
18 | The student’s flow chart should be assessed using this marking grid: '

L ovel 3 « Mostly accurate use of correct §ymboi$ o
(7-8 marks) | * Mostly accurate use of connections to show directio
+ Diagram covers most of the scenario given
L ovel 7 = Some use of correct §ymbois o 5
(48 marks) | ° Some use of connections to show direction/order -
e Diagram covers some of the scenario given
L evel 1 # Lﬁm?ted use of correct §ymbois S
(1-3 marks) | ° Limited use of connections 1 w direction/order |
s Diagram covers little = given \

Example sclution overleaf
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Preview of Answers Ends Here

This is a imited inspection copy. Sample of answers ends here to stop students looking up answers to
their assessments. See contents page for details of the rest of the resource.



