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Teacher’s Introduction

This resource has been produced to support teaching and learning of the BTEC Tech Award Digital Information
Technology specification from September 2022, The learning content is covered by the following sets of
keywords with matching descriptions, which cover all of the subject content for Components 1, 2 and 3.

Component 1: User interface design / project planning

e Userinterfoces Y

o User interface design; users and efficiency %2~ 44
e Project planning techniques ¥

o Project planning and initial design 32+ 83

o Develop and review o user interfoce - ¢

Component 2: Collecting, preseniing and interpreting data

e Duto and information: characteristics, representation and processing (4143
o Dota ond information: collection, quality, madelling and threats ¥4 -A7

e Data processing methods B

o Produce a doshboard 89

o Draw conclusions and review data presentation methods (¢4-%%

Component 3: Effective digitof working proctices

e Modern technologies *1

o Impact of modern technologies *9

# Threats to dato 4

e Relationa! Dotoboses and SQL

& Prevention and management of threats to data (8%
o [T policy and responsible use %3 ¢4

o legal and ethical (<9

e Forms of notation (PY

For each set, there are a number of different keyword activities on CD designed to give you a range of different
options for classroom, homework and revision. This variety enables you to take a different approach to different
toplcs — such as using the Crosswords as homewaork for one topic, and the Match Up as a starter for another,

Alternatively, differentiate the activity for a given topic; for example, you might want to give your stronger
students the Crosswords early on while you start weaker learners on the Match Up {(where terms and definitions
are both available}. Domino and Bingo activities add an element of fun and reinforcement, as well as potential
for pair and group work. Finally, the Flash Cards come into their own for revision and the Table Fil and Write
Your Own Glossary allow students to test their understanding by correctly filiing in keywords or definitions.

There is more information about the digital format and the different activities included on the following two pages.



Digital Format

All of the activities are provided electronically on the accompanying CD. To use
school network/VLE, the entire contents of the CD needs to be copied and pastey
accessible location. :

Providing easy access to the activities are two HTML menus:

1. Access A Menu
Location: index.himi
This menu, designed primarily for teacher use, includes links to everything on pras
easily select what you need when preparing your lessone<..:
If you intend to give learners access to this e aware that it does
Project planning and inifict dasign (B2 - B3}
Develop and review o user inferface {C3 - €3} é\‘@
g:?:s:&ig A1 - Ala) are $\\j@§§
Ootaond fi ion. quadiy, ing ond
threeds {Ad - AT}
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA RS
Uata orocessing metheds (B1] Y &“:& i §§1\§
2. Intergctive Crossword Menu

Location: interactive-crosswords/index.hitmi

This menu, which can be accessed via the Access Aff Menu is included to allov
interactive crosswords (without the answers).

serintertaces (A1) 4 * COPYRIGHT

User indefaoms {

9
a9

Education




Activity Types

The activities included in this resource are as follows:

Bingo
Each student is given a different bingo card containing a selection of words fro
teacher reads the definitions using the Keyword Answers, and the student mus
to the words on their card to complete rows, columns, and tha full bingo card.
sets with 12 or more words.

Crosswords
These traditional keyword
—and are alsoza e

at on the accompanying CD-ROM. These are web-based {HTK
SmaEE your Internet browser, :

Dominoes / Loop Cards A
This is essentially another match-up activity, but this one is designed to be used |
to engage students. It is recommended that students work in pairs or small gro

Half of each card contains a keyword, and the other half contains a description
students must align all the cards in the correct order. There is a "Start’ and a ‘Fi
left putside the chain, then students have gone wrong somewhaere.

Maich-up

Students match descriptions to their keywords by drawing lines between them
there are similar descriptions and keywords, students are likely to make the od
while completing the activity, so it is recommended that they use a pencil to st
keywords that they are familiar with, students can then think about and learn t
confident with.

Flash Cards

These are a helpful revision tool. To make the cards, fold the page in half, then
stick them together so the keyword is on one side and the definition the other,
could use these to play a game of pairs. Cut each card in two and place than al
will then take it in turns to turn over two cards with the aim ¢f matching a keyw
cards are removed, and the game is finished when al have been mat

COPYRIGHT
PROTECTED

Glossary Builders

Table-fill

.3 %imply write the keyword which is being described
:Bécause this activity tests the students’ own knowledge, it is
: k'activity at the end of each topic or during revisicn. This the
grasped the key terminclogy for each topic. Alternatively, the tables could be
beginning of the topic, to see what they already know.

ag

Education

Write Your Own Glossary :
Like the Table-fill, this activity can be used to test students before learning a ¢
tool after learning a topic. Students are given a list of the keywords and nee
definitions. Using Table-fill and Write Your Own Glossary, lessons can be dif

VI




User interfaces (A1)

Across
3 A computer system that forms part of a larger electronic
device {8,6)
4 Software that allows interaction between the user and
digital devices (4,9)
1 An electronic system that manages ancther system or
equipment without the need for human input (11,6}
% Conditions that the client needs the product to be able
to meet (4,12}
13 An aspect of a user interface which enables the userto
input data (4)
14 The physical parts that make up a comny :
15 Alist of words (e.q. atthet - 10 Newly developec
clicked/selectogm aptions 1o be selected new forms of inp.
(4) L - 11 Human interactic
keyboard and me
and gestures {4,

COPYRIGHT
PROTECTED
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User interface design; users and efficiency (A2 - A4)

-~

>

20

Across

4 More than one key pressed at the same time to perform an action on a
computer, e.g. Control + C for copy (8,8)

& The way that text, graphics, buttons and other parts of the user
interface are arranged on screen (6)

7 Some users have ____ needs for software design; for example, those
with developmental delays or other learning disabilities (9)

10 Presentation standards used for ali documents produced by an
organisation (5,5)

13 Small, clickable images, representing real-world objects, used in user
interfaces (5)

14 Letting the user know that what they've done has been recognised by
the system - a tick or a success box might appear (11,8)

15 Words or numbers that are pre-populated on a form (but can be
changed); for example a couniry code for a mobile phon:
{7.6) :

6 Arough or smooth paper surface,
to make the page appgar ik

18 Atrailon a weh IR vir.
home > products§ > fiction {11)

19 Recognisable shapds and characters which give meaning; for
example a green tick is often used to indicate a strong password (7)

20 Particular subsection of a population (e.g. by age, income level,
location, etc.) (11)

271 Areas of the screen without text or images, required so that the
information on the screen is readable and uncluttered (5,5)

22 A box within an interface or web page that a term or phrase is typed in
entered in order to find relevant results (6,5)

23 Ensures that each page within an interface has the same layout,
headings and style so that it is easy to navigate, and looks
professional (11}

n-soreen effect
: pled paper, ete. (7)
evel that you have visited, e.g.

Yl

Down
1 Whenabuttonona
show more selectab
2 Function that popula
the user needing to
3 An onfoff switch, for
(6)
5 Expert, regular of no
the software or inter

8 Asystemis created t
as ohvious icons, he

8 A small square or cir
a user interface (4,3

1 i you change somst
change, you can rev

12 How hardware and s
use with ease {13)

15 Type of fontwhich fo
small screen (10) &

17 Type of font which is
or Helvetica {4,5)

COPYRIGHT
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Project planning technigues (B1)

2 3

wn

Across

1 Visualisation that shows the main objective and
branches off into each of the sub-objectives and the
tasks that need to be carried out to complete them {(4,3)

3 Visual representation of a project's milestones, and the
tasks that need to be done 1o reach one milestone after
another (4)

5 Methodology where each stage is assessed in acycle
and if not correct or needs further work, goes back to a
previous stage (9)

& Mind map expanded with text in order to provide gre
detail about each task (11}

8 lterative methodology where sma :
project are prioritised intc wing the client to

)

8 Visual repre ¢ of when tasks need to be
performed and how much time each task will take (5,5}

10 Type of methodology where the tasks are linear - one
after the other, not iterative (9)

11 Avisual display of images, themes, colours, etc.
normally on a single piece of paper; can be constructed
physically or digitally {4,5)

7 The sequence
shows the earli
will lead to the pi

COPYRIGHT
PROTECTED

/i
09

 Education



Project planning and initial design (B2 - B3)

i 2

o

i

Across

2 Graphical representation of how a product should look or be
used {e.q. a sketch or storvhoard) (13)

§ Taking into account risks when planning so that sethacks can
be handled (11)

& How well a product caters to users with additional needs (13)
& A well-designed application or interface will make paople
wantto useit, and they will pay ___to it (9}
11 Person or people who the final product could be aimed a1 {8)
13 1f the person or people for whom the product was developed

is/are comfortable using the product and can easily use it
without excess help or feeling patronised (4,10}

15 The data processed by a computer system that gives
the information they require (6)

17 Considerations that the client ne
developer fo ensure that po

lncated (6}

19 A complex application or interface will need a lot of learning in
order to master it and, therefore, of how to use it
(11.9)

Down :

1 Everything thatm
project such asw
outputs (7,12)

3 Attheendofasta
successful or refin
stage for improve

4 Importani stage i

§ A limiting factor w

expertise or other

Series of sketches

a product (10}

g Objectives set for
achievable and re;
{5,5)

14 Task thatcan't be

is complete (10)

12 The schedule for a

and that bugs are &y
process (4,8) '

14 The ways thataus.

enter data, such ag
requirements (5} ©

16 The expected lengt

{9

e

COPYRIGHT
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Develop and review a user interface (C1 - C3)

1

Across Down 5
5 Visual and behavicural aspects of a user interface (4,3 4) 1 Written evidence§
7 Small part of or an ability within an application or works, and the ur.

interface that is useful, e.g. printing or other services {7} developers (13) .
8 improvement to an application or interface based on 2 Limitations place

user feedback or testing (10) development i

11 On-screen, tactile or auditory messages provided to the
user from the interface (7) 3 Needs of those

12 The way that a user interacts with the product in order to
click or select, and move from one screen to another
(10,6}

13 Comments, criticisms and suggested |
provided by the people using 1

feedback from
approves of th

& The collection
worling onap
deliver the use

14 Improvements S
project that (§ 1 pued 1o the next project in a better
way Of more

15 Touch, mouse clicks and typed characters from the user 10 The users of th
in order to interact with the interface (6) needs, skill lev

16 The reasons for the development of the interface, and
the different aspects within it (7}

COPYRIGHT
PROTECTED
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Data and information: characteristics, representation and proce

wn
£

Across

3 Method of refining a user interface following rounds of
feedback from testers including that the tester / client
approves of the changes (9,7)

4 Written evidence of changes to the interface, how it
works, and the underlying code to teach users and future
developers (13)

8 Small part of or an ability within an application or
interface that is useful, e.g. printing or other services (7)

12 Limitations placed upon on the interface such as
development time {budget) and hardware or software .
that the interface runs upon (11} :

13 Improvement to an applicati

15 Improvements discovered during the development of a
project that can be applied to the next project in a better
way or more efficiently (7.7)

16 Yisual and behavioural aspects of a user interface (4,34

5 The way that a
click or select,
(10,6}

& Theusersof th

needs, skill lev

Touch, mouse

in order o inte

g The collection
working on a pro;
deliver the use

16 Comments, crit

provided by th

11 On-screen, tact

user from the int:

COPYRIGHT
PROTECTED
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Data and information: collection, quality, modelling and threats

1

B

Across

2 Device designed to collect data from environmental changes
{8)

4 Measure of how correct datais (8)

& Analysing data sets to see whether there are relationships
between them, or seeing how changing a component affects
the outcome or forecast (9)

8 Data coliected by someone else (third party) for a different
purpose, e.g. customer data from a retailer provided to an
advartiser (9}

10 Data sets that are too large to be processed by conventional
means (3,4}

11 Measure of how old data is (3)

12 Collective term for a range of issues posed
such as invasion of privacy, and fraudy;
stolen (7}

15 The way that 1 | tained - e.g. survey,
interview, pandy ¢, feedback form, online form (10,6

16 Measure of how Sorprehensive datais (12)

17 The number of data sets that have been collected, e.q. the
number of people who data has been collecied about (8,4)

18 Retailers do not keep much spare stock on site. Instead, stock
levels are constantly monitored, and items are seni to the
store when they are about to run out. (4-2-4,8)

19 Felt when businesses appear to build up a substantial profile

about our personal lives or habits, or ask us for substantial
personal data (8,2,7)

Down
1 Types of people wh
of fraud, such as th
(10,6)
2 The organisation t
education, finance

3 Anonline platform
share updates, ¢o
each other (6,7}

5 Wrongful or crimis

personal gain, e.g.

{8}

Rewards program

customer purchas

g Methods used foo
exisied before, or
different purpose

14 New data coﬂtecte@
completing a door:
group (7)

16 Large-scale, offici '
couniry - usually t

COPYRIGHT
PROTECTED
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Data processing methods (B1)

1 2
4 5
7 3 9 16 i

2

Across

1 Function that returns the number of cells in & given range that satisfy
a given condition (7}

4 Type of operator that involves arguments or reasoning; NOT, AND and
OR are examples (7)

6 When a function is run on a block of text, e.g. left or right (6}

7 Rows or columns that have been removed from view from the user,
hut remain in the spreadsheet (5)

10 Type of cell reference that changes when a formula is copied or
movad to another cell (8)

15 Function that adds all numbers in a range of cells that satisfy a given
condition {5)

19 A set of actions that can be recorded or coded to sutomate tasks that
are repeated often {5)

21 Colour coding, data hars, ete. automatically generat
value or contents of a cell, allowing fast visy
turn celf red if value >30%) (11,10

22 Aspreadsheet canbame

can pull through om a different sheet. (6,9}

Down '
2 Reducing the amouni
cells in a column wh
3 Type of cell reference
copied or moved to a
5 Function that adds ug
not blank) (5) ‘

8 Carries out one actio
an alternative action

9 Involves testing that
(4,10 :

11 Function that returns.
Same Fow as a given

2 The header row or fir

the spreadshest you i
13 Funciion that adds ui
(i.2. are blank} (10}

14 Expressions that set
within the spreadshe

16 Copy data between d
the Internet into a w

17 Arranging a column
by smallest to larges
18 Function that return
the firstrow is speeif;
20 A note giving further §
spreadsheet (7) :

COPYRIGHT
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Produce a dashboard (B2)

Across
3 Values can be changed by pressing up or down arrows -
e.g. volume control {7)

4 Heading at the top of a page, section of a document or
chart which indicates what the text or chart is going to
cover (5}

& Presentation of the key data on a dashboard (such as
totals, subtotals or other synopsis), allowing it to be
seen immediately (4,7)

8 Values out of 100 - e.g. a dashboard might say that 75%
of yesterday's customer cails were answered within fi
minutes {11)

% Found next {o the horizontal and.
graph so that we know v,
units (e.g. hegfhg) « - ber of people) (4.6)

‘ specified cells that contain some

data; can be represenied on a dashboard (5)

11 When a button on a menu is pressed or clicked, the
menu expands to show more selectable options (8.4)

Bown
1 The outline aro
be changed, of

2 Table in a spre
analysis (5,5
3 The colouring, gi;
background (7)
4 Square oy circl
within it (4,3)
5 Sum of all data

7 Used where ther¢
from which a sin.

COPYRIGHT
PROTECTED
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Draw conclusions and review data presentation methods (C1 - C

1

Across Bown
4 Visual often produced in spreadshest software, e.q. pie,
bar, ling, etc. (5)

key points and

& A graph showing an increase in sales of sun cream every 2 Occurs when d

summer would demonstrate a on the graph (7)

not reflect real

3 Whendataisn
collected, e.q.
onthetimeitw

8 Visual representation of data allowing real-time at-a-
glance progress and target monitoring (9)

% Type of advertising which is aimed at a specific
audience/demographic (8)

Incorrect data

was not correc

11 Graphs and dashboards can be used to make ____ such
as when to send stock to a store, or when busy b

will necessitate more staff (15)

cessed increase of dec

ronclusions (4,3) 10 Anoutlierona
showingonar

12 Structured amount of raw facte
and analysed bv 200

COPYRIGHT
PROTECTED
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Modern technologies (A1)

Across

2 Small on-soreen message alerting the user to some
information, for example, a software update becoming
available (13)

4 Using online services instead of local applications, e.q.
editing a document from a web browser (5,9)

& Arsa without mobile phone coverage - e.g. a valley
surrounded by high mountains (5,4)

8 Ensuring that services and systems are working as
expected and at the right speed (11)

11 Controlling whai permissions each user {or group
users) is given (e.g. allowing only admins to;
certain folder) {6,6) :

13 When files and agzli
updated to nl@
content (15) §

14 Set of procedures used after a significant event such as
a fire, fiood or ransomware attack causes major
business disruption (8,8,6)

15 If a new system does not work with existing software is
has failed what sort of test? (13}

16 If, when evaluating a system, it is found not to be able o

deal with an increase in workdoad, it has failed what sort
of test? {11)

devices have the same

Bown
1 Data storage tect
SEIVers access

3 Software that a
online or share
simultansous!

5 Process of mo
replacing or up
()

Atemporary w
hardware such a:
created using at

¢ Processes and p
hackers do not a;
malware (4,8}

10 Sharingofam
another device

12 A wireless Inte
e.g. provided by
{and may have n.

P

COPYRIGHT
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Impact of modern technologies (A2)

Across
3 Travel to and from your place of work - eliminated when
working from home! {7)

5 Software for setting up the tasks for a project, allowing
for teams to manage their time, helping to ensure that
milestones and targets are achieved (8,4)

1 Electronic form of messaging sent between individuals,
employees, businesses and customers; sometimes with
attachments or other media {5)

8 A collection of webpages hosted on the WWW fo present
information about an individual or organisation to it
followers {7)

% An apphcation which narrates the mputer
display, used bykpi@ oy i 110 sight (6,6)
10 A group of polEs shared project who are

located in difi \eaM®cations and, therefore, time zones
and cultures (5,5}

11 Working away from the office such as at home (6,7)

readers can read:

2 Online platforms.
which facilitate
the building of

4 For most peopl
othersrelieves by
their i

5 Otherwise calle
belween two u
see (7,7

6 Form of spoken ¢
the phone, or VO,

COPYRIGHT
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Threats to data (B1)

~2

Across Bown

3 A network of compunters infected with malicious software,
often responsible for carrying out DDoS attacks and sending into a system (8,7}
spam (6} 2 Type of attack that

& Malware that spreads by injecting its code into other files on to a fake website &
the computer system (5} 3 Hacker who atte

7 Software that collects data from a computer system (7) reasons 1o steal

8 Collection of sofiware that hides its existence {or the 4 Stealing of data f
existence of other software) and enables access to restricted (internal threat)
parts of a computer system {7) 5 Manipulating the

gain unauthorise
Type of threat po
for example a ha
12 Malware that restry
system to make th
13 Malware that repiicé
; computer system
example, an ef unintentionally instalfing a virus (8) 14 Malicious software
17 The duration thatSystems are not operational, e.g. if taken to damage or disrlggg
offtine to investigate a security breach (8) access (7) ‘
18 When an employee deliberately discloses confidential
information outside of their organisation (7)

19 Attack whereby a website or network is flooded with traffic in
a deliberate attempt to bring it down (6,2,7)

9 impersonating a trusted person or organisalion in order to
steal data or manipulate the user of a system (8)

11 Malware that pretends o function as legitimate software (

15 Spying on governments and businesses to
trade secrets / intellectual property
theft by hackers {9)

16 Type of threat g

COPYRIGHT
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Prevention and management of threats to data (B2)

1

Across Down :
1 Hardware- or software-based security which controls 2 A security expert.
incoming and outgoing network traffic hased on security and fi

predefined rules (8)

3 Copy of data that can be used to restore data if the
original copy is lost, corrupted or destroyed (6)

§ Using mare than one characteristic inorder to verify a
transaction - such as sending a text message or email,
oF requiring a card / card reader (3-6,14)

7 Restoration of files from backups following a malware
attack or a falled driveiscalled ____ ____ {4,8)

$ Sequence of characters neededin gain a

system (8) : systems - does
18 Scrambling dataga th d by users with owner, but witho,
the approprid key (10) :

11 General term 388 to devices which have been
designed or modified to prevent intrusion by hackers or
malware (9)

13 The protection of digital devices from physical threats
such as theft, e.q. a biometric door fock (8.8)

14 Testing the security of a system by attempting to break
into it with the owner's permission (7,7)

COPYRIGHT
PROTECTED
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IT policy and responsible use (B3, C1)

1

P

Across Bown :
7 After an attack, the company needsto____ - telling 1 Set of rules which
stakeholders and autherities {e.q. the IC0) what happened (7) computer sysiem
9 After an attack, businesses ____by implementing their 2 Apps and program
disaster plan and taking remedial action {7} on its computers
11 After an attack, companies needto it - by containing the 3 Term for a docum
problem and implementing suitable procedures (6} 4 Length, numbers a
13 Method of sharing and making document/information determined by the
accessible via email, online, ete. without printing it (10,12} 5 After an attack, th
14 Process where exisling technology is replaced with newer or happened and how

higher-performance technology {9

15 The last phase after an attack - updating procedures and
policy to ensure that an atiack is less likely to happen agairs
{7)

16 Seitings that reduce energy used
and switching off the scree
used for a whilg

Materigl left over f
itself upon reachin

disposed of (5) | COPYRIGHT
7 Metals and minera. PROTECTED

ather goods, only
geographical areal

& Increased digital s
have led to concery

% When a device can
slow or old, or bec

10 Term used to desc .
behaviour - e.g. thiy Educ

if device not

2

personal data (6) | ation
12 Various forms of ps

it and dispose of |




Legal and ethical (C2)

20

Al

22

Across
1 Document signed by an employee or service user that governs
how they may and may not use a computer system (10,3,6)
7 Alegal right protecting the use of paper and digital intellectual

property {9)

10 Set of actions specific to a particular industry that are widely
agreed but not legally enforceable (12,10)

12 Grants the exclusive rights to a person 1o use a specific
design or invention (6)

14 Small text file saved on a computer when a website is loaded,
storing pages visited and details to personalise the experience
{8)

16 What is covered by an acceptable use policy - e.g. equi
and data owned by a company (6) :

18 An organisation watching emplo
time, emails sent and webs

19 Aword or phrojgel by y
product - may WRSE he'y symbael or ® if registered (9)

20 Why personal da¥is collected (8,7)

21 Act that makes provision for the regulation of the processing
of information relating to individuals (4,10}

22 Al traffic on the Internet is treated with equal
importance/priority - specific types of raffic cannot be
slowed down (3,10}

Bown
2 When IP belonging
terms state that th

3 When a fee is paid
to use or distribut

4 When someone w
within their work -

& Creative work belo
protected by legis

Person whom the

Collective term fo
the acceptable us

4 The legal basis fo
11 Who an acceptabl
13 Laws or acts whic

15 Online platforms,
facilitate sharing
online communiti

17 Sets of guidelines
don'thave to), ...
Consortium (9}

COPYRIGHT
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Forms of notation (D1)

Across

2 Aterm for a graph where tabulated data is displayed
graphically (5)

§ Graphical method of representing an algorithm or

process (4,5) 4 A person who pro.
& These are both represented by a parallelogram in a flow diagram {(6) '
chart (5,3,6) 7 Represented ina
9 Representation of the inputs, processes and outputs 8 Startandend of .
within a system or business (6,7) shape (10)

11 Data or text that has been analysed and discussed in
continuous prose (7,11}

COPYRIGHT
PROTECTED

12 Data provided in rows and columns for of
ability to spot trends and pat
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User interfaces (A1) (e

An electronic system that manages another system or equipment without the
need for human input

A computer system that forms part of a larger electronic device

Newly developed technology such as wearables, and new forms of input

An aspect of a user interface which enables the user to input data

Acronym for any interface that enables interaction with a computer system using
icons and other visual features

The physical parts that make up a computer system

A list of words (e.g. at the top of a scre clicked/selected allow for

more options to be selected

Device designeg rom environmental changes

Enables users to*®e a computer to complete tasks or create something

Non-graphical interaction with a computer such as a command-line operating
system or terminal window

Refers to the quality of a users' interaction with a particular website or
application

Human interaction with a device, traditionally using a keyboard and mouse, but
now including voice control and gestures

Software that allows interaction between the user and digital devices

Conditions that the client needs the product to be able to meet

Acronym for windows, icons, menus and pointers

BTEC Tech Award Digital Information Technology Keyword Activities | © ZigZag Edu -
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User interface design; users and efficiency (A2 - A

How hardware and software is designed for people with disabilities to use with
ease

Function that populates previously used data into web forms to save the user
needing to type it in full

A trail on a web page showing each level that you have visited, e.g. home >
products > books > fiction

Some users have ____ needs for software design; for example, those with
developmental delays or other learning disabilities

Ensures that each page within an interface has the same layout, headings and
style so that it is easy to navigate, and looks professional

Type of font which looks attractive, but can be diffi oitasmall screen

Words or numbers that are pre-populates: put can be changed); for

When a button®

nu is pressed or clicked, the menu expands to show more
selectable optio

Presentation standards used for all documents produced by an organisation

Small, clickable images, representing real-world objects, used in user interfaces

Letting the user know that what they've done has been recognised by the system
- atick or asuccess box might appear

A system is created that is easy to use without much learning - such as obvious
icons, help features and consistent layout

More than one key pressed at the same time to perform an action on a computer,
e.g. Control + C for copy

The way that text, graphics, buttons and other parts of the user interface are
arranged on screen

Type of font which is well-suited to on-screen use, for example Arial or Helvetica

A box within an interface or web page that a term or phrase is typed in entered in
order to find relevant results

Expert, regular or novice - not everyone will be as familiar with using the
software or interface

Recognisable shapes and characters which give meaning; for example a green tick
is often used to indicate a strong password

A rough or smooth paper surface, a print effect, or an
the page appear like fabric, stone or crumpled p

ect to make COPYRIGHT
PROTECTED

A small square or circle that can be cli an option within a user

interface

An on/off switg yenable or disable a particular setting

If you change SC 12 by mistake or you wish you hadn't made the change, you
can reverse the change

Areas of the screen without text or images, required so that the information on
the screen is readable and uncluttered

ag
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Project planning techniques (B1) "

Iterative methodology where small aspects of the project are prioritised into
stages, allowing the client to request changes throughout

The sequence of tasks represented as nodes; each node shows the earliest start
time and latest finish time that will lead to the project being completed

Mind map expanded with text in order to provide greater detail about each task

Visual representation of when tasks need to be performed and how much time
each task will take

Methodology where each stage is assessed in a cycle and if not gsarect or needs

further work, goes back to a previous stage

The tasks completed in order to comp ~ e.g. could have a clear order

or an iterative approach

in objective and branches off into each of the
ks that need to be carried out to complete them

Visualisation tigee¥
sub-objectives $&

A visual display of images, themes, colours, etc. normally on a single piece of
paper; can be constructed physically or digitally

Visual representation of a project's milestones, and the tasks that need to be
done to reach one milestone after another

A wide range of software that you can use to set out and manage a project and its
tasks

Written series of actions and steps that need to be completed - e.g. within a day,
or to complete a project

Type of methodology where the tasks are linear - one after the other, not
iterative
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Project planning and initial design (B2 - B3) (e

How well a product caters to users with additional needs

A well-designed application or interface will make people want to use it, and they
will pay ____toit

Person or people who the final product could be aimed at

A limiting factor within a project; for example the time, expertise or other
resources available

Taking into account risks when planning so that setbacks can be handled

Task that can't be completed until the previous task o

The ways that a user needs to interact
typing or swiping a screen, are

S is measured; if not successful or refinement is

At the end of a g )
s back a stage for improvement

necessary, the [

Important stage in a project's timeline

The data processed by a computer system that gives the user the information they
require

Everything that must be considered and incorporated into a project such as what
the users need and the inputs and outputs

A visualisation of the end product - e.g. how it should look; where the different
components, icons and menus should be located

Objectives set for the project that are specific, measurable, achievable and
realistic, and have a well-defined timescale

A complex application or interface will need a lot of learning in order to master it
and, therefore, of how to useit

Series of sketches showing how the user should interact with a product

The schedule for ensuring that the product works as expected and that bugs are
found and fixed, giving a timeframe for this process

The expected length of a project - e.g. in hours, days, weeks

, COPYRIGHT
are comfortable |:
ss felp or feeling patronised | PROTECTED

If the person or people for whom the product w,
using the product and can easily use it wi!

scuss with the developer to ensure that
the system or software

Considerations that the cl
people can sucgg 3

Graphical repré-.;, at‘ion of how a product should look or be used (e.g. a sketch
or storyboard)

ag
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Develop and review a user interface (C1 - C3) (T2eF:

The users of the user interface who have different needs, skill levels and of
different demographics

Limitations placed upon on the interface such as development time (budget) and
hardware or software that the interface runs upon

Written evidence of changes to the interface, how it works, and the underlying
code to teach users and future developers

How complicated a product is to operate

Small part of or an ability within an application or interface that ;s useful, e.g.

printing or other services

Touch, mouse clicks and typed charac user in order to interact with

the interface

Method of refiygt¥ '
including that t¥§k

ace following rounds of feedback from testers
client approves of the changes

Improvements discovered during the development of a project that can be
applied to the next project in a better way or more efficiently

Visual and behavioural aspects of a user interface

The collection and ordering of tasks and ways of working on a project to create,
refine, document and deliver the user interface

The way that a user interacts with the product in order to click or select, and
move from one screen to another

On-screen, tactile or auditory messages provided to the user from the interface

The reasons for the development of the interface, and the different aspects
within it

Improvement to an application or interface based on user feedback or testing

Comments, criticisms and suggested improvements provided by the people using
the product

Needs of those who operate the interface, such as performing required tasks in
an intuitive way

COPYRIGHT
PROTECTED

ag

 Education

BTEC Tech Award Digital Information Technology Keyword Activities | © ZigZag Educv




Data and information: characteristics, representati.

- A3 ) (Table Fill)

What information relates to - e.g. a grade of 83% in a test is a B grade because the
grade is between 80% and 90%

Raw unprocessed numbers or text with no meaning or context stored on a
computer system

Method of verification where two sets of input are entered; the computer checks
that both sets match each other and if not reports any errors

A diagram showing the relationship between values

Combination of text and diagrams to present or s! rmation or a
process in a graphical way that is easy to.s

Data that has been proces éaning can be understood and has

context 4

N

fhat checks that a value meets an expected number of

Validation tech
characters

Form of validation where an entry is compared against values in another table

If data has both structure and context, we can infer the _

Integers, fractions and decimals are examples of this type of data

Validation technique that checks that some value is present

How information becomes an output from data

Text is checked through for mistakes - typos, poor grammar or unclear meaning -
by a person, who then corrects any problems

Validation technique that checks that a value is between a specified minimum
and maximum value

The way that the data is laid out or coded, e.g. in columns, or separated so that
each unique piece of data is identifiable

Columns and rows of labelled data that can include numbers and text to present
information in context

Data type used to store a string of characters

Validation method to confirm classified as the correct type -

e.g. text, percentag, date

Process of chef B he input conforms to predefined rules

Entering data more than once to ensure the entries are the same
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Data and information: collection, quality, modellin
(Table Fill)

Measure of how correct data is

Measure of how old datais

Data sets that are too large to be processed by conventional means

Large-scale, official data collection about people living in a country - usually
takes place once every 10 years in the UK

The way that the data has been obtained - e.g. survey, interview, panel, sensor,
feedback form, online form

Measure of how comprehensive data is

Methods used to obtain data,
data that someonegts

trata that's never existed before, or
fferent purpose

Online shoppih . #ransactions where products are delivered to your home, or
downloaded as digital content

Wrongful or criminal deception resulting in financial or personal gain, e.g.
identity theft, or using stolen credit cards

Felt when businesses appear to build up a substantial profile about our personal
lives or habits, or ask us for substantial personal data

Retailers do not keep much spare stock on site. Instead, stock levels are
constantly monitored, and items are sent to the store when they are about to run
out.

Rewards programme offered by companies to encourage customer purchases
and collect customer data

Analysing data sets to see whether there are relationships between them, or
seeing how changing a component affects the outcome or forecast

New data collected for a purpose - such as a student completing a door-to-door
survey, or the results of a focus group

The number of data sets that have been collected, e.g. the number of people who
data has been collected about

Data collected by someone else (third party) for a diff;
customer data from aretailer provided to an

ceg COPYRIGHT
PROTECTED

The organisation type that fiing - e.g. retail, education, finance

Device designef agata from environmental changes

Anonline platfd'm there users connect with other people to share updates,
comments and photos, and send messages to each other

ag

ation

Collective term for a range of issues posed by data storage - such as invasion of Ed ic
privacy, and fraud when stored data is stolen ’ | EOUC

Types of people who are less aware of risks, e.g. more at risk of fraud, such as the
elderly or people with learning issues

BTEC Tech Award Digital Information Technology Keyword Activities | © ZigZag Edu -




Data processing methods (B1) bkFl)

Type of cell reference that remains constant even when a formula is copied or
moved to another cell

A note giving further detail or an action linked to a cell in a spreadsheet

Colour coding, data bars, etc. automatically generated based on the value or
contents of a cell, allowing fast visualisation of the data (e.g. turn cell red if value
>90%)

Function that adds up the number of cells that contain a value (i.e. are not blank)

Function that adds up the number of cells that do not contain a value (i.e. are
blank)

Function that returns the number of cells in a gi
condition ;

Involves testing that the inpu! et rules and is reasonable

ivlé data to a specific category, such ascellsin a
W a specified value

Reducing the af
column which ¢

Expressions that set the value of a cell by connecting the various cells within the
spreadsheet

The header row or first column is always visible, no matter where in the
spreadsheet you are, so that you always see the column titles

Rows or columns that have been removed from view from the user, but remain in
the spreadsheet

Function that returns the value from a given row when a value from the first row
is specified

Carries out one action if a given expression is true, or else carries out an
alternative action

Copy data between different places - e.g. from a spreadsheet, file or the Internet
into a word processor or database, etc.

A spreadsheet can have many different sheets. A formula in one sheet can pull
through and analyse data from a different sheet.

Type of operator that involves arguments or reasoning; NOT, AND and OR are
examples

A set of actions that can be recorded or coded to automate t that are

repeated often

COPYRIGHT

Type of cell reference that changes wh is wplea or moved to PROTECTED
another cell .

Arranging a coly e ascending or descending order - e.g. by smallest
to largest or in'g ’

EN

When a function s t;i.in on a block of text, e.g. left or right

Function that adds all numbers in a range of cells that satisfy a given condition

ag

Function that returns the value from a given column that is in the same row as a ! EdUCC&tIGﬂ
given value from another given column .
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Produce a dashboard (B2) b

Found next to the horizontal and vertical lines on a graph so that we know which
data is shown and any units (e.g. height (m) and number of people)

The outline around a cell - the colour and thickness can be changed, or it can be
invisible

The total number of specified cells that contain some data; can be represented on
adashboard

Presentation of the key data on a dashboard (such as totals, subtotals or other
synopsis), allowing it to be seen immediately

When a button on a menu is pressed or clicked, the m
selectable options

~.to show more

Values out of 100 - e.g. adashb
calls were answered withi

hat 75% of yesterday's customer

ich assists with management analysis

Used where there are two or more selectable options from which a single
selection is required

The colouring, gradient or cross-hatching of a cell's background

Values can be changed by pressing up or down arrows - e.g. volume control

Square or circle that can be checked on or off by clicking within it

Heading at the top of a page, section of a document or chart which indicates
what the text or chart is going to cover

Sum of all data

COPYRIGHT
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Draw conclusions and review data presentation me

An outlier on a graph - such as an extreme storm showing on a rainfall graph

When datais not fully accurate in the way it was collected, e.g. focusingon a
specific viewpoint or based on the time it was collected

Visual often produced in spreadsheet software, e.g. pie, bar, line, etc.

A summary at the end of a report which highlights the key points and may
propose future actions

Visual representation of data allowing real-time at-a-glance progress and target
monitoring

Structured amount of raw facts, what can be prog : IYsed by a
computer to draw conclusions :

rded properly, or was not correctly coded

Occurs when da ™8 not correctly interpreted, or data and statistics are
displayed or presented so that they do not reflect reality

A graph showing an increase in sales of sun cream every summer would
demonstrate a on the graph

Graphs and dashboards can be used to make ____ such as when to send stock to a
store, or when busy times will necessitate more staff

Type of advertising which is aimed at a specific audience/demographic

Direction of travel shown on a graph - e.g. general increase or decrease
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Modern technologies (A1) i

Controlling what permissions each user (or group of users) is given (e.g. allowing
only admins to view a certain folder)

A temporary wireless network that does not rely on fixed hardware such as
routers, e.g. a personal hotspot created using a mobile phone

Area without mobile phone coverage - e.g. a valley surrounded by high
mountains

Using online services instead of local applications - e.g. editing a document from
aweb browser

Data storage technology where data is stored on remo cessed from

the Internet

Software that allows several peq te online or share and edit

documents (sometimes

If a new system

t work with existing software it has failed what sort of
test?

Processes and procedures in place to ensure that hackers do not access a system,
steal data or spread malware

Set of procedures used after a significant event such as a fire, flood or
ransomware attack causes major business disruption

Process of monitoring computer systems/networks and replacing or updating
hardware and software as required

Small on-screen message alerting the user to some information, for example, a
software update becoming available

A wireless Internet connection provided for public use - e.g. provided by a café
or restaurant for its customers (and may have no password required to connect)

Ensuring that services and systems are working as expected and at the right
speed

If, when evaluating a system, it is found not to be able to deal with an increase in
workload, it has failed what sort of test?

When files and applications held on two devices are updated to.rsake sure that

both devices have the same content

il COPYRIGHT
1othier device such as a laptop | PROTECTED

Sharing of a mobile phone's data conne
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Impact of modern technologies (A2) >

A description of an image on a page so that screen readers can read out a
description of the image

Travel to and from your place of work - eliminated when working from home!

Electronic form of messaging sent between individuals, employees, businesses
and customers; sometimes with attachments or other media

For most people, working with and collaborating with others relieves boredom
and is stimulating, improving their -

Software for setting up the tasks for a project, allowing for t
time, helping to ensure that milestones and targets ar ;

:to manage their

Otherwise called a direct message, am etWeen two users of social

media that nobody else can see

Working away g tch as at home

An application Wi narrates the content of a computer display, used by people
with limited or no sight

Online platforms, used by individuals and organisations, which facilitate sharing
of information and media, and the building of online communities

Form of spoken communication either in person, over the phone, or VOIP

A collection of webpages hosted on the WWW to present information about an
individual or organisation to its followers

A group of people working on a shared project who are located in different
locations and, therefore, time zones and cultures

COPYRIGHT
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Threats to data (B1) (T

Hacker who attempts to hack into systems for criminal reasons to steal data or
extort money

A network of computers infected with malicious software, often responsible for
carrying out DDoS attacks and sending spam

Attack whereby a website or network is flooded with traffic in a deliberate
attempt to bring it down

The duration that systems are not operational, e.g. if taken offline to investigate a
security breach

Spying on governments and businesses to obtain secre
intellectual property, including access and data

Type of threat posed by someone ganisation, for example a
hacker G

employee uninte®ionally installing a virus

When an employee deliberately discloses confidential information outside of
their organisation

Malicious software transferred to and executed on a machine to damage or
disrupt the system, or to allow unauthorised access

Type of attack that redirects users from a legitimate website to a fake website
designed to steal their data

Impersonating a trusted person or organisation in order to steal data or
manipulate the user of a system

Malware that restricts a user's access to their computer system to make them give
money to the attacker

Collection of software that hides its existence (or the existence of other
software) and enables access to restricted parts of a computer system

Watching somebody as they enter data, such as passwords, into a system

Manipulating the users of a systemin order to steal data or gain unauthorised
access

Software that collects data from a computer sys

Stealing of data from a company
outside hacker =

oyee (internal threat) or an

Malware that p 6 function as legitimate software

Malware that spreads by injecting its code into other files on the computer
system

Malware that replicates itself to spread throughout a computer system

BTEC Tech Award Digital Information Technology Keyword Activities | © ZigZag Edu -
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Prevention and management of threats to data (BZ

Software used to identify and remove malware

If you need to type in your address, some of the fields might appear pre-
populated if you've typed in your address before

Copy of data that can be used to restore data if the original copy is lost,
corrupted or destroyed

Use of personal identifiable features to grant access to a system, e.g. fingerprints,
iris, voice

Restoration of files from backups following a malware attack ox, ::failed drive is

called

Scrambling data so that it can only be :with the appropriate

translation 'key'

Testing the secygt®® :
permission

by attempting to break into it with the owner's

Hardware- or software-based security which controls incoming and outgoing
network traffic based on predefined rules

Hacker who attempts to gain access to computer systems - doesn't exploit
weaknesses and informs the owner, but without prior permission

General term applied to devices which have been designed or modified to
prevent intrusion by hackers or malware

Sequence of characters needed to gain access to a system

Process of testing a system for vulnerabilities that a hacker could exploit

The protection of digital devices from physical threats such as theft, e.g. a
biometric door lock

Using more than one characteristic in order to verify a transaction - such as
sending a text message or email, or requiring a card / card reader

A security expert hired to find weaknesses in a system's security and fix them

BTEC Tech Award Digital Information Technology Keyword Activities | © ZigZag Educv
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IT policy and responsible use (B3, C1) (2%l

Apps and programs which the company allows to be installed on its computers
and devices

Set of rules which govern or restrict the ways in which a computer system or
network may be used

The last phase after an attack - updating procedures and policy to ensure that an
attack is less likely to happen again

Method of sharing and making document/information accessible via email,
online, etc. without printing it

Various forms of power required to manufacture a devi d dispose of it

Term used to describe the moral princi :até’human behaviour - e.g.

this is considered when using/p

Term for a docyg 7 hat has been printed

After an attac k,xth-c irst stageisto
attack was

- to see what happened and how bad the

After an attack, companies need to ____ it - by containing the problem and
implementing suitable procedures

Length, numbers and special characters required to log in are determined by the
provider's

Settings that reduce energy used by a device such as dimming and switching off
the screen, entering standby if device not used for a while, etc.

Increased digital surveillance and the rise of social media have led to concerns
relating to this

Metals and minerals required to manufacture electronics and other goods, only
found in limited quantities or in certain geographical areas

After an attack, businesses
remedial action

by implementing their disaster plan and taking

When a device can't be upgraded any further and is still too slow or old, or
becomes obsolete

After an attack, the company needsto____ - telling st
(e.g. the ICO) what happened ‘

d authorities COPYRIGHT
f PROTECTED

Process where existing techn
performance technology,

‘with newer or higher-

Material left 0\:,- '

\nufacturing a product or the product itself upon
reaching end of &

|:1eeds to be recycled or disposed of
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Legal and ethical (C2) b F)

Document signed by an employee or service user that governs how they may and
may not use a computer system

What is covered by an acceptable use policy - e.g. equipment and data owned by
a company

When IP belonging to someone else is used, but the licence terms state that the
creator's name is included within the work - e.g. Creative Commons

Small text file saved on a computer when a website is loaded, storing pages
visited and details to personalise the experience

A legal right protecting the use of paper and digital in

Act that makes provision for the regul rocessing of information

relating to individuals

Person whom tg9

Creative work b givng to a person or organisation and protected by legislation

The legal basis for holding and using personal data

Laws or acts which businesses must adhere to

When a fee is paid to the copyright holder to obtain the right to use or distribute
content

An organisation watching employee behaviour - e.g. usage time, emails sent and
websites visited

All traffic on the Internet is treated with equal importance/priority - specific
types of traffic cannot be slowed down

Grants the exclusive rights to a person to use a specific design or invention

When someone wants to use a copyrighted image or quote within their work -
and the author allows it

Set of actions specific to a particular industry that are widely agreed but not
legally enforceable

Collective term for the actions taken against an employee if the ziceptable use

policy is breached

COPYRIGHT
PROTECTED

Who an acceptable use policy refers to

:‘brganisations, which facilitate sharing
e building of online communities

Online platforms, used by
of information g8

Why personal d 3 % collected

Sets of guidelines that companies agree to adhere to (but don't have to), e.g.
World Wide Web Consortium, Unicode Consortium

ag
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A word or phrase used by a company to identify a brand or product - may display
the ™ symbol or ® if registered
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Forms of notation (D1) 2bleFi)

A termfor a graph where tabulated data is displayed graphically

Yes or no, for example - diamond on a flow chart

A person who processes or alters data in a data flow diagram

Graphical method of representing an algorithm or process

Representation showing who processes data and how it is stored and transmitted
within a system

These are both represented by a parallelogram in a flow chart

Represented in a rectangular box on a flow chart

Repository for processed dataw : w diagram - adata____

Representatior ' B ‘ocesses and outputs within a system or business

Data provided irN8 S and columns for clarity and the ability to spot trends and

patterns

Start and end of a flow chart, represented in an oval shape

Data or text that has been analysed and discussed in continuous prose
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User interfaces (A1)

CONTROLLING DEVICE An electronic system that manages another s
the need for human input =

EMBEDDED SYSTEM A computer system that forms part of a large

EMERGING Newly developed technology such as wearab
FORM An aspect of a user interface which enables the§
GUI Acronym for any interface that enables interac;zii‘é

using icons and other visual features

HARDWARE
MENU =
“to be selected
SENSOR e designed to collect data from environ

soFTwARE &
TEXT INTERFACE

Enables users to use a computer to complete

Non-graphical interaction with a computer su :
operating system or terminal window
USER EXPERIENCE Refers to the quality of a users' interaction Wlt\
application
USER INPUT Human interaction with a device, traditionally
but now including voice control and gestures
USER INTERFACE Software that allows interaction between the l\
USER REQUIREMENTS Conditions that the client needs the product tc
WIMP Acronym for windows, icons, menus and pointe

COPYRIGHT
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User interface design; users and efficiency (A2 - A

ACCESSIBILITY How hardware and software is designed for p
with ease

AUTOFILL Function that populates previously used data i
user needing to type it in full

BREADCRUMBS Atrail on a web page showing each level that y
products > books > fiction :

COGNITIVE Some users have ___ needs for software desi
developmental delays or other learning disab

CONSISTENCY Ensures that each page within an interface has
andstyle sothatiti avigate, andlo

Ks aftractive, but canb

DECORATIVE

DEFAULT VALUES

: s or numbers that are pre-populated on
example a country code for a mobile phone nu

DEMOGRAPHI,

Particular subsection of a population (e.g. by

DROPDOWN LIST When a button on a menuis pressed or clicke
more selectable options

HOUSE STYLE Presentation standards used for all documents%

ICONS Small, clickable images, representing real-worli*‘é
interfaces

INFORMATIVE FEEDBACK  Letting the user know that what they've done
system - a tick or a success box might appear

INTUITIVE DESIGN Asystem s created that is easy to use witho t
obvious icons, help features and consistent la

KEYBOARD SHORTCUT More than one key pressed at the same time

computer, e.g. Control + C for copy

LAYOUT The way that text, graphics, buttons and othe A

are arranged on screen
SANS SERIF Type of font which is well-suited to on-screen u\
Helvetica

SEARCH FIELD A box within an interface or web page thata t A

SKILL LEVEL

not everyone will be:

sable shapes and characters which gi :
green tick is often used to indicate a strong p

SYMBOLS

TEXTURE A rough or smooth paper surface, a print effect.
make the page appear like fabric, stone or cru

TICK BOX A small square or circle that can be clicked to
interface

TOGGLE An on/off switch, for example, to enable or dis

UNDO If you change something by mistake or youw
you canreverse the change

WHITE SPACE Areas of the screen without text or images, r

on the screenis readable and uncluttered

BTEC Tech Award Digital Information Technology Keyword Activities | © ZigZag Educ:
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Project planning techniques (B1)

AGILE

CRITICAL PATH

DESCRIPTION

GANTT CHART

ITERATIVE

METHODOLOGIES

MIND MAP

PERT

PLANNING TOOLS

TASK LIST

WATERFALL

BTEC Tech Award Digital Information Technology Keyword Activities | © ZigZag Edud‘é"‘

Iterative methodology where small aspects o
into stages, allowing the client to request cha

The sequence of tasks represented as nodes;
start time and latest finish time that will lead

Mind map expanded with text in order to pro
task

Visual representation of when tasks need to
time each task will take

is assessed i
0 aprevious s

Methodology where each s
needs further work, g

: rder to complete a p
eiative approach

ualisation that shows the main objective ané
sub-objectives and the tasks that need to be ca

Avisual display of images, themes, colours, etc:
paper; can be constructed physically or digita

Visual representation of a project's milestonesé
be done to reach one milestone after another

Awide range of software that you can use to se*
and its tasks

Written series of actions and steps that need t\
day, or to complete a project

Type of methodology where the tasks are Iineasi:\:
iterative
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Project planning and initial design (B2 - B3)

ACCESSIBILITY
ATTENTION

AUDIENCE
CONSTRAINT

CONTINGENCY
DEPENDENCY
INPUT

ITERATIVE REVIEW

MILESTONE
ouTPUT

PROJECT REQUIREMENTS
SKETCH

SMART GOALS
SPECIALISED KNOWLEDGE

STORYBOARD
TEST STRATEGY

TIMESCALE
USER CONFIDENCE
USER REQUIREMENTS

VISUALISATION

BTEC Tech Award Digital Information Technology Keyword Activities | © ZigZag Edud‘é"'

How well a product caters to users with addit

A well-designed application or interface will
they willpay ____toit

Person or people who the final product could

Alimiting factor within a project; for example
resources available

Taking into account risks when planning so th

Task that can't be completed until the previo

interact witht

The ways thatau .
en,are ___require

as typing

: stage, the success is measure
Inement is necessary, the project goes back;

Important stage in a project's timeline

The data processed by a computer system that‘%
information they require 5

Everything that must be considered and incorn;
what the users need and the inputs and outpu

A visualisation of the end product - e.g. howi
different components, icons and menus shoul

Objectives set for the project that are specif
realistic, and have a well-defined timescale

A complex application or interface will need a
master it and, therefore, _

Series of sketches showing how the user sho

The schedule for ensuring that the product wor;
are found and fixed, giving a timeframe for this:

The expected length of a project - e.g. in hours

If the person or people for whom the product w;
comfortable using the product and can easily
feeling patronised

Considerations th “needs to discuss%

or storyboard)
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Develop and review a user interface (C1 - C3)

AUDIENCE The users of the user interface who have diff
different demographics :
CONSTRAINTS Limitations placed upon on the interface such z
and hardware or software that the interface ru:
DOCUMENTATION Written evidence of changes to the interface, b
underlying code to teach users and future deve
EASE OF USE How complicated a product is to operate
FEATURE Small part of or an ability within an applicationz:si*:;
printing or other services

INPUTS Touch, mouse clic

characters from%
with the i

5t refining a user interface following r¢

ITERATIVE PROCESS
e ters including that the tester / client appr

Improvements discovered during the develop
applied to the next project in a better way or

LOOK AND FEEL Visual and behavioural aspects of a user inte
METHODOLOGY The collection and ordering of tasks and ways ¢
create, refine, document and deliver the user |r
NAVIGATION METHOD The way that a user interacts with the product%?iii
move from one screen to another
OUTPUTS On-screen, tactile or auditory messages provic§
interface
PURPOSE The reasons for the development of the interfa:ri‘»::
withinit
REFINEMENT Improvement to an application or interface bas§
testing
USER FEEDBACK Comments, criticisms and suggested improverﬁf:ii«':f

using the product

USER REQUIREMENTS Needs of those who operate the interface, sucf%
in anintuitive way
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Data and information: characteristics, representati:
-A3)

CONTEXT What information relates to - e.g. a grade of 8*

because the grade is between 80% and 90%

DATA Raw unprocessed numbers or text with no mea

computer system

DOUBLE ENTRY Method of verification where two sets of input:
checks that both sets match each other and i

GRAPH A diagram showing the relationship between
INFOGRAPHIC Combination of text a

process in a grapk

tiseasyto undeé

INFORMATION

LENGTH CHEES

Validation technique that checks that a value r
characters

ams to present o3

veen processed and whose mear;:

LOOKUP Form of validation where an entry is compared;:z%s—s
table
MEANING If data has both structure and context, we can
NUMERIC Integers, fractions and decimals are examples
PRESENCE CHECK Validation technique that checks that some va
PROCESSED How information becomes an output from data
PROOFREADING Text is checked through for mistakes - typos
meaning - by a person, who then corrects any

RANGE CHECK Validation technique that checks that a value i
minimum and maximum value
STRUCTURE The way that the data is laid out or coded, e.g. |
that each unique piece of data is identifiable
TABLES Columns and rows of labelled data that can inc:z%:z
present information in context
TEXT Data type used to store a string of characters
TYPE CHECK Validation method to co

type - e.g. text, p ate
VALIDATION |

VERIFICATION

Process.¢

g data more than once to ensure the en:

hat all the data

& that the input conforms to
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Data and information: collection, quality, modellin¢

ACCURACY
AGE

BIG DATA
CENSUS

COLLECTION METHOD

COMPLETENESS
DATA COLLECTION

E-COMMERCE
FRAUD
INVASION OF PRIVACY

JUST-IN-TIME DELIVERY

LOYALTY SCHEME
MODELLING
PRIMARY
SAMPLE SIZE
SECONDARY
SECTOR

SENSOR
SOCIAL NETWORK

THREATS

VULNERABLE GROUPS

BTEC Tech Award Digital Information Technology Keyword Activities | © ZigZag Edud‘é"'

Measure of how correct data is
Measure of how old data is
Data sets that are too large to be processed

Large-scale, official data collection about peop:
takes place once every 10 years inthe UK

The way that the data has been obtained - e.g.
sensor, feedback form, online form :

Measure of how comprehensive data is

ta= either new data
collected for a diff

Methods used to

g and transactions where produ;
e, or downloaded as digital content

Wrongful or criminal deception resulting in fina
identity theft, or using stolen credit cards

Felt when businesses appear to buildup a subsi
personal lives or habits, or ask us for substan

Retailers do not keep much spare stock on sit
constantly monitored, and items are sent to t
torunout.

Rewards programme offered by companies t
purchases and collect customer data

Analysing data sets to see whether there are
seeing how changing a component affects the

New data collected for a purpose - such as a
door survey, or the results of a focus group

The number of data sets that have been colle
who data has been collected about

Data collected by someone else (third party)
customer data from a retailer provided to an

The organisation type that uses data modelli
finance

Device designed to. “a from environ

where users connect with
and photos, and send messages to

ollective term for a range of issues posed b
invasion of privacy, and fraud when stored da

Types of people who are less aware of risks, e.g§
the elderly or people with learning issues :
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Data processing methods (B1)

ABSOLUTE Type of cell reference that remains constant e
or moved to another cell
COMMENT A note giving further detail or an action linked
CONDITIONAL Colour coding, data bars, etc. automatically ger;
FORMATTING contents of a cell, allowing fast visualisation of:
value >90%)
COUNT Function that adds up the number of cells that ¢
blank)
COUNTBLANK Function that adds up the nuraber of cells that o

blank)

R s

COUNTIF Function e number of cells in a g

olves testing that the input conforms to set%

DATA VALIDATICS

FILTER Reducing the amount of visible datatoa speC|f\
column which contain a specified value
FORMULAE Expressions that set the value of a cell by conrkéa.
the spreadsheet
FREEZE PANES The header row or first column is always visible
spreadsheet you are, so that you always see ths
HIDDEN Rows or columns that have been removed from
remain in the spreadsheet
HLOOKUP Function that returns the value from a given ro.
row is specified
IF Carries out one action if a given expression is t
alternative action
IMPORT Copy data between different places - e.g. from
Internet into a word processor or database, etc:
LINKED WORKSHEET A spreadsheet can have many different sheets
pull through and analyse data from a different &
LOGICAL Type of operator that involves arguments or r€
are examples
MACRO Aset of actions that can'! orded or coded i
repeated often
RELATIVE ence that changes when a for!\
SORT “ Arranging a column of data into ascending or d
f smallest to largest or in alphabetical order :
STRING When a function is run on a block of text, e.g.
SUMIF Function that adds all numbers in a range of ce{
condition
VLOOKUP Function that returns the value from a given co

as a given value from another given column

BTEC Tech Award Digital Information Technology Keyword Activities | © ZigZag Edud‘é"‘

COPYRIGHT
PROTECTED

vmg

 Education,




Produce a dashboard (B2)

AXIS LABELS Found next to the horizontal and vertical line
which data is shown and any units (e.g. height '
BORDER The outline around a cell - the colour and thick
be invisible
COUNT The total number of specified cells that contairﬁ;g;
represented on a dashboard
DATA SUMMARY Presentation of the key data on a dashboard (s
other synopsis), allowing it to be seen immedia§g§:~;
DROPDOWN MENU When a button on a menu is pressed or clicked,
more selectable optic :

g, dashboard might sa
s'were answered within five mi

PERCENTAGES Values ot

Dle in a spreadsheet which assists with ma

PIVOT TABLE
RADIO BUTTC

selectionis required

SHADING The colouring, gradient or cross-hatching of a
SPINNER Values can be changed by pressing up or down |
TICK BOX Square or circle that can be checked on or off b\
TITLE Heading at the top of a page, section of a docur§

what the text or chart is going to cover :
TOTAL Sum of all data
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Draw conclusions and review data presentation me

ANOMALY
BIAS

CHART
CONCLUSION

DASHBOARD

DATA SET

ERROR
MISREPRESE 9
PATTERN
RECOMMENDATIONS

TARGETED
TREND

BTEC Tech Award Digital Information Technology Keyword Activities | © ZigZag Educ:

An outlier on a graph - such as an extreme st

When data is not fully accurate in the way it
specific viewpoint or based on the time it was

Visual often produced in spreadsheet softwa

A summary at the end of a report which highlig
propose future actions

Visual representation of data allowing real-tim:
target monitoring

Structured amount of £2
computer tod

©cause it was not recorded pro\
the data was inputted :

Occurs when data is not correctly interprete
displayed or presented so that they do not re

A graph showing anincrease in sales of suncr
demonstrate a____onthe graph

Graphs and dashboards can be used to make
to a store, or when busy times will necessitat

Type of advertising which is aimed at a specific§

R

Direction of travel shown on a graph - e.g. gene
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Modern technologies (A1)

ACCESS RIGHTS
AD HOC

BLACK SPOT

CLOUD COMPUTING
CLOUD STORAGE
COLLABORATION TOOLS
COMPATIBILITY
DATA SECURI}

DISASTER RECOVERY
POLICY

MAINTENANCE
NOTIFICATIONS

OPEN WI-FI

PERFORMANCE
SCALABILITY
SYNCHRONISATION

TETHERING

BTEC Tech Award Digital Information Technology Keyword Activities | © ZigZag Educ:

Controlling what permissions each user (or gr
allowing only admins to view a certain folder) &

A temporary wireless network that does not
routers, e.g. a personal hotspot created using a

Area without mobile phone coverage - e.g.a
mountains

Using online services instead of local applica
from a web browser

ere data is stored &

Data storage technology wh
from the Internet

everal people to commu"%*f
etimes simultaneously) ‘

: w system does not work with existing so{
of test?

Processes and procedures in place to ensure
system, steal data or spread malware

Set of procedures used after a significant eve
ransomware attack causes major business di

Process of monitoring computer systems/net
updating hardware and software as required

Small on-screen message alerting the user to s;
a software update becoming available

A wireless Internet connection provided for pu:
café or restaurant for its customers (and may
connect)

Ensuring that services and systems are working
speed !

If, when evaluating a system, it is found not t
increase in workload, it has failed what sort o

When files and applications held on two devic
that both devices have the same content

Sharing of a mobile phone' a connection WI
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Impact of modern technologies (A2)

ALT TEXT

COMMUTE
EMAIL

MENTAL WELL-BEING
PLANNING TOOL
PRIVATE MESSAGE

REMOTE WORKING
SCREEN REAg i

SOCIAL MEDIA

VOICE
WEBSITE

WORLD TEAMS

BTEC Tech Award Digital Information Technology Keyword Activities | © ZigZag Educ:

A description of animage on a page so that sc
description of the image

Travel to and from your place of work - elimi

Electronic form of messaging sent betweenin
businesses and customers; sometimes with a

For most people, working with and collaborat
boredom and is stimulating, improving their

Software for setting up the tasks for a projec
their time, helping to ensure, that milestones

Otherwise cal
social m:

nessage, a messag
dy else cansee

ay from the office such as at home

An application which narrates the content of a ;
people with limited or no sight -

Online platforms, used by individuals and org
sharing of information and media, and the bui

Form of spoken communication either in pers

A collection of webpages hosted on the WWW
anindividual or organisation to its followers

A group of people working on a shared projec
locations and, therefore, time zones and culturé
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Threats to data (B1)

BLACK HAT Hacker who attempts to hack into systems fo
or extort money :

BOTNET A network of computers infected with maliciou

for carrying out DDoS attacks and sending spa
DENIAL OF SERVICE Attack whereby a website or network is floodegt;

attempt to bring it down
DOWNTIME The duration that systems are not operational

investigate a security breach
ESPIONAGE Spying on governments and businesses to obta:

intellectual property access and data

EXTERNAL by someone outside of an%
INTERNAL of threat posed by someone within an org
employee unintentionally installing a virus :
LEAKING When an employee deliberately discloses conf\
their organisation
MALWARE Malicious software transferred to and execut
disrupt the system, or to allow unauthorised
PHARMING Type of attack that redirects users from a legit
website designed to steal their data :
PHISHING Impersonating a trusted person or organisatio"%*E
manipulate the user of a system
RANSOMWARE Malware that restricts a user's access to theirz:sf‘»::
them give money to the attacker
ROOTKIT Collection of software that hides its existence |
software) and enables access to restricted pari
SHOULDER SURFING Watching somebody as they enter data, such
SOCIAL ENGINEERING Manipulating the users of a systemin order t
unauthorised access
SPYWARE Software that collects data from a computer
THEFT Stealing of data from a company server by an
anoutside hacker ,
TROJAN HORSE Malware that y-e function as legitimat
VIRUS ‘spreads by injecting its code intc
WORM

Malware that replicates itself to spread throug
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Prevention and management of threats to data (B
ANTIVIRUS Software used to identify and remove malwa re
AUTOCOMPLETE If you need to type in your address, some of the%

populated if you've typed in your address befor

BACKUP Copy of data that can be used torestore data i
corrupted or destroyed

BIOMETRICS Use of personal identifiable features to grant a\

fingerprints, iris, voice

DATA RECOVERY Restoration of files from backups following a rr

driveis called ___

ENCRYPTION Scrambling data s
translafi

ETHICAL HACKING

e security of a system by attempting%
ner's permission

FIREWALL

network traffic based on predefined rules

Hardware- or software-based security which c

GREY HAT Hacker who attempts to gain access to comp
weaknesses and informs the owner, but with

HARDENING General term applied to devices which have b
prevent intrusion by hackers or malware

PASSWORD Sequence of characters needed to gain acces

PENETRATION TESTING Process of testing a system for vulnerabilitie
PHYSICAL SECURITY The protection of digital devices from physical ;
biometric door lock ;
TWO-FACTOR Using more than one characteristic in order t
AUTHENTICATION sending a text message or email, or requiring
WHITE HAT A security expert hired to find weaknesses in a
them
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IT policy and responsible use (B3, C1)
ACCEPTABLE SOFTWARE  Apps and programs which the company allow

computers and devices

ACCEPTABLE USE POLICY Set of rules which govern or restrict the ways i

network may be used

ANALYSE The last phase after an attack - updating proce:
that an attack is less likely to happen again
ELECTRONIC Method of sharing and making document/infor""é’*‘
DISTRIBUTION online, etc. without printing it
ENERGY Various forms of power rea:iied toma nufactut§
of it ‘
ETHICS Term crive the moral principles thai

dered when using/processing

HARD COPY

rm for a document or image that has been

INVESTIGATE§ After an attack, the first stageisto___ - tose:
) the attack was :
MANAGE After an attack, companies needto____it - by c
implementing suitable procedures
PASSWORD POLICY Length, numbers and special characters requirgf;;;;
the provider's
POWER SAVING Settings that reduce energy used by a device s
off the screen, entering standby if device not ug

PRIVACY Increased digital surveillance and the rise of sc

concerns relating to this E
RARE MATERIALS Metals and minerals required to manufacture e
only found in limited quantities or in certain ge:
RECOVER After an attack, businesses ____ by impIementiE%’:é
taking remedial action
REPLACING When a device can't be upgraded any further a
becomes obsolete
RESPOND After an attack, the company needsto___ - te
authorities (e.g. the ICO) what happened
UPGRADING Process where existi
performance COPYRIGHT
PROTECTED

from manufacturing a prod E
of life - needs to be recycled or

WASTE

vmg
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Legal and ethical (C2)
ACCEPTABLE USE POLICY Document signed by an employee or service

and may not use a computer system

ASSETS What is covered by an acceptable use policy - *

owned by a company

ATTRIBUTION When IP belonging to someone else is used, bu :
the creator's name is included within the wor

COOKIE Small text file saved on a computer when a w
visited and details to personalise the experie

COPYRIGHT Alegal right protecting the
DATA PROTECTION

e of paper and

Act that makes pr he regulation of f

relating t

fom the data is about

DATA SUBJECT
INTELLECTU/g®S

legislation

LAWFUL PROCESSING The legal basis for holding and using personal c

LEGISLATION Laws or acts which businesses must adhere to

LICENSING When a fee is paid to the copyright holder to ot\

distribute content

MONITORING An organisation watching employee behaviour.

and websites visited

NET NEUTRALITY All traffic on the Internet is treated with equal ;
types of traffic cannot be slowed down

PATENT Grants the exclusive rights to a person to use z~
PERMISSIONS When someone wants to use a copyrighted |mz
- and the author allows it :

PROFESSIONAL Set of actions specific to a particular industry t;
GUIDELINES legally enforceable

SANCTIONS Collective term for the actions taken against as

use policy is breached

Creative work belonging to a person or organis:

SCOPE Who an acceptable use policy refers to
SOCIAL MEDIA Online platforms widuals and orgari‘{
sharing of inf:

vand media, and the builcg

Yal data is collected

SPECIFIC PURPOSE

STANDARDS 9%

ets of guidelines that companies agree to ad 5
World Wide Web Consortium, Unicode Cons

TRADEMARK

A word or phrase used by a company to identify:
display the ™ symbol or ® if registered ‘
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Forms of notation (D1)

CHART Aterm for a graph where tabulated data is di

DECISION Yes or no, for example - diamond on a flow chat;
ENTITY A person who processes or alters dataina data%;:;
FLOW CHART Graphical method of representing an algorithné
FLOW DIAGRAM Representation showing who processes data a
transmitted within a system
INPUT AND OUTPUT These are both represented by a parallelogran%

PROCESS Representedin a rect
STORE Reposito
SYSTEM DIAGRAM

of the inputs, processes and

TABLE

Data provided in rows and columns for clarity z
and patterns 5

TERMINATOR Start and end of a flow chart, represented in an
WRITTEN INFORMATION Data or text that has been analysed and discusi

BTEC Tech Award Digital Information Technology Keyword Activities | © ZigZag Educe
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User interfaces (A1)
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User interface design; users and efficiency (A2 - A4)
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Project planning technigues (B1)

1

~

3 4

Ay P Pl Ef RI T
L A

Py Vi E A $
K

L

ME 11 N D

o

N

=

=

A
L
p
A
T
H

COPYRIGHT
PROTECTED

7ig

ag

 Education




COPYRIGHT

PROTECTED

o)
e

Edk

ucation

Project planning and initial design (B2 - B3)
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Develop and review a user interface (C1 - C3)
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Data and information: characteristics, representation and proce
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Data and information: collection, guality, modelling and threats.
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Produce a dashboard (B2)
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Draw conclusions and review data presentation methods (C1 - C
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Modern technologies (A1)
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Impact of modern technologies (A2)
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Threats to data (B1)

¢

T

E

N

‘glol'T

Gy Fi St Ef Ri Y

G

L

N

A

£ A K

185-

"stplviw a B E

16
!




Prevention and management of threats to data (B2)
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IT policy and responsible use (B3, C1)
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Forms of notation (D1)
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