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Teacher’s Introduction

This companion has been written specifically for the Level 3 Cambridge Technicals in [T gualification (first
teaching from September 2016). The theory notes and practice guestions cover the essential knowledge
and understanding prescribed in the Cambridge Technicals Unit 2 specification.

About Unit 2: Global Information

Unit 2 (90 G is aissessed using o 1-hour 30-minute {B0-mark) written examination, which is set and marked
by OCR. There are two opportunities for assessment each year — in Jonuary and in june.

Unir 2 Is o mandatory unit in the Cerfificate 180G Exdendad Cerfificate (360 GLH
infroduciory Diplome 360G Foundation Diplomo (5405 Diplame (720614
and Exfended Diplomg {1080 GLH),

Each of the six Learning Aims (1-6) is given its own section in the
resource. These are as follows:

Always check the exam board
website for new information,

(U Holding and Transmitting Global information inclucing changes to the
(2) Styles, Classification and Management of Global Information specification and sample
(3) Uses and Benefits of Global Information assessment material

(@) Legal and Regulatory Frameworks — Information Storage and Use
(5) Information Flows
(&) Principles of information Security

Within each section, there are student notes covering the specification content and structure. These
notes inciude descriptions of theory, supported with examples, diagrams and images where appropriate.

Questions are interspersed throughout the guide to test and develop understanding. Suggested answers
are included at the back of this resource.

NB The intention of these is to save the teacher time, rather than to offer a comprehensive set of definite answers. In
some cases, there are equally valid alternative answers to those that have been given.

October 2027
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olding and Transmitting Global 5&

@ Who holds information, where it is stored, and how storage varies around the we
@ Thetypes of data storage media, and their advantages and disadvantages
® The types of storage devices, types of access, and their advantages and disadv‘iﬁ'
@ What the Internet is, and the types of access

The types of WWW technologies, and their uses and char

ristics

® The different types of information format
\Eﬁ,‘) The advantages and disadvantag

1.1 Hol of information

Information is everywhere! Every person, business and entity holds a
variety of paper, electronic and online information. Some of that
information is filed away in great archives, some of it will be
forgotten about in the loft, and some will be spread across your
devices and storage media, while new information will arrive through
your door or in your inbox every day.

{ategories

First, we will look at who holds information and suggest a few types of inform

individual citizens
You, me and your family. This one should be familiar to vou. Let’s run
through a few examples.

e  (Official documents ~ for example, birth and marriage certificates ~ they

include your name, date and place of birth, your parents’ names and X
even their cccupations. You'll also have other documents in the course &
of your life, such as passports and driving licences. p

®  School and university certificates

e (Vs covering letters and application forms for the jobs you've applied for
e Utility bills, bank statements, shop receipts, insuranc
e  Emails and online calendar entries
¢  Your sacial media profile - you can,
e Al of your digital photo
e Anything you've dew
» Al of

COPYRIGHT
your entire Facebook py PROTECTED

old prints of your great- grandpai\\;
sEved and printed out from the web :
pers and magazines in your house
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Businesses

Businesses hold a phenomenal amount of information. That
infermation is very precious fo them - they use it every day and
could go bankrupt without it, so they guard it against theft or
modification and routinely create backup copies. Here are just a
few types of information that a business holds:

¢  The persgnal details, {Vs, copies of passports and
qualifications of its staff, including their bank account details
for payroll

e Accounts and other financial documents

e  Customer and supplier details

e The business’s intellectusal property
drawings that thousands or

ds have been spent creating
egulations that the business must follog
nd safety to specific guidance for their sector

S

Education
You might find this one easier!

e Again, the school has all of your personal information. It needs
it to send to your exam boards so that you can sit your exams.

e  Your teachers will have produced or purchased worksheets and
learning materials, textbooks and the suite of materials
provided from the exam boards, from the specifications to
lesson plans to past exam papers.

e  Don't forget all of the staff information, suppliers for paper, 1T
equipment, photocopiers and everything else that goes on in
the school office and bursar’s department.

Governments
Governments hold and archive vast quantities of data. And | mean vast quantit

Our government will hold detailed records about everyone living here - that’s
66 million living people. This includes personal details, address histories and t
records.

The government also holds every birth, marriage and death
certificate produced since 1837. There are huge archive
include all of the censuses starting in 1841 (apar Swhich
was lost in a fire), military archives

intelligence 8% - gther countries and people that influence
domestic and foreign policies.

Charities and community organisations
Charities and community organisations hold data about their staff and volunte
sponsors, as well as financial information. They also hold and produce informa

Level 3 Cambridge Technicals in IT — Unit 2 Learner Companion Page 3 of 84

COPYRIGHT
PROTECTED




Healtheare services
Your doctor will hold a lot of personal information about you. Mot only your nany
full medical history - what ilinesses you've had, the medicines prescribed, repea
to medicines you have. Until fairly recently, all of this was on paper and each do
with filing cabinets, and your file had to be retrieved before the consultation. If §

had to be passed to the new one. Now, all of the records are computerised.

R

The NHS employs over 1.3 million staff - that’s a lot of employee data. Doctors
drugs and procedures, and receive magazines such as the BM/, and each provider §

Locations

rmation is concentray

Information is not distributed evenly around _
& developed world.

in urban areas and large cities, an

Developed vs develon
One of the el

differences
between coutitries at different
levels of development. You
may have studied this in . N
Geography classes, but a N . e
refresher is provided on E&\Q\\X\\\\\\\\X\\\\&N&\\ N

the right. SRRRRRERS RERRRRRN SRR X
g A rural village in g developing country

in developed countries, we have the money, resources and a stable slectricity
to set up powerful computerised networks, including fast Internet access. We g
indefinitely, and set up large data centres to store personal and business files,
streaming. We have peen promised the paperless office for decades - butwe p
university took away staff printers, some of the staff brought in their own.

In developing countries, the use of technology is lower, creating an informatio

Urban {towns and cities) vs rural {countryside)
Information is concentrated into urban areas. Think of the
number of homes and businesses in towns and cities - and
remember that the world is rapidly urbanising. Nearly 84%

of us living in the UK are urbanites. There are also large
archives and tibraries in cities, and Internet connections tend
to be faster in cities than in rural areas.

But do remember that data centres are so
remote locations for extra securits

Hong Kong, a city

Home vs w - o global centre of fin
in 2020, th : pandemic forced millions of people
to work frong 5, often for the first time. Staff were asked to work remotely

had to open up their firewalls and add remote desktop or VPN (virtual private
flow of data {(and als¢ paperwork) into emplovees’ homes. Data security may h
not to work remotely in some circumstances. Governments have been campaig
infrastructure in both cities and the countryside in part to allow business and r
before the pandemic even started. As a result of remote work, employees start
into rural areas for a better Ufestyle. Whether or not employers will atlow long
approach is yet to be seen.

Level 3 Cambridge Technicals in IT — Unit 2 Learner Companion Page 4 of 84
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Technologies

in developed countries, most people have access to computers and laptops, tab
houses can access high-speed broadband internet, and many of us have a data
us instant access to information when out and about.

Businesses are also largely computerised, taking full advantage of productivity ang
have a customer-facing website and do business online ~ communication with o

in developing countries, with slower and less-reliable Internet access, and freqe
proportion of business and government functions are conducted on paper. This
risks getting iost, and the information is harder to update.

As fixed broadband is expensive to install, es
Internet instead. Second-hand smartpho
are used to ‘leapfrog straight
however, whi iy

csuntryside, develo
“widlly designed cheap model
ortd. Data contracts with phone ¢

The fact thd f peopte both giobalty and within the UK are cut off fro
poverty or a eates a digital divide. There are many henefits of accessing o
starkly highlighted in 2020 by the coronavirus pandemic - you heard news rep
several school-aged children trying to do homeschooling without proper equip
smartphone), or the elderly being further isclated and sometimes humiliated w
or even being able to book a table or look at the menu at some restaurants.

1. Suggest two more examples of data that you will find in the home that
the list provided.

2. ldentify two reasons why businesses back up their data.

3. identify two reasons why governments hold so much data.

4. Explain why there is more information located in urban areas than rural &

5. lidentify a problem caused by the digital divide.

1.2 Storage media

We tise a variety of different storage media to,
specific purpose, and they generally o
they are used.

aimrmation. Sometimes &
‘ddvantages and disadvantag

mputers, we used... well, papert We wrote on paper by
hand, or used a typewriter after they'd been invented in the 1860s. We
could use carbon paper to make one or two copies, or a crude type of
ink copiar, but that was it. If you needed muore copies, you'd need o
rewrite or retype your document. If you wanted o correct the odd
mistake, out came the correction fluid. And if there were {ots of
mistakes, time to retype. Move paragraphs around, and out came the

scissors and glue (hence why we still say ‘cut and paste’). Good

Level 3 Cambridge Technicals in IT — Unit 2 Learner Companion Page 5 of 84
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Now we gan print as many copies and do as many edits as we like, ;
so our use of paper has increased in places. But as we move ever more online, 5\
disappeared. Businesses still tend to print important business and legal documeé
particularly where signatures are required, and deliverias still come with paper c

IR

Sometimes it's more convenient and easier to fill in a form ~ such as a survey in
down a quick note or shopping list. Paper is also necessary for people who don't
equipment - relatively few in developed countries, but millions of people in d

Even though we have GPS and sathav devices, many of us still use paper maps
an Ordnance Survey map when out walking or cycling. Mountain rescue teams
stranded without a backup paper map after the batteries, r GPS died or the
access a map on their smartphone.

firectories - ask your parents an
delivered once a year {and rarely use

One thing that we don’t use much
1o be Ad-sized books,
exist, usual -

Tickets are poving away from paper - buses, trains and events are now ma:
{mobile} - a barcode or QR code is scanned directly from the screen. :

Advantages and disadvantages of paper storage:

¥ The content will always be x Very heavy and bulky to store; may
readable - no incompatible storage archive - whereas the same amo
media or file types to worry about hard drive
¥ Less energy required to store the * Easy to damage or destroy (e.g. ﬂre§
paper - just needs to be stored in a backup copy anywhere else
dry location - and no server costs | * Time-consuming to physically mcaé
v Accessible - doesn’t need needs a robust filing system - Wha
technology to access it, don't need retrieved in seconds
to know how to use a computer = Time-consuming 1o process, scan a
v Secure - cannot be stolen in an % Needs disposal ~ shredding and r
ontine data breach with associated cost
v" (an be used in places without = Difficult to edit and update - the
electricity % Paper, ink and toner are expensive;
environmental costs :
® [xpensive to send through the pasgE
o send, update ag
1 9‘0 missing — a (:EESaafi?iS COPYRIGHT
SGencel PROTECTED
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Optical

These include the shiny silver plastic discs such as (Ds {compact discs),
DVDs (digital versatile discs) and Blu-ray discs {BD). Each was released at a
different time, for a different purpose.

The disks are read by a laser ~ hence the term ‘optical’. Their use has rapidly
declined in recent years, and most consumer computers and Llaptops no
longer have an optical drive fitted as standard.

Most commercially produced disks are printed at a factory and are called
ROMs — read-only memory. The contents cannot be modifie

Home users can purchase writable (and rewritabl
different ways that the data can be wri

MB or 80 minutes of audio
e layer) - 4.7 GB / {dual layer} - 8.5 GB {often called DVD-9)
s  Blu-ray (single layer} - 25 GB / {dual layer} - 50 GB

®

A DVD drive can typically read (Ds, and a Blu-ray drive can typically read DVDs

read only CDs, and a DVD drive cannot read Blu-ray,

Each type also has different uses:

o {ommercial PC software and games were once sold mostly on {Ds (an
became larger and DVYD drives became common), but now they are mo

s Computer games for consoles can still be purchased on disc (used to b
typically Blu-ray) in addition to digital downloads from each ‘store’ set

e Music was typically sold on €D from the 1990s (when CDs replaced vi
most music is streamed or downloaded.

e Films and TV series were typically sold on BVD starting in the late 19901%5

2006), and later on Blu-ray for high-definition versions.

Over the years, individuals have sometimes used optical media to perform backtﬁi@é

largety been replaced with hard disk or cloud-based alternatives.

Advantages and disadvantages of optical media:

an be very slow
ansfer; imited storag
single-layer DVDs

" No moving parts, so long-lasting if
stored correctly

¥ (Cheap to produce and to bu

¥ Easily recorded o

when in use 5
% Fairly bulky form of media, especy
even more plastic! 5

Recordable media can break dows)

or humidity
an be resolved % Easily scratched
using error correction = Lots of plastic used - might be u
v Easy to transfer between devices for CB-R and DVD+/-R Z

s {an ‘skip’ if there are deep scratc%i

Level 3 Cambridge Technicals in IT — Unit 2 Learner Companion Page 7 of 84
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Magnetic

Magnetic storage uses a metallic oxide medium such as iron, which may be ‘do
cobalt. As a magnetic write head moves across the surface of the tape or disk, ¢
becomes aligned according to the magnetic field. A read head can then read bac

There are two modern uses of magnetic media:

1. Mechanical hard drives ~use aluminium disks coated with the oxide
{or sometimes glass or ceramic). The read-write head skates across
the disk, hovering iust above the surface (but doesn't touch the
surface). if the head does touch the surface, the drive can be ruined.
Cheaper consumer computers still use mechanics
they are cheaper than solid-state drives
cheapness and large capacity, i
desktops are larger &l

servers still use large m
ich faster than the ones in your
top versions are smaller {2.57). You can §
“and plugged in by USB. :

2. Tape puters used to use open reels of plastic tape coated with the &
oxide for everyday storage — you see them in old films. But now the tape ES
housed inside cartridges, and they are used for backups, because they were§
a Lot cheaper than backing up to hard drive {now hard drive prices have
dropped making the prices more comparable and backups are often made
to hard drive instead of tape). The tapes used to look like the cassette tapez{s:s
you used to buy music on ~ but now they are just smali boxes if you buy
the 'LTO (Linear Tape-Open) series of tapes (pictured). New versions of tap
developed, offering greater capacity and faster speeds in the same small ¢a
because they don't take up much space. Unlike disks, the heads actually tog
occasionally require cleaning to remove a build-up of oxide particles. :

There are other forms of magnetic media available, such as floppy disks with stcé
icon for most software packages if you've never seen a real one) and larger Zip (
apart from in legacy systems. 5

Advantages and disadvantages of mechanical drives:

Cheap; tried-and-tested technology * Use mechanical pag
v Large-capacity drives are available, holding many eventuatly fail
terabytes 3ld drives that hav:
v’ Easy to set up in a RAID configuration usi time can stick and COPYRIGHT
% The head can ‘cras PROTECTED

controlier to use several disks tog
: destroying the driv
% Consumer drives m

very slow read-wri
ions so a disk can fail without installations and ig
data loss may feel sluggish

v Good for servers, where special disks can spin at * Poriable drives can
15,000 RPM for fast access speed (a typical x Drives require ‘def
consumer drive might spin at 7,200 RPM) operating efficient

v (an be bulk-erased using a magnet when being the seel time} - th
disposed of automatically by t

Level 3 Cambridge Technicals in IT — Unit 2 Learner Companion Page 8 of 84



Advantages and disadvantages of magnetic tape:

R

v" Tapes are smail and can » Tape drives are very expensive {even thro
easily be taken off-site for x  Newer versions of tape standards are corn
secure storage usually only backwards compatible with

¥ Good for backup storage write and two generations for read :
wher time is not important | x  Qlder tapes have slow write-times - mea:

v" The data can be stored for take longer than 24 hours
decades if the tape is x Read times are very slow ~ the tape migh
correctly stored metres or more b n file tocations -

v Tapes are relatively cheap
to replace N

ewer tapes are &
: "drives has decreased, ré
5Can have a short lifespan when they

n devices, and many portable devices, use flash memory - there{
are no moving parts, hence ‘solid state’. This memeory retains the data when :
switched off (non-volatile) and can be used in place of a mechanical drive,

There are many modern uses of flash memory:

1. Hard drives - a much faster replacement for mechanical drives

2. Storage in portable devices (phones and tablets) and devices such as the Rc
either built-in or using a removable card {e.g. 5D or micro 5B card)

3. Storage in cameras and other monitoring equipment {e.g. SD and other sim

4. USB flash drives (pen drives or thumb drives) - used for data transfer or sha

Advantages and disadvantages of solid state {flash memory):

v Very fast file access, boot times and software installation times | x Large

V" Yery durable as no moving parts and net susceptible to shock more
and vibration - could last longer than mechanical drives when mecha
archiving data % USBfl

¥ Little heat generated, so less cooling required than for mispl
mechanical drives breach

v' Use less electricity than mechanical drives £ Them

¥ Very small, lightweight, and highly portable - ide b
and portable devices used t

v Can get large sizes -~ a terabyte o evenly
replacement for hard disksg deo the sa

v SD and migro STue * Some

write

¥ USBL ap and convenient

5

tdentify two situations where using paper is preferable to using comput

Explain why optical media have fallen in popularity. Z
Suggest why optical media are still used in games consoles. :
Explain why mechanical drives are stitl widely used in commercial appii(f
Suggest whether solid-state drives will replace all other consumer stora

Wi W

Yo,
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1.3 Storage and access types

The tables below show a range of information access and storage types, along w
and disadvantages.

Handheld devices

Small tablet: Thin, portable Very portable and

device that is larger than a Lghtweight

smartphone ~ usually with built- |+ Larger screen than a

in Wi-Fi but not usually cetiutar srmartphone

access. Small tablets are used for ®
tight web browsing and email,

gaming and some data en 5 x
although not &

applicatio '

Smartpho obile telephone | v Uses mobile network for data
with a relatively small screen when Wi-Fi is unavailable
running an operating system such | v Pocket-sized and highly

as Android or 105, Smartphones portable *
typically have a touchscreen and | v Always on and available -
on-screen keyboard rather than can be used to took

physical buttons. They are used something up quickly *
for calls, texts, email and cther

comrmunications. Social media,

apps and web browsing connect

to the Internet over Wi-Fi and

mobite data networks.,

Wearable devices v immediate access ¢ *®
Smartwaich: Used as a timepiece information and notifications

without having to reach for | x

but paired with a phone to
your phone or take out your

display messages and

: . .
notifications {worn on the wrist, , Ehon?k:nipublic‘ )
tike a traditional clockwaork or €55 Hkely 1o miss important

digital watch). May have a fitness | calls

tracker built in.

allowing vou
Fitness tracker: Measures heart f :

rate, number of steps taken, etc
g

e your COPYRIGHT
f PROTECTED

e-reader: Small tablet Books are deliverad *®

or e-inlc d wirelessly

surface). n be purchased |~ Mo bulky storage of paper *
directly on t device, as a v e-ink can be read in sunlight
replacement for paper books. v E-books are now VAT *
Colour and black-and-white exempt, just Like paper ones

versions available.
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Portable devices

Laptop: A portable computer with a
{touch)screen, touchpad and
keyboard and 10 such as USB and/or
Thunderbolt ports. Provides much of
the functionality of a desktop
computer, but in a portable format,
with Wi-Fi built in as standard. Often
used in homes and businesses.

" Provides a good level of

performance in a portable
format *
Can use docks for easy use of
screens and of peripherals such
as keyboards and mice

Less power consumption than a
deskiop, so cheapar to run *®

Large tablet b
powerful i
tablets, ma

i smaller
easier to use,

Acts as a good bridge between |
a tablet and a laptop
More powerful processorthan | &
small tablets

Larger screen size, so easier to
use, and for more purposes,
such as graphic design

Fixed devices

Deslitop computer: The traditional
computer. Powerful processing and
high-performance computing,
consisting of a base unit, and
peripherals such as a keyboard,
mouse and large screen, Some
desktop computers are built all in
one with a built-in screen. They
must be connected to power at all
times and are usually connected to
the internet and networked
resources (printers and files) using
an Ethernet cable.

Can use very high-performance
components

Very easy to upgrade individual
parts

Hard to steal

Smart TV: Television with extra
services - such as streaming
and Web acc i-F
ysuatly b

witdevices, such as a

-top box or dongle, needed for
streaming

Wireless and Ethernet technologies
are built in

May be able to stream local media
from g device on

your network

Very fast and responsive when
switching between apps

and inputs
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Games console; Produced by
companies such as Sony, Microsoft
and Nintendo mostly for playing
games, but can also be used for
streaming TV, films and music, and
for web access to a television set.
Games consoles can resemble
miniature deskiop PCs {but usually
with a more attractive case design).
They are usually controlled with a
wireless controtier or game pad.

Very powerful, produces excellent
graphics (4K for some new
consoeles) and, as processing is
{ocal, doesn’t need a fast Internet
connection for streaming graphics
generated by a server

¥ Easy-to-use, intuitive controllers
v Wireless and Ethernet built in

¥ No need to upgrade to play new
games {uniess thayre for a new

to play online

May offer backwards compatibility
to play older games {e.g. latest
generation PlayStation/Xbox
consoles can play games from
previous generation}

Shared devices

Database server: A powerful
specialist computing device that is
usually locked away in a server
room, mounted into a rack with other
servers and network equipment.
Servers store and provide accessto a
large database, and the access is all
done over the network

v Provides back-end functions
and processing

¥ Users can access the data on their
own computers using a frontend £
view and input data

Data centre and cloud storage: Racks
of servers for storing and distributing
data. Usually housed in very secure
buildings. Used to serve files used as
cloud storage, websites and
streaming services across the
Internet, Servers for hosting and
processing can be rented by
companies.

¥ Easy for remnote users to set up and
access the storage - most of the
wark is done by staff at the
data centre

v Much more flexible than a server |
a business as can easily upgrade

“in the world

KRR NSRS

cloud storage.

1. Explain why portable devices are often more convenient than fixed devi

2. A medical Tacility starts using cloud storage. Identify a risk of using a sha;

3. Explain two limitations of using handheld devices.
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1.4 The Internet

Many people confuse the Internet and the web. It probably didn't help that Mic ‘A
called the web browser that they bundled with Windows ‘Internet Explorer’.

The Internet is a global system of networks that use the TCRAP protocol. It sta
the 1960s, was set up by the US military and was called ARPANET. Therefore, ¢
Internet is much older than the web, but the internet is the underlying networl
carries all of our web traffic, streamed TV and music, online communications s
email, VolIP and internet Relay Chat (IRC}, as well as file transfer (FTP) and
other functions.

The underwater cables used to link the continents together

To access the Internet, customers need to contact an internet service provider
such as BT, Virgin or TalkTalie The ISP will provide the equipment needed to 2
the internet, as well as the cabling, unless the access will be provided using th
existing phone line connected Lo your property.

Your ISP will own or rent a complex infrastructure of communications equipme
sarvers to street cabinets (the big grey or green boxes on the pavement - if yo
one, they have hundreds of wires inside with a connection to each house) to m
ultimately be connected to this infrastructure using a modem and router (Usua
receives the data packets to and from your home, and creates a small network
devices can share,

ie in your area, ¢
pensive fibre connec
the fast access, so you may us Z
a copper cable, In very remote locatio

The type of networl is determined by the technologig
pay. In an urban area, you might be able to
However, you may not need or be phiss
rural areas, you might h
be satellite 3 5.

ernet access uses the mobile phone network. This can be th :
your mobile phone or through a separate 4G router that acts as a normal home
data receiver instead of using a cable.
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Types of Internet connection and technology

Copper cable
Uses the existing copper phone line &
already installed in most homes and .
businesses. This led to the first widesy
Internet access using dial-up, and lat
ADSL broadband.

3

o ; NN . The first widespread home Internet 3
Copper cable is corivenient because it's already ~ ©F YOUr day ‘offtine’ and needed to co
instatled nearly everywhere - but it doesn't receive email or tosurf the web. You §
provide the best Internet connections perhaps rabout ip fore
5 were very slow (U
e you could not make or recelv
still availabie to use in (mostly rura
Use it. The modern web is no longer designe
'éxtremei\/ long because of all of the large images,

frequency of the connection used
phone when you were onlin: :
not availabl
that page
elements

Broadband is much faster. It uses higher frequency wavelengths to transmit the
{outside the voice freguency), which means that phone calls can be made at the
time. You may see a small box called an "ADSL filter’ hanging from your phone |
- one cable goes to the phone and the other the router. This filters out the diffe
phone and router so that the two devices don't interfere with each other. '

To represent Internat on a copper phone ling, think of a pipe with a small amau%ﬁ
bottom - that water represents the voice frequency. But there's a Lot more room
the possible flow of broadband Internet. :

The amount of data {technically the frequency range) that a cable can transmit |
called the bandwidth. The larger the bandwidth, the more data that can be
transmitted in a second. We refer to this in ‘megabits per second’ or ‘gigabits pe
second - the number of bits carried in a second. Just like elsewhere, a gigabit i
1,000 times Taster than a megabit. Remernber that if your internet service provi
promises up to a 20 megabit download speed, you can download only at a maxi
of 2.5 megabytes per second - as there are 8 bits to 3 byte.

Typicatly, the type of broadband provided by a copper phone line is called ADSL
ling). It's called ‘asymmetric’ because the download speed is much faster than tf
and the street cabinet use only copper cable, then your maximum speed will bej
downtoad and one megabit for upload. One drawback of copper is that the more§
house and the street cabinet, the slower your connection sp is because the sy
the people tiving at the end of your road closer to ight have slight§
people at the other end. ‘

hty years ago, the maximum speg;
; get upgraded so that they are supplied b
ouse is still connected by copper. You will connec
all box with wireless transniitters and transceivers, and usu

Over time, ADSL technolog
Also, as street cabinet
increasss,
called aro

Advantages of ADSL {copper) Disadvantages of ADSL {c
v Relatively cheap x  Speed varies greatly,
v Copper is already installed nearly the cabinet, the numb

everywhere, so getting connected is very
quick and easy — no new expensive cable
to lay

and even the quality
the telephone line

Can have high iatenc\'
Latency — The time taken for a signal or data request toa % Upload speeds are ve
sarver to be returned to the originating device, :
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Fibre-optic cable {optical fibre)

The modern global Internet relies on glass fibre for its main
infrastructure. This includes many of the undersea cables that connect
countries. You occasionally see in the news that one of those cables has
been accidentatly cut by a ship, meaning that some countries’ internet
connection has slowed down until the cable has been repaired.

Glass fibre uses pulses of light (hence ‘optic’) to transmit data very
rapidly at, well, the speed of light! This allows for a very high
bandwidth, with thousands of connections over a single cable.

Over time, the core copper network in the UK is being reg!
fibre - an expensive process as new trenches m

There are two ways that customers b

re to the cabinet (FTTC) - the copperc
and the street cabinet is replaced with fib
phaone line from the cabinet to your house
copper the speed is much faster than ADS
download. Because you are still using cop
distance, as for ADSL - copper is definitel
provide Internet over a thicker copper cab
speeds than are possible on a regular pho

2. Fibre to the home {FTTH) (also called fibre
home is directly connected to the fibre-op
speeds are much faster (including upioad)
pay for different speeds that the provider ofy
only the base package, e.g. 50 megabits, bu
for several hundred megabits.

A modern street cabinet using FTTC

Fibre rollout now covers much of the UK. It is expected that over time more ho
Advantages of fibre

v VYery fast and low latency :
v Much higher upload speeds - good for uploading files to cloud storage, or \
¥ Tiered pricing allows you to choose a package 1o suit you
v FTTH allows you to stop using a copper phone line and paying line rental ai

phone (and your router might allow you to connect a VolP phone) :

Disadvantages of fibre

%  (an be more expensive than ADS)
FTTH is not yet availabls:

1 reliant on the distance of your home from
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Satellite
f you live in a very remote area where there are no phone lines or
reliable mobile network, you might need to use satellite breadband.

You are probably familiar with, or have at least seen, satellite dishes
attached to houses to receive TV, Satellite broadband uses similar dishes
to receive tnternet access, but, unlike TV receivers, the dishes need to be
able to send data as well as receive it

Advantages and disadvantages of satellite

v Sometimes your only option!

«  Very expensive compared to conventional tions - perhaps S
x  Typicalty stow (max ADSL speed or .
®  Often has limits on how wnload ~ perhaps a few gigabytey
x  Highlatency ~ e g to some uses such as VolP and online gam
However, t | change very soon. Elon Musk’s Startink project {owned b

thousands ¢ ilites into space over the next few decades which will vastly i
satellite internet, and at a more-affordable cost.

Microwave 5
This is really only used in businesses to send data between different buildings -
between offices - and is expensive. A fibre-connected microwave transmitter/r
sends the Internet connection to and receives data from a transmitter/receiver
of sight over a short distance. There is only one customer, 50 it is expensive, but
very fast and low latency, allowing a business to connect instead of using a fibre%s:s
cable or communications over copper cable might be a cheaper option.

Mobile data

Internet access through either your smartphone or a dedicated router that acce
Most of the time, you will access the data connection / internet directly on the
might also tether to ancther device which shares your phone’s data connectior
such as a laptop, or through the USB connection.

You are limited to the monthly data allowance that is set in your phone contract
guickly if this is your only source of internet access. You are alsc limited by the
you live, which could be patchy in rurat areas, or even in densely packed cities.

Some business-grade Internet routers and packages come with a backup 4G or
cable service drops, the device automatically switches o ‘the cellular conne
uninterrupted service,
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Here is a summary:

Copper cable - | Wired using a standard phone line, available | Can be fairl
ADSL in most locations. Uses a DSL router {usually | suitable for iy
with a modem built in). and very smai
{Often unsui
Copper cable Wired using a standard phone line that is Faster than
{with FTTC) already installed, or a thick coaxial cable. households
Not always available - depends on whether
the street cabinet has been up
Fibre/FTTH Fibre connection to f 3 Yery fast; su
directly usjncg retworking well as hou
yoe limited to large cities. (have home
May form th
infrastructu
well as the
Satellite Uses a dish to send and receive datato a Slow, expen
satellite. latency at p
remaote toca
Largely uns
Microwave Uses dishes to send data between buildings. | Very expens
Mobile data The mobile (cellular) networl is accessed Used by ind
through a smartphone, tablet or dedicated Wi-Fi is una
router in order to provide the network access | employee d
{using a SIM card to provide an {D to the off-site, A
network), Sometimes, the access is tethered
) May replace &
to another device. - N
with a router,

Explain why copper is a weak link in any n

Identify two reasons why FTTC i

1. Which type of Internet connection do you have in your home? Give one &
type of connection. ‘

nt over traditional ADSL.
f internet connection for a busine$

5ht use a mobile Internet connection.
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1.5 The World Wide Web (WWW)

Now that we've covered how the Internet works, its role in carrying types of traf‘
and how you get connected to it, we'll Look at the bit that you're probably most &
familiar with ~ the web. E

The web was invented by Sir Tim Berners-Lee in 1989 while he was working at
in Switzertand. That's the organisation that built the Large Hadron Collider. Ber
Lee wanted to create an electronic filing system consisting of linked pages of
information.

Each web page is written in a language called HTML {Hypertext Markup Langua :
web browser (Chrome, Edge, Safari, Firefox, etc) r %
server, and the HTML code instructs the brow
screen. The modern web adds extra i
and styles, and securit

‘ p[ay the page on ym%
‘hnology on top ~ such as extra

You shoul

how web addresses are constructed, e.g. :
WWW.GOog www. means that it is on the web, google is the name of th
site, and .co.uk means that the 'domain’ is specific to the UK. Non-specific {top-1
{commercial) and .info. You might see the address referred to as a URL - unifor

Once you have typed the address into the browser, the reguest to load the page
that the site is hosted on. But first, the correct web server must be identified. To:
converted to the site’s public IP address. There are many servers that provide th
They might be provided by your ISP, They are called DNS servers (domain name
that request for www.googlie.co.uk becomes 172.217.14.195.

Network types

We access the web through several different n

internet {public and open)
Most of the websites you use are publicly ava
the standard access route for websites descri
sites such as Google, meaning that they appes
s can access them -~ they are public and open. i‘
\\Q organisations have a public site that custome
. Q\\Q\\Q\\\ access to learn about the company and its pro

555 - = \\ X

\\\\§\§§§i§§\§§\\\\% \ set up public websites ab
L \ Only a small an
. B

Intranet {private and clo
An intranet i bk

R

7

&

\%\\:.*\\\\\%ﬁ\f:

ges created for internal use by an organisation.

They are prEVate and closed because only employees working inside the comparﬁf&

being hosted on the Internet, the intranet may be hosted on a web server Withiré
cut off from access to the public internet. :

Intranets allow staff to go about their jobs. They provide sources of information
extra services such as clocking in and out, booking off annual leave, accessing i
and providing functions to each department in the business.

t'an iceberg is above the \,
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Extranet {private but part-shared} :
An extranet is a set of web pages set up by a company where its customers can i
contained. It is hosted on the Internet, but it is private as only people with a re
for the site can access it

Your exam board, OCR, has an extranet that it calls ‘Interchange’. This aliows y
training material and the latest set of past papers. The exam board doesn’t put
doesn’t want you, the learner, 1o see that material. For example, your teacher mig
exam as a mock - but it would be unfair if you had already seen the paper and '
classmates hadn't.

You may have head the terms 'deep web’ and ‘dark web’

The deep web is any site that is not indexed ‘erigine such as Google.
Google will provide you with the p : gin page. But your private email;
public - soit's saidto b weh', After you log in to online banking,
Your access b
which are 3

Gitimate and rightly private.

Similarly, the dark web’ is not indexed or accessible through normal web brows{xs
‘deep web’, but it is to be avoided because it is mostly used by criminals for H.E.egé

1. Describe how you access the web through the public Internet.

2. Explain why intranets are not accessible on the public Internet.

3. Give an example of an extranet and explain its purpose.
o
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1.6 Information formats

The following table provides details about the different formats that are used or

Web pages

Perhaps the most widely
recognised part of the web!

Static websites are the
same for each user and
change only when the
creator makes a change.

Dynamic web pages may
change each ti
is refresh
content.
might stay the same while
other parts of the template
change. For example, if you
refresh the YouTube home
page, new videos
{thumbnails and titles)
appear in the same place as
the previcus ones {but the
sidebars don't change). If
you are signed in, the
content is personalised
based on your subscriptions
and previously watched
videos.

Sites are used by
businesses to attract
custamers and provide
services, and individuals set
up personal sites to share
their interests with others
or create a portfolio for
potential employers.

Ideaily, sites
should have a
range of
accessibility
features, such as
adjustable font,
5izZ

{Alt text) refers to
captions that
describe images
for the blind or
partiatly sighted.
They're the yellow
boxes that appear
when you hover
over some images.

Screen readers are
able to narrate the
page content and
Alt text.

Some web
browsers ¢an
display just the
main textina
special reading
mode.

¥ Most people are familian

with using and
navigating web pages -~
aver time, the styles
Jecome easier

[

Most sites have similar
features, such as a
clickable home icon, a
rneny, and links at the
bottom of the page

v They can be used to
incorporate other
features, such as viden
boxes, and to link fo
downloads

v" They can be highly
personalised once a use
has logged in

v They are fairly easy to
create and update -
there are lots of online
website-building fools
that don't require any
knowledge of HTML

v" They can use
technologies such as €5

¥ They can be accessible
to screen readers
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Blogs (weblogs)

Blogs are often short ‘diary’-
style entries provided on a
web page, with the most
recent displayed first. They are
typically hosted on platforms
such as Blogger or WordPress,
and include text and
photographs.

An individual might write a
blog documenting a travet
adventure or their eve
tives, or i
experiency

Businesses also use blogs to
provide updates to their
customers and followers,
including new product
taunches.

Blogs are usually simple
web pages that are easy
to read and navigate.
There are usually simple
buttons to view the next
or previous pages, and
they may have a simple
search function.

wagUage ~ but personal
blogs don't get proofread,
and the language used
might not be the first
language of the author, so
some might be hard to
understand.

* Can be used t

Great for fam
friends to kee
those going t

showcase skil
for landing n
Easy toread a

Useful for bu
to promote p
a more perse
and appear in
resuits

Podcasts

Podcasts are usually audio
fites {occasionally video) that
an individual or a business
uploads to the internet for
immediate download and that
are played whenever is
convenient to the listener.

An individual might produce a
podcast about a topic that
interests them perhaps every
two weels or once a month,

A business might release

frequent podcasts as a cheap
and fast method of provi
news and ink i
custome

Usually audio only - so
unsuitable for the deaf or
hard of hearing.

Gzood for blind or partially
sighted people.

New episodes
automatically
downloaded t
device when
becorne avail
streamed onl
Don't need an
connection or
downloaded
Can be listen
whenever cor
including whi
performing ot
such as cooking
commuting -~
reading would;
difficult :
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TV, video and audio streaming

U

Video-sharing sites such
as YouTube allow
individuals, business
and music artists to
upload videos. Most
content is free to
stream, although there
miight be options to
downioad or pay for
extra services.

TV stations, e.g. the BB(

and also to catch up
with a library of TV
programmes, typically
shown on their TV
channel in the last few
maonths or the past year.
Subscription services
e.g. Netflix and Disney+
- viewers pay to waich
content such as TV
shows and films, and
there are ng adverts,
Audio streaming, e.q.
Spotify - users can
listen to music from
most popular artists,
and also podcasts. A
free, limited service is
funded by advertising,
and a paid-for version
removes advertising
and adds extra features.
internet radio -
streamed

across ernef o a
computer, tablet or
smartphone instead of
tuning in with a
wireless radio or hi-fi
tuner.

Most of the 4
content is watched
or listened to, but
many services offer
captions
(sometimes v
autormatically
generated) and
audio descripti

Available on many

different devices, such &t

smart TVs, laptops,

games consoles, tablets

and phones

Services usually have
their own app for

g and
nioading content

UHD (uttra-high-
definition} options are
available, including
some shows in 4K

Content is available on
demand - no need to be
around to watch it live -

just catch up when
convenient

Some content can be
downloaded - great

when you're watching it

on a train and don’t hav
access to data or don’t

want to use your data
limit

HD (high-definition) and%

e
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Social media channels

acebook - good for
staying in touch with
family and friends,
sharing news and
photos, and following
businesses and joining
groups of Like-minded
people.

2. Twitter - short
microblogs — good for
keeping up with news,
businesses X
figure '

3. Linkedigg
professional social
network where you
build up a profile
showing vour skills and
past employment - a
bit like a CV. You can
endorse your colleagues
to verify their skills,
contact potential
employers and view job
pastings. Employers can
also contact you
directly.

4. Discussion boards
{forums) - sometimes
about a certain topic ~
users post questions,
and knowledgeable
{and not-so-
knowledgeablel) people

reply.

ach platform has
implemented its
own set of
accessibility
features.,

eep in touch wit
family and friends A
Easily follow businesses
{businesses can use :
social media to drive

website traffic and
generate sales)

Start discussions with
like-minded peopls
You can get free help
and advice on issues tha
you have 5
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Document stores

Usars upload documents
and files to a cloud service
such as Google Drive or
Dropbox. Files can be either
stored permanently onling,
stored as an gnline backup
or syniced to a device - a
copy is stored in the cloud
and on a device. If one of
the versions is updaied, the
update is copied to the
other locati

personal us
files and photos {e.g.
directly from your phone,
and you ¢an send links to
view or download material
with family and friends.

Businesses find cloud
storage very useful as it
allows employees to share
and work on files across
different offices and
locations.

Fite syncing is very
easy to set up, but
does require an
Internet
connection.

¥ Backups and syncing
occur automatically

¥ Instant file sharing

¥ (Can send files that are

v Storage space can be

v Facilitates new ways of

v Always working on the

too big for emnail

increased or decreased |
uired (scalability) |
uments are availab[e%
24/7/365, anywhere in
the world with an
Internet connection

working and
collaborating

current version of a
document
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RSS feeds (Really Simple Syndication or sometimes Rich Site

person uses a reader to Users get to see all Quick and convenient

view news updates from the information in | v An extra marketing
the sites that they have one place rather channel for businesses
followed by adding the site | than having to and increased traffic to
to their feed’. This means look at many their websites

that they dor't miss posis different sites -

and articles that might rmuch easier!

interest them. The reader
periodically checks to see
whether new articles o
display are available.

Look out
sites ~ it
icon and is Ghien orange.

RSS feeds are good for
keeping up with news and
following the topics and
businesses that you are
interested in, and
businesses can keep in
touch with customers.

S

1. ldentify a reason why a new company might not set up an RSS feed.
2. ldentify an accessibility issue with podcasts.
3. Explain one advantage and one disadvantage for businesses of using 0r§

4. Claire has a small business selling hand-knitted goods. Describe how CL\
social media to promote her business.
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1.7 Advantages of the World Wide Web

There is no doubt that the web has helped transform our Lives. Most of us have \
parts of our time onling, for tearning, for looking up information, for admin tasks
for entertainment. :

There are many advantages to being online. And perhaps we take it for granted.

individuals

We use the web and its services for socialising. We don't need to
write a letter, pay for a stamp, walk to the postbox and wai

problem, BE and you need to convert cups to grams?
hust ask Goo exa or Sir, right from your phone or smart
speaker — no need to even type anything. The Internet is a very powerful tool fi
and for research. You no longer have to buy a book {which is already out of dat
online encyclopasdias and online journals on any topic.

More and more services are going online, which is very convenient to us. We ca
without ever needing to go to a branch, apply for services, get help from compa
shopping! There’s no need to stop off in a shop on your way home or spend ho
you can typically find the item for sale in seconds and order it guickly. But equa
such as eBay and Etsy to sell craftwork and find new homes for the things that

We are also using the web for entertainment - very few of us buy DVDs or (Ds
films and music directly to our TVs and devices whenever we want them, and thy
video recorder in order to watch a TV programme.,

Organisations

Businesses have fully embraced the web and Internet to radically change their
business. Businesses can rapidly share information and files and communicate
businesses use the web to promote themselves through their websites, social m
marketing. Their online stores can accept orders 24/7/356 from customers all o
accept donations.

Businesses have embraced online file storag
business in new locations around t
There is no need for ex :

sedhnologies have allo
tlexible and remote working
siance calls or faxes, just anemailorac

1. Explain how the web has transformed the way in which we access infor

2. ldentify two ways that businesses have saved money by using the web r
other services.

A
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1.8 Disadvantages of the World Wide Web

For all of the advantages, there are also drawbacks!

individuals

The cost of an Internet connection varies depending on where you live and whi
connection can cost each household £1 or more every day, especially when bur

Generally, our connections are very reliable, but we all know the frustration whe:

important such as working or studying, or are on a call, and the signal drops ou

But using the web doesn't cost just our wallets. There are effects on our menta

Mental health
% Too much use of social media - can
other people having fun canz

aster. Looking at
5sed, but remember -~

viwant others to see.

Laymg games ontine can make your
school id work life suffer - playing for long hours is
antisoc you may lose friends, and also spend a lot of
money buying the games and upgrades.

#  Use of the web is a distraction from doing important tasks such

other people post
= Spend]

as study or work,

x  ‘Cyberbullying, trolling and online stalking can cause a host of
mental health issues ranging from anxiety and deprassion to self-harnm.

x  Greater risk of identity theft when using social media from people hacking
very long time 1o resolve issues, such as a credit card or inan application t
very stressful.

% Lots of Take news’ and misinformation - we read it unknowingly and may g

to tell what news is real, especially articles posted on social media.

x  Polarisation - viewpoints in comments and posts can often be extreme ang

Physical health

The use of computers and other technology has reduced the time we spend out

ensure that we take regular breaks away from our screens! There are studies th

Limit screen use due to the many hours we spend staring at a fixed distance, ang

poor posture from sitting in inappropriate positions.

Organisations

Organisations must spend money to create and up
time working on the site. Most of the updats

“ebsites, mainly th
nor, such as adding new:

atiﬁg anything that is out of da
nodemise its site - as website design

removing items that are no longey
company might want a
basic. The ¢ty

Companies

offset by increased sales.

Hackers ¢an target a corporate site - for example, they can replace the site’s m
about the company, or they can hijack the site to redirect customers elsewhere, ¢

attack to take the site offline. This is rare, but it is an extra cost to the business
restore the site, and because of potential public relations damage. Malware att
systems across the Internet.

to purchase the domain names and pay for hosting

going fees for the time spent crafting social media posts anc§
other forms of communication with customers — hopefully, that time will pay ofé
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Employees at the company can spend valuable time surfing the web or using s
and rogue staff could post offensive messages on the company's social media

platform aiso allows disgruntled customers to complain publicly - they expect
complaint immediately because of the damage caused as other customers and

Cur online world now includes review websites - anyone can post a review 0fa§
restaurant or hotel - one bad experience can now be read by thousands of peo .
sales, There have even been reports of rival companies writing fake poor revie
forms to create fake bookings at a rival restaurant during busy times.

Identify a reason why acc isriot universal in the UKL

2. identify an isadvantages for individuals of using the Wet

10 £Osts 1o a business of using the web.

COPYRIGHT
PROTECTED
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Styles, Classification and Managem
Global Information :

R

The different styles and uses of information
Classifications of information

The importance of having quality information, and the consequences of poor-g A
tted, and the costs

How information is collected, analysed, secured and ¢

/Q@@Q

2.1 Styles of mf@ and their uses

Text
Text mean rds or paragraphs; it is made up of letters. Any letter, nu
character. W text anywhere that we want to convey written information -
magazines; on web pages and social media platforms; in reports and journals; o
including road signs... the list is endless!

You can open up a font from your font folder to see every character (sometimes
view the font in Microsoft Word, for example. There are also entire fonts just de
them ‘dingbats’ - your computer might have fonts such as Windings and Webdirg

The collection of individual characters is called a character set. Over time,
and throughout the world, different character sets have been used, with
different methods of encoding them (the code that represents each
character in the set).

For exampie:

»  English and some European languages use varying Western
character sets.

e  Russia and the surrounding countries, and some Eastern and Southern
European countries use Cyrillic character sets.

¢«  Countries in the Middle East, North Africa and some others use Arabic
character sets.

There are other character sets as well. Examples of Western, Cyrillic and
Arabic characters are shown on the right.

Text can be expressed in different ways
want to convey, and we can cha

it typefaces or fonts ap
ext {font size).

Graphic y
Graphics a Fimage; for example, a company logo; a photograph pri
postedon a social media; an image used for advertising; or a diagram m

illustrative purposes, to heip explain fext; to sell or demonstrate a product; to a
educational tools {diagrams); or just to look pretty! 5

Video .
Video is a series of images that are recorded and displayed very quicidy (often b
‘frames’, per second). These images appear to move. This is how your TV displa

such as YouTube work, :
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Aside from entertainment (TV shows, movies and cat videos), videos are used fo
example, educational programmes; to demonstrate products and show you how:
and for TV and web advertising. f

Animated graphic

Similar to video, but generally very short and only a few frames. You will be fa
social media - often a second or two from a TV show. They can be used as charg
moving diagrams in education, such as a biclogical process, or a map that chan\i
has increased. ‘

Audio
Media that we can hear; for example, a music track, a radi

deast, @ podcast%
that accompanies TV, films and other video f :

Mumerical
Any number - we see n
sheets, and 25

in statistical tables, within text, in spré§§
the time or date printed or displayed. '

Braille tex : :
Braille text is a series of raised dots that blind or partially sighted people use t0§
along the printed dots. it is possible to purchase books and reports printed on a A;
process called ‘embossing’, which presses into the paper. The books are very ta :
text versions.

The use of Braille has significantly declined, especially among younger people, \

other text-to-speech technologies.
You will still see Braille text commonly printed on medicine boxes, and on some

Tactile images
Similar to Braille, tactile images are 3D representations of words, and are used &

people. For example, stars and galaxies can be rendered in 3D by building up la\

Subtities ;
Subtitles are used in TV and film. They are the words that are spoken on-screen
of the screen. Often, the words are just printed in white text, but occasionatly € Zj
different characters or speakers, and sometimes sound effects are aiso Encluded_g
by a person or auto-generated by a computer (sometimes with hilarious resuits).§
often a delay of a few seconds before the subtities appear on-screen. They can t

There are several purposes:

e  Fordeaf or the hard of hearing (in the same langua
¢ In noisy places or instances where sound |

the broadcast)
appropriate, such as a
aige, for example, turning on E
are speaking in French s case, the actors are ‘dubbed’, wi

Boolean ;
Information e there are only two possible options; for example, 'yves or ‘no’
ask ‘Have you eaten popcorn in the last month?” You either have or you haven’t

The response can be only 'yes’ or no’. Other variations could include ‘true’ or faly

Tables and spreadsheets

Tables are rows and columns of printed or displayed, tabulated data. They are u*~

amount of informaticn, but they can be difficult to interpret.
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They are used in company balance sheets, reports and accounting records, and t
experiments, included in journals and other scientific and technical websites. A}
but many also display text. :

Tables can also be displayed in a spreadsheet. Spreadsheets can be large stores :
and columns (down), while each data point is called a ‘cell’. Spreadsheets are so
Excel, or Pages on the Mac) that can be used to store and display data {includin
mathematical formulae can be used to make calculations and analyse the data.

Spreadsheets are used by businesses to perform thousands of different function

The first ever spreadsheet software was called VisiCale (visible-calculator) and

wav Some of those first projections
e early spreadsheets!

representati of data. You've probably drawn them out on a sheet of
graph paper or used a spreadsheet to show the rasylts of a science
experiment, or fieldwork data.

We use the terms ‘graph’ and ‘chart’ to mean the same thing - but
there’s a slight difference. A graph is technically the output of
mathematical modelling, while a chart is just a way of displaying data.
There are lots of different types of chart, such as bar, pie and scatter -
different types of chart will be appropriate for the type or format of
data that we want to display.

Charts can be used to show trends in data that would be difficult to spot in a tat,
data on the same chart or show two charts side by side to compare them. ‘

1. ldentify three styles of information that might be found on a website.

2. Explain two styles of information that might be found in a company rep@«}

3. Explain one way that deaf person could still e

Vo

S
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2.2 Information classification |
There are lots of different ways that we classify information. This depends onw

what the information is about, who holds the information and whether the infor
siould be seen by other people or not. f

Sensitive vs non sensitive

Sensitive information is any information that would damage a person, a busines 5
information were viewed by someone who wasn't supposed to see it. This inclu
noted in the sections below, such as private, business, confidential and classifie

“and financial info
e envelope because the

You might receive letters in the post such as bank

information, it doesn’t matter who sees it ~ it's probably inter
example, most company websites, news articles and press releases, and so on.
or company makes freely available for us to see. You can easily search for and fi;
address of your school is not sensitive, but your home address would be. '

Private vs public

Private data is any data that is not shared with the public, Le. you or me, For exe%
information within organisations and governments that wouldn't be shared. You,
details are private - think of anything that you wouldn't want to share on socia

Public data can be classified in two ways - any data that is compiled by a gover§

available for us to view. There is an awful lot of data that vou can freely access
at htips.//data.gov.uk/ to see what sort of things our government has released.

Personal vs business

Personal information is any information that can be used to personally identify
and date of birth. 1t is found on your passport, driving licence, bills and bank st
name and address printed on it (and including electronic communications).

There are rmany different entities that hold personal informatipn, other than yo '
employers, the government, banks, and the shops tailers that we'v

aiiis access to it could use it aga

This is sensitive information. Anyor
{ ntity theft - using your details to;

information to make a false |
services in yournams,

Business | génerated through the everyday running of a business. it
property an urces generated by the business, its accounting information, ¢
information gathered about its competitors, and 50 on. Seme of that information
competitors an edge if they saw it — and the business spent money compiling t?\
salary, or by purchasing the information from other parties.
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Confidential vs classified

{onfidential information is any information that is not public and that is worthy :
part actually means that when the information is passed on, the person giving th
the receiving person will keep that information private. :

{lassified information goes a step further and is largely held by governments
and the military. Serious damage and even threats to national security could
result if enemies, terrorists, other countries or even the pubic had access to
the information, such as battle plans during a war or information about

a suspect.

‘undergo strict
itikely to leak that

Anyone who needs to handle classified informatio

is then ‘declassified” and may be placed in the public realm. This is how we kno»:éss

World War today than we did 50 years ago.

Partially and completely anonymised

Sometimes, information can be anonymised. This means that some or all informg

removed or starred out.

if only some of that data is removed, then the ancnymisation is only partial. If a

anonymisation is complete.

If you completed a survey, and only your name was removed but not your addres

your personal information was removed, then that would be complete.

When vou perform a search on Google, the servers st Google log your P addresEé

for. Your 1P address couid be used by law enforcement to track down your hous
data from your ISP, Your 1P address can also tell which ISP you use and give an
period of time, Google removes the last few digits from the IP address - thisis g
now your 15P wouldn't be able to locate your house, but which ISP you use and
Google also anonymises other information such as the web browser you use, an
complete anonymisation.

Here are some examples of partially and anonymised

X FH

ioe Bloggs Joe

104.203.1 . xxx

g‘land England

g Street, London
15t January 1970

Downing Street, London
** January 1970
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Impacts on stakeholders

Each stakeholder has a different use for the information. Anyone storing and us
{processing) personal data must protect the data from being leaked, stolenor s :
by others. There are large fines under the Data Protection Act for non-compliang;
However, there are extra costs associated with protecting data, ranging from 5
instaliation and monitoring of firewalls and antivirus software, to shredding an
medig, to training the staff. In terms of operations and workflow, the greater th
someone to do their job as efficiently - if material is not shared or is locked awi:

Individuals and businesses are affected through the breaches of data - includir
and identity. .

pes of information are sensitive,
wa company could make public information available for acé

Explain why holding information has an impact on shareholders.

B R A

Identify how data could be anonymised.
\..

2.3 Information guality

fn order to make the correct decisions based on infoermation, the information mt
and unbiased - we must have a full, overall picture. It's difficult to satisfy all of
amounts of time checking things, but we should do the best we can. Remember
in, garbage out’. If you put incorrect, out-of-date or incomplete information Entogg
sales forecast isn’t worth the paper that it's printed on.

Characteristics

For information to be of high quality, the following conditions must be met:

Validity - whether we can trust the information to be correct. We can perform ¢ A
are typing telephone nurmnbers into a database, we can set up a check that they
and don't contain any letters. We can use other checks when entering the infor
use special checks such as an input mask or simply making sure that something 5
you'll see a star () next to any mandatory fields.

iformation about all sicé
18 pérson‘s viewpoint - they may%
it. Likewise, if you're trying to sell me a
waaia faster processor, | might want to buy it. That is u E
XAM and doesn't have a solid-state drive - that's biased inf

Bigs — whether we have the full story - ¢
account is deliberately biased deng
argument or may choosg;

laptop has’
the worse b

Reliability - whether we are confident that the information is correct. This may E
from - if it came directly from a customer, a manufacturer’s data sheet or a cor
government source, we have more confidence in the accuracy than if the inforn
webpage, or a data set where we don’t know how and when the data was colle

Comparabie -can we contrast and compare the data to another similar example
a product and you click ‘compare’ on the website, the specifications should ail Lig
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Importance of quality information

Having guality information is important to stakeholders - that's anyone who
has an interest in a business, which includes the staff, customers and '
shareholders. Some of those people may have invested their own money in the
business, if they have purchased shares. They needed quality information :
before they bought those shares to assess whether those shares were worth
buying, and they need continued information such as company reports and
finance information, otherwise they might sell those shares,

Those managing and making important decisions at the top of the business A
need to have large amounts of up-to-date and accurate wation at their fing'
the business is profitable and is mesting targe; iies are selling well an

[Tates e taking off, and which are decl
: buying, while a competitor iaunchefé

mation allows the business to stay profitable, explore new sa:s}
new growth Saategies, If the business is less profitable, the managers need the
the problem and solve it quickly. :

Consequences of poor-quality information

If the information used to make important decisions is inaccurate, biased or incf%
decisions will be wrong. The business might bring out the wrong products or be%
be, or make a loss in one or more years. The company will, therefore, lose its re
investors and sharehelders, Large businesses that become less profitable make

1. lade is entering data such as names, addresses and phone numbers into &
ldentify a way that the form could be set up to reject input that might be

2. Explain two ways in which bias could be introduced into data.

I, Describe how a business could be impacted if key financial data were in

.

2.4 Information management

in order to use the information for its in‘tend

following steps mug

Collecting, storing and = information

laging information is colfecting information.
n many ways; for example:

® An ontine questionnaire, survey or sign-up form - this information can be
recorded in a database automatically :

e A paper-based gquestionnaire, or notes from a discussion, interviews or a ‘foéf"f
group ~ the notes can be entered into a database system later E

» Information downloaded from the Internet

e  Printed materiai, including books, reports, letters, etc.

e ldeas and understanding provided by the staff within a business
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Once the information has been obtained, it must be sfered. Electronic storage is
accessed later. Small amounts of information could be stored within a spreadst
amounts of data are best stored in a database. The information can be entered
automaticatly.

Retrieving the information can be as easy as opening up a spreadsheet or docuny
and navigating to the correct tab or section of the document. In a database, the
information can be selected using a guery. This will output all of the data that
certain criteria; for example, the email addresses of each customer who has sig
up to a service in the past month so they can be sent a newsletter, or a list of ¢
who have not paid their bilis on time,

{Of course, most businesses stitl collect and s
very inefficient ~ paper is bulky and mus
guickly opening a file sitting
through folders, filesa;

d retrieved manuatly. Ing
ust walk to the storage room, and 3
tetrieve the information.

and processing information

Once the data has been retrieved, it must be processed. This is a way of making
understand or read. For example, the information could be reformatted or mov
information could also be processed -~ for example, displaying the information |

Analysing information

Analysing information is about working out what it means; for example, using th
patterns - is there a ‘correlation” or relationship between two variables? A supe
extra ice cream people buy depending if the temperature outside increases - ¢
their past sales information to quickly increase the amount of ice cream in thei
and sunny weekend.,

Securing information

We've already discussed the classification of data into sensitive, confidential, e
That data must be protected against hackers and other criminals.

One way of protecting the data is to use encryption, particularly when sending a2 '
electronically across the internet. Encryption is a way of modifying the contents ¢
50 that it cannot be opened if i€'s oblained by a third party. W  also encrypt fiies,§

Additionally, there are different types of secure login to websites. If you sign upiy
create a new password, the login is managed by that site. But sometimes, you ca

Facebook or Google account. This means that you don't have to set up a separaty
the site doesn’t need to store your password. :

Other measures include using firewalls and anti-malware to protect the networi«%
Limiting which usernames have access to networked file shares. Sensitive printey
and sensitive data on electronic storage media should be shredded or wiped toc:

SRR
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Transmitting information

We transmit information both electronically and on paper. The
method used will vary based on the format of the information
and the degree of sensitivity.

Examples include:

e  Sending a document as an email attachment with an accompanying messag;
»  Downloading a document from cloud storage, directly from a website or u
e  Sending a text message to remind a client of an upcoming dentist appoint
e Sending a patient’s medical file to a new practice t! oy have recently |
e Sending a paper bill or bank statement Sreme address '
»  Email or paper communication | nta school about an upcoming fi E
e  Sending classified mater rent army bases using encrypted

Information is very powerful ~ for both people and businesses. But there are costs a :

For exampie, the cost of keeping an [T system secure - ongoing maintenance a
software and firewalls, and keeping up to date on current legistation. In 2018, th
replaced with a siricter version. Every business in the UK had to ensure that the :
spending time to understand the new ones, to take stock of all of their existing

new protection methods if required. 5

On an individual's tevel, information availability and storage are issues. For examﬁ%
access to the Internet are at a disadvantage compared to those who do - in tern
opportunities. Those at home who create digital media are in charge of keeping '
regularly backing it up, securing and managing cloud storage accounts, and insty
devices to reduce the threat of hackers gaining access. For example, users with
devices are more at risk of ransomware attacks than those who keep their devic
security flaws that can allow hackers access to a device still exist that would h
available patches or firmware updates.

1. Explain why a company would choose to store data lwa database or spre

on paper.

2. ldentify one reason why da

Sds to transmit data to a bank. Explain why t
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enefits of Global Eﬁmmré

@ Uses and

® The difference between data and information @ Howdatais an
Types of data used by individuals and organisations ® How informati
The stages of data analysis :

2.1 Data vs information

We often talk about data and information as if the
linked, but not the same,

cribed as raw facts’ or ‘bits of
mclud@ number text, phrases and

Data can be meaningless at fi
information” without sis

context - the data becomes information. Information can include conclusions a
ideas. Information can be used to make important decisions, which are based on§
processed data, but you can't make decisions just from raw data. A business mig:
need to know which lines are the top- and worst-performing - but the
sales data must be processed to know that!

For example, data might appear to be random letters, numbers and
characters. But if you label that data, provide headings, combine that
data and infer meaning, you have meaningful information. You might
collect data automatically using sensors or monitoring eguipment.

Information could be written out in text. For example, you might have a
list of numbers. Add to that List the names of each pupil in a class, and
add a title to the data, e.g. Number of absences this term, and you're
well on the way to having useful information. Let’s then use that data to say, 0
three days this terny, and that's valuable information. Another list of numbers ¢
the class - on its own, the data is not particularly useful - but if | said that the
1.2 metres and the range was 0.4 metres, that's useful information - and it has

You can also use data in a report. imagine that you are in a Science lesson and
You might have recorded your results in a table - that's your data. You then ne
plotting a chart, performing statistical analysis or using that data to test a hypoty
now you have information from that data.

We might use data to enable us to pick out a Jipldy a large amount
format and pick out changes. For €: : Ui take thousands of tempera
period and use that data to fi e Earth is warming.

) pported conclusions and support our claims. |
20 metres since yesterday - but without data, such as
st few days, nobody should believe me, as data is needed to s

Data is essent

taken overt

1. identify the information from the following items: 2018, blue, my car is b
manufactured in 2018, BMW,

2. Explain why you chose your previgus answer,

3. ldentify two ways that data can be turned into information.

(N
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3.2 Information categories (individuals)

As individuals, we take information from many different places, and also provide%

many different benefits and limitations of that data.

Communication
We communicate with friends, family and businesses through a variety of
methods, such as email, instant messaging and voice.

Emails are great for when you need 1o send a message o someone that is too
long for an instant message or contains attachments, or when the other

person is located in a different time zone. For example ight send an
email talking about your week, or the news, cousin who lives
abroad. The email reaches the recipl nstantly, but an email could go
or the person might not r cad guickly.

instant m
is in real tin
reply quickly

wuirexcellent way of talking to a friend to ask an impo
L can be easier than a phone call, But there may be no guaran
they might be at work or at school, or may not regularly look at

We don't send as many letters as we used to - a letter is much more personalt

write it by hand (hopefully, someone else can read your writingl). Letters can bef

businesses for important or legal matters, You can ensure that the letter arrives
signed-for service. However, letters can take several days to arrive, and postage
whereas ernails are much cheaper (sometimes even free),

Atelephone call can be very personal, and the meaning can be clear - the two in
and use information to make quick decisions - much quicker and easier than a rog
requires lengthy replies which could still be misunderstood. But those two peopie§

same time, and the recipient might be busy at the time of the call or located in a

Education and training

While you are studying at school, college or university, or for a professional qua
information in paper or electronic format. You're reading this information nowt

For example, your institution will provide you with feedback on your work or e
written comments. This could be instantly provided on a virtual learning enviro
this from any Internet-connected device, However, you might be given the feed

wait until you get to school or to your college or university department in order

might have to wait for it to be delivered in the post.

Entertzinment

We use lots of information w
watch or which games.

sites can even recommend films and music based on their similarity to other

films and musig, or to what vou've watched or listened to before and given high%

ratings for,

£ to watch on TV, which films are
etimes this might be as simple as reading the,

Ul might see a review in a magazine or newspaper, or someone
might recommend something to you. You'll probably go to look up that fitm on
the web using a review website. Or you might use a search engine to search for
‘What are the best Christmas movies? or ‘What are the best action films? Some
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Using the web can be very quick and convenient, but remember that anyone car§
opinions are very subjective and could be based on only a handful of reviews, @

Planning

We can create a schedule using a diary or calendar ~ either on paper or using a
computer or a Google calendar on our phones. We can book in events and meetiy
such as the time and place - and ensure that we don't double-book ourselves.
electronic method - the software can tell us if there’s a clash and give us reming
others can sometimes see whether we're available or not, We can add or remove§
any time - no need for crossing things out on paper. But some people prefer to
all times, :

We can also use other methods to plan

ents; for example, creatys
messaging services, :

Financial

a lot of financial information. For example, we may still cho
staterments in the post or we may use online banking services. Using online ser
date information on how much money is available for us to spend. We can also
accounts are as expected. We can use this information to check that we have e
account for a big transaction that we are planning to make, and transfer money
necessary, and this allows us to budget.

Using online banking is very convenient, but the security is tight - you may be
information and codes that are sent to you in order to tog in. Sometimes, it's ga
more people who exclusively use ontine banking, the more local branches of th

Some people buy stocks and shares ~ the value of which can change over time,
information on the current and past vatues of the shares, and supplementary infy.
allowing you to make informed choices about whether you should buy, sell or he

Research

We use research all of the time - we may logk up a recipe ontine or in a book,
reviews and specification lists if we're buying a new product. And we might be
that you're starting some DIY and you don't know how to hang wallpaper for yo
which type of varnish to use on your floor, or you just want to Leam how to croc
be found online - often in video format. 1t’s much easie 5
read about it in a book, which uses lots of technics

lots of conflicting information as people, » best way of doing som
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Location dependent

Typically, you'll want something that is local to you {unless you are planning a i
register with a doctor or dentist that’'s near where you live or work, You ¢an use
local places that offer your services, which might be provided on a map, along v
inforration such as that given below,

gp surgaries near bsH0

Greermvay Communtly Practice

Or you might be ordering an item for click and collect and want to view the ava
closest stores to your house. One important consideration when searching onli

it is relevant to your country — there's no point in learning about a law in a diff
recipe that uses completely different measurements from those used in your co

1. Explain why voice communication can be more appropriate than email

2. Describe how new learning methods, such as VLEs, have transformed

3. ldentify two ways that we can use technology for planning our Lives,

4. lidentify a disadvantage of using online finance ms such as onii

5. Explain an advantage of using logs t services,
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3.3 Information categories (organisations)

Knowledge management and creation

Businesses generate, hold, manage and use vast amounts of
information ~ both information that they have generated themselves
and information that they have purchased from elsewhere. As
businesses grow, 50 does the volume of information. They need that
information to help navigate new markets, and they need 1o organise X
the information, and to make sure that valuable information is not lost. With kn
ability to make successful forecasts and better business ons - at the cost :
preventing intrusion. '

Again, each category has benefits,

Manage

A managem formation system (MIS) is a complex computer system that tak
provides analysis and information output, which is used by management teams
decisions. A Lot of computing infrastructure is involved in such a complex syster
The systems used to include large mainframes, but over time the technglogy ha
systems and is now maoving into the cloud. A large company such as Amazon, w
each year, has a highly effective MI5 to manage its fulfilment, distribution, retu
marketing strategies around the world. Of course, much smaller systems do exis
Therefore, an advantage is the greatly improved rmanagement on a sometimes ¢
is the staff, infrastructure and processing cost involved.

Marketing, promotions and sales

You ¢an have the best product in the world, but if nobody knows about i, then
bombarded with advertising every day - ads that play at the start of videos; ba
media; emails from businesses; commercial breaks on TV, ads in newspapers an
Those adverts ara not cheap, however - some of the adverts cost millions of po
prime-time TV ad breaks or advertising at sports venues costs a fortuna.

Marketers use sales data and other data to target specific people or regions. For
to sell well in a country and those sales targets aren’t being met, the spending
increased or the price dropped slightly (a promotional offer), 1T and print advert
extent. A magazine has a target readership, and th Likely to be rela
magazine and perhaps the gender of the rea “ ad breaks — expect
products during a cookery show

> highly specific based on the information
be targeted at specific age groups; for example, m

Using soraai media, ad

s being able to promote vour brand to a highly specific demo
there are many people who skip adverts at the earliest opportunity and disable ¢
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Financial analysis and modelling

in order to stay profitable, businesses need constant access to their
sales data so they can quickly pick up on issues and see which their
top-performing products are. This data might be displayed as a series of
graphs or reports — which could be automsaticaily generated by a
computer. This can be fed into decision-making, which we'll discuss in a
minute. A manager or director could check this data daily, or sometimes
weekly. Managers may also use data to generate reports showing the
profitability of other products, or even show large-scale financial data
for the business over several years. However, businesses 0 be E
agile to remain competitive, and need to ensura th ationis up to daé
can't predict unforeseen events, such as; 5

Muodelling is using that saleg
previous data

ate new information. For example,
ject the number of future sales, or to change
different va g What happens - what-if analysis. While useful, these Z
models mig be accurate, and they cannot forecast major events such as
recessions and global pandemics.

Contact management

Over time, businesses build up a wide range of contacts - people and business
provide a service. This ranges from people who supply the tea and coffee (very
important!} and the stationery, the cleaners and the IT equipment suppliars, all t
way up to investors, management consultants and financial advisers.

This information is essential to the effective everyday running of the business.
Businesses tend to keep their contacts secret ~ they don't want a rival business
know who their suppliers are or how much they pay for services.

R

in the old days, much of this was kept in a paper index, sometimes in a Box or ¢é
was a very laborious system, and hard to update. Nowadays, many businesses sty
electronically, including in online address books 5o that it is accessible by all thy
information could be stored in an encrypted file, along with login details for on
people who have access to contact information, the greater the risk of someon
they leave,

Another type of contact management is booking systems; for example, at a doctg::
is kept of all patients, and appointments are booked onl over the phone, '\A
appointment reminders sent. Nowadays, this i ised, but not so lonc§
would have been stored on paper - FHiling rabmets filled with fi lef

Decision-maki

Managers directors across all companies use information to infor :
company; fo ipte, if a manager needs to plan where to build a new store, ¢

information about the spending power of the people living nearby, the number :
the closest branch of their own store in order to determine whether opening a
a manager might use data about staff in order to assess their performance ~ if
as a high productivity ranking or a high percentage of targets met, the manage

emplovee and award pay rises or bonuses. A

As you can imagine, this information has to be up to date and correct, and Some§
from external sources - there is less control over the accuracy of that external ¢
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Other examples of decision-making include a charity that needs to decide how
disaster relief or where to send staff into the community, or a business that nee
the manufacturing processes and technigues based on the percentage of faulty

Communication {internal amf%

The information sent between the sta
very different from the information w
the company’s employment {external);

internal communication will include st
d instructions fo
Seir staff: and company-:
ny directors. None of this infor
1ot shared with any external source {unl
mp Oyee; for exampie, an employee takes internat
ch as Wikileaks). Z

anyone outside the com
through hacly
them onlind

External communications include letters, emails and personal communication we
social media accounts managed by the business; reports and other information
through the company’s website.

Big data

As the name suggests, big data involves enormous data sets. Globally, we
produce around 2 petabytes of data every minute, Big data includes, for
example, all of the transactions made by customers across a chain of national
supermarkets, or data about millicns of social media users. This sort of data '
cannot be easily stored using conventional methods - it is much too large for a
spreadsheet or a normal database. E

However, the data is still highly valuable. Small amounts of the data can be ext
a supermarket might need to pull cut data (data mining) about how much of a ¢y
the weeks before Christmas to ensure that it has enough stock this year, or to w
in particular stores - there’s no point taking up valuable shelf space for a produg
reduced section or expires. But due to its large size, most big data will never bei
be unstructured and difficult to analyse. :

COPYRIGHT
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1. Describe what is me jement information system (MIS).

2. ages of using social media as a marketing tool.
3. Ex hy modelling financial projections from data can be problemg
\4. Explain why big data is useful to large businesses.
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3.4 Stages of data analysis

Data analysis is a process whereby data is turned into useful
infermation. There are several steps needed for this procass.

identifying the information need

Before you can begin analysing the data, it is crucial that you know
what you want to find out, and to checi that the data that you need is

available. If you're analysing the results of a guestionnaire, it was \
important that you asked the right guestions in order to generate the N ;

required data.

Defining the information scon

he data analysis. All data analysis tai%

: salary must be paid in order to produce it. As s
ime to be spent are set early on. Of course, if the analysis is o

constraints e reduced and the scope increased,

identifying the possible sources of information

The sources of information vary depending on what data is available and the ty;é

For example, sales data could be provided by an MIS, or the data could be provié?%

guestionnaire carried out by the company.

Sourcing and selecting information

Once the data sources have been identified, the data must be selected. This cau:z}:

MIS ar from a spreadsheet, or by running a query within a database,

It is important that the best data for the task is selected and that we can be con
are reliable. If you're looking at some data and there is a clear outlier - somethié

might choose to ignore that cutlier; otherwise, it could completely skew your rezi;

Selecting the most appropriate data analysis tools

Charts and graphs 5
Charts and graphs are used to display the data visually. It's important to use the§
sort of data. Some charts can be used to display more than ¢ ‘

For example, we could use:

s  Barcharts to show 2
e Histogrzelli

s  Scatter (ROLs to compare two variables
@ Line charts to show a frend between two variables

Regression

Regression sounds scary, but it's simply a way of seeing whether one variable af

and all of the points seem to form a line, the variables probably affect each oth6§
regression (linear as you're drawing a straight tingl). 5
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You might expect there to be a relationship between ocutside temperatures and
temperature, the more BBQs people have, 5o the more charcoal they buy. You wy
x-axis and sates on the y-axis. f

When you create a chart using a spreadsheet, the package will usually be able e
the points. The package will also be able to tell yvou how
good that tine is; for example, by using an R* value. R

Here’s a very simple chart. A trend line and R? value are

shown, The value is always between 1 and -1, The greater 4 ‘
the relationship, the closer itis to 1 or -1. At 0.84, 84% of %\\%\\
the data on the y-axis is related to the data on the x-axi : ‘
The number is positive, so the relationship is posi
Using regression, the x and y value,» can
swapped around.

P

to determing which variables have the qreaté
example, t g be other variables in that example of BB(s and temperat
wealth and réups, For example, temperature and location could account fg
test a range of different variables - If one of the variables adds very little {o the
ighore it.

Another type

Trend analysis
Correlation is similar to regression, but it is used to see whether there is a relati
{which might be random rather than changing proportionally to each other). Un
doesn’t prove that one variable has an effect on the other. Correlation just show!
relationship.

When we draw a scatter plot, we can try to draw on a line gurselves - this migh
approximately half of the points on gach side, or we might see that the line sho

Remember, when we use trend analysis, we are looking at how something chan
those results.

Processing and analysing data
The data can be processad using a simple spreadsheet; for example, by creating

Both spreadsheets and more complex statistical software can be used to genera
averages, and can be used for regression testing using many variables. We will
such as a spreadsheet to store the collected and proce

Recording and storing in

While charts :

Gseful, it's very important that their meaning l
at school :

duce charts and explain them.
In business, 1 bris are produced which contain data tables and charts. These a

data supports the information. Remember that a company director is a busy per
graph with a short explanation so that they can make a decision quickly.
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Sharing results

The results of the analysis could be sent to the company director, or they mighti'
shareholders. The report can be either printed or downloaded.

Sometimes, real-time information from a management system could be displayerés
dispiayed on a large TV screens throughout the building.

Identify a scope of information collection.

Explain why data obtained from the Intem
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3.5 Data analysis tools

Data tables

The simplest way of showing a ot of data is to include it as a simple table. This:
such as numbers with headings that look exactly like a spreadsheet (in fact, mar}
a spreadsheet and into a word processor}, but the formatting might be tidied up?t
printed reports. :

Tables can make it hard to visualise patterns and trends, but they are really usei:.}s
be provided that would be difficult to obtain from reading them off & graph. '

Data tables can be used to support information provided in a report, Large data
back of a report in a separate section called an appendix. Not everyone will nvo
Data tables can also be viewed within a database. :

Data visualisation

Data can be shown in the various types of chart described in the previous
chapter. Each type of chart has a different purpose.

Here are some examples of charts:

e Sales numbers, production cos different products
over time; for example, a k
e  Weather data :

e  Profit and loss charts

identifying trends and patterns

Lines of best fit can help show relationships, while regression can prove why thg
data across several months or years can be analysed; for exanmple, a line graph c
compare the different vears. :
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Data cleaning

information must be accurate and up to date to be useful. In the real world, thin
people move house, get new phone numbers or email addresses, change jobs a
Therefore, the underlying data used to make decisions could be incorrect. Also,
incorrect data if it is purchased or obtained from another company.

To ‘correct’ the data, or to remove old or incomplete data, we use a process callg
methods by which the data can be cleaned:

¥ Removing very old or very incomplete records from the database - the datéii:s

more, of it's not worth the time trying to update it :
¥' Updating the record - for example, contactin
v Removing duplicates ~ if two people

1 who provided thf
“red the same data :

LENs up to date. This can be done automts
ually a company might compile a list of custor;
letters tha ned to sender - the company can then choose to re '
mailing lis 3 orders in the last two years) or contact the customers using §
updated contact details. A

Businesses will often check
example, every si

Geographic information systems (GIS) and location mappéng%

GIS

A geographic information system is a powerful mapping tool used for storage,
analysis and display of map data. It is especially useful for showing layers of dat
is used by thousands of businesses.

For exampie, you could add a base map such as a Google map or an Ordnance S
map, or an aerial photo. On top, you add other lavers, including data that you h
collected or data that has been provided by others. You can then see where the
overlaps to draw out trends, anomalies and a wealth of useful information. :

Going back to the example of the supermarket, one layer could be a plot of all o
nearby shops, and another layer could show income. It would be useful to see th
areas where there are higher income levels but few existing nearby shops. ‘

if you're interested in Gi5, have a look at Google Earth - it’s essentially a form o
different layers that are viewed on the base aerial photograph. ‘

Location mapping
We can map in real time the position of goods. ¢

tising trackers. COPYRIGHT
f PROTECTED

For example:

e  We can map thel g containers — very useful for
busin ‘ e their goods are located, to estimate arrival times
and 1o 3 ays in the network

e We can show the location of all aircraft at any time - there are several
websites available that show the flight paths, and they often tell you the
names and destinations of the airgraft

s We can track the current whereabouts of our parcels - each time the ,
barcode is scanned, the time, date and location are recorded and uploaded
onto the courier's website for the customer to fracl. Tracking gives the cust\

atlowing them to be at home to receive the parcel if necessary.
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1. Ascientist is writing up a scientific paper. They want to display their datg
scientist should use a table or a chart, or both.

2. ldentify two advantages of data cleaning.

3. Describe an instance of where a company might want 1o use a GIS.

.

2.6 Information system st

Open systems

ere all of the information can be accessed by ¢
within a company, and also by external partners, such as
ations (and also suppliers and customers). The system has acc

An open info
different d
marketing
to the internet, and information flows in and ocut from many different sources.

¥ This is very useful - lots of new information can be added and it can be see
lots of people, who can use the data and add their own ideas. f
¥' There is no delay in accessing the data.

x  However, open systems can be used only for projects or situations with a t
tevel of commercial sensitivity -~ many people have access to the informatig
and because the system has access to the internet the information could be
stolen by hackers.

% The data from external sources may be inaccurate as there is less control oy
sourced from.

Closed systems

The opposite is a closed information system. There is no external access to the a\

information sharing between the internal departments. This system is used W%1e§
commerciatly sensitive; for example, developing a new product ahead of the cor

v Very secure ~ much less risk of the system being hacked and data stolen

x  Inflexible systemn with delays in data transfer

mpany which might use a closed system structure.
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Legal and Regulatory Frameworks -
Storage and Use

& The different legislation and regulation operating in the UK to keep our data sect
Global information protection
® The requirements and benefits of ‘green’ IT

4.1 UK legisiation co

Personal data {the data
theft. Busine

e storage and 1
fimportant and must be protected so theg
are required by law to protect it. This chapte%*f
ties to businesses and entities that hold data.

UK legislation and regulation

Legislation is taws that are passed by Partiament. Regulation ensures that busm
gssentially, a check that the legislation is being complied with. f

Data Protection Act (2018} 5
One of the most recent changes for data holders was the Data Protection Act 20
Protection Act 1998,

in 2018, the UK was still part of the European Union (EUY. The EU
passed the General Data Protection Regulation {GDPR}, and the
Data Protection Act 2018 was set up in UK law in order to
implement the reguirements of GDPR,

The DPA 2018 built upon the protection of the plder 1998 act. it
gave people even greater control over how businesses could use
or ‘process’ their personal data. The biggest change was the

inctusion of the right to erasure’ or ‘the right to be forgotten’. This is when you
incorrect information about you if it is negatively affecting you. For example, if 0
articles that suggested that vou were guilty of a crime, but you were later found§
saw those articles and it stopped vou from getting a job, you rfould have those a
search results. : f

Many businesses spent a long tirme, and
made compliance more exper
implemented. Many b
because e

egal teams, over how
Tio the NEew Measures, processes
ut emails to alt of their customers asking ¢
es over consent to store data.

The princip e DPA and GDPR include:

e  Processing of data should be lawful, and the data shouid be used only for ti
was collected. ;
»  The least data possible should be collected -~ if it's not directly relavant, th\

¢ The data stored should be as accurate and as up to date as possible - there%
checking this rather than the customer updating their information. :
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e  [lata should be kept for the least time possible - customers can ask to havg}s
that the company stops processing it in some cases.
»  Customers ¢an ask a company for a copy of all the data that the company h
they can transfer their data to a rival company.
e  (Companies must keep data secure, Failure to do 5o, and withholding infom‘i’éié
the ICO (information Commissioner’s Office), can result in major fines. All E.c
a data protection officer.
e  (ompanies can’t transfer data to other countries which have less data prot E
agreement with the EU o transfer the data. This is why you cannot access

RIPA is legistation that allows public authori
departments} to monitor and intere :
general public in order
The legistatig
intercepting
investigator

onat methods of surveillance - such as
apping phones, using informants and
P bugging rooms and cars.

However, it's no coincidence that the legislation was enacted when

Internet use started to increase. The legislation requires that 1SPs and
phone providers hand over call records and details of websites visited, forcing
keys. The legisiation also allows collection of large volumes of data when it is

The Investigatory Powers Act 2016 amended the existing RIPA legislation. Whilg
allowing law enforcement {0 operate, it has received a severe backlash online f
surveillance aspect has led to it being branded as the Snoopers’ Charter’. For th
started to use virtual private networks (VPNs) and apps such as WhatsApp (stro
means that the business that created the app (Facebook) cannot read the messay

From a data holder point of view, 1SPs must retain records of the sites visited by

with requests to hand over personal information.

Protection of Freedoms Act 2012
This legislation affects data holders in several ways, including:

e  The storage and destruction of biometric data {e.g. fingerprints and DNA) -
removal of DNA from a central police database following no conviction for

e« (hanges to the surveillance of CCTY and automatic number plate recognit

e  (hanges to acts such as RIPA and the Freedom of Inforqution Act ‘

5 2003 (amended 201

nding direct marketing without
s consent issues. The use of cookies, priva
and in hand with the Data Protection Act and GDPP%;:;

Privacy and Electronic Communicatio
This is a law which prohibits comy |
contact detaiis to a datat;
also covereg

Freedomo rmation Act 2000 :
This {aw concerns data held by public authorities, such as government departme§
encouraged to publish certain information, and it allows the public to request s '
{but not personal data). Sometimes, you'll read a newspaper article and it will s
provided following a Freedom of Information request.

Reguests for sensitive information may be declined.
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Computer Misuse Act 1950 :
This law relates to computer hacking and was passed just as people started usirg
Internet. The act makes it itlegal to access a computer system without permissi
access with the intention of causing other offences, and to modify files without
permission. Varying fines and lengths of time in prison were set for each type 0f§
offence. However, many hacking attempts originate overseas {cutside the UK’s E
or ‘jurisdiction’), and many hackers get away with their crimes as they are rarely

More recently, the act of 1990 was updated by the Police and Justice Act 2006,
changed some of the wording, and the Serious Crime Act 2015, which made it a
along with other new scope and tougher penalties.

Information Commissioner’s Office (IC0) ¢
The DPA has a set of strict rules; h i
the rules are followed by co

vy that businesses comply with
it; i.e. by adhering to guidelines set

All organisgy

ersonal data must register with the 1C0O, which is al
and handi :

Lopyright, Designs and Patents Act 1988

This law protects works from being copied, published or performed by others. &
Copyright covers books and printed publications, music, film and television, and§
other artistic works. All material is automatically covered and generally cannot
be copied unto 70 years after the author's death (although there are limitations
and different time periods). E

if a company wishes to publish an extract of copyrighted material, it generally
needs to ask permission from the owner, the rights holder’. The owner might
give permission or ask for a fee. Sometimes, a small amount of the work can be
‘fair dealing or fair use’” ~ but this can be used only for criticism or review. You
discuss its strengths and weaknesses, or use an extract in a review — but that's <

For education and private study, you can usually photocopy 5% of a book.

Computer programs and the content of websites are also covered; computer prav
Copyright (Computer Programs} Regulations 1992,

Equality Act (EQA) 2010
This Act was aimed to stop discrimination, victimisation and harassment, and to
anti-discrimination laws. The Act means that you, as an employee or an individu
discriminated against for things such as your age, sex
discrimination — how you are treated - and ingi
establishment. :

prientation. This
ination, e.g. & policy;;;;;

Hou when you apply for a job based on thg
2 3 disabitity but you are perfectly capable of doinqi
ty leave in the next few years.

For example, an empl
sexuai orien

Failure to comply with the Eguality Act could lead to court proceedings and finay
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Complying with UK legislation

All information holders (including businesses) must comply with the laws and s;§
various changes. Companies who are abroad must also be aware of the laws in t
dealing with. As companies become more global, they will face greater challengs
the world. 1

The fines for businesses that do not compily with the laws can be very severe, Fc
available under GDPR is €20 mitlion or 4% of annual global turnover - whichev;
UK, you can see a list of fines given out by the 1CO here: zzed.uk/11146-iC0

1. [Identify the Act tha

2. lde
pet

3. ldentiyt

ence to hack into a system and modiy

s people more control over how companies holg

he Act that allows the public to request certain data from pubuf

4, Identify the Act that helps protect creative works.

5. Identify the Act that requires internet service providers to keep a log of

Data protection taws are not the same throughout the world. Some
countries have similar laws - such as the European Union countries
through GDPR. The laws in some countries are less strict than in others.

Regulation and data protection outside the UK

The UK is covered under GDPR, which, following the Brexit transition
period, was entered into UK law, and remains alongside the Data
Protection Act 2018.

The USA, for example, nas many different data protection laws that cover differ;
states differently, China has a series of data protection laws, including the PRC ¢

Remember that under GDPR, personal data cannot be transt
are weaker - therefore, protection agreements m;

d to any country:

tace to allow da COPYRIGHT
PROTECTED

Comparing different d ctions outside the UK

If you visit you'll see a map of the robustness of data securi;

p!

Europe, No hina and Australia have strong data protection laws (at%
by GDPR) - otice that there is very little data for Africa - the IT infrastructiy
is limited.

Notice that India has only very limited data protection laws at present. It is perh
volume of scam telephone calls that originate in the country. However, many UE«
their call centres to India, so those companies must uphold stricter rules than an{%
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UN Convention on the Rights of Persons with Disabilities (U

fn 2006, the United Nations (UN) set out to challenge the perception that disably
instead, they are just like anybody else - ‘subjects’, who just happen to live witH
disabilities should have equal rights to non-disabled people, and they should be§
the same access to information in order to make decisions.

information as a human right
Under the UNCRPD, the guidance states that disabled people should have equal§
communication technology and the Internet {including electronic meang), and ﬂ
implement accessibility measures as everyone should be able to express themseé

Sometimes, Vo hat simply explains that the content is L

% Explain why this message is displayed.

¥y access to online information/services is a human right.

4.3 Green IT

As our population grows and countries develop, the impact that we have
on the environment increases. We are consuming more resources and
energy than ever before, meaning that we are causing significant and
perhaps irreparable damage to Earth’s life support systems and

our climate.

IT includes all of the computers and devices in the homes and offices all
over the world - but there are also hidden uses of energy - all of the

cloud servers, the Internet and cornmunications networks that operate
24/77365, and the transport used by the communications companies. About half§

generated by the equipment in our homes and offices. The other half is used by\

distribution networks.

But we must also consider other environmental factors across the entire pmduct%

e  The metals and raw materials mined - water pollution and habitat destrt.zc*i%?%3

use rare materials from all over the werld
e  The plastics required and their disposal
e  Water used in the manufacture process
e Transpori of materials, products a
®  The paper, ink and other co
e Disposal of the pr

: s
by the equipment

ments for organisations and individuals

R

Across the world, governments have created laws or regulations on the environ
reason why your computer is set to turn off the screen after 10 minutes of inact
leave the screen on with the computer unplugged.

There are many different policies that have phased out the use of heavy metals
carcinogenic flame retardants and chemicals, and that ensure electronics are ea
rules that ensure that manufacturers take back waste equipment (WEEE) for rec
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throw electronics in the general waste bin. Hundreds of fires breal out in recycl;
lithium ion batteries. People put them in their recycling bins from laptops and s,
fire when the waste is shredded or crushed.

United Nations Climate Change Conferences

Each year, governments around the world meet to discuss climate change -~ one%
humanity - and these meetings are grganised by the UN. Huge achievements hgz
ratification of the Paris Accord by many of the world’s governments. The aim is ¢
Limit warming to 1.5°C from pre-industrial times. It is i’hought that further increg
the planet’s health and could produce irreversible dama
(IPCO), set up by the UN and the World Meteorolo
understanding and possible impacts
have signed up to agreements, z;
to lower their CO

fation, creates reps
The manufacturers in cog
aris Accord have a duty to improve &

ere is no exception.

UK gove ont policy

The UK government aims to use 1T to help meet its climate change targets - wh
carbon in less than three decades’ time. An update was published in September!
government: ICT and digital services strategy 2020-2025",

Some key highlights include:

e  Consolidate data storage onto fewer data centres or the cloud to reduce tha

running, and remove duplicated files

®»  Remove older hardware, including legacy systems {old systems that still pro;

¢ Improve monitering and evaluation of the product tife cycle and the supply:
e  Reuse IT equipment rather than disposing of it :
e  (hoose suppliers of equipment that are more sustainable

Reducing “carbon footprints’

The carbon footprint is the amount of the gas carbon dioxide (C0y) that a persor;é::s

business or sector {such as ICT) produces. The problem with CO; isthat it's a

Intergovernmeny

greenhouse gas. The more we add to the atmosphere, the more severe the Eevef
climate change {gicbal warming) will be.

We generate (0, when we burn fossil fuels such as coal, ¢
Many countries still generate their electricity from,
and all ICT equipment requires electrici
largely phased out the worst pe

it gas is still our

of the global C0; emissions. The company
Ericsson pu a paper in 2018 that looked at the carbon
footprint of IT equipment between 2010 and 2015. Despite an
exponential growth in data transmission over that period, it
concluded that very Little extra CO; was generated.

We can reduce the carbon footprint by ensuring that new equipment is energy-e
more powerful {processing) but use less energy than before — computers run a Y;
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We have also seen major shifts in the IT industry towards lower-powered device%s

e Switch away from high power consumption desldops to laptops

o Switch from CRT monitors to LCD displays ~ LUDs initially used ﬂuarescem%
now they use very cool and efficient LED backlighting 5

®  Switch to tablets and smartphones

» Improve energy efficiency and software control

» Increase virtualisation and online applications - processing
power is server-based, and thin client computers can be used

must run
w years ago Facebook opened a data

: ern Sweden, and more recently Microsoft experimente
centre caps utting a data centre in a cold place makes a lot of sense becay
conditioning to keep them cool. :

Sustainability

The underlying principle of sustainability is meeting the needs of the present WP
future generations to meet their needs. We can transiate this into IT through:

v Reducing the amount of materials required to make new products - some
smartphones are mined onty in a few specific locations, and the resources

v' Ensuring that products can be repaired and upgraded, rather than needing t
again, reducing the amount of resources used

¥ Ensuring that hardware remains supporied for many years, and that new *30
stop a fast upgrade cycle (built-in obsolescence) 5

v Ensuring that products are energy-efficient to reduce the impact on ciimate§

v Promoting donation of working and usable IT
eguipment to charities for redistribution in the
developing world

¥ Using less paper and ink (through enabling double-
sided {duplex) printing} and using a lighter layer of
ink/toner on the paper {and using recycled pang
v Ensuring that the products are eas .
reduce the space taken in lzu

Recycling nrod: the USA and Europe
he waste o the developing

world, S disposal can harm the environment and
people’s health, e.g. burning electrical cable to revesal ,Recyd[-ng, waste ele

the copper, or dumping waste in landfiil smoke from burning
local people.
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Benefits of green IT
There are many benefits to green T, which include:

v Cheaper to run - lower energy costs

v Cheaper to recycle

v Ability to work from home ~ less time spent commuiting

¥ Enhanced brand image and reputation - most companies have a sustainabiy
they show off their green credentials and environmental management syste

¥ Stakeholders and customers expect it - this is called a ‘triple bottom line’ ¢

- go green or lose sales! Greenpeace used to rank the major electronics ¢o
they ware,

Hient of ‘green IT that can be implemented at the desigr

Ex now the UK government plans to reduce its ‘carbon footprint.

identify two problems with using large amounts of energy to run 7T har{‘q

B

If you were purchasing a new printer, identify two requirements you co§
its sustainability. f

(]

Explain why purchasing new equipment might be cheaper than contin
equipment. '
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Information Flows

| © How the different types of data and their sources vary
| @ How to interpret and draw data flow diagrams

5.1 Information sources and data types

Businesses generate their own internal information or tt
different data types based on where and how the

in it from outsid
cilected, and wheth

internal and externa!

infernal so _ O are generated within the business.
For examp iy es may use the company’s sales data in
order to pro a financial report or to recommend which
products should be marketed or withdrawn from sale. The data
used to compile that report would be based on information
produced by the company; for example, extracted from a sales

database.

friternal worke;
business

This type of data and information is likely to be highly accurate
because the company controls how that data is coliected and used. There are nc§
using an external third party. 5

Another type of internal source of information is a company’s analysis of its o
employee could use the rival company’s website to find out what the company
company is run. Staff could also pull together reports, news articles and press r
the company. Certain types of company must publish annual financial accounts
register of companies.

While the data might be from external sources, the assembly and analysis of th:
were carried out internally.

External sources come from outside the company. For example, a company
migit request a price list or a catalogue from a stationery company. The
company will then look at that information and make a decision as to
whether the products and prices are right for them,

Ancther external source would be a financic
party censultancy. This report m
company, but the thirg
party might,

Sduced by a third-
brmation provided by the
nes that produce the report. The third
teport to the same standard as if it were
produced i y, or may not fully understand the business aperations.
Therefore, the company might have to go back to the third party and ask for
corrections to be made.

et 2

Another external source would be data downloaded from the Internet or purcha :
has no way of knowing how accurate this data is, how it was produced or perha
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Primary vs secondary data

in your Geography lessons, you might have stood cutside a shopping
centre to ask shoppers where they travelled from, or sat at the side of &
road counting cars. This is primary data because YOU coliected it, for a
specific purpose.

In the same way, a business can collect primary data. This data might
be captured automatically each time a sale is generated, through an

online survey sent out to customers or information produced by an A surves
employee. The business knows exactly how that data was collected, collect
understands the strengths and weaknesses of the data ¢ on,ang Pl
can ask very specific questions (or run specifi
to extract the data that perfectly fits 1

a database)

in contrast, secondary d by someone else for a different purposy
purchase omplement their own data - to see whether their

Secondary data can be useful and is much cheaper and more readily available t
business didn’t produce it, there is less certainty over its reliability, and it may

Qualitative vs quantitative data
The final two data types relate to whether the data is described or measured.

Qualitative data usually describes something. | could ask you, ‘What is your eye &
saying ‘dark browr’, ‘vlue’ or ‘a delicate shade of hazel' If you ask a customer fo
me why you rated our product 4 out of 10, In that example, you want them to
product so that you can improve it

Qualitative data can be very informative and useful - we want to know
what people think and their reasons, and use this information to prove our
theories - but it can be difficult to analyse. If you had a question about
eye colour, you would probably have only a few categories in the end -
brown and blue, and maybe also grey and hazel. But let's say you asked a
thousand people about how to improve a product, vou could get dozens of
different answers. it would take much longer to read through each answer
and extract the useful information.

ncluding a
Lves orto
nd more personat

Qualitative data can be very useful for job application fo
couple of questions asking the candidate to descr,
explain why they are interestad in the io ”
than having just tick boxes.

erfient. For example, you could go to a beach, pic
pebbles and “the weight or length of those pebbles. Or you could make
all of your 1 birthdays. Or you could write a survey question that reads Or
scale of 1-5, how likely are you to recommend this restaurant to a friend? or H\
have you travelled today? f

Quantitative

There are far fewer possible answers, and they can be analysed much more easi
qualitative data. You can make a list in a spreadsheet, order the responses by sizi
date, and calculate the average and range. When producing a questionnaire or s.
many gualitative guestions are called ‘open’ guestions, while many guantitative
guestions are ‘closed’ ~ there may be only two possible answers.
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We can use guantitative data and gqualitative data together. For example, you co::fza
would be to recommend a restaurant to a friend on a scale of 1-5, but then you,
that answer - which is qualitative. f

1. ldentify two examples of internal data.

2. ldentify two examples of external data.

3. Explain two advantages of using secondary data.

4, Explain why gqualitative data can be ve

a challenge to mtar

¢ diagrams (DFDs)

Se how data flows around a system using a data flow diagram.

Level 0 diagrams are a very simple way of representing how a system works.

Level 1 diagrams are much more complex and show specific flows, entities and
symbols and rules used when drawing level 1 DFDs, :

External entities, processes, and stores and flows of data

Level 1 diagrarms use the following categories, each with its own symbol:

An object that enters the systemn from outside, For example, t
be a weather station on the roof of a building that provides

temperature readings and wind speed, or simply an online orc%
system used by a takeaway 1o generate the customer orders,

An important function of a system, where the data is changed
i modified - and displayed/outputted. For example, that weath '
station might produce a graph of temperature change over th
that takeaway order system might s rder on & displa
it to a receipt printer.

: rmation or data generated by the external
: 35 — such as a record of weather data or a database
orders and customer details are stored.

The movement of data between sach of the external entities,
and processes - for example, the flow of orders into the syst
the flow of data to the screen or printer.
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Connectivity rules, direction, labelling, flows and outputs frc
The following rules” must be obeyed when drawing a DFD. For example: :

¢ In order to connect to the system and transmit data, external entities must

input or an output.
»  Each data flow can go in only one direction. If there is an input and an outp

example, the data is different for each flow and travels in a different direct:

represented separately. :
o  Data must flow 1o each process (otherwise there is nothing to process).
e Data must flow out from a process ~ the resuit of processing.

impacts affecting the flow of dat

: ickly as expected. For example, a se
g website might be down. This could either§
- of the system to fail. f

Data might not flow throug
might be offline or 2
system or ¢

Data might manually inputted incorrectly - staff might make a mistake ¢
the wrong option on a drop-down list or click on the wrang checkbox. This coui{
data to be processed correctly. Somebody might accidentally cancel the order, o
or click on the wrong item, quantity or payment when processing an order ove ;
could make a mistake typing in their credit card number, causing the payment to

1. Explain the difference between a level 0 and a level 1 DFD.

2. ldentify an external entity within a DFD,

3. ldentify what an arrow represents on a DFD.

4. ldentify why separate arrows may go to and from a process on g DFD.

5. lidentify a relationship between a store and a process within a DFD.
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Principles of Information Security

The principles of information security, including confidentiality, data integrity ar
That there are risks associated with holding data
The impacts of data losses or breaches

Ways of physically preventing data damage

Ways of logically’ protecting data using software and encryption
How data is encrypted

The importance of strong passwords

N RN N RNS

A

Confidentiality

We've already covered what is meant by confidential information. Confidential
information stitl needs to be viewed and processed by people, and shared with
the relevant departments and organisations. :

The information can be protected in two ways:

s  Through the actions of staff - a doctor isn't allowed to tell a friend about
their patients, payroll staff shouldn’t gossip and reveal anyone’s pay, and
staff in the HR department shouldn't leave (Vs or personal information
lying on the printer for a long time before they collect it

e  Through company controls - such as limiting shared network stores to onhé
the relevant department, providing some staff with an individual printer
(where shared, staff may need to go to the printer and release the print job
with a smart card) and providing iockable filing cabinets. Some businesses
have a ‘clear desk policy’, whereby all paperwork must be securely stored
when staff are on lunch and overnight.

integrity

In order for us to make the right decisions and take 1t jons, data rxeed5§
incorrect data is discovered, it should be : ‘
process can do their job of updat!

sending an email only fo!

COPYRIGHT
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1o point sending out a letter Whé
using old sales data to decide on a ma

Businesses ave checks in place. For example, they could ask custor
addresses, L with post that has been returned. An HR department might(E
of each employee’s contact details for them to check, or request that they check
company intranet. Some checks might take place every year or six months. '

We can also use simple checks when inputting data to make sure it makes sense.
data and enter a baptism date that's before the date of birth, or a marriage date’
the system might flag a warning message to ask if you are sure ~ you can either.
or else check that you've not made a mistake, such as read from the wrong line o

BRI
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such as typing 2002 instead of 2003, or entered digits in the wrong order, eg. 1
might not be wrong, though - some people do get married very late in life, but

We can say that accurate and updated data is fit for purpose’ - because the da
our needs.

Availability

Everyone who needs information must be able to access it when
needed. For example, websites and online services are typically
available 24/7/365.

Ermployees need access to the information in orde;
jobs. If the access is delayed, then importanie
targets may be missed. The empl
are duplicating work or
unauthori

. né“fﬂcient if they
ted copies provided by an

Letl's imagif* You are writing a company report that must be handed to yo
have an important meeting with an investor at 2pm. If that report requires acce
which are unavailable to you, you might not be able to get that report written i
data from two weeks ago ~ which might be different from last weel's!

Explain why confidential data must be processed onty by authorised pe
2. ldentify a way that a business could ensure that its data is up to date. A

3. Explain a disadvantage of a business iosing access to an important systefs:;
of information.

..

6.2 Risks

Every person or company that holds information risks that information being se
see it, and risks losing the data or having someone else change it. Breaches of
the Data Protection Act.

Unauthorised data access

This can be as simple as a business having a poor infaym
place that fails to recognise all of the stores
inadvertently disclose sensitive infi ot meaning to, or

: wugh protection. Confidential
. etwork drive that gveryone has
access 1o, ot told what they should shred — meaning that
anyone can into the paper recycling bin and find copies of

employee performance reports or finandial information. -

If the company has poor network security ~ for example, no firewall - then hacly
are more likely to gain access to the system. This could be lone individuals i.ook%
for information or credit card details that they can sell on the black market, or
companies Looking for commercially sensitive information to gain information alt
their competitors. Some rogue governments also attempt to breach the internal;
networks used by governments and militaries - this is espionage. :
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Of course, employees can also test their internal systems to find out how much
discover that they have more access to information than they expected, snoop |
alone in the office or steal somebody alse’s printouts. ‘

Accidental data loss

Penple sometimes make mistakes and data is lost; for example, they might dele 5
newer version with an older one, cut text from a document without pasting it a
information by mistake. They might alse throw away the only copy of informati
written form or note - or leave a USB drive containing the only copy on a train.
lost, not just a copy of it. Hopefully, the losses will be only minor (affecting sing
lines to be retyped), or there will be a recent backup copy, or othert

A common form of data loss is due &
targeted malicious attack such as a
cutbreald or a ransomware attacic T
files might be deleted, while encryp
means that the files are unrecovera
without paying a fee, If the fee is
unaffordabie and there is no backup
particuiarly nasty virus could secret
up for seversl months - the compan
late and most of their recent backup sets have been affected. That’s one reasgn
backup system to make sure it's working. Also, a disgruntled employee could ¢
staff might be escorted from the building the moment that they hand in their n
month’s notice period in order to cause damage o the system or steal data.

An example of a ransomware message

G

Intentional tampering with data

Tampering means changing some of the data but not deleting the file itself. Ta
deleting ~ someone will guickly notice if a file is missing, but may not if a few
changed. An emplovee could tamper with a file in order e harm to the by
incorrect decisions as a result, or a hacker or a rogy : nt could modify
fraudulent activity. We saw how this b mputer Misuse Act — modit

i {l have seen a high-schoot hacker lo
, his should be a lot harder to do today as scho
en down and placed on the desks, and password policies a

If you've ever seen the film
change his a §
passwords

1. identify two risks that could result from espionage.

2. Descripe how data could be lost accidentally.

I, Explain why a hacker might want fo delete or encrypt data.
L 4. lidentify a consequence of data being tampered with.
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6.3 Impacts
Each loss or data modification has an impact - the amount of data tost and the
a direct effect on the impact. The impact can range from a small inconvenience,é
couple of files, up to large fines and damage o customer confidence. 5

Types of data and service loss and failure

The data owned by businesses is cailed intellectual property - P for short {(not
confused with the iP address of your computer). IP includes all of the proprietarx@s
information, designs, patents and copyrighted material that a company holds. &

uch information
opportunity for the cons
esses also store and handle thire
1t may host your files and documents in
annoyed if those companies had accidentally giv
files. Now i 5h'u tnoyed vou'd be if you owned a business and your co
been leake smaller scale, companies share documents with each other;
are sent to the other teams working on a building, such as the engineers to pla
systems, and eventually the contractor who needs to actually build it

Some of that data might not be worth much or gi
not be too big a deal - it might provide 3 g
defences being increased. Remem
companies such as Goog
belongs to

The effects of the loss of large volumes of data ¢
the product hasn't been released yet and is seen
used and accessed on a daily basis. Remember tha
pounds are at stake — a large product such as a ne
system or an AAA video game could have hundred
- that's a lot of salary paid out! :

Remember that the {0 can fine companies thousands of pounds following a dataé
4% of the previous year's global turnover can be requested as a fine. Such fines an
personal and confidential information are released, including names, addresses

Sometimes, hacking or an attack on the business can cause a service to be lost c
disrupted. Examples could include: 5

®  Hacking into accounts and resetting passwords - ranging from wireless &
access points to servers, client computers and cloud services. Using a bruteﬁ%ﬁf
force password cracking attempt could cause users to be routinely locked :
out of their accounts. Both cause downtime for users, wasting company tim::;.
and money.
e  Using a distributed denial of service attack (DDoS)
whereby a system is taken offline by using a@

account temporarily suspended if there were too many logins,
or {ogins from an unspecified P or region.

o Logging in to services and Wi-Fi would slow down the network
or service, or take advantage of the service for free. This could A DDoS att,
cost the business, and the business’s IT network coutd be used  atform as
for illegal purposes. A company email server could be hijacked to send
spam email - damaging the sender’s reputation and causing legitimate
business emails sent from the sender to be rejected by email services.
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Reputational loss

TalkTalk, a telecommunications provider, suffered a major data breach in 201
157,000 customers were stoten. The 1CO issued a fine of £400,000 - one of the:
the breach possibly cost TatkTaik up to £80 million. Some of that increase is du§
The company had (and still has) miltions of customers - but around 100,000 rmf
share price of TalkTalk dropped by 11% at the time. We will never know how m;
been discouraged from moving to TatkTalk from other companies such as Virginé
has since fixed the issue, but the fact you're reading about it more than five yea
can be long-lasting. E

Threats to national security

cking. A national govemmg:
¢in to government and military serve
1e government and the running of the courf
tary institutions, all threats to national security.

An evolving threat is cyberwarfare, es
terrorist organisation could
obtain classified info
and informgg

During elect® T ampaigns in countries such as the UK and USA, there are often
investigations to determine whether other governments are trying to interfere w

Terrorist organisations could also attemm%
infrastructure systerns such as power grid
successful, targe parts of a country could §
systems are taken down or infected by ma
not come back on fully afterwards. Such
systems and cause needless deaths. Even
which unintentionatly hit the NHS comput
deaths, a larger attack in the future could

Examples of failures to protect information

We've already discussed TalkTalk. Back in 2016, £40,000 seemed like an eye-wa
However, that was before the GDPR regulations came into force two years later.§
larger fines. The 1CO fined British Airways £20 million after the theft of details c
passengers. The hotel chain Marriott International was fined £18.4 million after
were accessed six years previously - but this went undiscovered until 2018 and:
acquired the company that was responsible for the breach. The fines could have
initiatly set at £99 million for Marriott and £183 million for British Airways! '

It is important to remember that even fines on that s¢

Smaller businesses tend to have a |
bust after an attack. Tor =

der to help cover the fines.

1. EBExplain why intetlectual property (1P} is 2 valuable commeodity.

2. Describe how an attacker can cause loss of service to a company resource

3. Explain how a large data breach can affect a company financially.
N

S
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6.4 Protection measures

Policies

Policies are the rules and procedures that businesses use in order to protect the
and data breachaes, or to recover from an incident. These policies help ensure th
the government legislation that they are expected to follow, such as the Data P
reqularly review and update each policy. Every relevant member of staff should
expected to follow them. Staff are often required to sign a document {either pa

they have read and agree to abide by the policies. Z

Staff access rights
We mentioned before that only the staff

cess specific informatéor§
exampte, payroll information Z

“has the responsibility to keep data and information secureé::z

e Disposi f files and electronic media securely

e  Setting a strong password

e Adhering to clear desk policies

»  Locking screens when walking away from their desks

e  Ensuring that information is not accidentally discarded or disclosed

Disaster recovery procedures

A business must continue to operate after a data breach, a system malfunction
disaster such as a flood. The disaster recovery plans will range from a simple reg
from backups all the way to moving to a new location if the current building is
damaged or destroyed by a flood or a fire. The faster the husiness is able to recaé‘\f
the sooner normal work resumes, and the less money is lost.

Therefore, businesses develop detailed plans about how to manage such a disas§§
specific tasks for each person to complete in a specific order. The plan won't cov
must be informed, and there will be instructions about how to brief the general :
how to temporarily do their jobs while crucial 1T infrastructure is down, and wh
reporters — who might try to interview staff if the breach or disaster has gone p

The plans won't have a person’s name associated with them - they'll have a fob%
employee leaves the company, the procedures don't need updating every time, a
who will perfarm the tasks. Of course, the plan must b
and it's important to test that the plans worl :

and improvements made.

tn order to facilitate th

Gent backups are made of all of the files c
the systemn 5

Following ae®ted data breach or cyberattack, a strict set of containment, -
investigation, Peporting and mitigation stages should be followed - if the breac§
persenat data, the 1C0 must be informed guickly to reduce fines and Limit repute%
a small 1T department might need to bring in externat consultants {perhaps the
externally).

if the building is damaged, plans for staff to work at home temporarily should b E
need to work with suppliers to purchase and install new equipment, and, in exts
building altogether. :
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Risk assessments RITK ANNEN
Businesses need to assess all of the risks that could
affect the businesses, and work out how to minimise
each risik.

The risks can be displayed in a grid {(sometimes
called a matrix), based on the severity of each risk
and its likelihood of occurring. The grids are often
colour-coded so that the biggest risks are quickly
identified.

GRS
Protection measures

The protection measures should be regular
to ensure that they are effective. Ee “
business might employ
anything abgg '

L

g

9%,

W
/,gf’////’,;/

I
)

7

‘gdoesr’t Know
5 5ystems) to attempt

to break int ‘s to find weaknesses that are § ROBARLE

then fixed. calied penetration testing (or a § ik e

‘pen test) §

P o N

Staff training An example matrix - g real 08

All staff must be trained when they join the A
company; otherwise, they won't be famitiar with the different policies ~ it is esss
active, and not gather dust in the filing cabinet. Staff may also require annual r

1. ldentify a correct level of network access required for a junior member oﬁ
company position, :

2. Explain two responsibilities that all staff should hold.
3. ldentify two requirements of disaster recovery policies.

4.  PDescribe the purpose of a risk assessment.

COPYRIGHT
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6.5 Physical protection

The following are measures that protect data and equipment from threats.

Physical locks on eguipment and rooms

We can use traditional locks and metal keys, swipe cards and biometric locks {wi
scan a user's fingerprints or iris) to: ‘

e  Physically iock the room where data is stored {e.q. the server room) :
e  Secyre access to the building (including windows) — especially overnight, w

We can also lock down computers and d
computers and other device :
object, or placed insid
they are o8
computers

t a desk or an immovable
red with a tough metal cable. When
echanism to open the cases of deskiop

Bled, meaning that hard drives cannot be removed,

Many devices such as {aptops and phones also have a fingerprint sensor -
often built in to the power button. You might be able to use a camera to log '
in - facial recognition - or say a password which uses the pattern of your voice:

Some systems use two-factor authentication ~ 3 combination of a password anc%
smart card or a key generator. This adds security if the device is stolen, as both t&
password and the card or key generator must be obtained.

Keys and swipe cards or smart cards can be stolen or borrowed. Biometric securt
can be more secure, but some older systems could be hacked with a detailed
photograph {madern systems have removed this Limitation as the points are view
in 3D). Some users have privacy concerns over companies storing personal data
systerns may not recognise a person if they choose to alter their appearance, ang
if the user has a cold. Z

s

Flooding

The server room might be located in a basement, and many companies place thf
floor. This can be an issue if there is a fiood.

Floods happen when a river bursts its banks, a water main outside or a water or 3
breaks, or the roof leaks. :

heir phone in thy
frice). To reduce
an be mounted in racks ¢

Electronics and water don't mix ~ as anyone who has dropg
well (and has then spent a few days with their phe
can be moved onto desks or an upper floor -
reasonable estimated flood leve

Off-site b

One set of 5 should always be stored off-site, or in the cloud, so that the
on-site backups have been destroyed. Some people say that you should have fw
hard drive), and at least three copies of the data. Tapes and hard drives are fairi

take up much space. '

if a complete backup is made five days a week, one or two of those backups m(g
example a Monday and Wednesday, or a Wednesday and Friday. This minimises
data that could be lost. Off-site storage could include a safe within a home ownx»}s
trusted senior staff member, or a safety deposit box at a bank. An annual baclkug
archived for many years.
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Security staff
To protect a site from intrusion, security staff might be employed. This could in

o  Staff standing at the entrances to a building, checking or watching
peopie who enter and leave

e  Staff who patrol the site at night. You might see small barcodes
attached to door frames - when a security guard patrols the site, they
scan each barcode so that management can check that each ares has
been regularly searched.

s  Live monitoring of CCTV footage - either by staff on site or remote
monitoring - if suspicious activity is seen, a unit of s can be
quickly dispatched

e  Sgmetimes, patrol officers are

in addition, all staff sh
is entering 3
suspect so

# intruders. Staff working in reception sho
Glar might dress up as a delivery person and carry 3
ging things in to a building?). :

General staff should be told to watch out for people who try to follow them thrg
check (a key-coded or swipe-carded door, typically the front door} - called tailg
anyone who asks to borrow keys or cards, or who appears to act suspiciously.

Paper shredding

Printed papers which contain sensitive information must be shredded so that ot
access the paperwork. Each employee should be made aware of what types of |
example, financial data, payroll information, personal data and job
applications from rejected candidates.

Locked shredding bins are used to store the paper for shredding. These look g
lot Like postboxes - just a small slit at the top to push the paper through, or
a locked wheelie bin with g siot on top.

Shredding is done either by internal staff on-site or by an external company.
Once the paper is shredded, a certificate is provided to say that the material
has been destroyed.

.
N
.
#
.
3
3
S
5

Other materials such as tapes, hard drives and disks can also be shredded or magg
data that they contain.

1. : e more secure than traditionat phys§
2 : vhere two-factor authentication could be used.
3 ckiips can be stored in a safe in a secure location. Explain wh

4, Describe how an office could be protected by security staff.

5. Identify a type of document that would need to be shredded before disp E
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6.6 Logical protection

We can use a combination of software and hardware to prevent unauthorised pe
and the sensitive information contained. f

Tiers of access

We can limit the access that a user has based ¢
when setting up a network, specific users, or m
be given access to specific systems and netwo
whether particular users can read or write to a
against accidental dels tampering wit
write access, should have access

iy :'mpartant to give individuals th
€ access to a network -~ the ‘least privil
_ yee login, they may not have access to many drive
we')amount of data they can steal or access, and their ability

If a hacker

resources,
install matw

Network admins have a powerful set of tools at their disposal to lock down the
admins can implement a feature called ‘Group Policy’, which can disable some f
the ability to copy files to a USB flash drive, install software and access the com
Each time the user logs in, the policy is updated, and it cannot be changed by th

Firewalls

Firewalls block traffic from entering or leaving a network or device, Firewalls ha
allowed and what should be rejected. Anything that doesn’t meet the rules is auy
help stop hackers and malware from entering a network. ‘

While most firewalls are preconfigurad, network admins are able to configure o
monitor incomning traffic, and some monitor outgoing. It's useful to block some ¢
is infected with malware, then the malware can by stopped from connecting to

or downloading more malware. :

Examples of firewall rules could include:

e  Allow full network access to the program ‘Skype.exe’

e Reject all incoming traffic from the IP range 45.487.5.0 to 45.487 .5.255
»  Block all incoming traffic to port 3399
e«  Allow all outgoing traffic

e  Allow all incoming TCP traffic on
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3 from any location or P &

3857

There are two types of fire

at separates the router (and Internet) from the rest c
ises through the device, and both incoming and outgoing tra’r’i
in businessas, and not typically in homes. :

Hardware:
network tra%
boxes are used

R

Many routers act like a firewall as any unrequested incoming traffic is filtered oa
know which device on the network the traffic should be sent to. E

Software: Programs are installed on the devices to filter out traffic being sent to%
network. The firewalls can be built in to the operating system (in Windows, the £
traffic) or purchased from a third party that might block incoming and outgeing

layer of security when used in combination with a hardware firewall. :
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Software firewalls also protect against a device on the network that is infected E
incoming traffic, that device can still distribute the malware to other devices on

Anti-malware

Anti-malware (usually calied antivirus software) is software that detects and bioé
viruses, worms, Trojans and other malware from entering the device. The Softwas}%:
can also scan incoming files and downloads, and files when they are opened, to
check that there is no malware attached.

Most antivirus software is always active and scans files in real time. The softwary
or ‘signatures’ which tells the software what to took foz ify the threat. Ne
therefore, the software downloads update fi e new viruses, But t.
Microsoft, Symantec or McAfee — v :

Onice the software detects a threat, it can take different actions:

e  Block incoming traffic or cancel a downioad from an untrusted site

s  Delete the file

e [isinfect the file (remove the virus attached to the file)

e  Move the file to a special ‘quarantine’ area which stops the file
from being opened or run ~ it is likely to take this option if the file
is suspicious and doesn’t know if it's malicious yet ~ or requires the
user or systems admin to make a choice

Sometimes, the software can detect and quarantine a “false positive’ - a misiden
third-party company such as Spotify can update its software and suddenty every§
product installed can no longer use Spotify until the antivirus is told that the so

Obfuscation

Obfuscation is where software code is made more complex than necessary (ofte
automated process) to discourage humans from reading and understanding the '
This is done as a security measure to stop other people from altering the code
understanding its purpose.

Encryption

i nsmission is scrambled into “ciphertext’ usi :
long numbd gy’. The makes it very hard, and often impossible, to '
unscramble R@EStrypt’ the data without the correct key as mitlions of combinat%
of numbers must be used. A system that uses two different keys is more secure
system that uses one key to both encrypt and decrypt. There are several types ot

Encryption s
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Storage

We can use third-party software to encrypt files and folders that are stored on o

{0 use,

Important files can be password protected - this can deter people or slow them%
You can set passwords for specific documents, including poputar office software.

can encrypt an entire drive in Windows 10, both shown below.,

\\\\\‘- SRR \
L

File sharing osphions forthis &

Fassword pochie

We can use a secure or an encrypted method of sending data sothat if it is interce%
unreadable. For example, the data that we send across the internet is encrypted
padioci in your browser. Most websites, and certainly all good banking and on[ine§

This means that if anyone was on your network and monitoring the traffic, all ¢ :

address of the website, and not the contents.

Most modern apps now encrypt their networl traffic too. Every day, people are
communication channels, such as using WhatsApp. This is a trend that has conc
are less able to intercept the contents of messages used in criminal activities. T
started using technologies such as ‘end-to-end’ encryption, which means that t
is unable to provide decryption to law enforcement.

Businesses require strong encryption when transmitting data - between staff w

send information to clients, customers and third parties; and for online applicatis

Businesses typically use an encrypted network tunnel called a virtual private
network (VBM), which allows staff to securely work off-site.

Passwords

We use passwords to log in to websites, services such as emall,
and devices. They are strings of letters, numbers a
characters. They're often not particularly seq
terrible at remembering strong pag "

GieY 2DXR™1Ld) 2r%: fong password - it's long and
contains a 4l and lower-case letters, numbers and
symbols, 1ty ake a computer billions of years to try different
combinations to Tind it. The problem is that it's terribly tricky to
remember. imagine if you are trying to remember 20 or 30 of

those passwords... So people often use more simple passwords. The most comr

not joking ~ 123456, password, 11111111, gwerty, abc123 and passwordl. if v :

change it now!

When you sign up to sites, there are typically reguirements such as a minimum ‘
people use the same password across many different services - because it's easy
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- if your password is leaked and someone can guess or find your email address
password, then they have access to many of your accounts. They can just use pagy
any services that don't use two-factor authentication... :

People also recycle passwords - they just add another number to the end. Som@}:
password?2 or passwordl12 - if someone found your original password, that's the
should also regularly change your passwords as an added precaution - just in a.;
already log into your account.

P

The more secure a system, the more frequently users are required to change it -
every three months, or every year. ’

document on y(
#uiiat you set one tong
5 in an encrypted file, and you ¢

You should never write down your passwords or st
desktop. The best solution is to use a passwi
to - that software will store all of ) :
those passwords into si

winonic to remember a long password, e.g. When [ was :
S don; it was great! would become WiwSImt#63PDLiwg! Accor
https /thowsecureismypassword.net/ it would take about three hundred guadritli
cracked. Needless 1o say, nobody will be gquessing that any time sgoni

You could

1. Explain the purpose of a firewall.
2. ldentify an advantage of using a two-way software firewall.

3. Companies use encryption when transferring data. Describe how encryp
it is being transferred.

4. Describe one benefit and one Limitation of using strong passwords.
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Learning Aim (D

Section 1.1
1,

Section 1.2
1,

Answers

Any two suitable suggestions — such as schoolwork — books, worksheets, sch
etc, paper diaries, calendars, notebooks and journals, notes, personal letters,
(1 mark each, max. 2 marks)

Businesses need access to information each day to function — without it, the
function efficiently (if at all) and will have to rely on f the system is do
been deleted. The business will need to resto
and cost.

(max. 2 marks)

% social care, pensions, taxes, benefits, etc.
{max. 2 marks)

Larger population thighly urbanised in countries such as the UK} and more b :
more holders of information; also, centres of government, and archives and
(max. 4 marks)

Huge inequality and hindered development potential / growth rate in the de
countries such as the UK, can create vast inequalities, such as access to inforr
(1 mark) :

For ‘offline’ settings, where access to a device is not possible or difficult; for ls
countries, etc,
(1 mark each, mox, 2 marks)

Replacement with newer/faster/easier technologies — e.g. streaming fiim and
digital downloads of software, games, etc. Instant purchase — no need to buy§
to arrive in the post. 5
(T mark for a reason, and T mark for an explanation)

Downlcads can be very iarge / unsuitable for slower internet connections in r
data connections, when a large game can be delivered on a single dual-layer
{1 mark for a reason, and T mark for an explanation! - :

Yery low cost and high data capacit
demand for server space is in
(1 mark for a regson

Solid-state options ~ still vy

an explanation)

As the timne, they will become preferable to mechanical drives
use is ry tlecreasing — and can be replaced by SSD storage. No other ma
home ~ only businesses use tape for backup. Cloud storage use will also incre
(1 mark for a suggestion, and 1 mark for an explanation) :
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Section 1.3
1.

Section 1.4

Section 1.5
1.

Easier to move from one area to another - e.g. take a laptop 1o a meeting or
Provide nearly as much performance as fixed devices. Not limited 1o working
(max. 4 marks)

Less control / trusting others with sensitive data.
(1 mark)

Small screen sizes ~ the interface is much smaller, which can cause eye strain

but that could allow fewer features to be visible on the screen) or make work;
a 24" display using a desktop computer — less ergonomic, stc.
Limited by battery life — might be relatively short /, rging every nigh’eé;:;
(2 marks each)

(1 mark for identification, and 1 mark for a reason)

Lower bandwidth than fibre; always decreases the speed, especially with iongé:
{1 mark for a reason, ond 1 mork for an explanation) :

improves the speed by removing some of the copper from the network,
Allows for much faster upload speeds (faster than the 1 megabit associated V‘\E%
(max. 2 maorks)

e.g. FTTP or microwave because of fast speed and low latency {(will have man_’“’«%ﬁf
online applications; may be transferring large files to and from cloud storage§
(T mark for identification, and 1 mark for a reason) f

When wired connections are unavailable, e.g. while on the road, or if your hcs;
connection, or if your normal fixed Internet connection is not working. ‘
(max. 2 marks)

By typing the address (URL) of the website into a web browser on an intemeté
(T mark per point; 2 points are required) :

not exposed 1o t :

They are often located within the corporate network
i confidential and

for example, there is less risk of hacking as in
information.
(max. 2 marks)

{7 maik for an example, and T mark for an explanation)
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Section 1.6
1.

Section
1,

Section 1.8
1.

User base is in decline / relatively small audience / more effective ways of coi
as using social media / not worth the cost of setting up and maintaining.
(1 mark)}

Not suitable for a deaf audience / there is not usually a transcription made o
(T mark) !

Accessible anywhere in the world, allowing a great deal of flexdbility for the ¢
But concerns over security/hacking, etc; the premises must have a fast and re
(T mark for an example, and T mark for an explanation x

R

potential customers ¢
updates or promotions, et¢

Post photographs on a corporate social
account to drive traffic to her site
{max. 3 marks; must incle '

Information is typically instantly available and up to date — no need to look t
copies. Accessing services is quicker — applications and services are onling,
when convenient, e.g. outside office hours — no need to call up a business u
(1 mark for identification, and 1 mark for g reason}

For cheaper business communications, including through instant messaging &
disputes; for cheaper and faster access to information; to provide cheaper inf;
information available on their website rather than having to send mailings t
(1 mark for a reason, and T mark for an explanation}

o

Cost of accass (allow availability of an Internet connection especially in rural o
in most areas using mobile or satellite Internet as a last resort where cabling
mobile data can be very patchy in rural areas). :
(1 mark)}

Effects of overuse of social media and the web and the negative effects that .A
life, affecting performance and sleep. 5
Effects on mental health and well-being of overuse of sodial media and of ¢y
depression, leading to a spiral of decline. E

(3 marks each; learner must specify a disadva
refers to)

in why there is

ily usage fees, cost of generating the o
Y and monitoring. :
OS mro&jgh breaches of online data, customers can use public;
ne reviews, etc.

Cost of the infrastrug

(2 marks each)
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Learning Aim @

Section 2.1

1. Any three suitable suggestions - fext, images (including animated and gr‘aphﬁs:a
and graphs could also be displayed. 5
(max. 3 marks)

2. Text will make up the main bulk of the report and convey much of the infor
Text will be supported with images, tables and graphs to help explain the texg
Charts can show trends, such as sales data. :
(2 marks each)

3. Use of subtitles to display the word ctors and to describe th»
and musical effects.
(max. 2 marks)

Section .

1. Personal information is sensitive because if stolen, that data could be used fc
in the name of the person,
Proprietary information or intellectual property is sensitive because if seen by
competitors an advantage in the marketplace.
Some information held by governments and the military is highly sensitive if it pg:
(2 marks each}

2. Post the information on a publicly accessible platform, such as its website or
release. The information could also be produced in printed reports, or downl
corporate site, or uploaded to a site where magazines and other material are;
(max. 2 marks) :

3. Shareholders could lose money if the share price drops following a data bre
Stakeholders also include the staff who must implement policy and are affe
after a breach.

(max. 2 marks)
4. Learners should identify a method of either separating data from idenﬁﬁabie%

Section 2.3
1.

personal data, or deleting the identifiable information in its entirety.
(1 mark)}

Reject input such as letters in the telephons
somathing doesn't seem correc "
{1 mark)

, wiiplete, meaning that only part of the story is told - th
w only a few respondents, :
There couid be missing or opposing data, either accidentally or on purpose ~
because certain age groups have not responded to the survey, meaning thaty
particular age group or category. '
(2 marks each)

Make poor or incorrect business choices which could cost the business mone
could purchase more stock based on a line that isn't selling well, hire extra s
redundant if there were a major error in the data that the company's foreca
(rmax. 3 maorks)
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Section 2.4
1.

Section 3.1
1,

Section 3.2
1,

Easier to arcess, share and update between different departments and iocatioré
staff costs and lower costs of paper and toner/ink; much less storage space recy
{max. 2 marks) 5

To stop others from accessing the data if it is intercepted or stolen.
(1 mark)}

The data is sensitive/confidential, meaning that if intercepted without encry '
third party — resulting in fines and loss of company reputation.
{(max. 3 marks)

Risk of data breaches; the information must lly to ensure thay
easily; loss of reputation if passwor reached. f
(max. 2 marks)

my car is blue and was manufactured by BMW in 2018,
(1 mark}

There is context provided — we know what two of the data items (blue and 2(
(max. 2 marks) f

Combine the data {processing), giving the data structure.
(max. 2 marks)

Quicker and easier to discuss an issue or ensure meaning is understood thani
over many emails to make a decision or darify things. :
(max. 2 marks)

Can be used either as a tool for distance learning or to supplement face-to- A
notes, to facilitate handing in assignments and to conduct tests online. Lear
in the world rather than being based in a specific city. 5
(max. 3 marks)

with friends, or &

Orndine/electronic diary or calendar system / share vo
and comparison websites. Allow any other suigs estions.
{max. 2 marks}

wcted with malware, e.g. key-logging softwa
u need to visit the bank, etc.

Financial risk {e.

Only the most relevant data is provided to you ~ the nearest locations, or in e
time scrolling down a long list of irrelevant search results. 5
{max. 2 marks)
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Section 3.3
1.

Section 3.4
1,

(%)

Section 3.5
1.

Computer system that manages the flow of important data around a busin
running and a high degree of accurate data for important business decisio
strength and wealkness within the business operations.

{max. 2 marks)

Can create highly targeted adverts that are guaranteed to reach a specific a\
cheaper than running print or billboard advertising.
{max. 2 muarks)

The data used to create the model might have impe 1s, e.g. biased, ury
means that the forecast will be wrong. Even ! Freliable, the mar
radicatly change, meaning that ther
(2 marks each}

(max. 2 marks)

Any suitable limitation, such as time or level of detfail required.
(1 mark)

We might now know the source of the information, such as where and when th
collection techniques may not be 1o a high standard or may be flawed, or the
country, meaning that it would be difficult to compare to primary study.

We may not know the age of the data — it might be very out of date, and, theré@?
or very inaccurate,
(2 marks each)

Pie (distinct categories with %) or bar chart (distinct categories).
(1 mark)

A pattern within the data — such as working out that as one variable increase.é
also changes. s
{max. 2 marks)

Using appropriate software / spreadsheets / statistical programs.
{1 mark)

Tables are good for showing a
Charts allow easy anz

ut they make it hard to identify
awwds and could be included in the main bo
clude both for academic rigour and peer revie:
up at the end, in an appendix. 5

m:gﬁt end

Removes old data that is irrelevant or could siew the results; also a requir A
by removing / stopping processing obsolete data.
(max. 2 marks)

Learner should provide any suitable suggestion and explain why being able%
overlap and items spatiatly would be useful. !
{(max. 3 marks}
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Section 3.6
1.

Learning Aim @
Section 4.1
1.

Any highly secure organisation such as a financial institution or a defence cot
(T mark) ’

Computer Misuse Act 1990 (also accept the Police and Justice Act 2006 or t?
(1 mark}

2. Data Protection Act (2018} (accept GDPEY:
(1 mark) :

3.

4,
{1 mark}

5. Regulation of Investigatory Powers Act (RIPA) 2000 (or the Investigatory Pow:{%.s
(1 mark}

Section 4.2

1. The website is hosted cutsida the EU. The country that would process identif
address, does not have the required level of data protection to meet GDPR/
Processing of data from a European citizen would not be permitted at that
(max. 2 marks)

2. The Internet has transformed the way that we live and has made many aspecé;,.
should be left behind — everyone should have the same level of access and og
and make decisions for themselves. Z
(2 marks each)

Section 4.3

1. Any suitable suggestion such as use fewer resources, low energy, easy to diseé
(1 mark}

2. eg. consolidate material onto fewer servers / deduplicate information to red :
Replace old, inefficient equipment with new, more efficient equipment. Inb
energy costs (and, therefore, greenhouse gas emiss
{max. 2 marks)

3. Fossil fuels are a finite resou q d‘ep!ated; using fossil fuels ger;};
which could cause of climate change if not controlled, f
(max. 2 :

4. Ability on boh sides automatically (auto-duplex), energy use in sianc%%'
refillabl use once and discard - etc.
{max. 2 marks)

5. New eqguipment tends to be more energy-efficient, Le. runs at a lower wattage
(max. 2 marks) :
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Learning Aim &
Section 5.1
1.

Section 5.2
1.

Learning Aim ®

Section 6.1
1.

Sales data, statf information and salary, proprietary data and 1P, etc.
{max. 2 marks)

Information from clients, suppliers, other companies, the Internet, etc.
{max. 2 marks)

Secondary data is often available for free, meaning that it is very cost-effectiv
as there is no waiting time for the data to be collected. The secondary data ¢
with primary data sources. '
{2 marks each)

mation — often unigue answers &
But there could be many different ansv
&', meaning that qualitative data costs more
| ties between answers provided, the responses might prov
t to assess the relative importance of responses.
{2 marks each)

Cualitative data provides a lof
of possibilities and v

Level 0 is very basic / general overview, whereas a level 1 diagram gives mu
gach process and subprocess.
{max. 2 marks)

Any example of input from outside the system.
(1 mark)

Data flow.
{1 mark)

Only one direction of data flow is permitted.
{1 mark)}

Data must trave! from a store to be processed / the data outputted by the pr\\
store. :
(T mark)

The data must not be disclosed to an
reguirement, but a moral ;
(max. 2 marks)

e of its sensitive nature

Asking
(and u
(1 mark)

f stomers to update their information. Information that
ary} could be deleted.

Staff might not be able to do their jobs at all without this information source
inefficient. This costs the business money through wasted staff salary. '
(max. 2 marks)
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Section 6.2

1. State and military secrets are at risk of being obtained. This is a threat to natiy
(max. 2 marks) :

2. Assimply as deleting the only copy of data by mistake, or overwriting it. Fiie.<§
deletion, or a technician could delete the wrong files with a single command
(max. 2 marks) :

3. Deleting the data using a virus could be done just out of malicious spite ag
targeted at a specific industry. Encrypting date using ransomware is a meth
the fees paid to decrypt the data.

{(max. 2 marks)

4. The modified data might not be discover me after the event, o
make the wrong business decisi f
{1 mark)

Section ¢

1. Cost of time and salary to ¢reate it; its product might be better than a comyg
trade secrets and other highly sensitive commercial information.

(max. 2 marks)

2. Through the use of a distributed denial of service attack, where a serveris fEQ;
from a network of controlied computers in order to take it offline. 5
(max. 2 marks)

3. Financially through fines from bodies such as the ICO for allowing there to

Section 6.4
1.

N

security, or failure to notify in a suitable time frame.

Loss of reputation and customers (also financial) through reduced sales if exié;
/ choose to go with a competitor instead. !
(2 marks each)

Will have the least access possible / access only to the relevant files needed |
access 1o files that the employee doesn't need to modify. :
(1 mark)}

Staff should be responsible for maintaining the required level of security — su
and keeping it secure. Staff should also be on the lookout for suspicious activ
gain access to the building or a room, or someone asking for personal details
Staff should also follow the rules and policies set by ‘mpany, such as ha
(2 marks each) :

Any two suitable suggestions, su ckups and restoring backups, c¢

procedures, people
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Section 6.5

1.

Section 6.6
1.

Traditional physical security measures can be used by anyone who has a ks
door code. This information or a physical key can be easily stolen, or a door
(shouldering). Therefore, an intruder could gain access very easily.

Biometrics tend 10 be more securs because the person with authorised acce
entry. There is only one unique key that cannot be borrowed or stolen. How
authaorised person could be coerced to allow access, and, in some cases, the
LUNNECessary access.

{max. 4 marks)

Any relevant example, e.g. signing in 1o a new device ar
can be sent to the phone number registered with
(1 mark)

The on-site backups col
on-site is destroy,

by a fire, flood or natural disaster,
st backup should still be available, The off-sit
y at a new site if the existing site is damaged 1o th

Staff could watch CCTV / patrol the site on location. Staff could alse monite
security guard to the site should suspicicus activity be detected on CCTV or
{max. 2 marks)

Any suitable suggestion such as CVs, application forms, personnel files and
internal reports.
(1T mark)

To block malicious incoming traffic, and also outgoing traffic in some cases.
ports or P addresses, etc.
{max. 2 marks)

To help stop or slow the spread of malware within an internal network.
(1 mark)}

The internal make-up of the communication is scrambled, meaning that it in

communications cannot be read. The communications could be made throu

HTTPS) or using a secure network tunnel called a VPN.
{max. 3 marks)

Benefit — secure passwords are very difficult to crack using brute force metha;
’ ries, the system

must be tried. After a set number of incorrect pa
any case, the password would take an in

Fhme 1o crack.

aen transferring me

Weakness ~ secure pas word
non-encrypted for :
their acgg

remember - so they might be
amng that the passwords must be reset
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