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1.1 Systems ar:
¢ MAR (memory address ®
register) .
; °
Accumulator
# Memory data register R
¢ Store the data or instruction o
that has just been fetched Z
from the address in the
MAR
e ALU (arithmetic logic unit) °
e CU (control unit) s
# Cache
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e Control unit
Send ®
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Sends timing signals to | Qg
coordinate actions Education
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1.1 Systems architecture (2) - front
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1.1 Systems a

nstructions

Decode instructions or
data

Clock speed
e Cache size
« Number of cores
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e A core = one processor..

ig

The more cores, the more
FDE cycles can be run each
second.
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1.1 Systems architecture (3) - front
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1.1 Systems ar

® No excess hardware (only ®

er to load (less bloatware,
fewer excess features, etc.)

¢ Extremely fast but
small piece of memory

« Directly accessible by
the CPU

« Examples: MAR, MDR,
PC,ACC

Washing machine ®
Components in a car
(e.g. lane diversion

B

warning)

e Digital watch
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1.2.1 Memory - front
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e RAM | .

irtual memory

& Read-only memory

# Memory that stores data that e
cannot be altered, such as boot .
up instructions. In an embedded
system it can store all program
instructions.

® ROM is non-volatile (data is not
lost when device has no powe

Mehow to be accessed by
the CPU

e To store data to load the
computer

+ To store data temporarily
for the processor to
accesss
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1.2.2 Storage (1) - front
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e Capacity o
e Speed |
Portabilitv .
°
¢ Marks are made on the
surface of a disk ol
« Light is reflected on the .
marks using a laser
« The reflection is read i
as1or0
The surface of a disk .
is magnetised °
e The electromagnetic g
current is read as 1s o |
and Os .
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°
using moving parts) 29
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1.2.2 Storage (2) - front
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o Low capacity
e Low access speed
Small in size s

irly reliable
Cheap per GB

= Fairly large capacity, ever
increasing

¢ Very fast access speed
+ Very portable
¢ Very durable

+ Reliable, although with
limited read / write times

¢ Expensive per GB
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1.2.3 Units (1) - front
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E

Samples per sero

Bits per ‘rate) x

« Computers are made of
logic gates/switches

« They can only be in 2
states (on and off)

¢ These relate to binary
1and 0

ata about the data in the
file; e.g. model of camera
used to take a photograph

# File size calculations can
have 10% added to allow
for this metadata
(This is not required in
your calculations)
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1.2.3 Units (2) - front
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Te
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1.2.4 Data storage (1) - front
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¢ 4 bits

1000 bytes

1000 GB

QLR GCSE 3277 Revision Prompt Cards {(double-sided)

AR

1.2.4 Da

Page 18 of N&.

COPYRIGHT
PROTECTED

T

Education




1.2.4 Data storage (2) - front

QLR GCSE 3277 Revision Prompt Cards {(double-sided)

Page 18 of N&.

COPYRIGHT
PROTECTED

T

Education




1.2.4 Da

AR

255 0

1001010111
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1.2.4 Data storage (3) - front
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0 carry 1
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1.2.4 Data storage (4) - front
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A

1.2.4 Da!

Overflow - the .

¢ Move the bits of a binary
number a set number of
spaces to the right

« Fill in the new gaps on the
right with Os

¢ Each shift left multiplies the
number by 2

1001010 .
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1.2.4 Data storage (5) - front
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00011012

« Base-16 data
representation

s« Numbers for 0-9;
10-15 are represented
by letters (A-F)
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1.2.4 Data storage (6) - front
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1.2.4 Da

AR

« Divide by 16 for the first
digit; the remainder is
the second digit 0

+ Replace 10 with A, 11
with B, etc.

0101 0000
5 0

50
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'9 remainder C
=9C
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1.2.4 Data storage (7) - front
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A

1.2.4 Da!

218/16=13re
nder A

« ASCII
¢« Unicode

Character set

o Allows for 17 x 65,536
characters (over 1.1 million in total)

+ Has become the universal
standard, as it supports
languages used worldwide.
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1.2.4 Data storage (8) - front

QLR GCSE 3277 Revision Prompt Cards {(double-sided)

Page 31 of 1§

COPYRIGHT
PROTECTED

T

Education




]

1.2.4 Da!

More bits per

« The character's
numbers are compared

s Their characters have 6!
different character set
numbers

ZfZfZff%fZfZIZIZfZIZIZfZfZfZfZfZfZIZIZfZIZIZfZIZIZfZfZfZfZfZfZIZIZfZIZIZIZIZIZIZIZIZIZIZ”

A small square of a single .
colour |
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1.2.4 Data storage (9) - front
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]

1.2.4 Dai

« More pixels per inch
» = more data to store g
« = larger file size ¢
The number of samples "
taken per second
« The larger the sampling g
rate the more accurate °
the sound file 5
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o Less accurate ®
- soupd ie. st
ler file size means ® 19
fewer samples, so less ole)
binary being recorded Education
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1.2.4 Data storage (10) - front
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1.2.4 Dat:

G

+ A greater range of d
sounds can b 5

[

Jits per sample,
o larger file size

» A smaller range of S
sounds can be recorded

and stored... R

= but fewer bits per
sample = smaller file
size
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1.2.4 Data storage (11) - front

QLR GCSE 3277 Revision Prompt Cards {(double-sided)

Page 37 of ?‘E&

COPYRIGHT
PROTECTED

T

Education




e The decompressed file is
not the same as the ¢y 1al fi
e ]
he data loss is ¢
ticable, e.g. images,
[
Achieves greater
compression — the file
. ® =
sizes can be made .
smaller than in lossless ®

compression

Data loss can be noticed,
e.g. a text document, or
computer program cannot
afford to lose content
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o Lossy: imeyge
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less: text files,
program code
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1.3.1 Networks and topologies (1) - front
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1.3.1 Networks and

o Wide area network

phone lines, satellites)

s Bandwidth (how much data
can be transmitted at a time)

s Number of devices connected

¢ Amount of traffic -
(how much data is being o
transferred across it) -

e Hardware being used
(including type of cable)

entral file storage (and
backup)

e Users can log onto any client
and access same data

s Central security management
s Central control
s Central monitoring

COPYRIGHT
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e Can store docum:
software, 2'c.:

\inisare i
uependent and can be S
removed from the Qg
network and still used Education
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1.3.1 Networks and topologies (2) - front
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1.3.1 Networks and

* Router + Modem -
(often combined) ®

o Switch/ Hub
NIC (network i:

Wireless access point

+ Hardware which connects devices .
in a network (using cables or
wirelessly) & 0

¢ Receives signals from devices and
forwards them to their destination

» Remembers addresses of devices
attached to it

e Often has integrated modem for
internet access

card/controller
o Hardware device

« Within a computer (can be
added to a computer)

» Allows Ethernet cables be
connected for access to a
network
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e Modulator-demod:.
Allows co¥

1
Zunverts analogue phone S
line data to digital computer '] Qg9

data and back again Education
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1.3.1 Networks and topologies (3) - front
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1.3.1 Networks and

o Worldwide network made

¢ World Wide Web

¢ The websites and
resources hosted on
the Internet

* Domain hame server
Browser sends URL to DNS

DNS has database of domains and
matching server IPs

» DNS finds domain in database *

» DNS returns server IP to browser

« |f DNS does not find IP, it forwards
request to higher DNS. Higher DNS then
returns IP to original DNS
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1.3.1 Networks and topologies (4) - front
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1.3.1 Networks and ’§

o Files/data can be accessed
anywhere with Internet
access

‘sackup and security
managed externally

Computer connected to
the Internet that stores
web pages, files and data
that can be accessed
remotely

There is a central computer o
o All computers are directly .
connected to the central

computer

= All data transferred is sent
into central computer and .
then out to its destination :

COPYRIGHT
PROTECTED

“yaiputers before the 19
network slows significantly » ole)
Installation can be costly .
due to cabling required

Fducation
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1.3.1 Networks and topologies (5) - front
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1.5 Networks and ’s\

e Can manage a high level ®
of network traffic
e If one compu’s ®

is |
tins

COPYRIGHT
PROTECTED

T

Education

QLR GCSE 3277 Revision Prompt Cards {(double-sided)




1.3.2 Wired and wireless networks, protocols &
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1.3.2 Wired and wireless networks, protocols &

e Cable that transr

able

A set of frequencies .
used in the transmission .

of data

Jumbling up of data so if .
it is read without knowing °©

the key to decrypting it, o
the data will not make ol
sense =

COPYRIGHT
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¢ Anyone can intercept W
signals if unsecu;

e Enc sending
: rd on router to allow : i
aecryption of messages ®
¢ Limit access to specific MAC g 09

addresses Education
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1.3.2 Wired and wireless networks, protocols &
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1.3.2 Wired and wireless networks, protocols

32-bit address
4 sets of numbers
Each set is 8-b‘ €.

e.g.192.168.0.1

s A set of rules, e.g. how to
transfer data between 2
computers

= Used when transmitting data
so that the sender and
receiver are communicating
in the same way

i'net Protocol address

e A unique address assighed to a
device connected to the
Internet

s Used to identify the location of
clients and servers, so that -
data can be transferred s
between them 3

COPYRIGHT
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e Transmission Ci
Protocol /

ission of data \
s the Internet . 19

Governs allocation and use Qg
of IPs N Education
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1.3.2 Wired and wireless networks, protocols
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1.3.2 Wired and wireless networks, protocols &

File Transfer P

s Post Office Protocol

= Allows a computer to
retrieve emails from a
server

+ Stores the email on your
computer and removes it
from the server

Simple Mail Transfer
Protocol

s Allows emails to be
sent

o .iced, replaced,
out any other layers
ng affected
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1.4 Network security (1) - front
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1.4 Networ

e Virus/malware

e Spyware
Hacker

SQL injection

= A piece of software ®

+ ... that can replicate itself

» ... that can cause damage to .
a computer system or the °
data

ple’s carelessness can
cause problems, e.g. using
weak passwords

s People can perform malicious
acts e.g. shoulder surfing

» People can respond to phishing -
emails giving away personal ®
data f

COPYRIGHT
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Fraudulent websi
look like re=l:
Peor’

‘i »u.:ied to these pages . 19
and enter personal data . Qg

such as passwords. Education
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1.4 Network security (2) - front
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1.4 Networ

Data is being transmitted
somewhere, and sor: ne
other than th
recin’

nission and reads
he data

¢ Entering SQL statements ®
into a text box on a website 3

= When the form is submitted, -
the query is executed by the ®
database and returns data
meeting the query

Methods of preventing an
unauthorised person gaining
physical access to a
computer or network

« Examples: locks, CCTV,
security guards, biometrics

COPYRIGHT
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e When run, it scan
comput

ig
‘Scans downloaded files for
viruses; warning the user of

29

any present Education
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1.4 Network security (3) - front
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1.4 Networ

e A piece of software (or hardware) &
that monitors incoming and
outgoing signals

K transmissions from ® ;
iwanted/unknown IP address .
Can prevent hacking
Giving people different
permissions, e.g. some A
people cannot read files, -
some people can read but g;
not change files and some
people have full access
Jumbling up of data so if it °
is read without knowing the .
key to decrypt it, the data *
will not make sense
» Prevents people
understanding data if they ° L

intercept it
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1.5 Systems software (1) - front
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1.5 System:

e User interface

¢ Memory managemen
multitasking

» GUI (graphical user
interface)

+ Command line

e Decr

‘m/to memory and
re to read/write it from/to

Deciding when to use virtual
memory, and managing VM

» Managing access to memory,
e.g. RAM, hard drive

« Supports multi-tasking

¢ Setting up and managing
user accounts, e.g.
usernames and

its (read write,
only, no access)
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1.5 Systems software (2) - front
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1.5 System%

[
o Performs mainten
[ ] ® o
o B}
pression, backup
0 Z

s Moves all data blocks
together, and all free
space together

« Increases efficiency
when writing to and
reading from the disk

loading/uploading files -
the smaller the file, the the faster
the files can be transfered

e Streaming — the smaller the file,
the less bandwidth is required by
both the the server and client

# Limited storage size — the smaller
the file, the more files can be
stored on the device

COPYRIGHT
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1.7 Systems software (3) - front
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1.7 System:

Only files, data and/or
software that have

changed since the last
backup are backed up

Faster to run because once
everything is backed up,
only small parts are
backed up each time
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1.6 Ethical, legal, cultural and environmental ¢
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1.6 Ethical, legal, cultural and environmenta;

o Data Protection Act/ GDPR
o Computer Misuse Ac

ommons licensing
Freedom of Information Act

Factors that impact on the
environment, e.g. waste,
use of electricity

ercial software usually

purchased from a company

Source code is not available

o Restrictions apply, e.g. permitted
number of users

» Cannot edit the program code;
may come with many features you
don't want/need

# Usually thoroughly tested and lots
of support available
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1.6 Ethical, legal, cultural and environmental ¢
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1.6 Ethical, legal, cultural and environmenta!

Protects personal data when held by E:
organisations: Data must be collected, ® =
stored and processed lawfully, fairly and 3
transparently; Data must be collected,
stored and processed for the purpose it -
was originally collected; Only the data ®
required must be collected, stored and =
processed; All data must be accurate;
Data must be stored for a limited time for
its intended use; Data must be collected,
stored and processed securely.

lllegal to copy a°
(copyrighted) software,
run copied software or .

transmit software by
electronic means

COPYRIGHT
PROTECTED

or ig

29

Education

OLCR GCSE 3277 Revision Prompt Cards {double-sided) Page 70 of 18



2.1 Algorithms (1) - front
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e Abstraction

+ Clear focus on core tasks =
better outcome

+ Makes programs more
user-friendly and secure

¢ Can increase efficiency of
code; making the program
require less memory and
faster to run

uce the problem’s complexity

Identify subroutines to program @
independently; can even be 5
programming by different people i
and combined later to make a .
single program

o ldentify where elements are
repeated (saves time as only have
to program once)
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2.1 Algorithms (2) - front
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Items can be in any order
(1) Start at the first item

Ite~§

1= 155 60| 8820 |100] 15 ] 2 gi
1 185<1 60 | 88 [ 20 {100 151 2 (3}
1|55 |60%| 8820 100} 15 2
. 4

2

2 L

©

The data is not in order

COPYRIGHT
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Low Mid

72<36

take 1¢ half

1117122(3514

22>17 ’9
take 2 half

36

29

Education

Low High

22=22

ftem found
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2.1 Algorithms (3) - front
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Unsorted

6>23, swap

23>18, swap

44>7, swap

2357, swap

187, swap

Sorted

R RS U SO U R Y

Split all items into their own lists

o Merge each pair of lists, putting
the data items in order

» Merge the new lists in pairs,
putting the data items in order in
the new lists

¢ Continue until there is a single list

~"|"1é | 22|33 | a4 |

|18 ] 2233 | 41| 44| a9]55|
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2.1 Algorithms (4) - front
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= Diagram that shows how
the inputs, processes and
outputs within a system

« Allows any programmer to
understand and go on to
develop the program

e T e S

Flow chart input/output Fl.

COPYRIGHT
; PROTECTED
2 at the beginning i g
a flow chart o
‘STOP’ is at the end of a : QQ_
flow chart Education
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2.1 Algorithms (5) - front
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function linearSearch(

Te(x < arraySize OR

valueFound == False)
if(array[x] == value) then

returnValue = x

valueFound = True
endif
¥o= % o+ 1

endwhilie
endfunction

procedure bubble
arraySize

alse

while(swap == False and x < arraySize

- 1)

swap = False

for y = @ to arraySize - 1

if(array[x] > array[x + 1}) then

temp = array[x}
arrayix} = array[x + 11
arrayix + 1] = temp

swap = True

endif
en
next X

endwhilie

endprocedure

COPYRIGHT
PROTECTED

2

29

Education

OLCR GCSE 3277 Revision Prompt Cards {double-sided) Pageaﬂofni




2.1 Algorithms (6) - front
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» Used to dry-run an algorithm

¢ Follow each step of the
algorithm and fill i

TawW row
‘they change

e values at each
stage to work out where and
when an error occurs
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2.2 Programming fundamentals (1) - front
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2.2 Programming fung

¢ Space in memory

¢ Each one has a uniqu
identifier .

a.ué cannot change
‘while the program is
running

To read a value in from A
the user ac

e Sequence
+ Selection

+ [teration
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2.2 Programming fundamentals (2) - front
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2.2 Programming func

if condition is true then

run this code
elseif this con
true then

this code

Repeating code

until/while a condition is
true or for a set number of
times

The loop states how many
times it will run
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) ner while
10N is true or until
ndition is true
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2.2 Programming fundamentals (3) - front
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2.2 Programming fung

Condition-controlled loop;
runs until the cond:
is true. The qp
loop will a:

H= o S S

once.

this code
L (this condition is true)

Returns the left two
characters in the data

stored in the variable
string

Returns the data in
string in upper case

COPYRIGHT
PROTECTED

ig

29

Education

OLCR GCSE 3277 Revision Prompt Cards {double-sided) Page 88 of 18




2.2 Programming fundamentals (4) - front
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2.2 Programming fung

Returns two characters
from the datg i
startina

Join the values of two or .
more strings together into 0
a single string

Open the file in read e
mode

e Read the data (either line
by line through a loop, or .
into one variable) .

¢ Close the file
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A row of dat::
da " Contains
e fields about a
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2.2 Programming func

¢ Select the field name(s) o
listed

1-dimensional array; a set
of data values organised
in a single row

e The numeric position of
an item in an array

s The first element is
element 0

COPYRIGHT
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Loop through each index i

FOR x
last e,

;\‘o 2nd dimension ig
© element index 1
check array(x,v)
NEXT vy 09

NEXT x Education
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2.2 Programming fundamentals (6) - front
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2.2 Programming fung

e Subprogram ®
o Self-contained code ®

o Called from the
(or subpro

.ué to where it was ®
‘'om when finished ‘

Can take parameters from where
it is called

Item of data sentto a
subprogram -

A decimal number,

e.g.22.22
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2.2 Programming fung

A variable/constant declared within a
sub/main program.

The variable/constant can or

eter, or returned

This saves memory as the space is
" freed up when that sub/main
program stops running.

A function that returns a
random number between
two specified values

A value between 3 and 10
(inclusive)
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2.2 Programming func

Turning data of on

Used for comparisons;
for example, in IF
statements,

e.g. AND, OR, NOT

Subtraction
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2.2 Programing fundamentals (9) - front
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2.2 Programming fung

10/ 3 = 3 remainder 1 :::
10MOD 3 =1 th

99 /21 = 4 remainder 15
99 MOD 21 =15
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2.2 Programing fundamentals (10) - front
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2.2 Programming fund&

If one side i If

Equal to G

Less than No
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2.3 Producing robust

o Validation

« Planning for
contin |

! ting misuse
uthentication

Make sure the number of
characters does not o
exceed the limit

Make sure the data is the
same as that which
already exists in the
system (e.g. choose from
a set of options)

212121235'
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2.3 Producing robust programs (2) - front
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2.3 Producing robust

Plan what happens if
something goes w

Keeping a system running,
e.g. correct errors, change
its function, make it more
efficient

Text added to a program,
which is not run, that .
explains the function of o
different sections of code
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2.3 Producing robust programs (3) - front
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2.3 Producing robust

o To make sure a system
works as inte

e¥d system .
(cannot be
ily broken)

Testing during the
i Te
creation of the program to is
check that the code that m
has been programmed

fu
works

Data on the edge of what ’
should be accepted .
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2.3 Producing robust

The program de
follow

A formal document that
lists all the ways a program
needs to be tested,
including the expected
results. This should include
normal, borderline and
invalid test data.
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2.4 Boolean logic (1) - front
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+« OR gate

« If one side is true,
the result is true

NOT gate

« If the statement is true,
the result is false

+ If the statement is false,
the result is true

2.4 Boolean logic (2) - front
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N JENG IR N L E=3 k=]
[ N
el K= Bl E=1 I =i Y

NOT A OR (B AND C)
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2.5 Programming languages and IDEs (1) - fror
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B e

2.5 Programming languages

e Uses human-readable words / @
commands i

e Must be converted
low-level len

tigh-level command may
‘become many low-level
commands

¢ Difficult for people to
code/understand -
= Programmer needs &
knowledge of how memory
is managed on the computer

¢ Program is machine
dependent

Software that converts .
one programming o
language into another,
e.g. high-level to low- N
level .

e Compiler, interpreter
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source code
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2.5 Programming languages and IDEs (2) - fro:
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2.5 Programming languages

e Converts the high-level
code into low-level cod

runs it

. n5'¢rrors when they ta
:are found and stops for the -
error to be corrected

¢ Needs to be reinterpreted
every time before the
program is run

¢ User will need the
interpreter software to run
the program

Interface for writing
program code

e Includes features such
as auto-complete,
auto-indent and syntax
highlighting

COPYRIGHT
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o Allows user to test the en

¢ Features includ .
w.dow (for
svariable values);
oint (for pausing at a
‘precise point for debugging); 0g
step-through (for running the : ;
code line by line) Education
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