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Teacher’s Introduction

Welcome to the AQA GUSE Computer Science Course Companion, which has been produced for specification code
8525, for first teaching September 2020 (assessment from 2022 onwards).

{ hope you find it useful in framing your teaching of this new course. As an experienced Computer Science teacher,
author, consultant and examiner, | have attempted to draw upon all my knowledge and experience to create in
order to create an effective resource, which [ hope will prove equally valuable for teachers and students alike.

You will note from the new specification that a wealth of new topics have been added into the course. This
embraces the ever-changing nature of the development and use of technology. 1 have tried to cover the detail
that is required for these new topics, but it can be difficult to predict every aspect that may be drawn upon. This
resource is designed to be a foundation to the course, to promote the necessary learning. You may want to
explore some topics further after reading the content given here. Throughout each chapter, you will find marked
the specification points that are covered in each section,

in the resource, you will find descriptive text for the specification points, a range of real-life examples, keywaords
and definitions, and discussion points to promote discussion of key aspects in the classrcom. You will also find
some practice guestions at the end of each chapter; suggested answers are provided at the back of the resource,

i hope you find the resource helpful and that it aids vou greatly in the teaching of GCSE Computer Science,

Happy teaching!

Remember!

Always check the exam board website for new information, including changes to the specification and sample
assessment material.

- BV -



Chapter 1: Algorithms

in this chapter you will learn:

& How to approach problem solving using algorithms and computations

& How to measure the effectiveness of an algorithm
&  Standard algorithms for searching and sortin :

Problem solving is a skill use
fotlow algorithms

must turn the tap off. And then we can drink it! But even then, we can bre

we turn the tap on? How much water do we put in the glass? When we writy
need to break down the steps as far as possible. This is called computationol.

Mote: A common misconception amongst students is that an algorithmis a

algorithms are used in computer programs, yvou should know that an algori

steps to solve a problem - not the completed program used to selve it. The

same result everytime they are followed.

What is computational thinking?

JA Specification Reference
Understand and explain the

Computatmnal

e  Abstraction involves taking away detail that is not important s¢ that%i
e Decomposition involves breaking down a problem into smaller probis

individually, to build a solution.

Example - the London Underground
An example of abstraction that you might not have thought
about is the London Underground. The map does not show
you the stations’ true distance between each other, or the

shape of the track. The layout was specifically designed.
a way that allows the reader’s mind to concentr
working out which track W|ll take yo '

Metro maps are &3

that is not needed is the price of a ticket, the curvature of
the tracks, the model of tube train and so onl

actual relative p;

know which statis
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What considerations should be made when wri

Inputs
The data that we give to an al
keyboard, external files

Outputs

The values that a program returns are known as outpuis’. These might be \\

screen, or values written to an external file.

Processes

A process is an action that is performed in the stages of your algorithm. In
may be to work out the neighbouring stations of a particular stop.

Purpose
Finally, the purpose of the algorithm needs to be considered and always shi

when writing algorithms. If you do not consider the purpose of the a[goritf%%

something that doesn’t actually perform in the ws- needs to!

Example - the water measurement
Consider the following prob

iave two measuring jugs on the table in front of you, on
“of water, and the other one is pink and holds three litres of

The five-litre jug is on the left, and the three-litre jug ison t

The aim Is to measure four litres of water.

There are many parts of this problem that can be removed using abstractio
the colour of the jugs are irrelevant. Secondly this is a problem that we ¢a
even need to use the jugs (until it comes to measuring 4 litres of watert).

Now the inputs, processes and outputs are as follows:

Inputs

¢  Three-litre jug
¢ Five-litre jug

How would you solve this problem? Try to solve it before you read the solutio
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Solution:
1} Firstly, the three-litre jug needs to be completely filled.
2} The three-litre jug should be poured into the five-litre jug.
3} The three-litre jug needs to be completely filled. -
4) The three-litre jug should then be used to fill the five-iitre jug to th
5) The five-litre jug now needs to be poured aw 5
6) The remaining contents of the three-!itx:
7) The three-litre jug needs to
8) Finally, the three-litrs

culd now be poureg:

“to be poured into the five-litre jug

t these steps work correctly.

We havd@®Scribed the solution in a series of steps in written Engtish. The
other methads of effectively describing an algorithm - psuedocode and floy

RRIRATRRR:

How can we represent algorithms visually?

in the pouring a drink example given at the start of this chapter a
basic algorithm was described in sentances. While this is useful
for humans to justify each step, there are much clearer ways to
describe the steps of an algorithm.

Flow charts

A flow chart is a diagram te to plan and
demonstrate the fl olution. When creating flow

Symbol Expianatio} 5

( ) Start/stop - used to show where the beginni

Input/output - used to demonstrate where ot
or provide us with an output.

precesses or calgy

COPYRIGHT
PROTECTED

Process - used to show
our flow chart.

used to demonstrate a decision
ur flow chart. It will have a ‘yes’ and a

ig

2y

Education

Subprocess — used to show where a subprocé

Arrow - used to show the flow of data thro

¥
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Let's take a simple password verification program. (

This is a program that will ask a user to set a
password and re-enter if to verify they originally
entered the password they were meant £o. We want
our solution to allow our user to do the following:

‘Please enter
your password”

¢ |nput their choice of password

e Re-enter their password

e Make sure the first pa¢
same as th

‘Please re-enter -
your password’

e Reep asking the user to set their password until

they are successful

We have decomposed our proeblem into the inputs,
outputs and processes, and the flow chart to the right
can be made from these steps.

Do passwords
match?

Your password is::
now set’

Let’s create another flow chart for another problem.

To creagte a program that will calculate the average ( END

mark for an exam, we’ll need it to do the following:

e Allow the user to input the number of mark
o Keep a count of the marks entered
e Keep a total of the ma :
marks to be entered

@t the average mark

We have decomposed our problem. We can now create a flow chart to repry

( START )‘""‘D

want to enter

count =0, total =0 fooed

How many v
woutd you like t

average =

output average

¥

< END )

is count < number
of marks :

GCSE AQA Computer Science Course Companion Chapter 1
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Pseudocode

Alternatively, we can represent the design of an algorithm using pseudocod
Pseudocode is a way of writing a program in programming-type statements.
that are not specific to any programming language. There is no set standan
for pseudocode, but AQA have provided a guide to their standard for
pseudocode on their website, so this is the standard wz

When writing programs in pseudocode

R R

Ll use.

following statemen -

This allows us to declar

varieled USERINPUT

This allows the user to in

CUTPUT variable

This allows us to provid
printed to the screen,

FOR 1 « & 70 3
print{variable}
ENDFOR

This allows us to create &
perform a set of instructic

WHILE variable = false
variable « input(“user prompt")
ENDWHILE

This allows us to create &
condition is checked at thy

R,

REPEAT
variable < USERINPUT
UNTIL variable = true

This allows us to create a
condition is checked at ths

IF variable = 1 THEN
QUTPUT 1

ELSEIF variable = 2 thg
OQUTPUT 2
ELSE

SOWS Us Io create

We can add multiple selg;
elseif.

CASE variable OF
1. QUTPUT 1

Z: QUTPUT 2
ELSE

QUTPUT B
ENDCASE

This allows us 1o create
a set number of options.

We can add a default optt
do not match an option. ©

FUNCTION double(parameter)
RETURN parameter * 2
ENDFUNCTION

calling:

variable « double(argument)

This allows usto store a

We can then call the funcg

PROCEDURE name(p

calling:

name (argument)

This allows us to store a
procedure.

We can then cail the prog
out the set of instructio

These differ from functios

GCSE AQA Computer Science Course Companion
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Siatement

name « [1,2,3,4,5] This allows us to create
dimensional array, the s

- 114,21,[3,4 .
name « [[ LI 1] We can then assign, ame

name[@] < "entryl” element in the array.

name[1l] « "entry2"
name[©, 0] « "entryl"
name[©, 1] « "entry2"

READLfﬁc('myfile.txt", 2) These are the statement

They allow us to read an

WRITELINE("myfile2.txt",3,data
(tmy 7T ) The first example reads

“mytile.txt”,

The second line writes d
“my-file2.txt”.

We can use this pseudocode standard to write a program 1o represent cur
program:

match « false
WHILE match = false
passwordl <« US

password?

rdl = password2
“ OUTPUT "Your password has been set™
match « true
ELSE
QUTPUT "Your passwords do not match”
match « false
ENDIF
ENDWHILE

COPYRIGHT
PROTECTED
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Which method is better for describing an algorE;

The flow chart made from an algorithm can be seen as eguivalent to pseu
of steps to solve a problem, just in a different way. In fact, vou can easily
equivaient flowcharts for IF statements and WHILE statements have been si

WHILE

WHILE condition = true
do_something() :
END WHILE

IF conditio
do_somethin
ELSE E
domsomething
ENG IF =

" Condition true? do_something(}

Overall, there is no real ‘better method’, programm id to use both whe

d th h

There is no right way to write an algorithm that solves a problem; ha:av\,feverfE
are often ways that are better than others. When we talk about the efficie
algorithm we can measure it in two different ways: the amount of time it
run, and the ameunt of space that it uses on a computer. Of course, there
other measure: how readable the code is - however, this is more to do wi
create maintainable code, and doesn’t affect the overall run time of the pr

The time a program takes to run is measured against i put. if the prog

need to be made bet
run time becomes slower = the program has a polynomiat
cemputing beco vable as the number of inputs increases

million seconds!

One example {that will be covered later) is searching. Linear searches can
100,000 elements in a list, then in the worst case 100,000 comparisons n
would only need 17 comparisons to search a list of 100,000 items in the w

GCSE AQA Computer Science Course Companion Chapter 1 Page 7 of L

COPYRIGHT
PROTECTED

ig

2y

Education




Consider the following programs that find the sum of the first n integers gr

Program 1

n o« USERINPUT n o« USERINPUT
sum <« 9 OUTPUT n*{n+1)
FOR count « 1 TO n
sum <« sum + count
END FOR

QUTPUT sum

“iamber sequentially to the sum variable. This
; —Li Int 0, the program needs to perform 100,000 calculati
o rmula for the sum of the first n integers, and regardiess of th
performthree operations (multiply, add, divide)! In this case program 2 is i

The first program

Did you know?!

This is an entire field of computer science known as ‘complexity theory’. If yvou choos
A Level you will be given a basic introduction to this field, which involves properly me
complexities of an algorithm!

How can we determine the purpose of an algori

Specification Reference

i your exam you may be given some pge: : d bé asked to explain
improved. In the following e ; leduce the purpose of the alc

Ex +y
y «Xx -y
X ¢ X -y

OUTPUT x, v

Without meaningful names or comments, this pseudocode does not give an
as to what is happening. This is where we can use trace tables to help us ¢
Trace tables allow us to follow the algorithm after each step that is perforn
These tables have a column for each variable, and a column for any cutput §
algorithm may produce. Suppose the inputis x=2andy=6. Then:

After writing the trace table for this algorithm we ¢an see that on the inputi
(x=6y=12} :

GCSE AQA Computer Science Course Companion Chapter 1 Page 8 of 153
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What is the purpose of searching and sorting a

There are two categories of algorithm that you need to know: these are s
sorting algorithms, Both are used on data sets to make them simpler to u

A searching algorithm is one that is designed to

tS:: :::;?h%iitggﬂthm— When a data set is very la nning inte hun
procedure used to find an <ular item of dat
item of data in a data set algorithmgadil werigs s function for us. Th

A sorting gesarit:

: is designed to sort a set of data into order {ei
aasing; we will always use increasing in the examples). T
ays in which we can sort a data set into order; the two metho
need to know are bubble sorts, and merge sorts.

3 °§-~,‘
are vari S

How do we perform a linear search?

A linear search is a simple sequential search of a data set. The algorithm &
will start at the beginning of the data set and moves through each data iten
one by one. it will do this until it finds the data item it has been set to lo
for, or it reaches the end of the data set without finding a matching data

he following data set of numbers.

15 85 69 75

We wan™0 search the data set to see whether the number 85 appears in it
first number in the data set.

fs 85 =107 .
10 25 31 15 85 69 75

85 is not equal to 10, so the algorithm will move on to the next item,
fs 85 = 257 .

10 25 31 15 85 69 75

§5 is not equal to 25, so the algorithm will move on to the next item.
Is 85 =317
10 25 31

69 75

85 is not equal to 31,s0t L move on to the next item.

Is 85 =15? .

1¢ 15 85 69 75

g5 1is ndc qual to 15, so the algorithm will move on to the next item
Is 85 =857

10 25 31 15 85 69 75

Yes, it ist The algorithm will stop here as the data item 85 is found.

GCSE AQA Computer Science Course Companion Chapter 1 Page 9 of 15
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We can write an algorithm in pseudocode to represent how a linear search

position « @

list « [18, 25, 31, 15, 85, 69, 75, 21, 19, 6]

length « list.length

number < USERINPUT

WHILE position < length AND 1i
position « position + :

ENDWHILE

IF position

tion] # numb

g2

en
number is not in the list™}

B

How do we perform a binary search?

A binary search is another type of searching algorithm. We mostly use a bn
have g List of data that is in order. A binary searching algorithm works by d
the item in the middle. If when the list is split there is an even numbear of i
first item on the right-hand side. =

if we order the list of number we used previc;

We had the following set of nu

5 'we will have:

15 19 21 25 31

We can search the data again to see whether the number 75 appears in it. We

) 10 15 19 21 25 31

We have an even number of items, 50 we Look at the data in the [ast position &
whether 75 is equal to this number first. 75 is not egual to 21, so we have no
is greater than 21, Htis, so we can discard the list on the left-hand side and o1

25 31 69 75 85

We then divide this list in half:
25 31

85

This time we do have
we have f'lpd 7

ind therefore have a central number.
; equal to 69, so we have not found it. We then
scard the list to the left-hand side and the central poiy

We then divide this list in half:

GCSE AQA Computer Science Course Companion Chapter 1 Page 10 of 15
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75 35

We have an even number of ifems, 50 we look at the data in the last positic
see whether 75 is equal to this number first. It is! So we have found 75 in

We can write an aigorithm in pseudocode to represent a binary search for t

length « list.length
number « input(" i ‘would you like to fir

'3;1’E match = false AND lowerBound # upperBound :
midPoint <« round({lowerBound + upperBound)/2)§
IF list{midPoint] == number THEN 5
print{"We have found vour number!"™}
match = true
ELSEIF list{midPoint] < number THEN
lowerBound + midPoint + 1
ELSE
upperBound « midPoint ~ 1
ENDIF
ENDWHILE

Which searching method is !

Specification Re%
W Comege

r and binary search algorithms.

search on an array of length n will take n comparisons. A binary search on
to the nearest integer) comparisons, The table below shows the maximum

Elements 160 100,000 500,000 1,000,0
Linear search 100 100,000 500,000 1,000,G
Binary search 7 17 19 20

When the list is unsorted, clearly binary search cannot be performed - alth
performing, a binary search is slower than just performirg a linear search, i
if there are multiple searches it makes sense , and then perfor:
searches.

8her search problems that are slightly more tricky, with one being search .
element in an array. One of the hardest search problems is efficiently searching o b
are alfowed a wild card symbol.

.
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How do we perform a bubble sort?

the algorithm knows
1. If the first item is less than

otherwise it leaves them as they are, and so on. It will go all the way
through the data set and then start again at the beginning to do the
same thing again. This is called poassing through the data. ltwill
repeatedly pass through the data until it makes no changes to the
data; it then knows they are in order.

We can use part of our original data set:

10 25 31 15 85

We first of all look to see whether 10 is greater than 25. Itis not, 5o they st

We then look to see whether 31 is greater than 85, It is not, sg they stay a

106 Z5 15

We then look to see whether 85 is greater than 69, It is, s0 we swap them.

10 25 15 31

This completes our first pass through the data. We can now begin a second. COPYRIGHT
. PROTECTED
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in that pass the numbers 15 and 25 were swapped. Even though we can se
algorithm does not yet know this. 1t needs to confirm that no swaps are m

GCSE AQA Computer Science Course Companion Chapter 1 Page 12 of 1



We can write an algorithm in pseudocode to represent a bubble sort:

list = [18, 25, 15, 31, 69, 85]
length = list.length - 1
swapped = true
WHILE swapped = true
swapCount = ©
for n = @ to length
if list[n]

1] then
list[n+1])
swapCount + 1

swapped = false
ENDIF
ENDWHILE

How do we perform a merge sort?

A merge sort is an example of a Computer Scien
kriown sorting algorithms as it make i

A merge sort works by di
then merges to

If repeatedly, till it has a set of
ill it has ordered the whole list again.

We cal

10

10

10

10 25 15 31 85 69 75

19

31
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Which sort is better?

Bubble sorts are one of the worst methods known to sort data. However -

when sorting data, as elements are just swapped Sarcsult we say that th
are one of the faster methods of sort § tra §torage in the inter
may not actually be possible! .

nerge sorts are much more preferable. Attho§§

putting an item into place takes one unit of time).

Elements 2 4 8 256 |
Bubble sort run time 4 16 64 65536
Merge sort run time 2 8 24 2048

-
Did you know?!

There are multiple more ways of sorting an array of elements. The merge sort i§
methods of sorting data, and bubble sort is one of the worst! The worst sort is ¢

Hote: For the exam, you need to be able to recognise the logic of a search
be given the algorithm and have to describe what it does. You may be giv
show how vou are using it to find an item of data. You may be given the &
incomplete, and you have to correct the algorithm or complete it. Theref
are very famillar with the look and logic of all four of these searching and:
COPYRIGHT

part of Computer Sciencel
PROTECTED

ig
ag
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Chapter Summary

®  Computational thinking is learning to break down problems in a logica
This involves both abstraction and decomposition.

t are carried 0ut§§

®  Analgorithm is a sequence of steps or instrt
task. We can use two methodst &N d

search.‘ -
B Alinear search is a simple sequential search of a data set. A binary seo
repeatedly dividing a tist in half until it finds the item of data.
® A sorting algorithm is one that is designed to sort a set of data into ord
know are bubble sort and merge sorts.

B A bubble sort starts at the beginning of a list and compares each item
if this is the case. zs

m A merge sort works by dividing a list in haif repeatedly, till it has a set s
it then merges together each list till it has ordered the whole list agai

S

Exam-style Questions

tite term ‘computational thinking'.

5. Consider the following set of numbers:

3,24,1,15,65,87, 2,19

Show that a binary search can be used to find the number 65,

4. Explain two circumstances in which a linear search might be guicker th

5. Ceonsider the following set of numbers: COPYRIGHT
5,23,1,12, 78,3, 11,2 PROTECTED

Perform a merge sort on the numbers.

6. State when a bubble sortism 0 use than a merge sort.

ig

write an algorithm that swaps the first elern

2y

Education
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Chapter 2: Programming

in this chapter you will learn:
& Various concepts fundamental to programming
@ Useful tools needed to write effective programs
& Operations that can be performed in program

€ How programs can interact with files alrgz

escomputer

ramming?

Unge f\aﬂnd the concept of a data type

Programming allows us to perform computations much faster, and more
accurately than humans. I you were given some data and asked to
anatyse the browsing habits of 1,000,000 customers for an online shop it
would be impossible,

So instead, we use computers. Even though computers see everything as
a series of 1s and Os we can actually represent a whole range of data
types that will be briefly described below:

Data type Descri

integer These are whole numb

Real These ‘ 4t can have a decimal part as well

Boolean o o values only: true and false

| This is a single letter, number or symbol

String This is used for text, and can include any character

Note: Different programming Llanguages refer to these data types in differ
programming language VB.NET, real numbers are ¢alled doubles - in oth

What are the fundamental concepts of program?

QA Specification Reference
Understand how the following statement types
assignment, iteration, selection, subrou;

the foundations of every program i

There are three basic con :
: ages; these are sequence, selection and ier

imperative prog

Description

The order in which the instructions need to occur in an algori
instructions are not carried cut in the correct seguence, a pro
output. Therefore, we need to carefully consider the order in

when we are designing an algorithm, .

Sequence

GCSE AQA Computer Science Course Companion Chapter 2 Page 1 of 15
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Construct Description

Selection | When writing a program, it may e necessary {0 create a wa
paths. This is dependent on conditions. Conditions allow us
This method for creating different paths in & program is call

fteration | Sometimes when we write a program we W|ll need to repeat in
instructions is called iteration. We ¢ withe instructions wei
block of code called a loo is loop will get rej
times, or until a cond "

Three other impo e variables, constants and assignment.

input de.,_,..m"b a program. We will also need to create a way to store
the input from our user, and a way to output any data we reguire o cur
user. We can do this by using variables and constants.

To store the data that is input into our program we will need to create a
data store. By naming the variable or constant, g link is made to the
memory location where the data is stored. When we want to put data
into the store we must assign it to a variable {or constant}.

Did you know?!

When programs were first written, memory locations had to be referred to by thy
being a huge 16 bits long). These days we just use variab!

Variables
Avariableisad

»'given a name. It stores data that can be Cha:
e variable links it to the memory location where ti

For example:

name <« “me” € The datastored inthe variable. The quotation marks giv

A

The name given to the variable

We can reassign the data that is stored in our variable at any point that is r¢
For example:

COPYRIGHT
name <« "Bob" PROTECTED

name <« "Jane"

iri this instance name will store ‘Boh gned to store fane’.

0 our data store, but we should choos
e the data that is stored. We should atsa avoid
&i'sometimes cause problems in our program.

Wa can give any nam

ig

be meanize’

2y

Education

Note: The ability to choose meaningful identifier names for your varizfzbleslEE
assessed in programming questions in the Paper 1 examination.

There will be more on global and local variables later in this chapter.

GCSE AQA Computer Science Course Companion Chapter 2 Page 2 of 15




Constants

Constants store data that will not be changed throughout the execution of
we need 10 use repeatedly in a program, we could hardcode the value into

An exampie of hardcoding could be that a score needs to be changed by 2
tuitton - in every place in your program code that changes the scare you ¢

change it

if we use a constant to store the value, we can set it to the value we want
Using a constant throughout your program instead of hardcoding the value
values at once.

Some meaning is also given to the constant, as if a programimer locked at
be no description of what the purpose of that value is. instead, if there is
instantly know that it is referring 1o the current VAT rate. Thisiscalleda s

We store data in a constant in the same way that we store it in a
variable, by assigning it to a constant name.

For example:

CONST pi « 3.1415

There are two different types of iteration - indefinite and definite. They b
one is more appropriate than the other.

indefinite iteration will loop over your code until a condition is met. This

certain variable to be in a certain range, or a certain statement to be true of.
characterised by WHILE loops and REPEAT UNTIL loops. This is known as

WHILE condition = -Falseﬂ REPEAT =
do_something() do
ENDWHILE UNTIL co

known as being count controlled.

FOR counter « 1 TO known_amount
do_something(}
END FOR

ates after a known amount of steps. This type of i .

GCSE AQA Computer Science Course Companion Chapter 2 Page 3 of 15
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S

We can also nest’ iteration and selection statements. This simply means t?\

FOR counter < 1 TO known_amount
IF condition = false THEN
WHILE condition = false
do_something()
END WHILE
ELSE
do_something &7
END IF ;

When writing program code, you should assume that other people will
read it at some point. Not only is this helpful for other pecple, but it is
also helpful for yourself if you need to revisit code that you have
written in the past. It is especially useful for when others read your
code as it is essentially a form of communication.

One of the most common ways to improve readability is to use

maaningful identifier names. For instance you should not labet your
variables ‘my_varl, my var2, my var3’ etc., but instead:iiu should name th
total_score’. This way some meaning can in ced from the n:

s to use comments — this
& tep further, and lets us describe wh
e. We will add comments to describe how a ceg

Another method of readable, mz
from meaningful idenf

(Note: TFc™s j/'rthI uses for comments varies between programming languages)

For example: name < "Bob” // This is a variable that fftom

By adding comments to our code, this means that when we look at it again
to use our code, we can read the comments and fellow the structure of ho

We can also use indentation to make our code more readable in the future.
on us indenting sections as it is part of the programming language {i.e. Pyt
selection; others do not insist on this but we should still do it. By indentingiy
see what instructions are meant to be executed inside the loop or as a resu

X <1
if x = 1:
print("Hello world;

‘do not run correctly without an inderit here,

Did you know?!

Even though most programming languages do not enforce indents, comments
should always try to use them anyway. 3ome code that you have written witho
efficient as possible, but if you cannot read it, the code is seen as bad!
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How are arithmetic, relational and Boolean ope

Relational operations: equal to, not equal to, less than, greater
Boolean operations: NOT, AND, OR.

ate data that we
p us to do sc.

it is essential that computer programs are a
Arithmetic, relational and Boolea

Arithmetic Ope
There asy

6§érator Description
+ Addition

- Subtraction

/ Division

Multiplication

Exponential (%) Repeated multiplication

Remainder (MOD} | The remainder left over when a number is divide

integer division {DIV) | The number of times a number can be subtracted

BV and MOD are both operators that you would have learnt when first le
going into fractions). One way to think about it is uzi:iisins.

Suppose we want to calculate 7 DIV,

Relational Operations
Relationol operators are useful for indefinite iteration ~ you can check when
a certain value using a statement that evaluates to true or faise,

= Is equal to — this can have a true or false outcome

# Is not equal to - this can have a true or false outcome

< Is less than - this can have a true or filse outcome

Is greater than - this can ; ur false cutcome

Is less than o

AANDB True if both statement A AND statement B are true

AQCRRB True if statement A OR statement B (or both) is true
NOT A True if statement A is false
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Example ~ Bus tickets
Free travel should be given to those over the age of 75, or if the traveller
atready has a ticket. Otherwise they should be charged £4.

IF age > 75 OR traveller_has_ticket = true THEN
ticket_price « 0.00

ELSE
ticket_price « 4.00
END IF

Arithmetic operators work on numbers, What would happen if why tried t
The most likely thing to happen would be an error ~ as this operation is n

Other data types have operations unigue to themselves, For example, inge
operation. In particular you should know how te manipulate strings and ¢

Suppose we have the values "Bob” and "Steve” assigned to the variables n

Command Description

This gives the number of characters that are in the 5tring§§
This will include any spaces.

LEN (length)

UPPER
LOWER
POSITION
SUBS Lo

place in the string set by x and selects the next number
of characters set by y.

+ {concatenation) | Loncatenation joins two strings together.

Note how + is used for addition in numbers, and concatenation in strings.

when using + with different data types — what is the result of g string + nu
is cenverted to a string, 5o “ABCY + 4 would equal “ABL4”, but in the pro
example, you must convert the number {0 a string or an error will occur, T

operations are useful.

Command Description
INT Converts a string to an integer.
REAL Converts a string to a
STRING

There are even

Command Bescription Examn
ASC Conversion from character to ASCH code ASC(chrl)
CHR Conversion from ASCH code to character CHR{58}
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What are data structures and how do use them

Use records (or equivalent) in the design of solutions to simp

Data structures are also known as ‘abstra;
records. The data types described.¢.
Data structures are often i

rhe twe that you n
is section are often refe
user-defined data types.

An arraitg#hata store that is designed to store a set of data that is all of

list of the names of the students in your class could be stored i an array. E

called an element; each element can be accessed by referring to its positio

Classiist « ["Bob”, "Jane”, "Bill", “"Annie™, "Ali"]

if we want to reference an element of data in the list, we refer to the data I
to note is that many programming languages label the first data location in
that the data stored in element 3 of our class list array would be Annie, WF
we declare a name for the array and how big we want the array to be. For

array Classbist{5]

Then to write each element of data we want to store into the array we wri

ClassList[@] « "Bob™
ClasslList[1] « "Jane"
ClassList[2] « "Bil
ClassList][3
ClasslLis:

2 data we require to each element in the array.

Note: Sdﬁg.programming languages only support fixed size arrays {we cail this:
data cannot be added without creating a new, larger array and copying the ¢o
size are aften called dynamic arrays.

This type of array is a called a one-dimensional array. We also need to kno&\
called a two-dimensional array. If we think of a one-dimensional array like.
think of a two-dimensional array as a table of data that is stored. Similarly
dimensional array requires each element 10 have the same data type,
For example:

array TestScores [3,5]

s. The firstis Ll
pte. This is where you neg
tentially cause errors later on dow

The reference to elements in this type of ar
and the second is like the row ref 4
element the wrong way

This two-ci Ll store three test scores for each of the five
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We can find out the test score stored for a student for a particular test by re
the test number. For example:

TestScores [3,1] // This would return the test score :
TestScores [@,2] // This would return the test score

We write data to a two-dimensional array in the same way we write it to a

referencing the element. For example:

TestScores [0,0] <. ; writes the test score

TestScores // This writes the test score

ata stored in a particular element of an array by
> marked and a new test score needs to be entered, we ¢
correct (&ation in the array. For example:

TestScores [1,1] « 25 //{ This would overwrite the pr

Records

Cne of the common ways we often store large amounts of data isina
database. A database is separated into tables, records and fields.

A table will store a collection of records and fields that are all related. An =
arganisation may have a table in a database that is dedicated to storing the
customers’ personal details.

Afield in a database stores a partict! An exampte of a field

da; e stores the data from a single collection of fields in 2
®pecific individual customer. -

customer_forename | customer_surname | age

joe Bloggs 35
This is a record —®f_Jane Doe 24
Bitl Bing 15
lane Bloggs 40

The whole collection of data is a table

We mostly store data in databases so that, it
in a structured format for futur :

gn solutions.

We can define recorg.
Rnic e database above is shown here:

ENDRED
o .

Did you know?!

The programming language Python does not support arrays. Instead it uses fist
a fist and a record. You can have multiple data types, but there is no checking
the correct data type.
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How is data input and output by a computer pr

Be able to output data and information from a program to
Be able to use random number generation

Inputs
When we want to allow data
For example:

A9

This wilt®tlow us to create a variable called ‘name’. It will then altow us ic
inputs. It also provides the user with a prompt of ‘Please enter the name o’é

Outputs
When we want to cutput data to our user, we need to create an output for

QUTPUT "Hello user, welcome to my programi”

This would ocutput the message inside the quotation marks to the user. We

are in a data store. For example:

name <« “"Jane”
OUTPUT name

This would output the name ‘Jane’ to the user as ane’ is stared in

Sometimes we want the comput

0 our program, we need {0 crea

jenerate numbers randomty,

S om number « RANDOM_INT(©,2)
IF random_number = @
THEN result « "rock”
ELSEIF random_number = 1
THEN result « "paper"
ELSE # only other value is 2
Result « "scissors®
ENDIF

We can also return a random element from a data structure such as array,

student « ["Ali", "Barney", "Cha
random_student < RANDOM_ = ent)
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How can we make our programs more efficient?

g g g .
Describe the use of parameters to pass data within program

Use subroutines that return values to the ¢

Examine the following program. 't . people’s names and gree

+ namel +

name3 « USERINPUT
QUTPUT "Hello " + name3 + “1"

This program could be improved, as code is repeated unnecessarily. What
message? You would then have to change sach greeting, making extra care

instead we can use subroutines. These are sequences of instructions that
regular occasions in our programs. We then just need to refer to the name 3
subroutine when we want to use the particular set of instructions. Reusing:
neater, more understandable programs where there is less of a chance of i

For instance, we could write a subroutine:

PROCEDURE greet()
name <« USERINPUT
OUTPUT "H
ENDPROCEDI P,

FOR count « 1 TO 3

greet{)
ENDFOR

This is much neater — and then, if a change needs to be made to the greet
instead of three times,

There are two types of subroutine that we can use: procedures and functéoﬁ}\é
Functions return values after they have been completed - so we can assigr‘éf
variable to a function call, and whatever the function cutput, it will be ﬁt.ma\
the variable. A procedure, however, does not return any value. -

asks the user for input, greets them, and : he entered name s0 &

A PUT
Hello " + name +

namel « greet()
name2 « greet()
name3 « greet()
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The last property of subroutines is that data can be passed to them, as in sg
subroutine may not be accessible from inside a subroutine. Suppose we kng
wanted to greet. Then we could change our program to: 5

PROCEDURE greet(name)
OUTPUT "Hello "™ + name + "!
ENDPROCEDURE

greet("Bob")
greet("Claudi

" is used as a placeholder for the value passed into the p:rEE

-
Did you know?!

Functional programming languages are programiming languages in which every o
data to change, ie. they do not allow variables — which means that they cannot u

You won't need to know about functional programming as part of this course, buz
kksyi’!a:xé;sus should you continue beyond GCSE. -

Why do we pass variables into subroutines?

QA Specification Reference

= ole of our program. If we use the
ognise it anywhere in the program and use the

Any variables that are created inside of a subroutine are not
recognised by the program outside it. This means that they are local
variables.

Example

X « 1

FUNCTION +(}
X - 2

ENDFUNCTION

0
OUTPUT x

ilises a global variable, and defines.
riction and then prints the value of the v

: x inside the function f is a local variable, so rt
wue'that is printed is 1.

in the example above, the p
variable to two. It

itis gené“r:ally good practise to treat each variable as local in your program
above. Without this, checking vour program code typically becomes much ki
location. Global variables can also cause problems when multiple people a
great care must be put in place to not use the same names,
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What is meant by a ‘built-in’ subroutine?

w9 B
o RANDOM(1,10) There is no defined stane:
OUTPUT x in pseudocode; for your &

it might sound odd, but the values returned by a random number generator%f

because they are generated from an initial value that we ¢all a seed, and th
performed to find the next value.

if the generator used the same seed twice then the numbers can easily be
specialised hardware i5 required, that pulls data from various sources such

What is meant by ‘structured programming’?

A Specification References
Describe the structured an
Explain the advantz

directly"g‘/nfhe computer. However, solving certain problems can be
made easier for humans by thinking in different ways. In programming
we call these different methods of thinking programming paradigms.

The type of programming you do is heavily influenced by the problem.
Some problems just happen to be suited towards a particular
pregrammiing paradigm.

it is really important that programmers adopt a structured approach. By do .
by other programmers, allows for easier collaborative working and gives usi

making us more efficient. It also allows for better testina as you can test m
certain programming constructs and rules we ca~x is. '

vIth @ programming language is a randos
ber, it will produce a number randomly frorr%z

ded with the prey
subroutines are called built-in subroutines or /2 “fined subroutines.

A S

3. Use return values - these are variables that come back out of a su -
your code where the subroutine or function call happened. '
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How can we test our programs effectively?

Be able to understand what is meant by testing.
Be able to select and justify suitable test data th

regular testing. \
con‘Fa| '1;;% r
testing (o
future due to a user encountering an error that had not previousty been
discoverad,

We should be testing our program while we are building it. This way we ¢
correctly without having to go back and change lines of code. Thisis a forn
we test our program and go back and improve it as a result of the tests that

our program while we build it, we will find many of the errors as we go alo
errors 1o find and correct at the end.

We will also carry out testing on our program when we have finished build

atmed more at testing the functionality of the system to find cut whether n;

that were laid out when a design was developed for the program.

carry out on our program, the less likely it is to breai in the &

When we carry out anything, we must make
program, to account for possible mi Misuse is not always done ¢
someone is using the proaz? ime, and doesn’t know how to

: ring the data that an input should accept, but
smlaca that we do not want it to accept.

For exaBle, let’s consider the following input:

age « INT{ USERINPUT )

We have created an input that is limited to accepting only integer data. Wa
accepts data that is of the data type integer {normal data). But we will aiso§§

real data types or any string data types (erroneocus data). Therefore, we m

rejects a string of characters

Testing the input for the age variable
rejects a character that is a symbol

Test number Test description Testdata | T
1 Testing the input for the age variable 16
accepts an integer data type
5 Tgstlng the input for th 102 e
rejects a number th:
Testing . e age variable A
2 ¢iiaracter that is a letter
esting the input for the age variable hello e
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This selection of data thoroughly tests cur input, making sure that it shoulcéf

We have recorded our testing in a testing table. You will need to produce

that you carry out in your coursework. You will need to make sure that you

data that should be accepted and also rejected by your program,

You will also need to test the logic of your program and test te see whethe

extreme) data, needs to be tested. This
data, and what is not. :

Far instance, y

e  Normal test dato refers to data that the program should process no

e [Frroneous data refers to data that the program should not accept / c

e  Boundary dota refers to data that will fall on the edge, or boundary
heen set,

There are different types of errors you could get in your testing. These are

e Syntax errors — errors in the actual language that you are using. Th

word, missing punctuation in the code o~ Wrong case.

e logic errors — these are X you end up with code not
code is written

1Y i
data entered is reasonable, so having techniques such as length checks, pr
checking is vital,

GCSE AQA Computer Science Course Companion Chapter 2 Page 14 of 15

COPYRIGHT
PROTECTED

ig

2y

Education




Chapter Summary

There are three main programming constructs: sequence, selection and.

When we write a program we need to apply data types to the data that
data types: integer, real, Boolean, character and 5

We store data in various ways in a ing variables, consta:

Arrays can be one-dimensi imensional (or muitidimension

ternally to a program; we do this using ax
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and’joining strings together.

We can store sections of instructions that we may want to use in a prog
two main types of sub-program: a function and a procedure.

We need to ensure that when we write our cede, we make it maintaing
ways, including adding comments to our code and making sure that w
necessary.
We need to make sure that we thoroughly test the programs that we ¢i
program, and at the end of the program using suitable test data.

We need to look out for syntax and logic errors in our code.

%

We need to make sure that we can code different validation technigueg

(V2]

Explain the difference between g syntax and a logic error.

Explain two ways in which a programmer can make sure that a progran

A hospital wants a program that records and monitors the temperatur
maternity unit. 1t wanis to store the temperature of each baby; it will h

If 2 baby's temperature is below 36.5 degrees, the program should aler’t
If a baby's temperature is above 37.5 degrees, the program should alert

Write an algorithm that the hospital could use to store and maonitor 'Ch(‘

the unit.

a) Ateacher needs a programt
a maximum of 20 marks. Each

tin the class.

b} The teacher now wants the program to be able to cutput the stud
hoth tests. They also want the program to output the classes ave

Extend the algorithm created in part (3) to include these two new

est scores for sach st
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Chapter 3: Data Representaté:

in this chapter you will learn:
How to convert numbers into different representations (binary and h
How to measure the quantity of data (in bits, bytes, and s¢ on}

How to perform arithmetic on binary numbers (a n and shifting)
How different types of data are stored

SCOQ0

r (letters, imagegzg

As humans the data that we process is called analogue data. Analogue dats
continuous stream of data, Llike a sound wave or a light wave. Everything
hear is a continuous stream of data to our senses. Computers are not able

process analogue data; they need data to be in a different, digital form. T
means that any data that we want a computer to process must first be cor
digital form. Digital data is made up of binary digits, that can be either a
The main reason binary is used is that in the wires of a computer the volta

istory lesson

:atiélly be put down to the
fact thatwe have 10 fingers.

The other number system that is used particularly a lot in computer science%j

hexadecimal. This numbering system has 16 different symbols, 0-9 and A~

For this reason it is referred 10 as a base-16 system. Hexadecimal uses 16
same but letters are equal to a decimal value:

can represent (normally 232), so numbers larger than this are stored in base-2?7 '
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How do we represent numbers in binary and he:

mal, we will first
e are most familiar

To explain how numbers are stored in binary and h
we represent numbers using the number ¢

The number 123 is made up 4

ns and 1 hundred. A tenis 10 uiy
increase by the po ss

Increase by Increase by

power of 10 power of 10
Hundreds +——— Tens 44— Units
1 hundred 2 tens 3 units
1 x 100 + 2 %10 + Ixl

So we can use the following table to represent 123,

100 = 107 10 =10t 1=1
1 2 3

Notice how you cannot have a value greater that 9 in any of the boxes. If

there should actually be a 0 in ‘Units’ box and a 1 in the ‘Tens' box! This is
cairy numbers in addition.

Binary
Now we are ready to learn 2
hundreds we have

.“Binary uses exactly the same conc
ours, eights, sixteens, multipling by two ea

‘ry number 1001:

Increase by Increase by Increase by
power of 2 power of 2 power of 2

8 #——— 4 e ] ]
Binary number 1 + 0 + 0 + 1

To converi a binary number into decimal, we do as we would for decimal,
relevant unit,

COPYRIGHT
PROTECTED

Binary number 1 eight + 0 fours +{J twos

S¢ the binary number 1001 is 8 + 1 =9 in decimal. 100
principle to an 8-bit binary number. Let us lo

Increase by : Increase by increase by g
power of 2 : rof 2 power of 2 power of 2 19
128 «— 34— 16— § «—— 4 €
' Q
0 0 1 o 3

R o

Education

Thereforé, the binary number 11001001 when converted to decimal is 128

This is how we convert from binary to decimal. We also need to be able to
do this we need to decide which binary units witl need to be 1 (TRUE) to ¢
method we can use to do this. Let's convert the number 202 into binary.
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First we write down the gight binary units we might need to use. it is easi .

128 64 32 is 8

Then we need to work out which of these units are needed. We ¢an do ‘ihiséi

128 ; 8

As we EE58 “unit 128, we can now deduct this from our decimal num
we can L@@ 1o the next unit and compare it to our decimal number agair, th

74 is greater than 64 so we can also put a 1 below this unit and then dedu

128 64 32 16 8
1 1

74 - 64 is 10; this now becomes our decimal number. We can repeat the p
which is 32, 10 is not greater than or equal te 32, 50 we do not use this uni

128 64 32 i6 8
1 1 G

We can now repeat this with the next unit 16. 10 is not greater than or equal t

128 64 3
1 1
We move to the n % ater than 8, so we do need this unit anr:
deduct S decimal value 2: -
1050 32 16 8
1 1 0 0 1

We move to the next unit. 2 is not greater than or equal to 4, so we put a

128 64 32 i6
1 1 G 0 i

We move to the next unit. 2 isequal to 2, sowe canputa 1 below itand d

COPYRIGHT
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128 64 32 16 8
1 1 0 0 i

As we have now got the decimal value to 0, we k.

- | - v
! ig

Education |
k task

:Quié
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Hexadecimal

Be able to convert between: binary and hexadecimal, decima

We have looked at a denary number system and a

is also a number system called hexadecimal ;
uses the numbers 0 to 9 and th

is @ number syst
“This means that it uses 16 ¢

‘reases by the power of 16. You only need to ki

The reason numbers above 9 need to be represented by a letter is because
each unit in hexadecimal. For example, the number 12 has two characters
with one character and this is C. Let us look at converting the denary numb
wa need to find out how many of the unit 16 and hc:

3 by
power of 16

16 D E— 1
1x16=16

2x16=732

umber system soi

0 digits, so the units used will be 1 and 16. Hexadecimal

We cannot go any higher with our workings as 3 x 16 = 48 and this is great
need 2 of the unit 16. 2 x 16 1s 37, so we can deduct 32 from our denary nu
that we know we need 8§ of the unit 1:

16 1
Z 3

This means that when we convert the number 40 i

Let’s look at converting the denary numh

1x16=16
2x16=32
3 x 16 =48
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We cannot go any higher with our workings as 4 = 16 = 64 and this is gre
need 3 of the unit 16 and can deduct 48 from 62, leaving us with 14. This ¢
unit 1, but we do not write this as 14 as it is greater than 9 and has two ¢hdl
characters we Looked at earlier. We said that 14 is represented by the charg

16 1

This means that when we con er 62 into hexadecimal we get §

iivert hexadecimal into denary. To do this we
eded. Let us convert the hexadecimal vaiue 4B;

16 1
4 %16 =064 11x1=11
64 + 11

Looking at this calculation we ¢an see that 64 + 11 = 75, Therefore we knoy
converted into denary is 75.

G e e T S B

Computers do not actually process hexadecimal, they use binary. Computeréf
it is guicker to read than binary. Lots of 1s and 0s are needed to represent 3
reduced by using hexadecimal.

Hexadecimal is used in a few ways by programm
that you may know of is its use in H
itisused in HTML to represent, r example, the colour

pplication

es. A MAC address is a unique address given to each device on
a network. It is used to identify the device. A MA{ addressis a
12-digit hexadecimal code, for example 0010626454E6,

Quick task
Convert the following hexadecimal numbers to denary: 1} A6 L COPYRIGHT
Convert the following denary numbers to hexadecimal: 1y 126 PROTECTED

ig
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What operations can we perform on binary data

Be able to apply a binary shift to a binary number
Describe situations where binary shifts can be used

Binary addition

Adding together two bi
different rules that

10 is the binary number for the denary value 2

11 11 is the binary number for the denary value 3

Let's try adding together two binary numbers using these rules:

100111080
+ 60000011180

We start adding at the right-hand side. We know that 0 + 0 =0, so we write%i

10011100
+ 000011160

10

We move to the next sum. We know that 1 + 1 = 10, We can only write one

other digit we need {0 carry over to the next sum. We write the right-hand:

which is the 0. We carry the left-hand number over to the next sum, which

1
100111

1
100111080

+ 000011160

1010

ot the same as adding together tw

«s that we need to remember when adding binary numbes:

This is a familiar calculation that you atready know

This is a Tamiliar calculation that you already know

nowthatl + 1 + 1 = 11. We write 1 in tk
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We move to the next sum. We have a different situation now. As we have a
we do not use the O in the calculation. We only use all three numbers vvhen§§

are 1. If a number is a 0 in the calculation it is discarded. If both numbers
the carry of 1. We know that 1 + 1 =10, We write 0 in the answer sectio

1
100111

10011100
+ gopoo01116¢0

1010610

We move 1o the next sum. We know that ¢ + 0 = (. We write 0 in the ans

100111060
+ ¢coo00111¢0

610101¢C

rite 1 in the a

Wea move to the next sum. We know that1 + 0 = 1

10101010

So we (e
is correct by converting all the binary numbers to their denary value:

100111060 =156
+ 600011160 =14
10101010 =170

We can see that our addition is correct a5 156 + 14 = 170.

Let’s try adding two more binary numbers, 11000110 and 10181111:

111
11000110

+ 10101111

1110101

that the answer to our binary addition question is 10101010

dd each sum together and we will get:
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We get a problem though when we get to the last sum. We needtoadd ¢
together 1 and 1; this will give us 10. We write 0 in the answer section, bu
stiil have 1 to carry. We cannot carry the one t0 another sum though as we
not have any left. This 1 becomes what is known as an overflow error

Overflow error —» 1 11000110
+ 1010111

‘our number after addition becomes too
&rgest number that could be stored in an 8-bit byt
denary value and add them together, we will see that th

An overflow error q

11000110 = 1
+ 10101111 = 1

01110101

We can see that 198 + 175 = 373, This is larger than Z55 50 it creates the

Binary shifts

A binary shift can be performed on a binary number. It can be performed to!
of data. In a binary shift all the numbers in the bina ber are shifted
of places. Zeros are added to fill the places by the shift. T
out of the byte are discarded.

two dlglts‘at the left of the number are dlscarded Two zeros are placed int
We can show this in stages:

Original binary number: E

Each digit shifted two places right: |

Zeros replace empty spaces
Digits shifted out are discarded:

11001100 = 204

Although you don't need to know this, the notation used for a left shift is
51 << 2 =204,
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Example of a right shift
Let’s use the binary number 80110011 again. We will perform a right shif

if we perform a right shift of two places, each digit in the binary number
The two digits at the right of the number are discarded. Two zergs are pla
shift. We can show this in stages:

Original binary number: , | 1 }
Each digit shifted | o0 |
Zeros ré@#®s empty spaces

Digits shifted out are discarded: ! 0 I 0 | o I 0 i

if we convert the first binary number to denary we get:
00110011 =51

After we have performed the two-places-right shift, the value of the denaryi
00001100 =12

Right shifts also have their own notation >>"; in this case 51 >> 2 = 12,

Quick task

Perform a three-place binary shift
What effect has this had

e'binary number 10110

When we store 3 file it takes up a certain amount of storage space. We call
amount of data a storage device can store its storage capacity. We may want &
how big it will be to store. Most computers will do this for us, but it is useful T
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To calculate the size of a file we need to know how data is measured. To
following units:

Name Name
Megabyt '
egabyte | ’ 9
Gigabyte | i
< ; e Terabyte Ed ?
: CQTl ]
l Kilobyte KB 1000 bytes Petabyte u o

Mote: A bitis the smallest possible unit we have available, and correspond;
stores eithera 1 ora G,
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How is binary used to represent characters?

Understand that character codes are commonly grouped an
Describe the purpose of Unicode and the advanta & Un

{omputers can only process binary; theres § we'input iNto 3

computer needs to be convert

: ‘humber into binary; we also need to
images and sound are converted into binary.

We have looke
X

if we hadto wr|te in binary to create all the documents we needed o
create, such as our homework or messages to our friends, it would take
us a great deal of time. Typing out the 1s and Os that are needed for
each character would take much longer than typing any character the
binary numbers represent. This is why binary codes were ¢reated to
represent each character, so that we can just press the character on our
keyboard and it is converted into binary, 5o the computer understand
which character we have pressed. The character will then appear in cur
document or message.

Each character is assigned a different binary code. Capital letters and low
binary codes, as will punctuation and numbers. All other keys on & keyboa
assigned to them, such as ALT and SHIFT.

What is a character

the blnary code tha epresent each character is called a charadzé{

i1 character sets that are used: ASCII and Unicode.

ASCI si@®® ior American Standard Code for Information Interchange. 1t w
based upon the English language. In ASCII, each character is 1 tyte of data;
up of 7 bits and there is a § present at the start of each 10 create the byte
ASCH; these are the numbers (0 to 9, the lower-case letters a to z, the capit
symbols, the space bar and other keys present on a standard keyboard.

You can easily search for an ASCH conversion chart on the Internet. It will
character; for example: a = 01100001 A = 01000001, You will aiso see that
= (1100010 and B = 01000010, The groups work in sequence so ASCIH'A
should be abte to work out F.

There are some languages that use a completely differaiit alphabet o the F;g
would not be possible to use ASCII to create characters nee
Therefore another character set w ; d Unicode.

ot more characters to have a universal characte
used in ASCII can only represent up to 128 chara
for each character, which means that more than
This is more than enough for every language to b
As well as the letters for each language, there is ¢
icons that convey various emgctions, and common
communication platforms such as instant messag
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How do we represent images using binary?

Describe the following for bitmaps: size in pixels and colou
Describe using examples how the number of pixels and col

&
LA

images o de up of pixels; these are tiny squares that appear on a screer;sf::sg
Each of these pixels has a binary representation. If an image is simply black§§

and white in colour, then each pixel would be a 1 or a §; for example:

In this image 1 represent

2900000000
golengolien
8081801060
8011111180
0l1011011@
1111111111

The number of pixels can be found easily by multiplying the number of rcw
colour depth can be found by calculating the minimum amount of bits neec:

in this case, we have a 10x10 image, with a colour depth of 1 bit - there s
bit to store it. So in total, our image has a size of 100 bits.

To calculate the file size needed to store an image, you use the formula:

file size = number of pixels x space needed 1o store one pixel
Wae have to be able to calculate sizes in bits and bytes.

W = Image Width
H = Image Height
D = Colour Depth in bits

Size (bits) =W x H

The binary code for this iy
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How can the number of pixels and the colour de
an image?

if we want our image to be more than just two colours, each pixel negds to
This extra binary data will instruct the computer on how to create the colog

er for us to use.

Anexample of ac “0000. The code is broken up into the fo

#FFO000

Amaount of red needed Amount of grean needed

This is the colour code for red; as you ¢an see, it needs the full amount of r
converted this hexadecimal number to binary it would be 1111111106000
red, green and blue, is represented by a byte of data. All this data is neede
image. Thousands of pixels are normally needed to create an image, therefy
bytes) of data, that’s a lot of data to create an imagel

data that needs
ze'of the image. ifa

The size of an image file can be affected by the amar
that needs to be stored is affected by the
would allow for four different valu
the number of bits that a

The number of pixels directly affects the physical file size; the more pixels

How is sound represented using binary?
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Although sound is made up of one continuous wav ian also store it di
way of converting sound into binary to be ab ¥ and store it using

When we record sound we d . intervals; this is catled v
sampling. When we sz sre méauring the amplitude of the 19
SOUN W ate is measured in hertz (Hz); 1 Hz means

n per second. Most music CDs are sampled at 44,100 Hz, 09

Education
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We can look at how a simple sound wave is sampled:

We can record the sound value at each sample taken:

Amplitude 7.5 4 7 8.5 4 35 6.5
Time sample 1 ) 3 4 5 6 7

These values are converted to binary and stored in the sound file. When the%;
values are used to recreate the analogue sound. We can use the samples we.

10
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10

if we overlay the original sound wave with the one played back after record
difference between the two:

This difference cocurs because the computer can only recreate and playbac
it doesn’t know what has happened between each sample as it hasn't recor
the sound wave in particular, it fluctuates up and down guite a bit in betwe
hasn't recorded this 50 it just interprets it as a steady decline in the sound

How can sampling rate and resolution affect th

Specification References
Describe the digital representation of sound in term

look at G Yund wave above and double the number of time samples take
a more accurate sound wave when output. Try it and see!

The closer toegether the time samples, the more accurate the sound that wik
recorded with a sample size of 44,100 hertz. It is important that the output
original sound recorded. Telephone conversations are sampled at a lower 1

The higher the sampling rate for a sound file, the larger the file will be. Th”
samples to store.

The sample resolution can also affect the siz
refers to how many values can be me
give four values to measure;

file. The sample l
bit sample resolutios
resolution would give 256 valy

fite size = length in seconds x number of samples taken per second \

50 a 10 second long clip, with a sampling rate of 100Hz, and a sample mso\
size of 10=100x4 = 4000 bits = 500 bytes.
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Why is data compression important and how dc

Sometimes a file may be too big for us to store, or too b|g for us to downl
transmit to someone else. We may want to reduc of afileoran

Lossy compression
Lossy compression reduces the size of a file by permanently removing someg
data in the file. The data that is remaoved is often thought 1o be redundant
make only a small difference to the quality of the file. When the file is restgy
was removed during the compression process cannot be restored. -

Lossy compression is mainly used for audio, video and image files. s Mot
files when streaming or transmitting them - however, there might be tim
this exactly the purpose of lossless compression.

Example: James has an audio file that he wants to send to Sabina for fier to ac
wants to reduce the size of the file so that it is small enough for hira to attach
compress the file into an MP3 format. MP3 uses lossy ession to reduce t
removing background noise and any sounds thr; t:ve heard by the h
the size of the file, but it will be difficrile i tening to the audio fil
still be a very close repres

of the ouri\ginal data from the file to reduce the size of it. When

lossless compression is used to reduce the size of a file, the file can
be restored to the original form. Lossless compression is used when .
it is vital that the file is restored to its original form and that no data is lost
algorithms that work in different ways. -

o Tt e B

Example: Marcus has a text file that he is using to store the following quote. ‘As.
ask what you can do for your country’. Marcus wants to compress the file so it taks
possible, but he does not wont 1o {ose any data from the file to do this. He uses

Excluding spaces and punctuation, the message has 61 characters. Eachi charo

if we look at the quote it has repeatmg words uld store the words

Position When we compress
6,13 store each characte
position of the word. &
7,14 would be 49 byies.
8,15
9,12 seem g great deal,
saving would be m
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How do we use run-length encoding and Huffme

Be able to calculate the number of bits required to store a
Be able to calculate the number of bits required to store a
Explain how data can be compressed using ru

Represent data in RLE frequency/dat3 «:ai

Suppose we were compressing the string "AAAAABBBCCCCDDE". This can
a character is repeated, and then storing that number with only one copy
be SAZB4CZD1E. In the criginal string, 105 bits are needed for storage.
bits, as each letter is stored once (taking 35 bits of space), and in total 11
of occurrences of each character,

MNow, suppose we compressed the string “ABCDEABCDEABCDE”. Thisis a
the file size (the compressed string would be “1AIBICIDIEIAIBICIDIED

Mote: The number of bits needed to store an uncompressed ASCH string is 7

Run-length encoding tends to work better for images,
being compressed. Images with long runs of pix.
than images that have a number of

ough it's effect
2 same colour wi

Below shows how the da p would be compressed using RLE.
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mber being the “run &

Note: Each item is stored as a value pair with :
encoding” or binary code for |

the binary code and the second n

is only 1 bit as one bit is being used for ’9

in the example give
ke ur code would be either 00, 01, 10 or 11. ag

were 2 gl
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Huffman coding

Huffman coding is much more efficient at compressing data - it is an exam
where some letters are compressed more than others. The main idea is tha
about the order of data, but instead the frequency of data. The most frequey
cades, so in theory the compressed data will be as short as possibie. |

Example: Imagine a 500 character document sto:
using any compression. We will now h:via’
(represented using a Huff

ow this wguld be stor

For this exam sume the document only contains the letters a,

516 to include all of the characters in the document.

Step 1: Create a frequency table and sort it with the lowest frequency first.

Frequency Character
10 b
20 C
40 d
150 a
280 e

Step 2: Create a tree with the two lowest frequency elements as leaves.

Step 3: Put this tree back into the table in freque

Frequency

10:b 20:c
40 d
150 a
280 e

Step 4: Repeat steps 2 & 3 until there is a complete tree containing all of the e
{ond therefore o table of only one row). This process is shown below. .

Frequency Character

10:b 20:¢

150 a
280 e
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Frequency Character
220

The tree is now complete.

Step 5. Now you traverse the tree alwoys allocating a O when you go {eft and o

5007

GCSE AQA Computer Science Course Companion Chapter 3 Page 18 of ZC

COPYRIGHT
PROTECTED

ig

2y

Education




Step 6: Put the letters back into the table so that you can see how each letter 1

Letter Encoding
e 1
a 01
d
C
b

ny bits it will take to store the file.

Encoding Bits Used Frequency Total
& 1 1 280 28
3 01 2 150 36
d 001 3 40 17
o 0001 4 20 84
b 00000 5 10 56

Adding up the Total Bits column gives us 830 bits which is a ot lower than
standard ASCIl would take. As you can see, because the low freguency letts
and the highest frequency letters using the fewest bits_tais encoding is ve

The big question: So why does Huffman ro

imagine if the final file wi

vou have your next letter,

RLE vs Huffman trees

The choice of compression method depends on the scenario. If an image is}

more sense to use RLE, as blocks of the same colour tend to be next to eac
definitely not work due to the total number of possible ¢alours. For text, H
RLE tends to work better when there are lots
written text.

ird: "aced”, this would be stored as

the codes, they all start with @ number of zeroes, so all you have to do is kex

patterns, someths

Pro: Compress tex

ke
Lon: Isirt ideal for text written in English,

compression string can often be larger than the
actual string.

Con: Huffman tree
that is compreassed
different string mi
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Chapter Summary

We process anatogue data but computers process digital (binary) data.
converted to binary to be processed by a computer. -

base-16 system.

A binary shift can k

Images are made up of pixels. The amount of data needed for each pis
image or black and white. If the colour depth and pixel size of an ima
size of the image file.

Seund is sampled at set time intervals when it is processed by a comp
rate. If the sampling rate is increased, this will increase the size of the.
increased if the sample resolution is increased.

Fites can be compressed. A compression algorithm can be used to do
trees and run-tength encoding.

Exam-style Questions

Convert the binary number 101100

Convert the binary

Statethé ASCII representation of the letter P.

Calculate the file size of a 10 second sound clip, with a sampling rate o
resolution of 8 bits. Give your answer in bytes.

Which method of compression would be most appropriate for campres“
Explain your answer,

Explain two ways in which the guality of the playback of a sound file c

Create a Huffman Tree for the string "SMALL".
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Chapter 4: Computer System

in this chapter you will learn:

The difference between hardware and software

The different types of programming language and translators
Logic gates (NOT, AND, OR, XOR), truth tables an ircuits
The architecture of modern computers, theg: usction of the CPU &
The differing types of secondary nlid State, optical, magnetic), arit
The difference between fputers and embedded systems &

SO00CC0

Computers can be split roughly into to halves - the physical components
that make up the computer called the hardware, and the programs that we
run using the hardware - called the soffware.

There are two main types of software that are used on computer systems;
these are systems software and applications software.

Systems software controls the operations of hardware in a computer syste
These are programs such as disk defragmentation and fi'2 encryption; their::
anly purpose is to assist with the operation o

anis we use to create document

and carry out communi other using technology. Some exa
- h as Internet Explorer, Graphics Software suc
~icrosoft Word.

What roles are performed by the operating syst.

An operating system (sometimes
shortened to the initials OS) is software
that is loaded by the computer after the
initial boot-up.
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Once loaded, the operating syst
centrols the operations o
a computer syst
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3s all other
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The ope®™ang system provides a number
of important functions for the computer.

The different functio
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Without an operating system we would not able to use a computer. Thisis b\
command the hardware to carry out any processes or run any software to car
provides us with the ability to interact with a computer system. The way a uﬁ
systemn is through the use of a user interface,

User interface
The user interface is what we use to interact with
There are three main types of user int
natural-language.

ter.
command-line and &

Graphical User Int:

and Wmdows for us to cllck and open. We use this type of operating system
many devices including our personal computers, smartphones and tablets.

A GUI has lots of helpful guidance and clear items for us to interact with in ¢
to carry cut the daily tasks we use our computer for, We do not need to type
any commands to carry out tasks, just click the icons and menus to do so.

Command-line Interface (CLY

A command-line interface (CL1) is another type of user interface. This typ
menus to guide the user to perform tasks; it requires the user to type in the;
that they want to perform. This type of interface is what people had to use§§
GUls were developed. Some people still use CLIs as thev.like to be abie to
computer as they wish, rather than havmg to iprogrammed com

The user needs to ha
they can use in ord

An example of a CL
let you use your ¢o
line — you can still
as you would with a3

Matural-language interface {MLI)
The third main type of user interface is a natural-language
interface (NLI). A user controls a natural-language interface
through the use of commands that are often spoken. The user
can make yse of commeon phrases to interact with the
computer and perform tasks.
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each and every memory location to see whether it is in use or avaaiabie o
much memory needs to be allocated to a process and decides which proce
one time, If the operating system does not manage the memory effective
ability to perform tasks.
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Multitasking

The multitasking function in an operating system allows a computer to
run many applications at a time, [t is multitasking that allows you to
Listen to music on your computer, while doing your hormework and
surfing the net all at the same time. The operating system is able to
keep track of where you are up to with various apnliss:g , @S you maove
from one to the other, without losing ‘ s a limit to how
many applications an operati andle at any one time.

The more applica pen, the slower the operating system
will begicey 3 ‘of them.

The peripheral management function of an operating system controls the ¢
peripheral devices that are linked to the computer system. Example perip
and a printer. The operating system handles the input from and the outpu
sending and receiving commands from them in their programmed language.

Each peripheral device that is attached to a computer system has a seftwarfé?.sg
interaction; this is catled a driver. The operating system needs these drivers:
with the peripheral device, Drivers§§
devices and downloaded onto a col
first connected to the computer sy:

that logs into the system to do s
ntoacomputersystem  these are normally identified fror:

File management

File management is the function that the operating system uses {o
arganise and keep track of files stored on a computer system. As far as &
computer is concerned, all that exists in the computer’s memory is
blocks of data. It is the file management function that allows the user to
see the data in the secondary storage {either a magnetic hard drive or a
solid-state drive) in the form of structured files and folders. COPYRIGHT
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What is utility software and why do we need it?

age, maintain arg

k, or very small

ay be responsible for include:

]
. pnversmn e Data compression (see Chapter 3)
e  rile repair e Backing up data
e  Encryption e Antivirus

e  Defragmentation

Encryption software
Encryption software is used to encrypt data. When data is in its original for

encryption software uses an encryption algorithm and an encryption key toy
data has been encrypted it is referred to as cipher text. The cipher text caﬂ
the correct encryption key. People mostly encrypt data to store it or transrr%é
we send any details 1o our bank, the data is encrypted before transmission.

unrestricted submari
Coaw spits of tnis o
: “anerics nentral. Ia i

Ing, we moke Wexico s §

everyone £an see), so only he can decrypt it using his private key {that onl

182°F 18101 0317 0208 17604 4473
21500 47003 She% 13018 Buse 12157
R 445p SOUT  ITIeE 43851 4438 17160 1471 €700
TIBZ  LSE5T €790} 1aZB  Seerr

LEPLSTOPEE .

/

te aEne o 1AM02 LA2T 22801 17498
IR cz F1S 14331 14021 $BRdR You wldl lktors %
ar R BiecT 0B85 4377 Lo

23 v 20420 3SEED 1373z =pse7 BotTHlly. a8 £0of ‘an
g cwiotd 13333 4azMh 22098 TUnllet Btates or
104 TP3X  TIST 0928 52265  M18% suggeaﬁdun izt e
o1 Lrars 1SWTS 1802 18500 158%7 ‘bt Jopan Lo T

e 124WE 935G G220 VEOS® M4R19 T time medists betuse
%, 11LE3 7RAT TYAR 15089 9110

;‘qllewing bae;ﬁ: n

U 'Yogsiter, génsrous
CstBNALng ON OUr pHri
~¥hz loet territory X

arigons, | Tne settl

eall ihs President’s &
ine wtkisai enploin
Soffera ihe prowpIel o1
tew monihd to bAKs DeREE

Zimmermann Telegram issued from the German Foreign Office in
Left shows the encrypted message (cipher text). Right shows the message after it was ing:
British and sent to the US government. :

: , a different key is used to encrypt and decrypt the
hich everyone can see, and a private key, which only you hav
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Defragmentation

When data is stored on a computer’s hard drive, the computer doesn’t ook
the data can be stored in full and continuocusty. It breaks the data up and
the hard drive. Available space on a hard drive is often as a result of chan

example, Alice has six files stored on her hard drive. These are a letter, th
music files. Her hard drive looks like this:

This leaves Alice with some free space on her hard driv. lice now needs
The computer will find the next available s \ard drive to save

The video project file was broken up inte fragments {o be stored in the ava
fragmented hard drive. She can run defragmentation software that witl hel
bring together any fragmented files. To do this the software will move aro
to join together any fragmented files. When files are not fragmented, it m
as the computer does not have to search for the fragmented parts of the fi

After running defragmentation software, Alice’s hard drive might loolc like

All the file fragments have been joined together and the hard drive is no Eo
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Methods of backup
Backing up is the process of making and storing copies of files in case of
that could cause ioss of data. Files are backed up in the event that the dat

at any time. -

in a full backup, all the files and folders selected for backup wiil be
hacked up. This type of backup is normally carri n initiat

‘e
«

e ust back up the files that have changed since their
last backub This type of backup is called an incremental backug.
This type of backup will only back up the files that have changed
since the last backup was carried out. This can make the process of
backing up on a regular basis much guicker.

What are ‘high-level’ and ‘low-level’ programm‘éi

the differences between them.
Understand the advantages and disadvantages o
level language programming.

A computer programmmg lar,

we use on a daily basis as humans. They are much easier for users to read 3
write programs in. Examples of high-level languages would include Pythor§§
JavaScript and Visual Basic.

Low-level programming languages are much closer to the language that a
computer understands. Examples of low-level languages would be assemb
code is literally the 1s and Os that a computer can understand, whereas ass
mnemaonics, 0 assign meaning to the 1s and 0s. For instance, a machine ¢
that increments a value by 1. Now this isn’t particularly readable - with as
siuch as INCR a. When the assembly code is run, this gets transiated direc
representation (it might be the case that INCR a = 0041).

in the early days of computing,
machine code by hand T

rogrammed by writing

antage of allowing the programm
directly control y directly referencing memory addresses an
COMPpLY *1};& . 0 aid programmability the instructions were written
binary. (G ver, machine code is very difficult to read and so even an exp
struggle to understand a large piece of code without a significant amount
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This ted to the development of assembly code, which replaced the
hexadecimal instructions of machine code with mnemonics which were e
to understand. Most assemblers alsc allowed the use of symbols {or variabl
signify memeory addresses which would be referen
Assembly code - low- to a memory address by the assembler. Assembly
level language which uses language, however, still op at a very low t

mnemomccode§ {0 and becomes mo icult to use as
represent machine code

One of the big probler;

code she®®-and far easier for humans to understand.

Structured programming involves writing statements that are executed in s3
constructs such as iteration, selection, functions and procedures. The adv
the fact that it becomes just so much more readable for programmers.

Did you know?!

The origingl version of the game RollerCoaster Tycoon was written by one persod
code was written in an assembly longuagel! :

in a low-level language each line of code will perform only one task. Inah
can perform many tasks. Low-level language is still.s::ii:
hardware.

A very basic example has g each level of language:

T

High-Loes - Machine code

a « . ) 0101000101@1@@1@11@@0?‘}&5
b « 2 STO b 2 .
Cea+hbh ADDR ¢ a b

QUTPUT ¢ OuT ¢

You can see that the high-level example is incredibly clear,
the assembly code is only clear it you understand the
mnernorics used, and the machine code is completely
unreadable. This is why high-level languages are often
used over low-tevel languages. This doesn’'t mean that
low-level languages shouldn’t be used - there are often
advantages to using low-level languages: '

Lower-level languages give

g ) High-level code i
+8Ms designed for microprocessors is a series of 15 a

mbedded systems in Chapter 4).

e Code is run directly; there is no intermediate stage between the soui

o You get complete control over your code and the machine that it is?

Of course, in most cases high-level languages are preferred, mainly becausg
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What are program translators?

Explain the differences beteen the three types of translator.
Understand when it is appropriate to use them.

that we have some w.
aerstandable by the compute

@@ ands. They go through the code a line at a time, transiate it a
found, the code stops. :

s Compiler - these translate the high level code inte machine code di
and then run. After compiling all the code error messages are gene
Anyone buying software that has been compiled will not need the
software, It produces an executable file that can run on any machit

e Assembler - these transiate code written in assambly language dire

How are logic gates and circuit

Specification Referenr:

‘t[OWInkg logic gates: NOT, A
imple logic circuits. Interpret th

foundation block of a digital circuit; it controls the flow of electronic signak
digital circuit. One or more inputs will flow into a logic gate and one outpy
flow from the logic gate. The inputs into the logic gate and the logic of th

determine what the output will be.

The voltage of the electrical signals flowing into and out of a logic gate cag.
or low. If the voltage is high, it is represented by the binary digit 1. If the v COPYRIGHT
low, it is represented by the binary digit 0.

PROTECTED

Some logic circuits only need a few logic gates; oth

ach as a microprocy
require thousands. =

output that depends on the ir
\g gates:

There are various logic gates
We are going to look 2

ig

2y

Education

e NOT gate
e XOR gate
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AND

The AND logic gate is represented by the symbol:

A\ eeomesmesd

B_

K=AANDB or X=AB

The logic of the AND gate is very simple. For the output X 1o be 1, both mp

either input A or input B is 0, output X will be 0.

We can represent this logic in the form of a truth table. This is a table that!

gate or circuit by listing all the possible values that can be used. Atruth

input Sutput Reading the truth table
A B X
0 0 0 aen X = 0
0 1 0 1 then X = 0
1 0 0 =landB=0thenX =0
1 1 IfA=1andB=1thenX=1

that with two inputs there can be four possible outcomes.

In a truth table we can also use TRUE instead of 1 and FALSE instead of 0.

OR

The OR logic gate is represented by the symbol:

A

The logic of the OR gate is also very simple. For the output X to be 1, eathe

to be 1. If both inputs are 0, then output X will be C.
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We can represent this Logic in the form of a truth table. A truth table for

input Cutput Reading the truth table
A B X
0 0 0 —» IfA=0andB=0then X=0
0 1 1
1 0 1
1 1 1

put is 1 then the output from an OR gate will:

So we cangee ! _
r possible outcomes.

inputs

NOT

The NOT logic gate is represented by the symbol:

The NOT gate is a little different because it only has one input. We have la
the output X. .

When we make an expression from this, we can

verline to represemé;
statement would be either expresse ff

X=NOTA or X=4

e is arguably the simplest of all the gates. For the:

We can represent this logic in the form of a truth table. A truth table for oy

Input | Output Reading the truth table
A X
0 1 e FA=Othen X =1
1 0 ¥ fA=1thenX=0

5S¢ we can see that whatever the input is into a NOT gate, the cutput witi
with one input there can be two possible outcomes.
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XOR (Exclusive OR}
The XOR logic gate is represented by the symbaok:

We have labelled t
and ong.iloui

O
g

When vigg# e an expression from this, we can use & to represent the X ;
statement would be either expressed as:

X=AX0RB or X=A38B

The logic of the XOR gate is also very simple. For the output X to be 1, eith

if both inputs are 0, then autput X will be 0 or if both inputs are 1, then the |

We can represent this logic in the form of a truth table. A truth table for ou

input Cutput Reading the truth table
A B X
0 0 0
0 1 1
1 0 1
1 1 0
50 we g%
inputs Whedtapa

How can we make more complicated hardware

‘he gate A and B, and the output X. There{f

Now we understand the togic of our three logic gates, we can begin to ¢re
logic circuit (logic diagram}. To do this we begin to combine our logic ga
together to create our logic circuit. All operations that we perfermon a
computer use a logic circuit.

Let’s take an expression and interpret it

X={ + B)

A

8

atement that it has an OR gate that has tws
NOT gate and the output of the NOT gate will be .
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We can also represent this as a truth table:

This is how we,

We can see by looking at this statement that it has two main outputs, Th
AND gate, but output A will need to run through a NOT gate first. Therefor

We can also represent this as a truth table:

truth table

— |f A =0 the NOT coverts it to 1 and if

This is how we can represent a2 logic statement as a logic circuitand a trutl{é

Let’s take another, more complex logic statement and interpret it

X = (AB) + (B.O)

We can see by looking at this statement that it has three main inputs, A, B a
good point for us to start. This is because it separates the two AND parts ©
will need two AND gates in our circuit of which the ou
gate that provides the output for X. One AN
the inputs B and C. Therefore, our log

1':

k like this:

input Cutput Reading the truth table
A B X
0 0 1 — |f A=0and B = 0 then the CR cutput
0 1 0
1 0 0
1 1 0

—> If A=0the NOT covertsitto 1 and if B¢

— |f A=1the NOT coverts itto {} and if B
1 0 ¥ ¥ A= 1 the NOT coverts it to O and if B

s flow into an OR
ed the inputs A ay
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The flow from input B needs to be split as it goes inte both AND gates. inp
gate, inputs B and C flow into the second AND gate and the two puts from E
gate. The output from this OR gate is X.

We can also represent this as a truth tabie. Our truth table will now need
inputs. So that we can follow the logic of the circuit, we are geing to also

Working cutputs
D E

mirlslirlolo|lo
mimlololw|r|lolo
—iolimliols|lolr|lo|m
mirlololo|lolo|lo
—ioloclolmiclolo

This truth table represents the logic statement X = (A AND B) OR (B AND ().
to make it easier 1o see what inputs are flowing into the CR gate. Working
gate with the inputs A and B. Working output E is the output from the AND

this:

if we take the first line of the truth table we can r
U then E = {}, neither i‘:

IfA=0andB=0thenD=0,1

A computer systern is able to take in inputs, process them and output them
output is sometimes stored. It does this using a variety of hardware. A cor
system is comprised of the CPU, memory and other components; for exam

The first electronic general-purpose computer
system was the Electronic Numerical
integrator and Computer (ENIAQC).

{_reation began in 1943 and w.
1946. ENIAC was des!
and ) Prezg F

3 C was able to solve large-
WETICal problems and was used by
the US Army as part of their logistics.

N

ENIAC: the first electronic general-purpo

Computer systems have developed immensely since the invention of ENEAC%?
now make them responsible for supporting many aspects of our daily lives.i.
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Py
The purpose of the (PU is to process data and instructions. 1t is where the
decision-making takes place in the computer. Whatever you are using your§§
computer for at any given time, be it playing computer games or doing you
homework, the CPU is working tirelessly to allow you to do this. Data and
instructions are transported around the CPU through thesuse of buses.

Registers

e “\\\\ N
\\\\\\ z
\\W

Arithmetizc and Control Uinit
Logic Unit (ALU) (CU)

shann architecture

togical S 3tions. Data is passed to the ALU to allow the required
catcutations to be carriad out. The results of any calculations are then serat§§
to be stored in a register. -

Register — very small yet Typically, the ALU includes g register that it
fast memory locations in the uses to store intermediate resulls of -
CPU, used to temporarily hold  calculations while the full calculation is being.
dataand instructionsduring carried out. This register is known as the
processing accumulator.

Accumulator (ACC)

The accumulator is built into the ALU; it is thP r
catculations are stored. It accumulat
net have an accumulator, i
then read it back in

aere the interim
- T the calculation, henc
Store the results of each stage
the next stage — making it a much s

different stages of the fetching, decoding and execution of an instruction,
through the different parts of the CPU. it also controls and monitors the h
tells each component in the CPU, the computer's memory and the hardware
The CU communicates with the rest of the components by sending control §
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Memory address register (MAR)

Each tecation within a computer’s memory (RAM} has a memaory address, T
address is used to locate the data or instruction that is stored there, The MA
holds the address location of the next piece of data that is to be fetched in
the CPU, or the address where a piece of data will be sent to be stored in R
The address location is sent to and from the MAR usine, e address bus.

Memory data register (MDR)

The MDR holds the actual data
that is being sent t

: tched into the CPU, or the da
AM. The data could be a value or it coula
t to and from the MDR using the data bus, @

The proij"r'é\‘rn counter is a register that holds the address of the next instruc

designed 1o indicate where the CPU is up 1o in a program sequence. The pre
the instruction pointer (IP) or the instruction address register {IAR). There i
address of the current instruction that is being processed; this is called the

Cache
The cache is a small section of memory that is built into the CPU. It stores
instructions and data to allow quick and easy access to them. There are thrgy
being prograssively further away from the CPU. .

e  The first type of cache memory is L1 cache, typically operating at s
e The second type is L2 cache, which is slightly slower and further aw
e Finally, L3 cache is the cache memory furth y from the CPU,

You can think of the cache as a type of §
vou would put here are the cor
them. The back of :
would USoe

5

Jiithat you would use the most a5
the L3 cache. The things you would put &

The clock located inside of your computer is different to the clocks that we
computer refers to an electronic oscillator circuit that takes advantange of
electric signal with a precise frequency. This frequency can be used to time
made by the CPU,

Clock speed (the frequncy of the clock) is typicaily measured in GHz, where
second. As of 2021, the fastest recorded CPU clock speed was 8.722 GHz (&
generated it required liquid nitrogen cooling to remain functional!

Bus

“the CPU, memory
e data and instructions b -

Data and instructions have to be moved a
series of buses. There are internal
an external bus workin it

al'devices.
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How does the CPU perform operations?

Understand and explain the fetch—-execute cycle.

The fetch-execute cycle is the process a CPU
the fetch-execute cycle, both the data -
are ready to be processed. It

Juction are loaded into
er’s operating system that lcad

Fetch Decode

Execute

Once a cycle is complete, the CPU is ready to carry out the nexté

What does an instruction look like?

The instructions that are processed by the ¢
binary bits. This is another agre
an instruction it will al

Ctis self is split into two parts, the cpcode and t
tells the CPU what is to be done, and the sperand tel

ADD 21

We can use a set of commands called mnemonics 1o create computer progr
correspond £0 the ARD command, with the operand telling the CPU which

Fetching an instruction .
The first step the CPU carries out is to fetch the instruction and data info t

to indicate the address of the instruction that is to be carried cut. This val
address register so that the instruction or data stor re can be located..
memory to locate the address.

Decoding an instruction
in order to process ai i
an inst gtk

S ‘the CPU needs to understand the instruc
i*to decode an instruction, the CPU uses an instructi
machine language that the CPU understands.

Executi}lg an instruction
This is the part of the cycle where any actions required by the instruction tal
that need to be carried out using the data. The ALU may be used at this st
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How can the performance of a CPU be affected

The performance of a computer can be dependent on the performance of t

of the CPU we mean how quickly it can carry out instruci:ons. There are th
size, and the n

performance of a CPU; these are the clock spe

Clock speed
The speed at which

arry out instructions is called the clock s
to one cycle of the fetch-execute cycle, Cio

the clock speed of the CPU, the more instructions it can process in a seconc§§
it can process, the greater the performance of the CPLU. .

Number of processor cores
The number of cores & CPU has can vary. if a CPU has a single core itis ca

processing one instruction at a time. If a CPU has two cores, referred to as §
it can process two instructions simultaneously. This effectively doubles the

of instructions it is capable of processing in a second.

A single-core 2 GHz processor can process two billion instructions per seco

a& 2 GHz dual-core processor can process four billion instructicns per secong
€ Processors args

dual-core or quad-core processors; and as of 2020 oc
example both the Playstation 5 and Xbox Series :
cemputer requires a great deal more ne:

Cache Size

A Specification Reference
Understand the differences between main memo

Why does a computer need memory and storag§§

e are random-acce
). “Without memory we wouid
| secondary storage — where data i
"RAM when necessary.

There are two types of memory found in
memory (RAM) and read-onl s
able to run programs. I
it can the B2 lo

e refers to any storage — either internal or externaito a ¢
- that |" ‘under the direct control of the CPU. An example of internal 5
storage would be the hard disk; an example of external storage (often refe
as offline storage) would be a (D or an external hard drive. We need this
permanently storing data ready to reuse, share and distrubute.
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There are three types of secondary storage - optical, magnetic and solid st .
control of the CPU is called primary storage. An example of this would be

What are RAM and ROM used for and how are t#:

A Specification Reference
Understand the differences between RAM
Understand why secondary stora

use as this allows the computer to quickly access them. This is because
RAM is quicker to read to and write from than any other storage in a
computer, such as the hard disk.

RAM is very useful as it allows quick access to the data and programs in ‘
use; however, the items in RAM only stay there as long as the computer is
turned on. As soon as the computer is turned off, all the data and program
this means that RAM is an example of what we call volatile memory. Inorgg
we want to use again, 2 computer needs a hard disk to save these items to.
disk they will not be lost when we shut our computer down. .

RAM is given this name as any location in the memory can be directly acce

‘boot u;_“__ 4 data and programs that are stored in ROM are not Lost when
computer is turned off; they will still remain in the ROM. ”

ROM is often described as non-volatile memory, meaning it is permanent.
ROM remain permanently in the memory, even when the computer loses p

RAM vs ROM
The differences between RAM and ROM are described below:

RAM

® Stores programs and data in currently in use
# Can be written to and read from
e Volatile

& Larger in memory capacit
» Contents lost wt

Stores the pro
computer

Canonlyber

Non-volatile &
o Smaller in me;.
e Contents not
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What are the different types of secondary stora

A

Explain the operation of solid state, optical and magnetic s
Discuss the advantages and disadvantages of solid st

Magnetic storage
Magnetic storage devices use

An example of a s a hard disk drive.

svédvantages of magnetic storage include:

cord data on rotating metal plat

Advantages
e Large storage capacity s Data can be
s Fast access to read and write data mechanical
s Fairly inexpensive to manufacture o (an suffer wes

Optical storage

4.7 GB of data and

Optical storage uses a lens and a light bea
disk. Examples of aptical storage are (D,
size. CDs typically can hold up to 700 MB &
ays can hold up to

ight making them o The storage

compared to

Die e cheap to manufacture e It some cases

s Disks are fairly durable, meaning that they are required o req
safe to store data on for long periods of time

e Some formats, such as CB-R and DVD-R, mean
that data cannot be overwritten

Solid-state storage

Solid-state storage uses flash memuories to store data. This works by using

electrical circuits to store the data. Examples of solid-state storage are s¢
state drives, SD cards and USB memory sticks.

The advantages and disadvantages of magnetic

« More robust than magnetic due to having no
moving parts

o Expensive to
o Have a limited
written to and
can be thousai
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Choosing a suitable storage device

There are a number of elements that we may want to consider when chooss
data; these are:

{apacity The amount of data we can store on the device

Speed The rate at which we can transfe

Portability Whether we need to ound and carry it Wit

Burability The length ¢ ce will safety store data for w

Reliabilitvy ;.

a'is stored without any technical errors, and th

‘ne cost of manufacture for a device

Example 1 - Software Company

A software company would like to give away a free trial of its latest software o
well-known technology mogazine. The company needs to choose a suitable
device to distribute its free trial. The company will need to consider a devic
portable as it will need {6 be attached to the magozines; they will need to ¢
device that is cheap to manufacture as it will need a large quantity of them
in each magazine, They will also need to choose a device that will keep the
reliable. They are not likely to need o device that has ¢ large capacity as the
trial software will be reasonably small.

Discussion point: What would be the most suitable stgrage device for th¥

Example 2 - Model Car Comp
A model car comp

a new remote-control car.
€ able to input programs into the

The user will moke use of a keypad on the base of the car to do this. The in
device in the car when input.

Discussion point: What would be the most suitable storage device for thy

How does cloud storage work?

COPYRIGHT
PROTECTED

)A Specification Reference
Explain the term ‘cloud storage’.
Explain the advantages and disadvantages nf

The cloud is an ever-growing f :
more businesses and gz thoosing to use it every day. ;9

2y

Education

we want to use are not stored on our individual device or hardware, but
stored in a remote location, normally by another company. We use the
internet to access the data and software whenever we need it. The
servers in the remote tocation use either magnetic or solid state storage.
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The advantages and disadvantages of using the cloud include:

Advantages

e Users do not need to purchase additional hardware to ®
store data and software

e Companies do not need to employ technical st
be needed to maintain the hardware to ;
the software

Companies and indivi

s Ifthe.
able tt
made:;

What is an embedded computer system?

An embedded computer system is normally built into a piece of machinery
‘embedded’. It is a computer system that is designed
functions. It mostly consists of a small micr

input, processes it and provides an o

An embedded comput, ot look like a normal general-purpo

itor. Embedded computer systems are buiit in

Embedded computer systems can also be found
50 embedded computers gach performing a a:ih‘"feéE

Manufacturers use embedded systems in their devices for a number of rea

e They allow the device to be programmed to automaticaily
perform one or a small number of functior]s

e  They can reduce the size of the r

Therefore, by removing this wastage, the cost of manufacture can
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Chapter Summary

Software
B There are two main types of software that are used on computer syst
applications software.

B Systems software controls the operations of har,
provides a platform to run applications ‘

8  Applications software is the
with each other usina.t:

®  An operating

in & computer sy

ms we use to create doc

Gitware that is loaded by the computer after

\ardware in a computer system and manages all ot

@) system through a user interface.

& The operatlng system performs a number of functions including mem
peripheral management, user management and file management,

® Utility software is 3 type of systems software. It helps manage, maintay
resources. There are a number of different types, including encryption
data compression and methods of backups.

B We can write programs in a high-level language or low-level Eanguage§§
languages as they are closer to human language. Low-level languages.
understands.

B Programming languages need different types of translators known as c
comptiers. .

L.ogic Gates and Circuits

B Alogic gate is a basic foundation block
digital circuit.
The logic of an AND

L Circuit; it controls
utput to be 1, both inputs nead
R gate is: For the output to be 1, either input needs

s Thel log|c of an XOR gate is: For the output to be 1, either input needs ;
output will be 0. If beth inputs are 1, the ocutput will be 1.

®  The logic of a NOT gate is: For the output to be 1, the input must be 0
B Logic gates can be combined together to create a logic circuit diagrarn§§
® | pgic gates and logic diagrams can be represented as a truth table. TP‘

of the gate or the circuit. We can also write expressions.

Hardware

#  The purpose of the CPU is to process instructions glven to a compute
instructions and any data that requires storage

the performance of the CPU.

w  The cache is a small part of the CPU where commonty used instructio
commontly used instructions and data that can be stored, the quicker
greater the performance.
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Memory and Storage

RAM is the place in a computer where all the programs and data that &
volatile memory.

ROM contains the programs that allow your computer to ‘boot up’. 1t i

Flash memory is a type of non-volatile memory t

need to consider when choosing a
durability, reliability and cost.

Exam-style Questions
1.

(V2]

10. What is the difference between an inter

Memeoery management is one of the main functions of an operating syst‘
Explain how the operating system manages a computer's memoaory, -
State three other functions of an operating system.

in a sentence, explain the logic of an OR gate.

Draw a logic circuit to represent the logic statement: X = A AND (NOT ¢

Janey has the following spec for her

e 2 GHz single-core proc
e 4GBRAM

tw ways Janey could upgrade the performance of her compui
Explain how the CPY processes an instruction.
Explain the difference between RAM and ROM,

A company is developing a camera drone as a product. They need to t\
storage for all the footage the camera will record. .

Explain which storage type would be most suitable and why.

Explain the difference between a high-level language and a Llow-level

rand assembler.
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Chapter 5: Computer Networi

in this chapter you will learn:

What is meant by a computer network.

The different types of network (PAN, LAN and WAN).
The different ways of connecting a network, specif!
Different methods that allow us to comm ;
Methods of securing network
How communication is ac

SO00CC0

Internet.

Up untit the 1990s, most computers in both the home and in businesses
were stand-alone computers. A stand-alone computer is one that is not
connected to any other computers that it needs for regular use. When we
connect computers together we create a network.

Cne of the first networks to be created was back in 1969,
This became kniown as the Advanced Research Projects
Agency Network (ARPANET). Universities decided to connect
their computers together so they could communica
each other and share resources. This neto
pradecessor to the Internet. :

snarily for these two functions,

Advantages

s Lsers can share files and rescurces with others. ®

e Users can access their files and resources from
another computer on the same network. 2

s Servers can be created to centratly control a computer to
number of operations and services on a network, controt and COPYRIGHT
such as security and file backup. . PROTECTED

» Communications can be sent to any computer
the network.

# Peripherals can be shared

issues for th

A high amou
network to r

ig

ou think that the widespread use of

2y

Education

stworks has changed the way we communicate
vith each other for better or worse?
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What are the different types of computer netw

buildingél""\i:ANs are normally found in the home, schools and
small businesses.

The key characteristics of a LAN include:

Characteristic Description

{Connection method | {an be copper cables, coaxial cables, twisted cables

Ownership The structure is normally owned by the individual of

Transfer rate High ~ often as much as 1 Gb per second (gigabits,

Transmission errors | Fewer errors as packets of data are being sent over

Security Can be kept fairly high as s be controlled a

rea network (WAN)

A WAN is a network that covers a large
cover a city, several branches of an orga
countries. The Internet is the largest W
often a collection of connected LANS.

The key characteristics of a WAN includ

Characteristic Description

Connection method Can be coaxial cables, twisted cables, fibre optic ¢
also make use of felephone network systems, leas
satellite communications.

Ownership Parts of the structure will often be cwned by othe

Transfer rate Normally restricted to less than 200 Mb per secon

Transmission errors | Greater chance of an 7 as packets of da

PAN can be used for file transferral between devices, sharing Internet
between devices {tethering} and printing using NFC.

An example of a protocol used in PANs is Bluetooth,

Security : ge due to the high number:
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Characteristic Description

Connection method | Wirelessly or wired, depends on the hardware used
wirelessly, or you may be transferring music onto &

Ownership Owner is the user of the network

Transfer rate Depends on the tec
per second, w

used; Bluetoot

Transmission errors itors as packets of data are being

Security e , to manage as the network is limited in size,
; that interact with each other.

A network topology is essentially the structure of a network. It is the way
which all the computers and devices are connected together, You need k
structure and features of two network topologies; these are the starand t
topologies.

Star topology

in a star network topology there is a central comput
t0. Each computer is also indirectly connecte

puter fails in the star topology
computers, unless it is the server in whix

security of a star topology i5 generail
computer goes through the central com

depending on the structure of a
network., This is not too much of a

Star network
topology

P

each computer has its own dedicated
cable that connects it to the server.

However, this network structure can be expensive to set up as it needs a rer

amount of cabling to connect each computer.

Bus topology

in a bus topology there is one central backbone of at each and
every computer on the network is connected

cabling W#®dy exists (unlike star networks where each device needs its

with another computer. Data collisions |

problem on a star network, though, as

own cabling). !f a portion of the cabling fails, the bus network will be divi
devices on each side of the network would be unable o communicate - w
computers that need Internet access are no longer on the same network &
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To send data around the network, data is sent in both directions around th

network is sent the data, but only to check that it is the intended recipien
central bus are in place to stop data from being sent back in the other dir

between data that is being sent directly after it. The central cable limits t
send data at once - in fact, only one computer can send data at ornce, t¢ p

disadvantage, bus networks are only suitable for small.;stworks — as the

network, the slower the rate of transmission

S

Did you know?!

MNormallv get

ture of topologies, depending on the purpose of ¢

in order to create a physical network, we need certain
hardware. There are some fundamental hardware devices

that are required to create most networks. The most basic of
these is the transmission media to form a wired net

Wired networks
The transmission media i ed to carry the data
around the netw he cables. There are several

e  Twisted pair cable
e  Fibre-optic cable

Coaxial cable

ed pair cable is a type of cable
that has two separately insulated
wires that are twisted around each
thenhavea  other inside an outer layer. This is
W Over that acts like a the most common type of cable
jacket. This type of cable is mostly  that is used in a network.

Coaxial cable is a type of cabl
that has a central wire.t;
surroundegl by:

used in Ethernet.
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One of the largest problems wired networks face is interference. Also kno
from background radiation and other electrical devices. Along the cable,
from the other electrical sources cause bits to flip. This is what causes er
this problem we can add check bits that can tell us if an error has occurre

P
Did you know?!

Error-correcting codes fall into a field of ca e‘{and muthematics,

As well as transmission media, a comg
connecting the transmission media tc
transmitted around the network. The:
called a network interface controller, ;
that is installed into a computerto a

Network interface controller

Wireless networks

Alternatively, a wireless network can be created (although there is nothin
a network from having devices connected through wires and wirelassiy).

connected wirelessly is there is no physical connection between the devic
network. This can be seen in most modern laptops - they tend to have a
hardware called a wireless network mterface controller N\/NIC) that WOFkS

5 nétwork, the network wi
ce that allows any device that h
irks the WAP is built into the router. in the

network. In ma

Wi-Fi s,

ame given to the wireless technology that we use i¢ connec
Unlike a hardwired connection, Wi-Fi uses radio waves t¢ provide a conne
are transmitted by a WAP that normally has a wired connection to the Int
capability will detect the radic waves and allow a connection to the netw

The radio waves of Wi-Fi are mainly in two different frequency bands:

e 2.4 GHz - ultra-high freguency
¢ 5 GHz - super-high frequency

The frequency of the band represents the number of radio waves per seco
frequency band is separated into a number of different channels. A devic
the radio waves. If two devices close together are annels that are
interference. Therefore, it is possible for 3 v he channel use

ripertant when using a wireless netw
{ace. A username and password adds on
network, but a wireless encryption metho

Encryption — scrambling da
to make it unread ble

Ut |ll have three methods of encryption to choose from: wired e
Wi-Fi protected access (WPA) and WPA2.6+89.
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Wireless networks also face interference issues. Sometimes wireless netw
such as microwaves, as they also emit signals at a similar frequency. “

Wired vs wireless

There are muttiple pros and cons for using one type over another.

Advantages

Wired

®
-
=
(0]
o
[54]
(53]

Connections
more { networks impracti

age the security of the avoid be

work » Limited
connect
# (anonby
that spe
¢ Transmi
dependi
Wireless s {an connect to networks from » Datatra
different geographical locations and lessi
e No limit on the number of physical distance,
connections ® wgregess§§ COPYRIGHT

e Files can be transferred between be more;. PROTECTED

devices more conveniently usina
wireless networks; e.g.
from your phone

ig
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Education

GCSE AQA Computer Science Course Companion Chapter 5 Page 6 of 11




Why should our networks be secured?

Both types of network (wired and wireless) are suscegtitie to cyber-attackss
network or gaining unauthorised access.

To help prevent unauthorised access to a network, users must be
encouraged to set strong passwords. A strong password is one thai:

e Is more than a few characters in length {usually more than eight)

e  Uses a combination of letters, numbers and symbols

e  Uses 3 combination of lower-case and capital letters

e s not identifiable data that is easily Linked to the user, for example§§
a birthday, pet name

A strong password will be much harder to crack and is far less likely to be go
brute-force attack. Many organisations will set rules for their users’ passwi
password is chosen. They often force their users change their password pe

iscussion point: How well do yo
change how yo

easures, many companies require two-factor authen
£0 2 USE e example of 2FA involves asking the user for their passward
equmng them to enter it into a physical device that then returns a code ©
This authentication is better than just using passwords, as if a thief manag
they do not have the physical device to verify themselves, Alternatively th
require the user verifying their identity by clicking on a Link in an email.

Encryption
When we store data on a network it is always going to be at risk. We need
everything we can fo protect this data, and one of the things that we can d
encrypt the data that we store. This way, even if a hacker gains access to
it will not be of much use to them as they will not be ablg to read it.

Encryption — scrambling data to make it unread bl
to security in transmitting the data. The

To make

decrypt the scrambled data t that we's
A very cure) method of encryption is using the Caesar ci
each L€ xed number of places. Consider the following key

Plaintext AiBIC I DIEJFIGIH| P IKILIMIN{OPR
Ciphertest | MIN{OC PIQIRISIT|UIVIWIXIY]|Z]A]B
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The text | LOVE COMPUTER SCENCE would be encrypted as ‘U XAHG OA

Note: This type of encryption should never be used in a practical applica
analysis can break this encryption incredibly easily, as certain letters app
language than others. We can also simply test each of the 25 passibilitie

Firewall
A firewall is a network security syster§§
that can either be hardware or softwa:
based. It uses sets of rules to control
network traffic coming into and goin
out of a network, All traffic that is

allowed into and out of the network
traffic that is unauthorised is rejected
network, or is not allowed to leave th
out in a firewall policy are designed
deny it access.

MAC address filtering
Each network card in a computg

unique hardware vatue calied a

devices that have an NIC with specific MAC address can join the network {
addresses can be refused access),

Did you know?!

MAC address filtering is no longer recommended as MAC addresses can easily
trick the network into thinking your device has g specific MAC address (one that:y
as the address has been spoofed, you get instant access to the network.

What is a protocol?

AQA Specification Reference
¥  Define the term ‘network proto
¥  Explain the purpose

ion network protocols: TCP, ULP, P,

in ordesongi! ernet to communicate effectively using a netw

need tESIAIN place a number of protocols. These are rules that govern
e o . .

network®amctions and how communication is carried out. If protocols did

exist it would be like a group of peaple trying to communicate with each o
in a different language. This would make the process very difficult! A prot
to effectively be speaking the same language when communicating with e
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Different protocols are used for different purposes. The main networking

Protocol Applic

TCRAP This sets rules for how devices an a net

manages the separation of a file into da
Transmission Control Protocol / network. It then m

internet Protocol

IP part gi t and address to

col is an alternative to the Trar:;:
over TCP when speed is a priority -
protocol that sends datagrams with o

LUDP
{ser Datagram Protocol

This is used by web browsers to access v
communicate with a web server. -

Hypertext Transfer Protocol

HTTPS This is a more secure version of HTTP. ity
and data as it is sent using this protocol..
shopping sites to keep personal data seci

Hypertext Transfer Protacol Secure

Fip Used in conjunction with TCP/AP to transmy

File Transfer Protocol

POP The POP3 protocol is used o retrieve err
receives g user’s emails and they are the
the user or the user’s email client checks
and downloads any mail using the PGP
downloaded, it is “deleted from the

Post Office Profoco!

ety similar way to PO
ot deleted from the serve
ntil the user chooses to delete it.

IMAP

{nternet Message Access Pro

POP3 and IMAP are concerned with the

Qns\fer Protocol but SMTP governs the sending of email

Wi-Fi is not a single protocol, but actua
comimunications standardised by IEEE.
prefix 802.11, where the first protocol
most recent is 802.11ac. The first Wi-F
supported wireless transfer speeds of 1
recent protocols can theoretically reach

500x faster)!
Ethernet Similar to Wi-Fi, Ethernet is an [EEE sta COPYRIGHT
(beginning with 802.3) regarding the tr PROTECTED

networks. The wi
are normald

either be copp
anking your routers
ccess the internet.

ig
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How is information sent over the Internet?

A protocol is normally separated into layers, with each
layer responsible for different parts of the process
The process is broken down into layers to m ‘
complex. The main things that neg
when using a network t

i »,ar‘networking model was created by DARPA,
used on the first proper network known as ARPANET
(Advanced Research Projects Agency Network) in 1969
- originally designed for military application, Little :
did they know that eventually people could access a
network thousands of times larger than this from Logic map of ARPANET
devices as simall as your mobile phonel

The protocol that we (and ARPANET did) use for communication over the

The protocols found in TCP/IP manage the separation of data into packets
address for its destination. The TCP/IP protocol has four layers, showr belg

The Application Layer
This layer is concerne ting and distributing data. Bt n
mission. The application layer is the I

a suitable
* ork are operated. This includes email clients o

The Transport Layer
This layer is concerned with establishing and terminating conne
on a network. It does this via the use of o router. This layer uls
detection and correction functions, and establishes the spesd aty
he sent and received,

. COPYRIGHT
The Network Layer PROTECTED

lots of differ
< establish o route

This layer allows the exchange of data b
layer that the IP part of the protocs
the data packet. %

2y

Education

@@ Data Link Layer
“This is concerned with the transmission media that is used to send ¢
network. It ensures the network hardware can be used to fransmiy
fransmission media can be used. -
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Chapter Summary

A network is a collection of devices that are connected tcgether.
We mainly use networks to communicate and sh

A network can be a PAN,a LAN ora W
LAN is a network that cov sgeaphic area, and a WAN is a i
geographic area. :

is*the way in which the network is wired and strucé%
logies are star and bus. i

Wi-#s"the wireless technology that we use to connect devices to the

provide the connection.

There are 2 number of measures that can be taken to protect a networ
firewalls, and MAC address filtering.

A protocol is a set of rules that govern how a network operates. Differs
applications; they are also made up of a number of different layers. '

The TCP/IP model is the main set of protocols that are used for comma

Exam-style Questions

Explain two benefits of networking compu

State two disadvantages of using a bus netwo

Describe when data collision
Identify and d gthods of securing a network.

the operation of two different layers in the TCP/iP protocot.
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Chapter 6: Cybersecurity

in this chapter you will learn:

% That information systems need security measures in place to protect t -
& That there are multiple kinds of threat that can affert system security,
involve stereotypically ‘hacking’.

& Methods to detect and prevent c

Networks provide many benefits, but they also come with a great
number of risks. Many people recognise the security precautions
they need to take with their physical belongings, but they do not
exercise as much care with thelr security when it comes to using
networks. This type of security is often given the name
‘tybersecurity’

A network can come under attack in many different forrrs, and

mon method of data interception.
n sending confidential information over the In
HTTP for their transaction processing you should probab

More of'f"r'i'.than not, an attack is performed by targeting the people who u
itseif. After all, why try to hack a system when vou could just try to trick a
Peopie are usually the weakest link in a system!

Other attacks come from software that you have voluntarily downloaded. /§
computer - some can encrypt all of your files and then threaten to delete th
watch you enter your passwords so they can send them back to the ¢reator

RRERIRR,

We need to realise the value 0*
information and put in place a
able to, in order to prevent it by
extroed ¢ Hicult, as threats o
g and it is a constant.t
defend against this. .

Cybercriminals recognise the v
spend much of their time devis
really see its value?
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What is social engineering and how can we pro

& often the weak point
robiem that people can often be:

There are four methods of social engineering that we will look at:
s  blagging
e  phishing
¢  shouldering

Blagging
An example of social engineering is blagging (sometimes known as pretext
an employee in a company presenting themselves as a network administra
will often act as if the employee has reported a problem:with their comput
is that they have reported. Many employees n't reported an i
is confused, then just forget about ‘may fall upon one employ:
issue and will then seek t s from them such as their login and|
‘ oyee may then give the details and the

To combat blagging you should atways
someone that you are someone else who is actually speaking on the phone.
to make them directly give away the phone number will be external from
information such as passwords - in which case you should report the n

actual network administrator. :

Another particularly nasty scam is getting a phone ¢all saying that you hav
but to claim it you must transfer a certain amount of money into a helding
that the prize can be released’. In this case you need to think, if you did n
competition, then it is most likely to be a scam!

iscussion Point: The ‘Band Name’ game
djoining the name of the street
hy might you not wa
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Phishing -
Another form of social engineering is called phishing. Phishing is when an
unauthorised person tries to collect personal and sensitive data by disquising
themselves as a reputable individual or organisation. The kind of data that%;
phishing emails are looking to obtain is passwords and bank detaits, The
perpetrator will send some kind of communication, such as an email, to th
victim, pretending to be from a bank, or a webs quires a username
password. .
The email will be designed to lo e and will normally cont
to click to follow. The ' Lly advise them that there is some
have, or that t rify @ matter with an account they have. the
this. The link will take them to a replica we
organisation they are presenting themselves
their personal details. The persconal details
commit fraud,

s

: me in which
you purptssefully deceive
someone for monetary gain

We should be aware of any email or communication that we
get that states that the sender is from a legitimate
grganisation. Most grganisations will not ask you to provide
your personal details in this way over web communications, 50
we should be very wary of any organisation that does. f we
look closely at an email, we can often tell when it is ‘phishing’
for our data;

e There will sometimes be spelling errors or bad
grammar in the email. If the writing s ;
professional, formal and gramma®;
can be an indication it ‘

ny phishing emails are Criminals uss
This means they are not always -
an individual; for example, ‘Dear
'mer and not ‘Dear John',

e Theemaili

® The emaitl will often want you to urgently respond to something ani
be some kind of detrimental effect, such as account closure or a feg

o When you click on the sender’s email you will see that it is not actU\
actually from a spam email.

Below shows an example phishing email:

Subject: You have received o secure message from Bonk of America @
From: admin@thebankofameria.com COPYRIGHT
Date: April 26, 2016 PROTECTED

You have received a secure message from Amerrica

attachment, securedac.hy
oad) it to your computar. For

Read your secure message
to open (view) fhe file
then open it.

ig

ns qbou'r the validity of this message, please comce;:;é Qg

<. s

First tA#®Users - will need to register after opening the attachment. EdUCQtiOﬁ |

Help - hxxs://securemail.thebnkofamerica.com/websafe/helptio
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Shouldering

ZZ

The final social engineering technique is shouldering (sometimes known
as shoulder surfing). Shouldering is where the perpetrator obtains
information while watching you use the device they want access to.
They may learn your password by simply watching you enter it. This is
why on card readers the number pads are often shi stap any
prying eyes from learning your PIN code.

B

Shouldering - spying on pe
usernames, password

St

Petey

wW*®reats exists in downloaded software?

Malware is short for malicious software, and this is what it is, software desi

cause malice to a person’s computer system. [t is designed to disrupt or da
the computer system and the data that it holds. Malware is an all-encompay
term for a number of threats; including:

Malware Description

ites a computer sy
cer system by corr

Virus This is a computer program that i
intended to cause damage
available memor :

ware that is disquised as & harmiess
harmless file is downloaded, the malware is d
are is downloaded, it can carry out the attack it wa

Trojan horse This

These are computer programs that gather data ahout pe
This records the key presser from a user on a computer.
be possible to pick out personal and sensitive data, such

We must be very careful when we choose o download a file from an email
or a website. Most malware is disguised as a Trojan horse. [t may look Etke
an innocent application, file or game, but it could unleash a great deal of
harm to your computer and files.

if we are not certain that the download is from a reputable source, we
should question whether it is safe to be downloading the file at ail.

What other threats exis_yt"

There are other ways that, cdmputer systems can be put at ris

e Misconfigured access rights
s Removable storage madia
¢ Unpatched/outdated software
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Pharming

Pharming is where even though an email is legitimate, when you click on
link you get redirected to an illegitimate website. This can be done by mo

certain files on your computer, or hacking the domain name server that is re}
for that web address (the server that links what you have written, e.g. wwiiy

to an IP address, e.qg. 32.11.16.4).

The website that you get sent to will oft
some message appears stating th

attack is still completeh going on - they will just assume thi

s im g  that when you set passwords, you think about how strong th
the less likely they are to guess. So passwords such as password, abci23 a
easy to guess. in order to protect systems, it is important that you think abg

including text, numbers, upper case, lower case and even symbols.

it is also important to change passwords regularly. A default password is o
register. Most organisations get you to change the password straight awayj;

change the password, this is an easy one to guess,

‘ plica of the normal \
tog in right now and you shou

Misconfigured access rights
When a user is added to a network, they are
the IT/network manager. Thes :
the user has access to, th

ighed specific acee

A _)t‘.‘-“
When ac' > rights are misconfigured, you could end up giving pecople acc

Far example, think about your school. What could happen if you suddenly &

Removable storage media

Removable media refers to external storage devices such as USB flash dri
with removal storage media is their ability to transfer malware such as vir

reason, many organisations forbid the use of removal storage media as party

Ancther risk is that are easily misplaced -~ and if intercepted, the data can L\

many cases in the news where flash drives have been found containing hi

opholes, especially when it is first rele

all softv e .iwcdrried out regularly on your computers. It is everi:
software updates contain the security patches for the loophi:
®SDecomes old and new software versions are developed, the patg:

argani
as soft

encouraged to update the software. I you do not do this, your software car.
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How can we prevent cybersecurity attacks?

Understand and be able to explain the following security me
CAPTCHA, using email confirmations to confirm a user’s i

There are two main methods of trying to pr
the current system and fix them. Tk
system may have no vul :

rity attacks. The

out manually by individuals, who carry out attacks and reveal any security
it can also be carried out by automated software that will perform a series

Peopie who carry out penetration testing are often referred to as ethical

hackers, or white-hat hackers. Once a vulnerability has been identified, the

arganisation can look 1o develop its network security and make sure that th
attack can be prevented. There are two types of penetration testing; the f
is called white-box testing and assumes knowledge of the internals of the
system. This testing simulates an attack from someone with detailed insi
kriowledge of the system.

Now, this is not always the case, and thi
called black-box testing, is carr :
simulate a full-on ¢

L

Biometric measures

PN One method of tocking down a system is to use biometric se.

S
I R
%\z\% maost popular form of biometric scanning is fingerprint scan
e phones. The purpose of this measure is to lock down the s

fingerprint and a small amount of saliva!

Password systems

One of the common methods of securing a ne password protect ev
engineering would hopefully co :
weakest link in an info

of the passwords, which can be found by performing a mathematical oper

Password: Hash:

mypassiz23

Hash operation

enetration testing’ (or pen

company can employ a team of people to simulate potential attacks on theity
This is calied penetration testing (or pen testing). Penetration testing can be

other type of testing

in both 'wsé's: any vulnerabilities that have been found are reported back tc

information that is unique to the owner of the device. Finge:

. scanning measures have not always been perfect; in 2006, 2

W/ science programme beat a fingerprint scanner using a printgy
R ot

bad65492¢:
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The idea is that this operation should not be reversible - so if the passwor
passwords getting leaked, it is the jumbled hashes that get leaked instead
hash, you need to guess every possible password until there is a matcht Th
password, and is why you should have long passwords and use different sy
passwords can be checked a second, the amount of time it takes to brute-f

Z, a2

17 minutes
40000 hours

I 7 million hours 293 biilion hours

7 characters long

10 characters long

14 charaggars

Email confirmations

Email confirmations are used to ensure that a pers
website is using a valid email address. This is usu
mass signing up to a website and putting unneces
servers, [ is often the case that limited data is sto
verify their account, in order to save on storage spe

CAPTCHA
An alternative method to verifying that someone signed up to a website
is using a CAPTCHA system.

CAPTCHA stands for:
Completely Automated Public Turi

and exists to stop peo
1o the uSoe :

the computer.

Automatic software updates
Penetration testing can be incredibly efficient, but comes at a large cost to
company. An alternative to pen testing is to ensure that automatic sofiwa
updates are turned on {which is freel}. This method will still fix vulnerabil
in each individual piece of software, but not as guickly as pen festing.

General methods of protecting your data

The key idea is to be sensible and careful when putting personai data on t
internet it can be very hard to take it off without
account on a website, there is a high ch, “

backups.

With emails, you should ensure that you have a suitable spam filter and on
sources. While most email clients ask whether you really want to open a f
definitely not_a_virus.jpg.exe, you might accidentally click 'yes” and end up
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Chapter Summary

A netwaork can create risks as well as bring about benefits.

Social engineering preys on the issue that people are often the weak p;
It preys on the problem that people can often be enced into aiding
them even knowing or realising it is ha

AR

s to collect personal and §

Phishing is when an unauth
: L or organisation.

themselves as a re

computer has been affected in a way that ch

passWord/Pl N.

Malware is harmful software that is unknowingly downloaded onto a
designed to disrupt or damage the computer.

Viruses are self replicating programs that are intended 0 slow down
usage, -
Trojans are programs that appear normal, but contain malware that ms
using the valid program. ff

Spyware is a type of malware that reports your computer usage to the
to steal your passwords.

Adware is a type of malware that displays adverts on your computer sa
money for getting people to look at adverts.

Penetration testing is where ‘white-hat nu vunerabilites in st

to the company that own the s%

RS RIS

Biometric meas t0 lock a device to a specific person, 1

Exam-style Questions
1.

i

A company wants to make sure that its system is very secure. It hires &
testing to improve its netwerk security. Explain what is meant by pene

R

Describe two other security methods that the company could put in p

Describe the purpose of CAPTCHA.

James received an email advising him his s
click a link and confirm his deta'

‘a account has beg:
attack o his account:

State the name give

Describe why using only a password system is not sensible. identify
made more secure.

State one reason why a company might use automatic software update%f
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Chapter 7: Relational Datab
Structured Query Language

In this chapter you will learn:

€  About the concepts of relational databases

& How to use SQL to retrieve, insert, edit_anfl & é*in a relational data

What is a rel atabase?

DA & 1 l-a. . 1 References
 Ex¥eg@#e concept of a database.
Explain the concept of a relational database.

A database is a structured and organised way of storing data. All of the d
be sorted in different orders and interrogated o provide information. Th

Flat file databases have all the data in one big table. The table below is an:

PetOwner Table

Susie 3 High Street Doty Dog
Harold 67 Main Road | Bob Goldifish
Harold 65 Main Road | Chirp udgie
Kazim 5 Mill Road

Aleesha

QOskar

3 High Street Gabby

For the amount of data, this is fine, but if you can imagine a vet practice wi
this would not be manageable. You will see in the data above, there are pr

s We have inconsistent data, where some people have differences. T
people moving and not all of the records being updated. This makE

¢ We also have data redundancy. This is where we have repeated d
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Harold 67 Main Road Education |

001 §
002

e 3 High Street

003 Kazim 5 Mill Road
004 Aleesha 9 High Streef
005 Oskar a1 Mile Lane
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Pet Table

Dotty Dog
FOI1 Bob Goidfish No 002
BO1 Chirp Budgie No 002
D02 | Harley Dog ' 003
CO1 Pilchard 004
D03 Arthur 005
02 p e 0035
D04 @“ bbby Dog Yes 001

What are the concepts of a database?

There a number of different concepts that are important to know when LOO!

Concept Definition
Table This is all the data about one entity
Record A set of data about one item in the database. For exa

Field A characteristic of what

identifies a record. It atio

Primary Key This is a fi 5
i me to be uniquely recorded.

th

n two tables are related, the primary key in the pan
table to form the relationship and link them together

Foreicaaiik

50, how do these relate 1o the database we have been using? Well the whc

a table.
Prxr&;ary Key FTLd
D01 Dotty Dog Yes G01 COPYRIGHT
i . PROTECTED

FOI Bob Goldfish No 002

801 Chirp Budgie " 002

£02 Harley Dog {03

CO1 Pilchard Yes 004 19
No 005
No 005 ag |
Yes 001 Education
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So how does SQL work?

o

Be able to use SQL to edit and delete data in a database

We are now going to look at how we use SQ

Owner Table

3 High Street

G Harold

67 Main Road
003 Kazim 5 Milt Road
004 Aleesha 9 High Streef
095 Oskar 81 Mile Lane

atabase. To do this v

DOl Dotty Dog Yes 001
FO1 Bob Goldfish No 002
BOI Chirp Budgie No 002
202 Harley Dog Yes 003

CO1 Pilchard Cat 004
203 Arthur 005
02 005
204 001

Select

Selecting data is where we retrieve (search for) data that meets certain cony

find the details of all the dogs we would use the command:

SELECT *

The aste
FROM Pet
WHERE PetType = 'Dog’ ORDER
ORDER BY PetName ASC ascending |

Another example might be if we need to select the owner name and pet nar‘

Select Owner.OwnerName, Pet.P
FROM Owner, Pet
Where Pet.Mic
ORDER BY

Ch?

We may want to insert a new pet for an owner:

INSERT INTO Pet(PetiD, PetName, PetType, Microchi
VALUES ('DB5’, ’Tony’', 'Dog', 'Yes’, 981)
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Update

So what would happen if Mob the cat gets a Microchip? Well the record WC

UPDATE Pet
SET Microchipped = ’'Yes'
Where PetID = 'C@2'

Delete

There may be a reason
To delete the don §

' d, for example if the owner chang
rom the database, the SQL would be as

WosCATE from Pet
wrERE PetID = 'D@3’

Chapter Summary
®  Databases are a way of storing data in an organised fashion,

®  We can have flat file databases, but these result in redundant and inco;
relational databases.

g Relational databases are made up of tables, consisting of fields, record

®  We use a variety of SQL commands to retrieve, insert, update and de

Member ';;f)ﬁle

AB123 Mustafa Saddique 07745678345 | 17

BC234 Alicia Thomas Q7793849283 | 18

CD345 Paulo Raodrigues 07483729183 | 17

DE454 Alana Srnith 07829321345 |18

EF567 Diana Fernandes | 07783747876 | 18
1.
2.
z, rds are there in the tabie?
4, E; T{ s of using a relational database rather than a fla

‘?’3 2 5:

5. Wri®®n SOL statement that finds the first and last names of all the 17

6. Alana has turned 1% and is leaving the youth club. Write an SQL stat
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Chapter 8: Consequences of
Technology on Society

In this chapter you will learn:

& How the way that we interact with computers is
& The impact that digital technology has o

Many people blindly use technology without considering the effect that it r~
of phones are thrown away every year yei materials are chosen for cost, rat .
communications and internet history is monitored by ISP's and governmen
software is downloaded itlegally all over the world causing companies to m
even going out of business.

Note: In order to be aware of the various issues that appear in Computer S
we are up to date with ouwr knowledge and understanding of current issue
Therefore, it is very important for us to reqularly read news stories surrou
awareness. If we do this, it will give us a good basis of knowiedge 1o drav
allowing us to develop our own opinions that will help 1s answer the essa

There are four main issues that need fcsh red in this chapter - Eth

However, it is very difficult to keep data private on the Internet. Sacial net
people to post personal details about their Life. A lot of data about a perso
from these posts. Many of these sites will have a privacy policy that is agr

account, Most users, however, do not read the privacy policy and have no i
that they post. This makes them very unaware of what they have agreed to

A company may have a privacy policy that gives them the right to:

Sell your personal data

Many social networking sites allow a user to set the level of privacy on acc
openead, these settings are often quite relaxed and open, so it is always adv
and change them to the level you would like as soon as you open the accoy:
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A criminal could also manitor a person’s anline activity and social media, any
mare information the person posts, the greater the understanding of their i
that can be developed. This would make it easier for the criminal to steal
identity.

A

There are other privacy issues we need to consider that can arise through t .
technology. We are watched a great deal by surveil ‘cameras on a daily:
when we walking into shops, banks and ot the high street, ave
we are simply walking down the hic; . TS klnd of techniology is bec
more and more sophistig, : een vital in identifying many crimin

avery move. However, some people argue that this is an invasion cf privac
that the police and the government authoerities should not have this much
track a person’s movements. They see it as an invasion of their privacy.,

What do we mean by ethics? %

Ethics are an agreed set of principles that people should try ) :
to follow to keep conduct. While they do not have toh ﬁf“"
followed, it is normally in everyone’s best in .

When we talk about ethics, we 2 e things that peopls
think are right and wre, . It is different to legislation that
legally dir*t_e.

are about the use of computers and the development of hardware and
software.

One major area that is subject to lots of ethical reviews is the topic of artifi
should we try to make a computer think for itself? -

Another example is: should our search history he accessible by advertisement

Cusion seint R b e b etn ‘. COPYRIGHT
bout companies keeping track of your search history? PROTECTED

ig

29
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What laws are there relating to the use of digit

Unfertunately, despite the many benefits that technology brings, it can alsr%§

cause a great number of issues. Society has reacted to many of these issu
by creating legistation that governs the use of technology, and puts in pla
sanctions if rules are broken.

The Data Protection Act (2018)
The Data Protection Act was oriain:

in 2018. The updated v WS
another leaisla & General Data Protection Regulaticn (GDPR).

‘598 and was updated

A9

sed to incorporate the principtes of.

The Data Protection Act governs the personal data held by an crganisation

from their customers and potential customers. This data is very valuable,
amount of data an organisation is atlowed to collect about a person. It is
arganisations from holding or using inaccurate information about an indivi
the data when it has been collected.

The Data Protection Act has eight main principles that an organisation is r

1. Personal data shall be processed fairly and lawfully

Personal data shall only be obtained for a lawful purpese and not
the one it was obtained for

Personal data shall be accurate and kept .
Personal data shall not be kent:
Personal data shall

N oA~ W

Personal ¢
ke h

Geenal data shall not be transferred to a country outside the Eur
country has adequate levels of protection in place

The aim of the Data Protection Act is to:

o Make sure that data is securely transferred between companies and

= Prevent a person or an organisation from storing or using inaccuraty

private life or business
e  Give the public confidence that businesses are requlated for the us
s Allow an individual to check, and raguest destruction of, the infor
an organisation
e Place accountability on organisations to de
store and transfer

Personal data shall be adequate, relevant and not excessive for the ¢

accordance with an individual'siy
ept safe and secure at all times, and protec

iscussion poin FBd the update of the Data Pr
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An individual has a number of rights under the Data Protection Act; these

e  They are allowed o see what data is being held of theirs by an or
individual to write to the organisation to request 1o see they data
allowed to charge a smail processing fee to provide the data. The
requested data within a reasonable timescale.

e They are allowed to have any data t or out of date

can prove that an organ

e They are entitled to comnz
' t. Damage can be physicat or fina

breaking the pr

ions to the Data Protection Act. An organisation d
&8 affects national security, if they believe it would cause exce

Sanctions: Serious breaches of the Data Protection Act can carry a fine of
deliberately and maliciously breached, then a prison sentence can be give

Computer Misuse Act 1990

The Computer Misuse Act protects personal data held by
arganisations from hackers. The act makes the following illegal:

fers to

e Unauthorised access to computer material
entering a computer system without

terials with intent to
refers to entering a computer
ta or destroy a device or network

° Unauthorised access tn
commit a fu

i __ihdrised modification of data - this refers to
modifying or deleting data, and also covers the
introduction of malware onto a computer

There is one major issue with the Computer Misuse Act: intent has to be prg
prosecuted and if intent cannot be proven, a perpetrator can claim access vx
be proven there needs to be a witness to the crime being planned and to th
to hack into the system. This is often a very difficuit thing to obtain,

RIS

Sanctions: Minor breaches of the act will result in a heavy fine or a sEx-monéhsg
of the act can carry a 10-year prison sentence. -

Discussion point: Do you think it is right that i
.he Computer Misuse Act? :
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Copyright, Designs and Patents Act 1988
The Copyright, Designs and Patents Act protects intellectual property.
This refers to anything an individual or organisation has created,
including books, music, films, games and software. It makes it illegal to:
e  Share any work that has copyright without the owner’s permissicn
e  Plagiarise the work of another that has a con

The Internet made it much easier for
piracy, making it much easier t
and share their file

lectual property of another

: 1e act can result in a heavy fine or a prison
to two years.

Whare are the legal and ethical considerations

Proprietary software
in most cases when you buy software from a company, you are not

purchasing it — instead you are buying a licence that allows ycu to use
the software. The type of software is called propriet:
this type of software, only the compiled code;i: :

The advantages and disadvant. ; ary software inctude:

By will have undergone thorough and rigorous ®
testing to rid it of any bugs and discover any security issugs

e The software will have full customer support and warranty
options that come with it

s Updates to improve features in the software will be ®
released periodically

e The interface of the software will have gone through an
extensive design process in order to make it user-friendly

Popular examples of proprietary software are:

L3
3
=
1]
=
=
i)

e  Microsoft Office — document creation software
¢ Adobe Photoshop - image editing softwar
e Garageband - audio editing soft

@
=
3
a
g

=

if you want to be able t
should be used. T
cater tgse

it these illegal acts of

free, and is open for anyone to modify to

Sourcé' + ﬁthe Open-source software is a type of software for @
woug — ) : ' .
pmgramr;ing commands which the source code is made freely available. &

that are compiled into an free of charge and some users will look to develo
executable program to it. If these features are successful after testing
them. This gives users the freedom to adapt the
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Open-source software
The advantages and disadvantages of open-source software include:

Advantages

» Usually free of charge .
# Can be adapted to suit a user’s needs
e Community that encourages developm
and use of the software; the
happy to help any users o User interface ma
e Many contri software; develop
theel Fsult in creative features e Developing the 50
: and not every use

The software may

ere is no officia
warranty with the

Popular examples of open-source software are;
e  Open Office - document creation software
e  Mozilla Firefox -~ web browser
«  GIMP - image editing software
e  Linux - operation system

Creative Commons Licencing

Creative Commons is an organisation that provides licences to individuals f:::

organisations that want to give the public the ability to legally share and
work. If a person’s intellectual property has a Creati
does not need to ask the owner’s permission *.

There are normally condltlons e done with the wori; depend
of Creative Commo applied:

Condition

Coammens Licence, t

Ao
Attr/bu-u- )

This allows work to be shared, copied and modified,

and the modified work must be released under the

Non-commerciol This allows worlk to be shared, copied and maodified,

and the worlk cannot be used 1o make a profit

Share-alike This atlows work to be shared, copied and modified,

Np derivative works | This allows work to be shared and redistributed, but &

IR TR,

Digital Right Management (DRM)
To get around digital rights management (DRM), so
the Copyright, Designs and Patents Act 1988

This is usually by linking hardware to software activation.

ple ‘crack’ softwa{;:é
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What issues are there relating to
wearable technology?

Technology that we can wear on our person is called ‘wearable
technology’. This type of technology is common in the field of
health and fitness in particular, where devices are used for
monitoring and tracking data such as location asgis!

te exists

cameras can be made incredibly small, to the point where you wauid not re
can be placed on devices and then can record people without them knowin

One example of wearable technology put under the spotlight in 2013 was
projector that fits onto a pair of glasses and allows the user to perform acti
picture without having to take their phone out of their pocket. Immediately
ethics of using such, as conversations can be covertly recorded, and picture
permission. Questions regarding their use to commit crime were also raise
used in cinemas to stop people recerding fitms, preventing potential copyri

What issues are there relating to computer-bas

RFID (Radio-Frequency IDentification) chips are just:
used on pets in case they get lost, and store;
think that these kinds of devic €u’on humans.

ample of 3 comp
phone number

Swedlsh company such organlsatlon who were tasked

against & Kensor. Of course this was entirely optional and the worker was a
receiving the rice-grain-sized implant. Why do vou think that people muoy be

{ne concern regarding this technology i
RFID chip. People could essentially stea
their chip. There should be some form ¢
Computer-based implant - especially if it is used to identify a perso
technology that is physically located done poorly was in 2013, when Taiwan's;

on someone under their skin . . L
. discovered to have incredibly insecure ey

RFID - technology usually
used to frack animals and objects

What issues are there relating to less netwc

Unsecured wireless networks can raise ¢ ssues — because g fie.

you should use it?

riving’, where you drive around using har
9gle came under fire when it was revealed that their |
incrypted data from unsecured wireless networks. Some of th
med|cal Thformation - surely this is not OK without the permissicn of the own

There isa practlce

While no laws were broken, as this data was ‘publicly available’, some
wondered whether it was ok to do it in the first placel
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What is the environmental impact of technolo

Our increased use of technology has a great impact on the
environment. When we use the plethora of electronic
devices we possess, we use a lot of energy. The more
powerful the devices we use, the more energy we also
use. The vast majority of the energy that we create s

& resources
nt. In order to
make the sew ve we need to use a great
deal o tich as plastics and precious metals.
Again, et iing and creating these resources can cause
pollution to the environment.,

Vast amounts of

We have developed a constant need for the newest and best device, This ac

and also drives the technology market to produce even more. This causes &
technology that we have, in favour of getting the newest device. These thr
disposed of and there is the danger that much of it can end up in Landfill.
waste from some of the metals used can leak into the soil.

There are ways that we can help protect our environment by being more ¢

o  Don't leave our electronic devices switched on constantly, or even
e Recycle the old technologies we no longer want or need.

e  Carefully consider whether we need a new devicz or whether the

deals with our needs effectively.

¥ snding many of
tries. Do you think this

pact does digital technology have on

With the advent of machine learning and artificial intelligence, computers
‘thini’ and act accordingly to different situations. This has raised concern

specifically in the military and the defence industry. There are ethical guids
that use computers, specificatly that they should be controlled by humans. |

Robots such as drones are also regularly criticised for the lack of respect to

to be out of reach for consumers, quadcopters with cameras are becoming §

price comes down, but they can be used to spy on people and gain access g
Some areas have employed drone-catching drones to stop them from being:

film sets, military bases and airports!

have been in develop

issues surrounding them,

Uber vehicle failed to dete
The question of why the car

mous vehicles (also K

undoubtedly both exciting &

In 2018, a pedestrian in Ar

’ investigated thoroughly, a
SIS safety. However, a very se
Driverless cars: who is accountable when technology fails? accountable when the techn
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Chapter Summary

The use of computers can affect many areas of our lives, including ou
environment.

Ethics represents society’s opinio
Computer Science, we a
development of h2

There are a number of legisiative acts that govern the use ¢f comput
Act 2018, Computer Misuse Act 1990 and the Copyright Designs and

Many different areas in computer science need some consideration o
society,

Exam-style Questions

1.

6.

State two reasons why a company include min with their softwy

Describe two privacy concerns 3 étechnology that can recy

ve Commons licensing.

Explain two disadvantages of using social media.

We increasingly throw away technology in favour of the next new devig
Discuss the impact this has on our environment,
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Exam Tips

Below are examination tips that will be useful for vour exams. They are
yeu in the right direction for a few key aspects. | hope that these prove u

& One of the first things | recommend you look e list of comma
be used in the AQA examinations. Thes .and words guide

= Look at the mark allocation for the question. This, along with the ¢
how many points you will need to make in your answer, and how in

e There will be at least one written communication guestion onthe p
very carefully about the context you are given, and how you apply t
context, One way of doing this is to find technology news stories o
into the four key areas. Make sure in the exam that you plan your a
sure that you cover the four key areas.

®=  When drawing logic diagrams in an exam, make sure that you draw
clearly. If the examiner cannot decipher which lonic gate you have

award the marks. A common error is missi small circle at

G -*'he program, any outputs that will need to come from the o}
need to be carried out and any data that will need to be stored. You
plan the program.

= AQA have released a pseudocode guide on their website. You will n
pseudocode in this guide as any algorithms written in the exam will
You are not required to provide your answers in the given pseudoco
structure for us to do this.

COPYRIGHT
PROTECTED

= Inthe Paper 1 examination, the guestions will indicate the type of rz:
be told for example, whether to draw a flowchart, write pseudo-cod
language that your teacher has registered vou

4 W' write code using all ¢
wiriingful names (identifiers}, use su
5 to improve the legibility of your code.

= When writing program code, yn:
Make sure you glve
mdentatlo ’
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Answers
Chapter 1: Algorithms

1. One mark for:

e Breaking down problems to build a solution

2. Two from:

List will need to be sorted into order 1, 2, 3, 15, 19, 24, 65, 87

LB us MP
1 87 19
19 87 65

4, Any two from:
e |fthe list is unsorted...
e .. as a binary search will not work on an unordered list

e |f the list is small...

e ... as it may take fewer passes through the data

peciatly if the Ete

5. 5,23,1,12,3,78,2,11 (1)
1,5,12,23,2,3,11,
1,2,3.5,11

6.

7. Example algorithm could be:
« Last = length{array)
e temp = array{l]
e arrayl[0] = array[last}
e arrayllast] = temp
+ returnarray COPYRIGHT
. PROTECTED

Chapter 2: Programming

1. Anytwo from:

e Questions or decisi
ple paths in an algorithm 19
iident on a conditional element Qg

Education

A way (

3

2. Any one of the following points:

s Arrays can only have elements of the same data type {1) whereas reg

s 1-D arrays are one dimensional (1), whereas records are usually twa
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3. Any two from:
e A syntax error could be caused by the wrong spelling of a key word

s A syntax error could be caused by missing punctuation or wrong i
e A syntax error could be caused by faiture to declare a variable

A logic error is more difficult to find as the code looks correct

e Alogic error will occur in code that

o Alogic error is caused by i ors or not understanding

#. Wil limit the data entered into the program, making it more ;

3

They could use input sanitisation...

&

... this will remove any common unwanted data from the data

L]

They could use authentication...

*

... this will help stop unauthorised access to the program

5. 1 mark for initialising array
1 mark for use of a counting loop
1 mark for writing input to an array
1 mark for correct selection of increased temperature

1 mark for correct selection of decreased temperaf

1 mark for suitable output messages

Example algorithm:

\%fyfemp[x] = input ("Enter baby temperature")
“if babyTemp[x] <36.5 then
print ("This baby is too cold")
elseif babyTemp [x] »37.5 then
orint {("This baby is too hot"]

elae
print ("Baby temperature is fine"}
next x
COPYRIGHT
6 a) 1 markfor initialising array for student names PROTECTED

1 mark for initialising array for each test score

ig

2y

Education

IA\AIAOTE: An alternative solution would he to use a 2D array, which s

it demonstrated.
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Example algorithm:

array studentName [20]
array testlScores [20]
array test2Scores [20]
for x = 0 to 19
studentName [x] =

testlScore [x]

== false
testlScore[x] >=0 AND <=1%5 then

print ("Test score accepted®)

testlScorevValid = true

alse
testiScore [x] = input ("The maximy
15, please enter a valid mark?)
endwhile
tegt28core [x]
test25coreValid = false
while test2ScoreValid == false
if testilScore[x] >=0 AND <«<=20 then
print ("Test score accepted")
test2Scorevalid = tru

else

fput ("The maximy

b) 1 mark for totalling method variable setup for each test
1 mark for correct totalling of each test
1 mark for correct totalling of each score for a student
1 mark for correct output of student name and total test score
1 mark for class size stored as a constant
1 mark for correct calculation of average for each test (must be ou

1 mark for cutput of average for each test {must be outside loap)

NOTE: Alternative answers should be awarded relevant marks i

are demonstrated.

Example algorithm
. amé [20]
testlScores [20]

Wk rray test2Scores [20]
CONST classSize = 20

tegstiTotal = 0
testl2Total = 0
for x = 0 to 19
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B

studentName [x] = input {("Enter the stude
testliScore (%] = input {("Enter the student
tegtlScoreValid = falge
while testlScoreValid == false
if testlScorel[x] >=0 AND <=15 then
print ("Test score epted®)
testlTotal

testl$S

al + testisco

estlScore[x] = input ("The maximu
15, please enter a valid mark"}
endwhile
test2Score [x] = input ("Enter the student
test28coreValid = false
while test28coreValid == false
if testlScorelx] »>=0 AND <=20 then
print ("Test score accepted”)
test2Total = test2Total + test2Sco

test28coreValid = true
aelae
testiScore [x] = input ("The maximu

20, please enter a valid maxrk")
endwhile
total = testlScore[

stR2Score [x]
print (stud total)

testlTotal/classSize
u 2Average = test2Total/classSize
GO rint ("The average score of test 1 is*, tes

print ("The average score of test 2 is", te

Chapter 3: Data Representation
1. 1 mark for correct working, 1 mark for correct answer

128+ 32+ 06+ 1
=177

L]

®

2. 1 mark for correct working, 1 mark for correct answer
e 1011=11,0001=1
e 11=B
. =B1

1rnarkforp1
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4. 01010000 (1)

150x10x8 (1} = 12000 bits (1) = 1500 bytes {1). Award full marks for m\
and stating the answer directly in bytes in the second.

6. Huffman trees (1), as written text is not compressed well using RLE {1}

7. Four from:

e The sample frequency can be increaserl
e ... this means that more sam

n at requiar intervals, c:
The sample size

8 1 ép. The order should be ascending, but may be differ
#1 #2
: S
1 A
1 M
:
1 A 2
o1 L
3 L
2 L

Chapter 4: Computer systems COPYRIGHT
1. Anytwo from: PROTECTED
e It keeps track of each memory location .
o It looks to see whether a memory lo

ble ta be used n"

e [t will decide which pro emory allocated to it at any%i

2. Anythree from 19
o ool di

og
Peripheral management EdUCQ’ttOﬁ %
» Driver management

¢ User management

o Ges

e File management
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3. Four from:

®

If either input into the gate is 1...

L]

... the output of the gate will be 1

If no input into the gate is 1...

... the output will be 0

4. 1 mark for each correct logic gz

5. Three from:

e The {PU fetches the instruction and data needed into the CPU
e The CPU then decodes the instruction using an instruction set

e The CPU then executes the instruction, carrving out any calculatios

6. Any two from:

r,e.q. to 4 GHz..

She could increase the clock speed

... this would mean that

NS could be carried out per

T of cores, e.g. to dual ccre...

e 50 that more instructions can be held in memory to be processed§§

L]

... 1o limit the need for virtual memory

7. 1 mark for RAM, 1 mark for ROM, any two from:
e RAM is volatile
e ROM is non-volatile .
e The contents of RAM can be changed COPYRIGHT
e The contents of ROM are not (normally) changed PROTECTED
e RAM stores the programs and data that are curreatly in use -

ig

2y

Education

s Small and compact to it into the device
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10.

Chapter 5: Computer Networks

1.

M

Any two from:
« High-level languages are closer to human language
+ Low-level languages are closer to computer language
¢ High-levei languages use English statements to construct a progrs

e Low-level languages often use mnemonics to ¢

e In high-level language a line of pro

¢ Inlow-level language a lin perform one fask

slates assembly language into machine code
S . bler uses words that have numerical equivalents

e Assembler has 2 parts an operator and operand

« Compilers translate high level languages into executable programs

s Compilers translate into machine code that will be executed later
+ Interpreters translate high level languages one line at a time

e [nterpreters run each line in turn as it is transiated

e Interpreters need to be running on the target machine, where a co

Any two from:

e Resources can be shared
o Files can be accessed f passr in the network
e Peripherals
tUp as a central control

punication can be sent to computers in the network

Any four from:

e A LAN covers a smail gecgraphical area

« A WAN covers a larger geographical area

s A LAN is constructed using a company’s/individual’s own infrastructy

e A WAN often uses external infrastructure

e A LAN can have a very high speed of data transfer, as much as 1 Gb

¢« A WAN has a more limited speed of data transfer, normally restricte;f:;:;

Star network (1)

Any two from:

>end data at a time

e Onlyonce £
are a large amount of devices
o T unication is affected if the central bus is damaged

(Accent other alternatives)

Oecurs when to computers try to send data over the same cabling (1) &

d perform many %

GCs
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Chapter 6: Cybersecurity
1.

Any two from:
e Firewall (1} - controlling the traffic that enters and leaves a netwo
¢ MAC address filtering (1) - controlling the hardware that can conn

e Encryption (1) - encrypting the fiies on a network so if they are ac

e Authentication (1) - only letting certain people zain access using ps

Any four from:

nd distributes the data

W¥S"transport layer carries out any error detection and correction

e The Internet layer facilitates the exchange of data across networks

e The Internet layer is used to establish the route of a data packet

e The network Layer manages the transmission media for the local n

+ The network layer makes sure the network hardware is operational ;.

Two from:

e It is when simulations of potential attacks are carried out on & syste§§

e |t can be carried out by individuals or an autg

Any two from:

e Network polici

nlago o

“In place to provide guidance on wha

oull
?l?“—* aiware software could be installed to search a netwaork for

g

o Atirewall could be set up to control traffic into and out ¢f a netwo

e Account authentication could be put in place to help stop unauthory

¢ All data stored could be encrypted so that it would be of no use 5hc§§

To stop people from automatically signing up to websites using bots { .

humans can read (1)

One from:

e Phishing email

Any four from:

e People may not abid

e ...theycou omputer unlocked when away frorm their

o \.l. fhey could unknowingly give their details to a hacker

®

... they could be persuaded to carry out an activity that will aid hac

®

People may download malware...

L]

... they may click on a link or a2 download that infects the system
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6. Asif a password is stolen, the thief has full access to the system {1).
2-factor authentication (1), where another system is used such as bio

7. Onefrom:

e Cost

Chapter 7: Relational Data

1. A primary key unig

4. Norepeated or redundant data (1}). No chances of data inconsistency (;

5. SELECT FirstName, Surname (1)
FROM Member (L
WHERE Age = 17 {1
ORDER BY LastMName ASC H

S

6. DELETE from Member 1
WHERE MemberiD = 'DE456" (1)

pri\'}"c"il (1).

3. Any two from:

e A persen giving the public the ability to legally share and develop

o Different types of licence aliow different levels of sharing and devel

« Any accurate example of a licence

4. To stop them from malfunctioning / being hacked (1) COPYRIGHT
. PROTECTED

5. Any four from:

e People may not understand how to s

... this could result in m able to view content tha

ig

2y
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. this could result in personal information being collected and thei

e A person could leave themselves exposed to cyberbullying...

e .. by revealing information about themselves on social media
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6. Banded response guestion

High mark band | The candidate is able to demonstrate a thorough

(68 marks) throwaway technology, giving a wide range of ¢o
abie to apply their knowledge to the context pro
give a balanced argument. The information prov

Mid mark band

(3-5 marks)

: n a reasonable attempt at a balanced argum
will be reasonably detailed and mostly accurate,

The candidate is able to demonstrate a basic knowi:
technology, with limited considerations. The can
their knowledge to the context provided. The candy
a batanced argument. The information provided w

Lbl ark band
(1-2 marks)

Possible considerations:

Stakeholders Ethics
e The general public

¢ Environmental activists
e The government

e Technology companies

Technology

* Any throwaway device, e.g. moh
wearable technologies

Sample\

Technology companies are constantly locking for ways to develop the next big
ensure their future sales and the success of their business. When they have d
actively enicourage and persuade the generol public that they must hove their
affected by the desire for new technology, such as a new mobile phone or a n
current technology they have when the new technology is purchased.

By creating a throwaway attitude 10 technology, we are creating o number of
the environment. When we throw the technology away it con go into londfill,
{ondfiil and this is adding to a bigger issue. There are also present harmiful m
toxic waste into the ground. Another problem this can create is an increase in
powerful devices, technology companies create th
more electricity increases the rate of carbors

ito the erivirorimerit.

5 ble solutions to the problems crea
- Ives to get people to recycle their old devic
: are passed on to people who are less fortunate, who may::
could also look to encourage companies to deveiop more powé%’*%
carbon emission level; they could offer funding to companies whe are willing tc§

The government could loo

This sample answer covers the four key areas listed above., It also demon
GCSE level about the impact of constant developments in new technology.
this a high-band mark. .
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